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| ntroduction

This document describes how to configure an Access Point (AP) in Sniffer Mode on a Catalyst 9800 Series
Wireless Controller (9800 WLC).

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» 9800 WLC configuration
» Basic knowledge in the 802.11 standard




Components Used

The information in this document is based on these software and hardware versions:

» AP2802, C9130AXI APs
* Wireshark 3.4.4 or higher
* 9800 WLC Cisco |IOS® XE Versions 17.3.2aand 26.1.1

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

A sniffer mode AP is an access point joined to a Catalyst 9800 controller, whose radio is dedicated to
receiving all 802.11 packets on a given channel, and transmitting those packets with an AiroPeek header, in
CAPWAP, to the 9800. The 9800 forwards those sniffed packets in UDP (source port 5555, destination port
5000) to an IPv4 sniffer destination device, such as a computer running Wireshark in promiscuous mode.
Those packets can then be analyzed offline.

Production AP M
’ 802.11
packets OTA Ll /

802.11 packets with | e
Airopeek headers in UDP

802.11 packets with Airopeek (udp.srcport eq 5555)

Sniffer AP headers in CAPWAP

The Access Point in Sniffer Mode can be configured through the Graphic User Interface (GUI) or Command
Line Interface (CLI). This document also covers how to collect a Packet Capture (PCAP) Over the Air
(OTA) with the sniffer AP to troubleshoot and analyze wireless behaviors.

Caveats

Do not use the Sniffer Mode AP feature if the Catalyst 9800 is connected to Cisco Application Centric
Infrastructure (ACI) with default endpoint learning. The 9800 transmits its UDP-encapsulated 802.11



captured packets sourced from the 9800s egress | P address, but with the source MAC address set to the
sniffer APsradio's MAC, with low-order nibble set to OxF. This causes problems as ACI sees the same |P
address sourced from multiple MAC addresses; see Cisco bug ID CSCwad5713.

Design Considerations

Things to consider:

* It isrecommended to have the sniffer AP close to the target device and the AP where the device is
connected. If the sniffer AP isfar from the transmitters, it cannot demodul ate most data frames.

» The sniffer AP can support the modulation set being used by the transmitting and receiving devices
under test. For example, if the devices under test are using 802.11ax, use an 802.11ax or 802.11be AP
to sniff, not an 802.11ac AP such as an AP2802.

Note: The AP in sniffer mode is not supported on 9800-CL deployed on a public Cloud.

Configurations

Configure AP in Sniffer Mode via GUI

1. On the 9800 WL C GUI, navigate to Configuration > Wireless > Access Points > All Access Points, as
shown in the image:
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2. Select the AP that you want to be used in sniffer mode. In the General tab, ensure the Admin Statusis
ENABLED and set the AP Mode to Sniffer. Click OK in the pop-up warning, then Update & Apply to the
device.




AP Configuration

Warning: Changing AP mode will cause the AP to rejoin
and it will result in loss of connectivity for associated
clients. Click 'Update & Apply to Device' to proceed

3. The AP digoins then rejoins after afew minutes.

Configure AP in Sniffer Mode Via CLI

1. Identify the AP you want be use as Sniffer Mode.

2. Configure the AP in Sniffer mode.

<#root>

9800-L#

ap nane C9130AXI node sniffer

3. The AP digoins then rejoins after afew minutes.

Configure AP To Scan the Desired Channel Via GUI

1. In Configuration > Wireless > Access Points (1), scroll down to find the sniffer APsradio in the desired
band. In this example, under 5 GHz Radios (2), AP C9130AXI's Slot 1 radio (3). Configure that radio (4) to
enable sniffing (5), assigning the desired channel to sniff, and entering the IP address of the sniffing device.




2. Under the RF Channel Assignment (6), set the Assignment M ethod to Custom, and set the desired
channel width in the drop-down. Click Update and Apply to Device (7).
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Configure AP to Scan a Channel via CL I

1. Configure the channel to sniff on the AP and tun this command:

<#root>

9800-L#

ap nane

<ap-name>

dot11 sniff

{24ghz | 5ghz | 6ghz}
sl ot

<slot> <channel> <Sniffer-IP-address>




Example:

<#root>

9800-L#

ap name C9130AXlI dot 11l 5ghz slot 1 sniff 36 192.168. 203. 102

2. Configure the channel width:
<#root>

9800-L#
ap nane

<ap-name>
dot 11

{24ghz | 5ghz | 6ghz}

sl ot

<slot>

channel width

<width in MHz>

Example:

<#root>

9800-L#

ap nane C9130AXlI dot 11l 5ghz slot 1 channel w dth 40

At this point, the sniffer AP is capturing over the air packets and sending them in CAPWAP to the 9800.
The 9800 then forwards the sniffed packets to the capture device.




Configure Wireshark to Collect the Packet Capture

1. Launch Wireshark.

2. Select the Captur e options menu icon from Wireshark:
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3. This action displays a pop-up window. Select the Wired I nterface from the list as the source of the
capture. Ensure the Promiscuous option is checked.
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4. Under the Capturefilter for selected interfaces field box, type udp port 5555 as shown in the image:
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6. Wait for Wireshark to collect the information required and select the Stop button from Wireshark.
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p Tip: If the WLAN uses encryption such as Pre-shared Key (PSK), ensure the capture catches the four-
way handshake between the AP and the desired client. This can be completed if the OTA PCAP starts
before the device is associated with the WLAN or if the client is deauthenticated and reauthenticated
while the capture runs.

7. Wireshark does not decode the packets automatically. To decode the packets, select aline from the
capture, then right-click to display the options, and select Decode As...

&
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| |.-"'-.|_:-::|':..' a display filter ... <3/>
No. | Time | Dest | Protocol | Source Port | Info

— 1 2621-03-.. 1.. UDP 5555 5555 - 5000 Len=400
2 2021-03-.. 1.. UDP 5555 5555 - 5000 Len=387
3 2021-03-.. 1. UDP 5555 5555 - 5000 Len=385
4 2021-83-.. 1.. UDP 5555 5555 - 5000 Len=400
5 2021-083-.. 1.. UDP 5555 5555 - 5000 Len=387
6 2021-03-.. 1.. UDP 5555 5555 - 5000 Len=385
7 2021-03-.. 1.. UDP 5555 5555 - 5000 Len=400

I 8 2021-03-.. 5555 5555 - 5000 Len=387
9 2021-03-.. 1. . Mark/Unmark Packet
10 2021-03-... 1. Ignore/Unignore Packet
11 2021-03—.. 1. Set/Unset Time Reference
12 2021-03-.. 1. Time Shift...
13 2021-03-.. 1. Packet Comment...
14 2021-03-.. 1l. Edit Resolved Name
15 2021-03-.. 1. Apply as Filter
dsiimhes e Prepire as Filter
17 2021-03-.. 1. Conversation Filter
18 2021-03-.. 1. Colorize Conversation
19 2021-03-.. 1l. SCTP
20 2021-03-.. 1. Follow
21 2021-03-.. 1.
22 2021-03-.. 1. Copy
23 2021-83-.. 1. Drotossl Deaforamans
24 2021-03-.. 1. Decode As...
25 2021-03-.. 1. SNOW Facket In New vwinaow

8. A pop-up window appears, select the add button by clicking the + sign and add anew entry. Select these
options: UDP port from Field, 5555 from Value, SIGCOM P from Default, and PEEKREMOTE from
Current.




Wireshark - Decode As...

Field | Value | Type | Default | Current
LING nart EEEE Intasar hacs A0 SIRCNKME  SIGANKD

UDP port 5555 Integer, base 10 SIGCOMP PEEKREMOTE

9. Click OK. The packets are decoded and ready to start the analysis.

Alternative Tap Point - Sniffer APs Switchport

As an dlternative to capturing the sniffed packets sourced from the controller, you can span the Sniffer APs
switchport to awired sniffer. This captures the Airopeek formatted 802.11 packets encapsulated in
CAPWAP. If the link CAPWAP link from the AP to 9800 islossy, this has the benefit of avoiding the loss.

On the 9800, you can run the show ap name <APNAM E> cdp neighbors command to find the APs switch
name, |1P address, and switchport. Cable aLAN sniffer (such asaPC or MacBook with LAN interface) to a
free switchport on the APs switch. Run Wireshark and set it into promiscuous mode to capture al packets

received from that switchport, as per the instructions above. On the switch, run commands like these, to span
the APs:

switch(config)#monitor session 1 source interface Gi0/3
switch(config)#monitor session 1 destination interface Gi0/19

Where Gi0/3 isthe sniffer APs switchport, and GI0/19 is the switchport into the LAN sniffer istapped. To



validate on the LAN sniffer, that it is successfully collecting the span from the AP switchport, you can filter
the captured packets on cdp:

d l':aphlring from Built-m LAM
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Amde REBsessTo5/EaaaEE
[H]Cdp
Ma. Time vianid Length Source Destination Protocol Info
| 3235|16:36:23.89171738@ 380 Cisco 9e:ild:ed
29228 16:37:81.117864300

COP/VTP/DTP/PAg.. COP

460 Cisco 45:28:83 COP/VTR/DTP/PAR. CDP

Device ID: C913@AXI Port ID: GigabitEthernet®
Device ID: C2968L Port ID: GieabitEthernete/3

Alternative Tap Point - EPC in the 9800

Another option is to capture the sniffed packets via Embedded Packet Capture (EPC) in the 9800. Thisis
convenient asit requires no additional sniffer device for capture.

1. In the GUI, navigate to Troubleshooting > Packet Capture.

2. Add a Capture Point by giving it a capture name.

3. Configure an IPv4 filter, matching on UDP with the source the 1P address of the AP, and the destination
the 9800s WM I address. Uncheck the M onitor Control Plane.

4. Increase the Buffer size to the maximum (100 MB) and select the WM interface and click Appleto
Device.




Create Packet Capture

}Capture Name™ | SniffCAP

Filter* | ipvd v | DTCP
Source Metwork™ | 192.168.6.101 ‘.-’| 32 ‘
Destination Netwark™ | 192.168.203.203 |x| 32 |

Inner Filter Protocol OoHece

Inner Filter MAG | |
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5. Then, in the Capture Namelist, click Start for the capture point just created. When the event of interest
is captured, click Stop and then Export.

6. You can export to your desktop, then open the file in Wireshark. As with the AP switchport span method
above, the capture contains 802.11 framesin Aeropeek format in UDP (source port 5555) in CAPWAP.

Verify

Use this section to confirm your configuration works properly. To confirm the AP isin Sniffer mode from
the 9800 GUI:

1. In the 9800 WL C GUI, navigate to Configuration > Wireless > Access Points > All Access Points.

2. Find the sniffer AP; verify the Admin Statusis green and the AP Mode displays Sniffer.




WLC

Adrmin Association
AP Name : AP Model i Slots : | Status Up Time i Uptime IP Address : BaseRadioMAC : Ethemet MAC : | AP Mode |:
T —— e T
C9130AXI &l CO130AX-B 3 v Bdays17hs86  Bays 17Ms53 o, 006101 04eb.409L0d6D Ddeb.409e.1420 Snifler
mins 36 secs mins 7 secs

3. Find the sniffer APsradio. Verify sniffing is enabled and the channel assignment is set as desired.
Check that the Sniffer IP Status is accurate, which indicates the 9800 has | P connectivity to it.
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AP Mode Sniffer
| Admin Status ensplen )
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4. To confirm the AP isin Sniffer mode from the 9800 CLI, run these commands:

<#root>

9800-L#

show ap nane C9130AXl config general | include Adnministrative

Adm nistrative State : Enabl ed

9800-L#



show ap nane C9130AXl config general | include Sniff

AP Mode : Sniffer

9800-L#

show ap nane C9130AXI config dotll 5Chz | include Sniff
AP Mode : Sniffer

Sniffing : Enabled

Sni ff Channel : 165

Sniffer P : 192.168.203.102

Sniffer IP Status : Valid

Radi o Mode : Sniffer

Radio Role : Sniffer

5. To confirm Wireshark is properly decoding the 802.11 frames, and the sniffer AP was positioned close to
the devices of interest, filter on 802.11 beacons (wlan.fc.type subtype == and display the RSS
(wlan_radio.signal_dbm):

M *Built-in LAN = a >
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
Adm ;@ mRRB Rec=FT oS E@QQTRE
M | wian fc.type_subtype == |E3 '] +
Ma. Time Length Source Destination Protocol RSSI Channel Info
I 11113:36:45.2238 415 3c:41:0e:3b:@d:69 ff:ff:ff:ff:ff:o BB2.11 =35 dBm 165 Beacon 'Fr'arnez SN=3687, FN=8, Fla_gs ......... €, BI=1
12 13:36:45.2245 393 3c:41:0e:3b:ed:6a TF:ff:ff:ff:ff:. 802.11 -34 dbm 165 Beacon frame, SN=3688, FN=0, Flags=........ €, BI=1
44 13:36:45.3255 415 3c:41:8e:3b:0d:69 ff:ff:ff:ff:Fff:.. BO2.11 =35 dBm 165 Beacon frame, SN=368%, FN=8, Flags=s........ C, BI=1
45 13:36:45.3257 363 3c:41:0e:3b:0d:6a ff:ff:ff:ff:ff:n 8062.11 =35 dEm 165 Beacon frame, SN=369@, FN=8, Flags=........ €, BI=1
SR 13:3R-45 4779 415 Ie-a1:0s-3h-ad-Aa FE-FF-FF-FF-FF-  RAT 11 -35 dRs 165 Rearan Frame SN=3IA91  FN=@  Flaczs r RT=i

Troubleshoot

Problem: Wireshark does not receive any data from the AP.

Solution: The Wireshark server must be reachable from the Wireless Management Interface (WMI).
Confirm the reachability between the Wireshark server and the WMI from the WLC.

Related I nfor mation

* Anayze and Troubleshoot 802.11 Wireless Sniffing



https://www.cisco.com/c/en/us/support/docs/wireless-mobility/80211/200527-Fundamentals-of-802-11-Wireless-Sniffing.html

» Technical Support & Documentation - Cisco Systems

* Cisco Catalyst 9800 Series Wireless Controller Software Configuration Guide, Cisco 10S XE
Amsterdam 17.18.x - Chapter: Sniffer Mode



https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-18/config-guide/b_wl_17_18_cg/m-sniffer-cg.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-18/config-guide/b_wl_17_18_cg/m-sniffer-cg.html

