Configure 802.1X Authentication on Catalyst 9800
Wireless Controller Series
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I ntroduction

This document describes how to set up aWLAN with 802.1X security on a Cisco Catalyst 9800 Series
Wireless Controller.

Prerequisites

Requirements



Cisco recommends that you have knowledge of these topics:

* 802.1X

Components Used

The information in this document is based on these software and hardware versions:

» Catalyst 9800 Wireless Controller Series (Catalyst 9800-CL)
* CiscolOS® XE 17.12.5
e CiscoISE 3.0

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configure

Network Diagram



RADIUS 9800 WLC

Client

WL C Configuration

AAA Configuration on 9800 WL Cs

GUI:

Step 1. Declare RADIUS server. Navigate to Configuration > Security > AAA > Servers/ Groups > RADIUS > Servers > +
Add and enter the RADIUS server information.
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Ensure Support for CoA isenabled and configure CoA Server Key if you plan to use Central Web
Authentication (or any kind of security that requires Change of Authorization [CoA]) in the future.

S

Note: The Change of Authorization (CoA) server key on the Cisco 9800 WL C is a shared secret used
to authenticate CoA requests between the WL C and the RADIUS server. This key must match the
CoA configuration on the RADIUS server to ensure successful communication. Ensure the CoA
server key is configured securely and consistently across all devices to prevent CoA message
rejection.
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Step 2. Add the RADIUS server to a RADIUS group. Navigate to Configuration > Security > AAA > Servers/ Groups
> RADIUS > Server Groups >+ Add. Give a name to your group and move the server you created earlier in the list
of Assigned Servers.
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Step 3. Create an Authentication Method List. Navigate to Configuration > Security > AAA > AAA Method List >
Authentication > + Add.
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Enter the information:



Quick Setup: AAA Authentication

Method List Name?*

list-name

Type*

dotlx

Group Type

group

Fallback to loca
Available Server Groups
radius
Idap

tacacs+
|SE-kcg-arp

CLI:

H* F*
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config t
aaa new-model

Assigned Server Groups

ISE-grp-nams

alE

radius server <radius-server-name>

address ipv4 <radius-server-ip> auth-port 1812 acct-port 1813

timeout 300
retransmit 3

key <shared-key>
exit

aaa group server radius <radius-grp-name>
server name <radius-server-name>

exit

aaa server radius dynamic-author

[=] Save & Apply to Device

# client <radius-server-ip> server-key <shared-key>

# aaa authentication dotlx <dotlx-list-name> group <radius-grp-name>

Note on the AAA Dead-Server Detection

After you have configured your RADIUS server, you can check if it isconsidered as ALIVE:

#show aaa serv
PTatform
PTatform
PTatform
PTatform

ers | s WNCD

State from WNCD (1)
State from WNCD (2)
State from WNCD (3)
State from WNCD (4)

: current UP
: current UP
: current UP
: current UP



Y ou can configure the dead criteria, as Well as the deadtime on your WL C, especialy if you use multiple
RADIUS servers.

#radius-server dead-criteria time 5 tries 3
#radius-server deadtime 5

Note: The dead criteria is the criteria used to mark a RADIUS server as dead. It consists of: 1. A timeout (in
seconds) which represents the amount of time that must elapse from the time the controller last received a
valid packet from the RADIUS server to the time the server is marked as dead. 2. A counter, which
represents the number of consecutive timeouts that must occur on the controller before the RADIUS server
ismarked as dead.

Note: The deadtime specifies the amount of time (in minutes) the server remainsin dead status after dead-
criteriamarksit as dead. Once the deadtime expires, the controller marks the server as UP (ALIVE) and
notifies the registered clients about the state change. If the server is still unreachable after the state is marked
as UP and if the dead criteriais met, then server is marked as dead again for the deadtime interval.

WLAN Profile Configuration

GUI:

Step 1. Create the WLAN. Navigate to Configuration > Tags& Profiles> WLANs > + Add and configure
the network as needed.

nfiguratio Tag ofiles WLANS
Selected WLANS : 0
O ‘:imlu::r Mame T ID T

Step 2. Enter the WLAN information:
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Step 3a. Navigate to the Security tab and select the needed security method. In this case WPA2 + 802.1x.
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3b. Example of WPA2+WPA3 mixed mode:

S

Note: WPA2+WPA3 Mixed Mode on the Cisco 9800 WL C enables seamless coexistence of modern
WPA3 devices and legacy WPA 2 devices, ensuring both compatibility and enhanced security where
possible. Fast Transition (FT) is optional in this scenario, it becomes mandatory when AKM
FT+802.1x is enabled.
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Step 4. From the security > AAA tab, select the authentication method created on Step 3 from the AAA
Configuration on 9800 WLC section.

Cisniral Inchaiincinil
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CLI:

# config t

# wlan <profile-name> <wlan-id> <ssid-name>

# security dotlx authentication-list <dotlx-1ist-name>
# no shutdown



Policy Profile Configuration

Inside a Policy Profile you can decide to which VLAN to assign the clients, among other settings (like
Access Controls List [ACLS], Quality of Service [QoS], Mobility Anchor, Timers, and so on).

Y ou can either use your default policy profile or you can create a new profile.

GUI:

Navigate to Configuration > Tags & Profiles > Policy Profile and either configure your default-policy-
profile or create anew one.

Q Search Menu ltems Policy Profile

+ Add

= Dashboard -
. . Policy Profile Name -~ Description
<) Monitoring
voice

'L Confi ti — icy or
NS onnguraton I default-policy-profile I default policy profile

1 10 »

Administration

Ensure the profileis enabled.

Also, if your Access Point (AP) isin local mode, ensure the policy profile have Central Switching,Central
Authentication and Central DHCP enabled.
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Select the VLAN where the clients need to be assigned in the Access Policies tab.

Edit Policy Profile

General Access Policies QOS and AVC Mobility Advanced
WLAN Local Profiling WLAN ACL
HTTP TLV Caching IPva ACL ‘ v
RADIUS Profiling IPV6 ACL ‘ v |
DHCP TLV Caching
URL Filters
Local Subscriber Paolicy Name ‘ v _
Pre Auth ‘ v |
VLAN ' :
Post Auth ‘ v
VLAN/VLAN Group ‘ VLANZ602 vl '
Multicast VLAN ‘ Enter Multicast VLAN |

If you plan to have | SE return attributes in the Access-Accept like VLAN Assignment, please enable AAA

override in the Advanced tab:



Edit Policy Profile X

-

General Access Policies QOS-and AVC Mobility Advanced

WLAN Timeout Fabric Profile v

Session Timeout (sec) | 1800 | Umbrella | Mot Configured - |
| Parameter Map 3 ]

ldle Timeout (sec) ‘ 300 |

mDNS Service | default-mdns-servici » .
Policy !

Clear

Idle Threshold (bytes) ‘ 0 |

WLAN Flex Policy

Client Exclusion Timeout (sec) |v | 60 |

VLAN Central Switching
DHCP

Split MAC ACL | Search o - ¥

IPv4 DHCP Regquired v
Air Time Faimess Policies

DHCP Server IP Address

2.4 GHz Policy | : =
Show mare >> J
5 GHz Palicy | Search or Sele -
AAA Policy )
Allow AAA Override ~/
NAC State
Policy Name default-aaa-policy x| »

-

i'j Update & Apply to Device

CLI:

config

wireless profile policy <policy-profile-name>
aaa-override

central switching

description "<description>"

vlan <vlanID-or-VLAN_name>

no shutdown

HFOH W OH KR KR K

Policy Tag Configuration

Policy Tag isused to link the SSID with the Policy Profile. Y ou can either create a new Policy Tag or use
the default-policy tag.



GUI:

Navigate to Configugation > Tags & Profiles> Tags> Policy and add a new one if needed.

Q 070 20 Manage Tags
et Palic Site RF AP
=] Dashboard N
.f-"' 5 "
k;! Monitoring + Add
Conﬁgu ration Palicy Tag Name ~  Description

central-anchor

Administration

default-policy-tag default policy-tag

Troubleshooting 1 10 ¥

Link your WLAN Profile to the desired Policy Profile.

Add Policy Tag X

Name* PolicyTagName |
Description Enter Description |
| 4+ Add
WLAN Profile ~ Policy Profile v
0 J 10 « |itemns per page No ite ms to display

=] Save & Apply to Device




‘

Add Policy Tag

Name* ‘ PolicyTagName ‘
Description ’ Enter Description \
+ Add
WLAN Profile ~  Policy Profile v
| 0 I [ 10 » J tems per page No items to display

Map WLAN and Paolicy

WLAN Profile* ‘ prof-name - ‘ Policy Profile* default-policy-profile v

=| Save & Apply to Device

Add Policy Tag

Mame* PolicyTagName

Description Enter Description

WLAN Profile «~  Policy Profile e
[ peot-name default-policy-profile

i 4 1 @ - 10 »

D Cancel

CLI:

# config t
# wireless tag policy <policy-tag-name>
# wlan <profile-name> policy <policy-profile-name>

Policy Tag Assignation



Assign the Policy Tag to the needed APs.
GUI:

To assign the tag to one AP, navigate to Configuration > Wireless > Access Points > AP Name > General Tags, assign the
relevant policy tag and then click update & Apply to Device.

Edit AP x
Interfaces High Availability Inventory Advanced

General Version
AP Mame* AP3802-02-WS Primary Software Version oo IT e
Location™ default location Predownloaded Status MNfA
) Predownloaded Version N/A
Base Radio MAC 00:42:68:¢6:41:20
) Mext Retry Time N/A
Ethernet MAC 00:42:68:a0:d0:22
- g Boot Version =
Admin Status Enabled v
- 105 Version HROprTer
AP Mode Local v
Mini 105 Version 0.0.0.0
Operation Status Registerad
Fabric Status Disabled L
Tags IP Address 172.16.0.207
T Static IP
Policy default-policy-tag v
Time Statistics
Site default-site-tag v
e [ Up Time Sdays 1 hrs
RF default-ri-tag v 17 mins 24
secs
Controller Associated Time 0 days 3 hrs
26 mins 41
secs
Controller Association Latency 8 days 21 hrs
50 mins 33
sacs

D Cancel 51 Update & Apply to Device




Note: Be aware that when the policy tag on an AP is changed, it drops its association to the 9800 WL C and
joins back afew moments later.

To assign the same Policy Tag to several APS, navigate to Configuration > Wireless Setup > Advanced > Start Now >
Apply.

[ start
Tags & Profiles
g
(1] WLAM Profile =
o Paolicy Profile =
o Policy Tag F = o
(1] AP Join Profile —
Start NOW e —

(] Flex Profile =
(1] Site Tag F —
o RF Profile —a
O RF Tag F|E +

Apply
o I Tag APs |




Select the APs to which you want to assign the tag and click + Tag Aps,

4

+ Tag APs

Mumber of APs: 3

Selected Number of APs: 3

v

AP~

MName

AP3IBEOZ-
02-W5

AP3E02-
01

AP3BOZ-
0z

AP -
Model AP MAC

AlR-

AP3802|- [Ma-mm-r-aaan

A-KD

AlR-
APZBOZ2I- I _al e
B-K39

AIR-
AP3802I- 7 T
B-K9

-

AP
Mode

Lacal

Laocal

Local

Admin
Status

Enabled

Enabled

Enabled

"

Operation
Status

Fegistered

Fegistered

Fegistered

Select the applicable Tags for Policy, Site, and RF and click save & Apply to Device:

Tags
Palicy default-policy-tag v
Site SiteTag v
RE default-rf-tag| v
"D Cancel = Save & Apply to Device
CLI:
# config t

# ap <ethernet-mac-addr>
# policy-tag <policy-tag-name>

# end

e

Policy ~
Tag
default-
policy-tag
default-
policy-tag
default-
policy-tag

Site
Tag

defaul
site-1s

defaul
site-1&

defaul
site-1z



| SE Configuration

Declarethe WLC on | SE

Step 1. Open the | SE console and navigate to Administration > Network Resour ces > Network Devices> Add & Shown
in the image.

= Cisco ISt l Administration - Network Resources Q @ @ @&
MNetwork Devices Metwork Device Groups Metwork Device Profiles JL BIVErS | UE :
| Network Devices
o B Network Devices
Davice Security Settings Selected 0 Total 1 1% o
Name IP/Mask Profile Name Location Type Description
SEO0-WILE 10.48.38 86/ &% Cisco () All Locations. All Davice Types

Step 2. Configure the network device.

Optionally, it can be a specified Model name, software version, description, and assign Network Device
groups based on device types, location, or WLCs.

The IP address here corresponds to the WL C interface that sends the authentication requests. By default it is
the management interface as shown in the image:



= Cisco ISE Administration - Metwork Resources 4 Q @ @@ &

Network Devices Network Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managers Maore

I Network Devices datwork Dav 1 » New Network Device
Pefault Device Network Devices

Device Security Seftings

Description

1P Agdress =P 10.48.3888 | 32 R

* Device Profile

Madel Name

w
Software Vergion
~
* Network Device Group
Locion
All Lo w Set To Default
PSEC — .
s IPSEC Device w Set To Default
Device Type e _ _
All Device Types Set To Default

~  RADIUS Authentication Settings

protocol  RADIUS

* Shared Secrat rrmsenee Show

For more information about Network Device Groups review the chapter: Manage Network Devices
from the Cisco Identity Services Engine Administrator Guide: Network Device Groups.

Create New User on | SE

Step 1. Navigate to Administration > Identity Management > I dentities > Users > Add @S shown in the image:

= Cisco ISE Administration - ldentity Management 'y Q ® @ @

Identities Groups External Identity Sources Identity Source Sequences Settings

| Network Access Users

Latest Manual Network Scan Res...

Status Name ~  Description First Name Last Name Emall Address User Identity Grou... Ad...

Selected 0 Total0 L3  £3

Ly Impart T Export Adl



https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html

Step 2. Enter the information for the user. In this example, this user belongs to agroup called
ALL_ACCOUNTS but it can be adjusted as needed as shown in the image:

= Cisco l Administration - ldentity Management

Identities
atest

Create Authorization Profile

The Authorization Profile consists of a set of attributes that are returned when a condition is matched. The
authorization profile determinesiif the client has access or not to the network, push Access Control Lists
(ACLSs), VLAN override or any other parameter. The authorization profile shown in this example sends an
access accept for the client and assigns the client to VLAN 1416.

Step 1. Navigate to policy > Policy Elements > Results > Authorization > Authorization Profilesand click the Add button.



= Cisco ISt

Dictionaries Conditions Results
—

Authentication

Palicy - Policy Elements

Q@ B @

Cisco

Standard Authorization Profiles

Authorizati
gk For Policy Export go o Adminisiration = System > Backup & Resior = Poiicy Export Page

| Authorization Profiles Selected 0 Total 10 [ o
= Add b

Bownloadable ACLs Al

] Name Profile -~ Description
Profiling

(| Authz_Profile_iPSK & Cisco (D)
Posture

: | Blagkhole_Wireless_Access &= Cisco (0 Default profile wsed 1o blacklist wisghess dovices. Ensure that you configu
Cliant Provisioning =

O Cisco_IP_Phones & Cisso (D) Default profile wsed for Cisco Phones.

Step 2. Enter the values as shown in the image. Here we can return AAA override attributes like VLAN as
example. WL C 9800 accepts tunnel attributes 64, 65, 81 that uses VLAN id or Name, and accepts also the
use of the AirSpace-I nterface-Name attribute.



= Cisco ISE Palicy - Policy Elements Q @ @ @

Dictionaries Conditions Results
—

2 PermitAccessviani416
Authentication ¥

Autharization Profile

Authorization

[ Authorization Profiles | “INBma Permitdccessvlanl 416 ‘

Downloadable ACLs

* Access Type
Profiling o ACCESS_ACCEPT VI
Posture >

Matwork Device Profile &% Cisco v &
Client Provisioning > Sarvice Templata

Track Movement
Agentless Posture

Passive Identity Tracking [

~ Common Tasks

VLAN Tag D 1 Edit Tag DiName 1416 w

~ Advanced Attributes Settings

~ Attributes Details
Access Type = ACCESS_ACCEPT
Turnel-Private-Group-ID = 1:1416
Tunnel-Type = 1:13
Tunnel-Medium-Type = 16

Create a Policy Set

A Policy Set defines a collection of Authentication and Authorization rules. To create one, go to Policy > Policy
sets, click on the gear of the first Policy Set in the list and select Insert new row above as shown in this image:



= Cisco ISE Palicy - Policy Sets Q @ 8 @

&

pO”C\{ Sets Reset Policyset Hitcounts

Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits  Actions  View

Cisco-cisco-av-pair EQUALS cisco-wlan-

2 Policy_Set_PSK s5id=WLAN_iPSK

Default Network Access

Dedault Dafault policy set Default Netwaork Access

Configure a name and create a condition for this Policy Set. In this example, the condition specifies that we
match the traffic that comes from the WLC:

Radius:NAS-IP-Address EQUALS X.X.X.X // X.X.X.X is the WLC IP address

Make sure Default Network Access IS Selected under Allowed Protocols/ Server Sequence.

= Cisco ISt Palicy - Policy Sets Q @ @ @

Policy Sets Reset Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits  Actions  View
-~
e
o Pollcy_Set_802.1X Q  Radius NAS-IP-Address EQUALS 10.48.38.88 Default Network Access <= 3 {6‘} >

Create Authentication Policy

To configure Authentication and Authorization policies, you need to enter the Policy Set configuration. This
can be doneif you click the blue arrow at the right of the Policy Set line:

POHC\{ Sets Reset Reset Policyset Hitcounts

Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits Actions View

(] Policy_Set_802.1X 9 Radius-NAS-IP-Address EQUALS 10.48.38.86 Default Network Access <& 3 {§}

Authentication policies are used to verify if the credentials of the users are correct (verify if the user really



iswho it saysit is). Under Authenticaton Policy, create an Authentication Policy and configure it as shownin
thisimage. The condition for the policy used in this exampleis:

RADIUS:Called-Station-ID ENDS_WITH <SSID> // <SSID> is the SSID of your WLAN

Also, choose thel nter nal User s under the use tab of this Authentication Policy.

+ Policy_Set_802.1X Reset Reset Policyset Hitcounts
Status  Policy Set Name Description Cenditions Allowed Pratocols [ Server Sequence  Hits
(] Policy _Se1_802.1X% 9 Radius-NAS-IP-Address EQUALS 10.48.38.86 Default Network Access
Authentication Policy (1)
Status  Rule Name Gonditions Use Hits  Actions
] Auth_Policy_802.1X 2 Radius-Called-Station-I0 ENDS_WITH Test-802.1X {é}
Options

Create Authorization Policy

On the same page, go to Authorization Policy and create a new one. The condition for this Authorization Policy
is:

RADIUS:Called-Station-ID ENDS_WITH <SSID> // <SSID> 1is the SSID of your WLAN

Under the Result > Profiles tab of this policy, select the Authorization Profile you created earlier. This causes | SE to
send the correct attributes to the WL C if the user is authenticated.



» Authentication Policy (2)
» Authorization Policy - Local Exceptions

» Autherization Policy - Global Exceptions

Authorization Policy (2)

Results

Status  Rule Name Conditions Profiles Security Groups Hits  Actions
=  Rodius-Called-Station-10 ENDS_WITH Test
o Authz_Policy_802.1X = Lw' _'; : ' | | PermitAccessVian1416 Select from list 14 {05
D fault DenyAccess Select from list o {é}

At this point, all the configuration for the WL C and I SE is complete, you can now try to connect with a
client.

For more information about 1SE Allow Protocols Policies check the chapter: Manage Authentication
Policies from the Cisco Identity Services Engine Administrator Guide Manage Authentication Policies

For more information about | SE Identity Sources check the chapter: Manage Users and External |dentity
Sources from the Cisco Identity Services Engine Administrator Guide: Identity Sources

Verify
Y ou can use these commands to verify your current configuration:

show run wlan // WLAN configuration

show run aaa // AAA configuration (server, server group, methods)

show aaa servers // Configured AAA servers

show ap config general // AP's configurations

show ap name <ap-name> config general // Detailed configuration of specific AP

show ap tag summary // Tag information for AP'S

show wlan { summary | id | name | all } // WLAN details

show wireless tag policy detailed <policy-tag name> // Detailed information on given policy tag

show wireless profile policy detailed <policy-profile name>// Detailed information on given policy pr

HHOH H OH OH K KR KK

Troubleshoot

Note: The usage of external load balancersis fine. However, make sure your load balancer works on a
per-client basis by using the calling-station-id RADIUS attribute. Relying on UDP source port is not a
supported mechanism for balancing RADIUS requests from the 9800.

Troubleshoot on the WLC


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html#ID37
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_asset_visibility.html#concept_9B49577E9B314CE79A6361771B5FCF19

WL C 9800 provides ALWAY S-ON trace capabilities. This ensures al client connectivity-related errors,
warnings, and notice level messages are constantly logged and you can view logs for an incident or failure
condition after it has occurred. It depends on the volume of 1ogs generated but usually, you can go back a
few hoursto severa days.

In order to view the traces that 9800 WL C collected by default, you can connect by SSH/Telnet to the 9800
WL C and perform these steps. (Ensure you log the session to atext file).

Step 1. Check the WL C current time so you can track the logs in the time back to when the issue occurred.

# show clock

Step 2. Collect syslogs from the WL C buffer or the external syslog, as dictated by the system configuration.
This provides aquick view into the system health and errors, if any.

# show logging

Step 3. Verify if any debug conditions are enabled.

# show debugging
IOSXE Conditional Debug Configs:

Conditional Debug Global State: Stop

IOSXE Packet Tracing Configs:

Packet Infra debugs:

Ip Address Port
______________________________________________________ |__________

Note: If you see any condition listed, it means the traces are logged up to debug level for all the processes
that encounter the enabled conditions (mac address, ip address, and so on). This increases the volume of
logs. Therefore, it is recommended to clear all conditions when not actively debugging.

Step 4. Assume the mac address under test was not listed as a condition in Step 3, collect the always-on
notice level traces for the specific mac address:

# show Togging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file always-on-



Y ou can either display the content on the session or you can copy the file to an external TFTP server:

# more bootflash:always-on-<FILENAME.txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME.txt>

Conditional Debugging and Radio Active Tracing

If the always-on traces do not give you enough information to determine the trigger for the problem under
investigation, you can enable conditional debugging and capture Radio Active (RA) trace, which provides
debug-level tracesfor all processes that interact with the specified condition (client mac addressin this
case). You can do this through the GUI or the CLI.

CLI:

In order to enable conditional debugging, perform these steps.

Step 5. Ensure there are no debug conditions enabled.

# clear platform condition all

Step 6. Enable the debug condition for the wireless client mac address that you want to monitor.

This command starts to monitor the provided mac address for 30 minutes (1800 seconds). Y ou can
optionally increase this time up to 2085978494 seconds.

# debug wireless mac <aaaa.bbbb.cccc> {monitor-time <seconds>}

Note: In order to monitor more than one client at atime, run debug wireless mac <aaaa.bbbb.cccc>
command per mac address.

Note: You do not see the output of the client activity on aterminal session, as everything is buffered
internally to be viewed later.



Step 7. Reproduce the issue or behavior that you want to monitor.

Step 8. Stop the debugsiif the issue is reproduced before the default or configured monitor time el apses.

# no debug wireless mac <aaaa.bbbb.cccc>

Once the monitor-time has elapsed or the debug wireless has been stopped, the 9800 WL C generates a local
file with the name:

ra_trace MAC_aaaabbbbccce HHMMSS. XXX _timezone DayWeek Month _Day year.log

Step 9. Collect the file of the mac address activity. You can either copy the ratrace.log to an external
server or display the output directly on the screen.

Check the name of the RA tracesfile:

# dir bootflash: | inc ra_trace

Copy thefileto an external server:

# copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://a.b.c.

Display the content:

# more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.Tog

Step 10. If the root causeis still not obvious, collect the internal logs, which are a more verbose view of
debug level logs. You do not need to debug the client again as we look further in detail at debug logs that
have been already collected and internally stored.

# show Tlogging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file r

Note: This command output returns traces for all log levels for al processes and is quite voluminous. Please
engage Cisco TAC to help parse through these traces.



Y ou can either copy the ra-internal-FILENAME.txt to an external server or display the output directly on the
screen.

Copy thefileto an external server:

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt
Display the content:

# more bootflash:ra-internal-<FILENAME>.txt

Step 11. Remove the debug conditions.

# clear platform condition all

Note: Ensure you always remove the debug conditions after a troubleshoot session.
GUI:

Step 1. GO to Troubleshooting > Radioactive Trace > + Add and specify the MAC/IP address of the client(s) you
want to troubleshoot.

Troubleshooting - *  Radioactive Trace

Conditional Debug Global State: Stopped

MACP Address T Trace file

0 10 »

Step 2. Click Start.

Step 3. Reproduce the issue.

Step 4. Click Stop.



Step 5. Click the Generate button, select the time interval you want to get the logs for, and click Apply to Device.
In this example, the logs for the last 10 minutes are requested.

Enter time interval

Enable Internal Logs D

Generate logs for last | G 10 minutes

O 30 minutes
O 1 hour

() since last boot

O| 0-4294967295 seconds

Step 6. Download the Radioactive Trace on your computer and click the download button and inspect it.

Troubleshooting = > Radioactive Trace

Conditional Debug Global State: Stopped

Last Run Result
MAC/IP Address Y Trace file / " State Successful
(0  2aaa.bbbb.ccce debugTrace_aaaa bbbb.ccce.txt E B » Generate Sesluatals
1 10 + | items per page 1-10f1 items MAC/IP Address asaa.bbbb.ccece
Start Time 08/24/2022 08:46:49
End Time 08/24/2022 08:47:00 /
Trace file debugTrace_aaaa.bbbb.ccoe.txt

Troubleshoot on | SE

If you experience issues with client authentication, you can verify the logs on the I SE server. Go to Operations
>RADIUS > Live Logs and you see the list of authentication requests, as well as the Policy Set that was matched,
the result for each request, and so on. Y ou can get more details if you click the magnifying glass under the
Details tab of each line, as shown in the image:



= Cisco ISE A Balation Mode 35Days Q. D B @

Live Sessions

Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding Repeat Counter

0 0 0 2 0

Refrazh Show Within
Mever ~  Latest 20 records ~  Last 3 hours i
i Refresh £ Reset Repeat Counts Ty Export To W Filter &
Time Status \ Detalls  Repea.. Identity Endpoint ID Endpoint.. Authentl.. Authoriz.. Autheoriz.. IP Address Netwol
> . Identity Endpoint ID Endpoint Pr Authenticat Authorizatic Authorizatic P Address w Natwor
Aug 23, 2022 06:18:42.5... E o userl 08:BEAC:2T:85:... Unknown Policy_Set..  Peliey_Set.. Permitdee.. 101496112,

Aug 23, 2022 09:45:48.1... o 2 userl BC:DO:74:28:60:.. 9B00-W



