Configure and Troubleshoot Secure Integration
Between CUCM and CUC
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| ntroduction

This document describes the configuration, verification and troubleshoot of the secure connection between
the Cisco Unified Communication Manager (CUCM) and Cisco Unity Connection (CUC) server.

Prerequisites

Requirements

Cisco recommends that you have knowledge of CUCM.

Refer to Cisco Unified Communications Manager Security Guide for more details.

N Note: It must be set to mixed mode in order to make secure integration working correctly.

Encryption must be enabled for Unity Connection 11.5(1) SU3 and later.

CLI command "utils cuc encryption <enable/disable>"

Components Used

The information in this document is based on these software and hardware versions:

* CUCM version 10.5.2.11900-3.
» CUC version 10.5.2.11900-3.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.


http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/cucm/security/10_0_1/secugd/CUCM_BK_C68276B4_00_cucm-security-guide-100/CUCM_BK_C68276B4_00_cucm-security-guide-100_chapter_0100.html

Diagram
This diagram briefly explains the process that helps establish a secure connection between CUCM and CUC:
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1. Call Manager sets up a secure Transport Layer Security (TLS) connection to CUC server either on port
2443 Skinny Call Control Protocol (SCCP) or 5061 Session Initiation Protocol based (SIP) on the protocol
used for integration.

2. CUC server downloads the Certificate Trust List (CTL) file from TFTP server (one time process), extracts
the CallManager.pem certificate and storesiit.

3. CUCM server offers the Callmanager.pem certificate which is verified against the CallManager.pem
certificate obtained in the previous step. In addition, CUC certificate is being verified against a CUC root
certificate stored in CUCM. Note that the root certificate must be uploaded into CUCM by the administrator.

4. If verification of the certificates is successfull, secure TLS connection is established. This connection is
used to exchange encrypted SCCP or SIP signaling.

5. Audio traffic can be exchanged either as Real-time Transport Protocol (RTP) or SRTP.

% Note: When you establish a TLS communication, CUCM and CUC use TL S mutual authentication.
Refer to RFC5630 for more information.

Configure - Secure SIP Trunk



Configure CUC

1. Add SIP certificate

Navigate to CUC Administration > Telephony Integrations > Security > SIP Certificate > Add new

» Display Name: <any meaningful name>
* Subject Name: <any name for example, SecureConnection>

% Note: Subject Name must match the X.509 Subject Name in SIP trunk security profile (configured in
step 1 of CUCM configuration later in this document).

Mew S5IP Certificate

5IF Certificate  Reset  Help

Mew SIP Certificate
Display NamMe® gecurs SIP integration with CUCMy10.5.2

Subject Mame* gecyraConnection

Fialds marked with an asterisk (*) are reguired.
% Note: The certificate is generated and signed by the CUC root certificate.

2. Create New Phone System or Modify Default One

Navigate to Telephony Integration > Phone System. Y ou can use the phone system that already exists or
create anew one.

Phone System Basics (PhoneSystem)

Phome System  Edit  Refresh  Hedp

Save | | Delete | [ Previous | [ et |

Status
{L The phone system cannol take calls untl a port group is set. Use the Redated Links to add a port group.

Fhone System

Fhone System Name® phoneSystem

+| Default TRAP Phone SyStem

3. Add aNew Port Group

On the Phone System Basics page, in the Related Links drop-down box, select Add Port Groupand select



Go. In the configuration window, enter this information:

» Phone System:

* Create From: Port Group Type SIP
» SIP Security Profile: 5061/TLS

» SIP Certificate:

* Security Mode: Encrypted

* Secure RTP: Checked

¢ |Pv4 Address or Host Name:

Hit Save.

MNew Port Group

Port Group  Reset  Help

Mew Port Group
Phone System Secure SIF integration -
Create From @ port Group Type SIP -

Port Group | -

Port Group Description
Display Name* Secure SIP integration-1

[] authenticate with SIP Server
Authentication Username

Authentication Password

Contact Line Name

SIP Security Profile S061/TLE
SIP Certificate Secure SIP integration with CUCMy10.5.2 -
Security Mode Encrypted -

[¥ secure RTP

Primary Server Settings

R T IET 10.48.47.110

IPv& Address or Host Name

Port 5060

4. Edit Servers

Navigate to Edit > Serversand add TFTP server from the CUCM cluster as shown in thisimage.



| Delete Selected | | Add |

Fl o [10.48.47.110 0]

| Delete Selected | | Add |

| Delete Selected | | add |

0 10.48.47.110]

(a | Order 1Pva Address or Host Name

| Delete Selected | | Add |

%ﬁ Note: It isimportant to provide correct TFTP address. CUC server downloads the CTL file from this
TFTP as explained.

5. Reset the Port Group

Go back to Port Group Basics and reset port group as prompted by the system as shown in thisimage.

Port Group Basics (Secure SIP integration-1)

Port Group  Edt  Refresh  Halp

Save | [ Qolets | | Previeus | [ best |

Status

-n.i‘l. The phone system cannot take calls if it has no ports. Use the Relsted Links to add ports.
B o or more port groups meed to be reset.

Part Group
Digplay Hame®* Securs S1P inkegration:1
Irtegrabion Mathod oo

Reset Status Reiet Required Eieigt

6. Add Voice Mail Ports

On the Port Group Basics page, in the Related Links drop-down box, select Add Ports and select Go. In the
configuration window, enter this information:

» Enabled: Checked
* Number of Ports:
» Phone System:
 Port Group:

e Server:

 Port behavior:



Port  Resst  Halp

Status

.'.h Because it has no port groups, PhoneSystam i nok histed in the Phane system feld,

Hew Phone System Port

¥ Enabled

Humber of Ports 45

Fhone System  Spcure SIP integration «
POt Group Tacure SIP ntegraton-1 w
SErvar cuclipuh =

Port Behavior

[#] anzwer calle

¥ perform Message Motification

¥ send Mwi Requests {rmay also be disabled by the port group)
¥ aliow TRAP Connections

7. Download CUC Root Certificate

Navigate to Telephony Integrations > Security > Root Certificate, right click on the URL to save the

certificate as afile named <filename>.0 (the file extension must be .0 rather than .htm)' and hit save as
shown in thisimage.
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Configure CUCM

1. Configure SIP Trunk Security Profilefor Trunk towards CUC

Navigate to CUCM Administration > System > Security > SIP Trunk Security Profile> Add new

Ensure that these fields are properly filled in:



Device Security Mode: Encrypted

X.509 Subject Name: SecureConnection>
Accept out-of-dialog refer: checked

Accept unsolicited notification: checked

Accept replaces header: checked

% Note: X.509 Subject Name must match the Subject Name field in the SIP certificate on the Cisco
Unity Connection server (configured in step 1 of CUC configuration).

~SIP Trunk Security Profile Information

MName* |Secure_sip_trunk_profile_for_cuc

Description

Device Security Mode Encrypied X
Incoming Transport Type* TS i
Outgeoing Transport Type TLS it

Enable Digest Authentication
Monce Valdity Time (mins) ™ B0C

X.50% Subject Name SecureConnection
Incoming Port™ 5061
Enable Application level authorzation
ACcept presence subscription
¥ Accept out-of-dialog refer®
+| Accept unsolicited notification
| accept replaces header
Transmit security status

Allow charging header
SIP V.150 Outbound SDP Offer Filbering ¥ Use Default Filter -

2. Configure SIP Profile

Navigate to Device > Device Settings > SIP Profileif you need to apply any specific settings. Otherwise,
you can use Standard SIP Profile.

3. Create SIP trunk

Go to Device > Trunk > Add new.Create a SIP trunk which is used for secure integration with Unity
Connection as shown in thisimage.

Trunk Information

Trunk Type®* SIP Trunk M
Device Protocol* SIP it
Trunk Service Type* None{Default) *

In the Device Information section of trunk configuration, enter this information:



* Device name;
» Device pool:
+ SRTP alowed: Checked

N Note: Ensure that the CallM anager group (in Device pool configuration) contains all servers
configured in CUC (Port group > Edit > Servers).

Trunk Configuration
(o s=e

rStatus

@ Status: Ready

Device Information

Product: SIP Trunk

Device Protocal: SIP

Trunk Service Type None{Defaulth

Device Name* SecureSIPLaCUC

Description Trunk for secure integration with CUC

Device Fool® Default -
Common Device Configuration < Mone = -
Call Classification™® Use System Default A
Media Resource Group List < Mone = -
Location® Hub_None -
AAR Group <« Mane > -
Tunneled Protocal* Mone -
QSIG Yariant® No Changes

ASH.1 ROSE OI0D Encoding™® Mo Changes

Packet Capture Mode™® Hone -
Packet Capture Duration 0

I Media Termination Point Required
[Vl Retry video Call as Audio
Path Replacement Support
"1 Transmit UTF=8 for Calling Party Name
Transmit UTF-8 Names in $SIG APDU
[ unattended Port

VI sRTP allowed - When this flag is checked, Encrypted TLE needs to be configured in the network to provide end to end security. Failure to do so will expose keys and other information.

Consider Traffic on This Trunk Secure® When using both sRTP and TLS -
Route Class Signaling Enabled™® Default hd
Use Trusted Relay Point™ Default -
[CpsTh access

["IRun On &Il Active Unified CM Nodes

In the Inbound Calls section of trunk configuration, enter this information:

 Calling Search Space:
» Redirecting Diversion Header Delivery - Inbound: Checked

~Inb d Calls

Significant Digets ® all i
Connected Line 1D Presentation™® Default -
Connected Name Presentation”  Default -
Calling Search Space AliPhones -
AR Calling Search Space < Mone = -
Prefic DN

¥ Redirecting Daversion Header Delivery - Inbound




In the Oubound Calls section of trunk configuration, enter this information:

* Redirecting Diversion Header Delivery - Outbound: checked

~Outhound Calls

Called Party Transformation C55 < Mone > -

¥ Use Device Pool Called Party Transformation C55
Calling Party Transtormation C5S « Mone > -

¥|Use Device Pool Calling Party Transformation C55

Calling Party Selection® OrFiginator x
Calling Ling 1D Presentation® Dofault -
Calling Name Prasentation™® Drafault b
Calling and Connected Party [nfo Format® Daliver DN only in connected party -

¥ Redirechng Civersion Header Delivery - Outbound
Redirecting Party Transformation C55 < Mane > -

Huze Devics Posl Readiracting Party Transformation CES

In the SIP Information section of trunk configuration, enter this information:

» Destination Address:

* SIP Trunk Security Profile:

* Rerouting Calling Search Space:

» Out-of-Dialog Refer Calling Search Space:

» SIP Profile:
rSIP Information
Destination
Destination Address is an SRY
Dastination Address Dastination Address IPwh Daestination Port

1* 10.48.47.124 5061
MTP Preferred Origanating Codec® 1 Lulaw -
BAF Presence Group® Standard Presence group i
SIP Trunk Securty Profile® Secure_sip_trunk_profile_for_Cuc -
Reroauting Calling Search Space < MOnE > -
Out-0f-Dialog Refer Calling Search Space < Mone > -
SUBSCRIBE Caling Search Space < None > -
SIF Profile® Standard SIP Profie v few Detags
DTMF Signaling Method* No Preference -

Adjust other settings according to your requirements.

4. Create a Route Pattern

Create aroute pattern that points to the configured trunk (Call Routing > Route/Hunt > Route Pattern).
Extension entered as a route pattern number can be used as a voicemail pilot. Enter thisinformation:

* Route pattern:
o Gateway/Route list:



Route Fattern Configuration
el ==
~ Slatus

@t’-wms: Ready

r Paktern Delindticn
Rouite Patten® [aoan I

Route Partition < None > T
Description
Mumbsering Plan Mot Selected -

Route Filter Mo 2
MLPP Precedence” Credisl -

Apply Call Blodang Percentage
Rescurce Friority Namespace Metwork Domain < None > -
Rouite Class® Credmuslt ¥
Gateway/Route Lise® SecuresIPOCUC » (Edit)
Routs: Option 2 Route this pattem

Block this pattenn Mo Error >

5. Createa Voice Mail Pilot

Create avoice mail pilot for the integration (Advanced Features> Voice Mail > Voice Mail Pilot). Enter
these values:

* Voice Mail Pilot Number:
» Calling Search Space: that includes partitions containing route pattern used as a pilot>

~Voice Mail Pilot Information
Voice Mail Pilot Number gooo
Calling Search Space < jone > =
Description

[ Make this the default VVoice Mail Pilot for the system

6. Create Voice Mail Profile

Create avoice mail profilein order to link all the settings together (Advanced Features> Voice Mail >
Voice Mail Profile). Enter this information:

* Voice Mail Pilot:
* Voice Mail Box Mask:



- Voice Mail Profile Information

Voice Mail Profile Name* |voicemail- profile-8000| G
Description Secure Voicemail
Voice Mail Pilot™** 8000/ < None > v

Voice Mail Box Mask

|| Make this the default Voice Mail Profile for the System

7. Assign Voice Mail Profileto the DNs

Assign the voicemail profile to the DNs intended to use a secure integration. Do not forget to click ‘Apply
Config' button after changing DN settings:

Navigate to: Call Routing > Directory number and change:

* Voice Mail Profile: Secure SIP_Integration

Directory Number Configuration

Bam xma %lm & Mecty Confy @ AddNew

rDirectory Number Settings

Vaice Mail Profils Securs_SIP_[ntegration w (Chooss <Nones to use systam defaulth
Calling Search Space < Hone » -

BLF Presence Graup® Standard Presence group -

User Held MOH Audio Source < None = -

Network Hold MOH Audio Source < None = -

Aute Angwer® Auto Answer OFf -

: .F.El!ﬂ Anonymous Calls

8. Upload CUC Root Certificate as CallManager -tr ust

Navigate to OS Administration > Security > Certificate Management > Upload Certificate/Certificate
Chain and upload the CUC root certificate as CallM anager -trust on all nodes configured to communicate
with CUC server.



alsale  Cisco Unified Operating System Administration

cIsco For Cisco Unified Communications Solutions

Show = Sefirgs = Securly = Sotweelpgrades =  Services —  Help T

(51, wenerste setsigned £y uptond chan [B) DowncsdciL (G Gereratn con
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- Gtatus
@ Warring! Uploading a dster-mide certificate will distnibute it to all servers in this custer

rUpload Cortificate /Certificate chain

Cartfezats Purpade £ airhs g brstt -
Deseriphoniirendly nama] U st peatahieaie
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| wpload | | ciose |
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% Note: Cisco CallManager service needs to be restarted after the certificate is uploaded in order for the
certificate to take effect.

Configure Secure SCCP Ports

Configure CUC

1. Download the CUC Root Certificate

Navigate to CUC Administration > Telephony I ntegration > Security > Root Certificate. Right click on
the URL to save the certificate as afile named <filename>.0 (the file extension must be .0 rather than .htm)'

and hit Save:



Root Certificate for Cisco Unified Communicalions Hanager Authentication and Encrgplicn

Subject CH=Ciscolinity-Sdad32e booafa-4559-57 81 - SEf 2 ce850d4 8
Issuer Cfi= Ciscolinity-Sdedd2e brcafard 559-57Bf-S6f2 c6a50da L
walid From Toe Har 31 08:39:34 CEST 2015

Walid Until Fri &pr 01 08:59:34 CEST 2022

WErnen F

Filg Hame 5Ted0ess.0

Senal Number FEbefb 31851 440435F1 Be06405 30002

GIN CERTIFICATE=sa
AaWalwlBAgIR
wan iz Y29 vbmide S
EvwHl LhwiMz

APas 3 TNpFESTrod e T T TR 10 2 T e ALY EF B Ay

Certificate Text
PMISC+ulol TvmigSzpn
AEK Q7o YHU L5 23 TOQeY VAES
Private ey PR3N g ha 1By IV M S LrEHZERW VR IL 34T JudH 3G GwnZ LIMVhzg/ sEse hZELDN

i lim mrnim Shn mnctifinntn e KR s ETadi0e 66,0 {the file extension must be .0 rather than Jhem)
| Geners Opstrs Link in Mew Tab
vt orwirs

Orpeers Linke in Mew Windos

Dpsem Link in Mew Private Window
Bockemark This Link

Copy Link Lection

This Frame L]
Intpect Elernent (]

2. Create Phone System / Modify the Onethat EXxists.

Navigate to Telephony Integration > Phone system. Y ou can use the phone system that already exists or
Create anew one.

Phone System Bagics [ PhoneSystem)

Phone System  Edit  Refresh  Help
[ save | | Delete | | previous | | dext |

Status
’Vi.ﬂ The phone System cannot take calls untd & port group 5 Sel. Use the Related Links to sdd a ot group.

Phone System
Phione System Name® F‘hungsmm

¥ Default TRAP Phone System

3. Add aNew SCCP Port Group

On the Phone System Basics page, in the Related Links drop-down box, select Add Port Group and select
Go. In the configuration window, enter this information:

* Phone system:

* Port group type: SCCP

» Device Name prefix*: CiscoUM1-VI
* MWI On extension:



« MW!I Off extension:

N Note: This configuration must match the configuration on CUCM.

Status
@ crested Pot Grousls)

Port Group

Display Hame™ Secure-SCCP-L
Integration Mathod | cooe (skinny)
Davice Nare Prefie™ cigeoumi

Reset Statws | Resez Not Required

Message Waiting Indicator Settings

] Enable Message Waiting Indicators
MW On Extensicn [T

MWI Off Extensan 09050

Delay batwaen Reguests o millizeconds
Masamum Concurrent Requests a

Retrias After Successful Attampt 5.

Ratry Interval After Successhid Attempt & milliseconds

Fiebdg marked with an agterisk (™) are required.

4. Edit Servers

Navigate to Edit > Serversand add TFTP server from the CUCM cluster.

SIP Servers

| pelete selected | [ add |

o [10.48.47.110 0]

| Delete Selected | | Add |

TFTP Servers

| Delete Selected | [ Ada |
. oder
| B8 o

| [ Delete Selected | [ Add |

10.48.47.110]

% Note: Itis important to provide correct TFTP address. CUC server downloads the CTL file from this
TFTP as explained.

5. Add Secure SCCP ports



On the Port Group Basics page, in the Related Links drop-down box, select Add Ports and select Go. In the
configuration window, enter this information:

» Enabled: checked

* Number of Ports:

» Phone System:

* Port Group:

e Server:

* Port behavior:

* Security Mode: Encrypted

Status
’7_13 Because it has no port groups, PhoneSystem is not listed in the Phone system field.

[ Save _i

New Phone System Port

! Enabled

Number of Ports g

Fhone System  Saeyre-SCCP -

Port Group Secure-SCCP-1 -

Server cucld =

Port Behawvior

[¥] Apswer Calls
[¥| perform Message Notification
¥ Send MWI Requests {may also be disabled by the port group)

4 allow TEAP Connections
Security Mode Encrypted -

|

'__-%92{5

Configure CUCM

1. Add Ports

Navigateto CUCM Administration > Advanced features> VVoice Mail Port Configuration > Add New.

Configure SCCP voice mail ports as usual. The only differenceisin Device Security Mode under the port
configuration where the Encrypted Voice Mail Port option needs to be seleted.



Vodce Mail Port Conligeration

-Status
(@) satus: nesty

= Dewice Infor
Registrats: Regestened with Crsca Unified Coenmaunications Manager 10,48.46.182
1Pt Addrass: 10.48.44.184
E pevies is rused
Fort Name CiseatMI- VI3
Descripticn VH-3250-peuTe-pons
Daevice Peal® Defaul -
o Dewioe Config o Mong = b
Calling Search Space < Mone = -
AaR Calling Seanch Sonce < None > -
Location™ Hidy_Hang -
Deevice Security Mode® Encrypted Vaite Mail Fon -
Use Trusted Relay Point® Dafaul -
Gaalazation = Mone = -

= Directory Humbar Information

Direchory Murmber® 455001

Partition < Mone = -
Caling Search Space < Mone > -
AAR Greun = Mors = =
Internal Caller 1D Dispday VoicaMail

Internal Caller ID Display (ASCI formet) yoicemail
External Humber Mask

(seve | [_oelete. | [ copy | [ meset | [ acply Conta | [ adden |

2. Upload CUC Root Certificate as CallM anager -trust

Navigate to OS Administration > Security > Certificate Management > Upload Certificate/Certificate
Chain and upload the CUC root certificate as CallM anager -trust on all nodes configured to communicate
with the CUC server.

Certificate List

["g";n Generate Seitaigned E:’l Upinad Cerificate/Ceriiicats chain i:g'é Genenis TSR

~ Status

@ waming: Uploading & cluster-wide certificate will distribute it to 88 gervers in thie chuster

~Uplead Certificate/ Cartificate chain

Certificate Purpase™ CaliManager-trust
Description(friendly namae) CUC root oert

Upload File Browss_ | S7ed0es6.0

IEé’[E

@ *. indicates regusred ikem.




% Note: Cisco CallManager service needs to be restarted after the certificate is uploaded in order for the
certificate to take effect.

3. Configure M essage Waiting I nformation (MW1) On/Off Extensions

Navigate to CUCM Administration > Advanced Features > Voice Mail Port Configuration and
configure MWI1 On/Off Extensions. The MWI numbers must match the CUC configuration.

rMessage Waiting Information
Message Waiting Number* gggggy

Partition < Mone > E'!
Description MWI on

Message Waiting Indicator® g on Off

Calling Search Space < Mone > -

Save | —

rMessage Waiting Information
Message Waiting Number® ggggag

Partition < Mone > pa
Description MwWI off

Message Waiting Indicator® & 5. @ of

Calling Search Space < None > i

- | Save |

4. Create Voice Mail Pilot

Create avoice mail pilot for the integration (Advanced Features> Voice Mail > Voice Mail Pilot). Enter
these values:

» Voice Mail Pilot Number:
» Calling Search Space: that includes partitions containing route pattern used as a pilot>

~Voice Mail Pilot Information
Volce Mail Filot Number gpog
Calling Search Space < None > -

Description

Make this the default Voice Mail Pilot for the system

5. Create Voice Mail Profile



Create avoice mail profilein order to link all the settings together (Advanced Features > Voice Mail >
Voice Mail Profile). Enter thisinformation:

* Voice Mail Pilot:
* Voice Mail Box Mask:

- Voice Mail Profile Information

Voice Mail Profile Name™* [\oicemail-profile-8000] [
Description Secure Volcemail
Voice Mail Pilot** 8000/< None > >

Voice Mail Box Mask

Make this the default Voice Mail Profile for the System

6. Assign Voice Mail Profileto the DNs

Assign the voice mail profile to the DNsthat intend to use a secure integration. Click Apply Config button
after the DN settings are changed:

Navigate to Call Routing > Directory number and change to:

* Voice Mail Profile: Voicemail-profile-8000

~ Directory Humber Settings

Volce Maill Profie Vaoloemall- profile- 2000 = [Choose <Mone> bo use system default)
Caling Search Space < Mone > ol
BLF Presence Group" Srandard Presence group =
Liser Hold MOH Awdio Souro < Moo = bd
Metwork Hold HOH Audio Source < Nong > L4
Reject Anonymous Calls

7. Createa Voice Mail Hunt Group

a) Add anew Linegroup (Call Routing > Route/Hunt > Line group)

-Line Group Information

Line Group Mame® [vatcernail-1g o]
RMA Reversion Timeout® g

Distribution Algorithm®  |angest Idie Time b

b) Add anew voice mail Hunt list (Call Routing > Route/Hunt > Hunt List)



r Hunt List Information

ﬂ Device i trusted

rame* woicemiail-hi
Descriplion
Cisco Unified Communications Manager Group®  Defaul -

| Enable this Hunt List {change effective on Save; no reset required)
¥ For Voice Mall Lisage

¢) Add anew Hunt Pilot (Call Routing > Route/Hunt > Hunt Pilot)

~ Pattern Definition
Hunk Pilot* [zo00 0]
Route Partitan < None > »
Description
Numbering Flan < None > T
Route Fiter < None > pd
MLPP Precedence®  Default i
Hunt List™ volcemail-hl - (Edit)
Call Pickup Group < None > -
Alerting Name
ASCII Aderting Name
Routie Cption Q@ moute this pattern

Block this pattern No Errar i

Verify
SCCP Ports Verification

Navigateto CUCM Administration > Advance Features> Voice Mail > Voice Mail Ports and verify the
port registration.
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Press the Voice Mail button on the phone to call voice mail. Y ou hear the opening greeting if the user's
extension is not configured on the Unity Connection system.

Secure SIP Trunk Verification



Press the Voice Mail button on the phone to call voice mail. Y ou hear the opening greeting if the user's
extension is not configured on the Unity Connection system.

Alternatively, you can enable SIP OPTIONSs keepalive to monitor the SIP trunk status. This option can be
enabled in the SIP profile assigned to the SIP trunk. Once this is enabled you can monitor the Sip trunk
status via Device > Trunk as shown in thisimage.
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Secure RTP Call Verification

Verify whether the padlock icon is present on calls to Unity Connection. It means RTP stream is encrypted
(Device Security profile must be secure in order for it to work) as shown in thisimage.

|5/ Cisco IP Communicator
fagm 08 16 03/31/15

I Connected

&8 &6 &F 6 A .-

Troubleshoot

1. General Troubleshooting Tips

Use these stepsin order to troubleshoot the secure integration:

» Verify the configuration.

» Ensurethat all related services are running. (CUCM - CalManager, TFTP, CUC - Conversation
Manager)

» Make sure that ports required for secure communication between servers are open in the network



(TCP port 2443 for SCCP integration and TCP 5061 for SIP integration).
* If al thisis correct then proceed with the collection of traces.

2. Tracesto Collect

Collect these traces to troubleshoot the secure integration.

» Packet capture from CUCM and CUC
o CdlManager traces
* Cisco Conversation Manager traces

Refer to these resources for additional information about:

How to do a packet capture on CUCM:

http://www.ci sco.com/c/en/us/support/docs/voi ce-unified-communications/unified-communi cations-
manager-version-50/112040-packet-capture-cucm-00.html

How to enable traces on CUC server:

http://www.cisco.com/c/en/us/td/docs/voice ip comm/connection/10x/troubl eshooting/quide/10xcuctsgx/10xcuctsy

Common | ssues

Case 1. Unableto Establish a Secure Connection (Unknown CA Alert)

After the packet capture is collected from either of the server, the TLS Session is established.

1 0.000000 130.235.201.241  130.235. 29 TCP Anstl_boors > hrops [SwM] Seqel winel6iad Lens() MSS=1460

20, 000d 52 130.235.203. 049 130.235. 241 TCR https » instl_boots [SYM, ACK] Segel Ack=l Win=3B40 Leén=l HZS«
30.0004%4  130.235.200.241 130.235.203.249 TCP Anstl_boots » hiips [ACK] Seqel Ack=l Wins=173520 Lane=0

4 0, 001074 130.235.200. 281 130,235, 24D S5L client Hello

5 0. 001341 130.235.203. 249 130.235.200. 241 TCR hetps > nsrl_boots [ACK] Ségal Acksldl win=G832 Lén=0

& 0. 005269 130.235.203. 249 130.235. 241 TLSV1 Server Hallo,

70005838  130.235 0, 235 L1 TS certificate, Server Hello Done

8 0. 006480 130,235 w235 L 249 TCP instl_boots > hreps k] Seg=14] ack=1865 Win=17520 Léns=d
SR DAEED! lf_ﬁ : Sl Alart (Level: Dpscriptiont  Uriknder CA

10 0. i, i35, 20, 41 5. 449 TP INET |_DO0TE o5 [RST, ACk| deq=ldh ack=l1BLS Wins=U0 Lensd
1i & 130,235, 20d. 241 0%, 249 TCP fnsrl_boote = pE [SwM] Seqeld win=163584 Lensd MSS=1460
12 G 07208 1300235, 3030249 130, 23500001, 241 TCR https > instl_bootc [SYM, ACK] Seqe0 Ack=1 wWin=5B40 Len=0 HSSs
13 0.072751 130.235.201.241 130.235.203.249 TCP Ainsti_boote » htops [Ack] Seqel Ack=l Win=17520 Len=0 v

¥

The client issued alert with afatal error of Unknown CA to the server, just because the client could
not verify the certificate sent by the server.


https://community.cisco.com/t5/collaboration-voice-and-video/packet-capture-on-cucm-appliance-model/ta-p/3118507
https://community.cisco.com/t5/collaboration-voice-and-video/packet-capture-on-cucm-appliance-model/ta-p/3118507
http://www.cisco.com/c/en/us/td/docs/voice_ip_comm/connection/10x/troubleshooting/guide/10xcuctsgx/10xcuctsg010.html

There are two possibilities:

1) CUCM sendsthealert Unknown CA

» Verify that the current CUC root certificate is uploaded on the server that communicates with the
CUC server.
» Ensure that the CallManager service is restarted on the corresponding server.

2) CUC sendsthealert Unknown CA

» Verify that the TFTP IP address is correctly entered in the Port Group > Edit > Servers
configuration on the CUC server.

» Verify that the CUCM TFTP server is reachable from the Connection server.

» Ensurethat the CTL file on the CUCM TFTP s current (compare output of "show ctl" with
certificates as seen on OS Admin page). Re-run the CTLClient if it isnot.

» Reboot the CUC server OR delete and re-create the port group to re-download the CTL file from the
CUCM TFTP.

Case 2: Unableto Download CTL Filefrom CUCM TFTP

This error is seen in the Conversation Manager Traces:

<#root>

MiuGeneral,25,FAILED Port group 'PhoneSystem-1' attempt set InService(true), error retrieving server ce
MiuGeneral,25,Error executing tftp command

"tftp://10.48.47.189:69/CTLFile.tlv' res=68 (file not found on server)

MiuGeneral,25,FAILED Port group 'PhoneSystem-1' attempt set InService(true),

error retrieving server certificates.

Arbiter,-1,Created port PhoneSystem-1-001 objectId='7c2e86b8-2d86-4403-840e-16397b3c626b' as ID=1
MiuGeneral,25,Port group object 'blc966e5-27fb-4eba-a362-56a5fe9c2be7' exists
MiuGeneral,25,FAILED SetInService=true parent port group is out of service:

Solution:

1. Double check that the TFTP server is correct in the Port group > Edit > Servers configuration.

2. Verify that the CUCM cluster isin secure mode.



3. Verify that the CTL file exist on the CUCM TFTP.

Case 3: Portsdo not Register

This error is seen in the Conversation Manager Traces:

MiuSkinny,23,Failed to retrieve Certificate for CCM Server <CUCM IP Address>

MiuSkinny,23,Failed to extract any CCM Certificates - Registration cannot proceed. Starting retry timer
MiuGeneral,24,Found Tocal CTL file [/tmp/aaaaaaaa-XXXX-XXXX-XXXX-XXXXXXXXXXXX.tTv]
MiuGeneral,25,CCMCertificateCache: :RetrieveServerCertificates() failed to find CCM Server '<CUCM IP Add

Solution:

1. Thisismost likely due to mismatch in md5 checksum of CTL fileon CUCM and CUC as aresult of
regeneration of

certificates. Restart the CUC server to refresh the CTL file.

Defects

CSCum48958 - CUCM 10.0 (ip address length isincorrect)

CSCtn87264 - TL'S connection fails for secure SIP ports

CSCurl0758 - Unableto purge revoked certificates Unity Connection
CSCur10534 - Unity Connection 10.5 TLS/PKI inter-op redundant CUCM

CSCved 7775 - Feature request for a method to update and review the CUCM's CTLFile on the CUC


https://tools.cisco.com/bugsearch/bug/CSCum48958
https://tools.cisco.com/bugsearch/bug/CSCtn87264
https://tools.cisco.com/bugsearch/bug/CSCur10758
https://tools.cisco.com/bugsearch/bug/CSCur10534
https://tools.cisco.com/bugsearch/bug/CSCve47775

