Upload Root/Intermediate Certificates of
Expressway-Core onto CUCM
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| ntroduction

This document describes how to upload the root and intermediate certificates of CAsthat signed
Expressway-C certificates to the CUCM publisher.

Background I nformation

Due to improvementsin traffic server service on Expressway in X14.0.2, Expressway-C sendsits client
certificate whenever a server (CUCM) requests it for services that run on ports other than 8443 (for
example, 6971,6972), even if CUCM isin non-secure mode. Because of this change, it isrequired that the
Expressway-C certificate signing Certificate Authority (CA) isadded in CUCM as both tomcat-trust and
callmanager-trust.

Failure to upload the Expressway-C signing CA on CUCM causes MRA log in to fail after an upgrade of
Expressways to X14.0.2 or higher.

In order for CUCM to trust the certificate that Expressway-C sends, the tomcat-trust and callmanager-trust
must include the root CA and any intermediary CAsinvolved in signing the Expressway-C certificate.

Configuration

Step 1. Get the Root and I nter mediate Certificates that Signed the Expressway-C
Server Certificate

When you initialy received the server certificate from a CA that signed that server certificate, you also have



the root and intermediate certificates for that server certificate and stored them in a safe place. If you till
have these files or can download them again from your CA, you can move to step 2 where you can find
instructions how to upload them onto CUCM.

If you no longer have these files, you can download them from the Expressway-C web interface. Thisis a bit
complicated, so it is highly recommended that you reach out to your CA to download the trust store from
them, if possible.

On the Expressway-C, navigate to M aintenance > Security > Server certificate, and click the Show
(decoded) button next to Server certificate. This opens a new window/tab with the contents of the
Expressway-C server certificate. Y ou look for the Issuer field there :

<#root>

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
55:00:00:02:21:bb:2d:41:60:55:d7:b2:27:00:01:00:00:02:21
Signature Algorithm: sha256WithRSAEncryption

I ssuer: O=DigiCert Inc, CN=DigiCert dobal CA-1

Validity

Not Before: Dec 8 10:36:57 2021 GMT

Not After : Dec 8 10:36:57 2023 GMT
Subject: C=BE, ST=Flamish-Brabant, L=Diegem, 0=Cisco, OU=TAC, CN=vcs-cl.vngtp.lab
Subject Public Key Info:

In this example, the Expressway-C server certificate isissued by an Organization, DigiCert Inc. with
common name DigiCert Global CA-1.

Now, navigate to Maintenance > Security > Trusted CA certificate, and look in the list to see if you have
a certificate there with the exact same value in the Subject field. In this example, that is O=DigiCert Inc,
CN=DigiCert Global CA-1inthe Subject field. If you find a match, that means thisis an intermediary CA.
Y ou need thisfile, and you need to continue looking until you find the root CA.

If you are unable to find a match, search for a certificate with this value in the Issuer field with a Subject of
Matches Issuer. If you find a match, that means thisis the root CA file and thisis the only file we need.



Certificate CN=vngtp-ACTIVE-DIR-CA Matches Issuer

Certificate O=ldenTrust, CHN=IdenTrust Commercial Root CA 1 Matches Issuer

O=Baltimore, OU=CyberTrust. CN=Baltimore CyberTrust

Root Matches Issuer

Certificate
O=DigiCert Inc, OU=www.digicert.com, CN=DigiCert Global
Root CA

0=The Go Daddy Group, Inc., OU=Go Daddy Class 2
Certification Authority

O=GoDaddy.com, Inc., CN=Go Daddy Root Cerlificate
Authority - G2

Certificate Matches Issuer

Certificate Matches Issuer

Certificate Matches Issuer

Certificate 0O=CuoVadis Limited, CN=CuoVadis Root CA 2 Matches Issuer

O=thawte, Inc., OU=Certification Services Division, OU=(c)
Certificate 2006 thawte, Inc. - For authorized use only, CN=thawie Matches Issuer
Primary Root CA

O=VeriSign, Inc., OU=VeriSign Trust Network, OU=(c} 2006
Certificate VeriSign, Inc. - For authorized use only, CN=VeriSign Class 3 Matches Issuer
Public Primary Certification Authority - G5

O=DigiCert Inc, OU=www.digicert.com, CN=DigiCert Global O=DigiCert Inc, CN=DigiCert Global CA-1

Certificate Root G

Show all (decoded)| Show all (PEM file) | | Selectal

Expressway Trust Store

In this example, after finding the certificate, you notice that the Subject field does not match the Issuer field.
This means that thisis an intermediate CA certificate. Y ou need this certificate in addition to the root
certificate. If the Subject said Matches Issuer then you would know thisis the root certificate authority and
the only certificate youould need to trust.

If you have an intermediate certificate you need to continue until we find the root certificate. To do this,
look at the Issuer field for your intermediate certificate. Then look for a certificate with the same value in
the Subject field. In our case thisis O=DigiCert Inc, OU=www.digicert.com, CN=DigiCert Globa Root CA
- You look for acertificate with this value in the Subject field. If you are unable to find a matching
certificate then you look for this value in the Issuer field with a Subject of Matches I ssuer.

In this example, you can see our Expressway-C server certificate was signed by intermediate CA
O=DigiCert Inc, CN=DigiCert Global CA-1 which was signed by root CA O=DigiCert Inc.
OU=www.digicert.com, CN=DigiCert Global Root CA. Since you have found the root CA you are done. If,
however you found another intermediate CA, you would need to continue this process until you have
identified every intermediate CA and the root CA.

In order to download the root and intermediate certificate files, click the Show all (PEM file) button under
the list. This shows you all the root and intermediate certificatesin PEM format. Scroll down until you find
a certificate matching one of your intermediate certificates or the root certificate. In this example, the first
one you find is O=DigiCert Inc, CN=DigiCert Global Root CA - you are going to copy this certificateto a
fileand saveit locally.

Epn30o0WC4zxe9Z2etiefC7IpI50CBRLbf1wbWsaY71k5h+3zvDyny67G7fyUIhz
ksLi4xaNmjICq44Y3ekQEe5+NauQrz4wlHrQMz2nZQ/1/I6eYs9HRCwBXbsdtTLS
R9I4LtD+gdwyah617jzV/0eBHRNDIELqYzmp

----- END CERTIFICATE-----

0=DigiCert Inc, CN=DigiCert Global Root CA

MIIDrzCCApegAwIBAgIQCDvGVpBCRrGhdWrIWZHHSjANBgkghkiGOwOBAQUFADB


https://www.digicert.com
https://www.digicert.com/

MQswCQYDVQQGEwIVUzEVMBMGALUEChMMRGTnaUN1cnQgSW5jMRkwFwYDVQQLEXB3
d3cuzZGlnaWN1cnQuY29tMSAwHgYDVQQDExdEawWdpQ2VydCBHbG91 YWwgUm9vdCBD
QTAeFwOwNj EXMTAWMDAWMDBaFwOzMTEXMTAwWMDAWMDBaMGExCzAJBgNVBAYTATVT
MRUWEwWYDVQQKEwxEaWdpQ2VydCBJIbmMxGTAXBgNVBASTEHd3dy5kaWdpY2VydC53j
b20xIDAeBgNVBAMTFORpZ21DZXJ0IEdsb2JhbCBSb290IENBMIIBIjANBgkghkiG
9wOBAQEFAAOCAQSAMIIBCgKCAQEA4jVvhEXLeqKTToleqUKKPC3eQyaK17hLO11sB
CSDMAZONnTjC3U/dDxGkAV531 jSLdhwZAATE]zs4bg7 /fzTtxRuLWZscFs3YnFo97]8dW041P0jmP6P6fbtGhfYmbWOWSBjfIttep3Sp+dWOIrWcBAI+0tKIJF
PnTUkiaY4IBIgDfv8NZ5YBber0gOzW6sRBc4L0Ona4UU+Krk2U886UAb3LUjEVOTs
YSEY1QSteDwsQoBrp+uvFRTp2InBuThs4pFsiv9kuXc1VzDAGySj4dzp30d8tbQk
CAUW7C29C79Fv1C5qfPrmAESrci Ixpg0X40KPMbplZWVbd4=

————— END CERTIFICATE-----

0=The Go Daddy Group, Inc.

MITEADCCAuigAwIBAgIBADANBgkaghkiGOwOBAQUFADBjMQswCQYDVQQGEwIVUzER
MB8GALUEChMYVCh1IEdVIERhZGR5IEdyb3VwLCBIbmMuMTEWLWYDVQQLEYhHbYBE

For each of the root and eventual intermediate certificates, copy everything that starts with (included) -----
BEGIN CERTIFICATE----- and ends with (included) ----- END CERTIFICATE-----. Put each of themin a
separate text file and add 1 extra empty line at the bottom (after the line with ----- END CERTIFICATE----- .
Save these files with .pem extension : root.pem, intermediatel.pem, intermediate2.pem, ... You need a
separate file for each root/intermediate certificate. For the previous example, our root.pem file would
contain:

MIIDrzCCApegAwIBAgIQCDvgVpBCRrGhdWrIwWZHHSjANBgkghkiGO9w0OBAQUFADBA
MQswCQYDVQQGEwIVUzEVMBMGALUEChMMRGTnaUN1cnQgSW5jMRkwFwYDVQQLEXB3
d3cuzZG1naWN1cnQuY29tMSAwHgYDVQQDExdEawWdpQ2VydCBHbG91 YWwgUm9vdCBD
QTAeFwOwNj EXMTAWMDAWMDBaFwOzMTEXMTAWMDAWMDBaMGExCzAJBgNVBAYTATVT
MRUWEwWYDVQQKEwxEaWdpQ2VydCBJIbmMxGTAXBgNVBASTEHd3dy5kaWdpY2VydC53j
b20xIDAeBgNVBAMTFORpZ21DZXJ0IEdsb2JhbCBSb290IENBMIIBIjANBgkghkiG
9wOBAQEFAAOCAQSAMIIBCgKCAQEA4jVvhEXLeqKTToleqUKKPC3eQyaK17hLO11sB
CSDMAZONnTjC3U/dDxGkAV531 jSLdhwZAATE]zs4bg7 /fzTtxRuLWZscFs3YnFo97]8dW041P0jmP6P6fbtGhfYmbWOWSBjfIttep3Sp+dWOIrWcBAI+0tKIJF
PnTUkiaY4IBIgDfv8NZ5YBber0g0zW6sRBc4LOna4UU+Krk2U886UAb3LUjEVOTs
YSEY1QSteDwsQoBrp+uvFRTp2InBuThs4pFsiv9kuXc1VzDAGySj4dzp30d8tbQk
CAUW7C29C79Fv1C5qfPrmAESrci Ixpg0X40KPMbplZWVbd4=

————— END CERTIFICATE-----



Note: There must be a single empty line at the bottom.

Step 2. Upload the Root and I ntermediate Certificateson CUCM (If Applicable)

Log in to the Cisco Unified OS Administration page of your CUCM Publisher.

Navigate to Security > Certificate M anagement.

Click the button Upload Certificate/Certificate chain.

In the new window, start to upload the root certificate from Step 1. Upload it to tomcat-trust.

EJ—EB Upload EQ Close

r Status

@ Warning: Uploading a cluster-wide certificate will distribute it to all servers in this cluster

rUpload Certificate fCertificate chain

Certificate Pur|:||Js&"c | tomcat-trust " |
Description{friendly name) |DigiCErl: root CA Certificate |
Upload File | Browse... | root.pem

| Upload | | Close |

@ *_ indicates required item.

 Click the Upload button, and next you must see Success:. Certificate Uploaded. Ignore the message
asking you to restart Tomcat for now.

» Upload the same root file now with CallManager-trust for the Certificate Purpose.

* Repeat previous steps (uploading to tomcat-trust and CallManager-trust) for all intermediate
certificates in use on the Expressway-C.

Step 3. Restart the Necessary Serviceson CUCM

These services need to be restarted on each CUCM node in your CUCM cluster:

Cisco CallManager
Cisco TFTP

Cisco Tomcat
Cisco HAProxy

Cisco CallManager and Cisco TFTP can be restarted from the Cisco Unified Serviceability pages of CUCM:



Log in to the Cisco Unified serviceability page of your CUCM Publisher.

Navigate to Tools > Control Center - Feature Services.

Choose your Publisher asthe server.

Choose Cisco CallManager service, and click the Restart button.

After the Cisco CallManager service is restarted, choose Cisco TFTP service, and click the Restart
button.

Cisco Tomcat and HAProxy can only be restarted from CLI:

* Open acommand line connection to your CUCM Publisher.
» Usethe command utils servicerestart Cisco Tomcat.
* Use the command utils servicerestart Cisco HAProxy

Related | nfor mation
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