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| ntroduction

This document describes how to integrate Cisco Emergency Responder with Cisco Unified Communications
Manager (CUCM) using switchport phone tracking.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

Cisco Emergency Responder (CER)

CUCM

Call routing

Basic Simple Network Management Protocol (SNMP) Knowledge

Components Used

The information in this document is based on these software versions:

e CERverson 11.5
« CUCM version11.5

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nfor mation



This document was written by a Cisco TAC engineer and it does not replace the need to reference the
configuration and design guides.

Sections with examples represent a possible setup with sample values included for reference only. The
configuration of private networks depends on the needs of the private entity and their internal design
guidelines.

It isimportant to coordinate testing of emergency calls with the local Public Safety Answering Point (PSAP)
after the integration of CER with CUCM is deemed compl ete.

If PSAP testing is successful, but more changes to the configuration are made after testing, it isimportant
that you coordinate with your local PSAP to schedule testing of emergency calls once the additional changes
are complete. In short, test emergency calls whenever changes are made that can impact call routing.

Basics of CER

911

A simple, easy to remember number to contact public emergency agencies such as police, fire, and medical
for certain countries. Not al countries use 911 for emergency calls so please be aware of the proper
emergency number to use. For ssimplicity, this document can only reference 911 as the emergency phone
number.

PSAP

Publicly funded facility where emergency calls are routed and dispatched. This organization is comprised of
live operators that answer the 911 calls and determine which emergency agency (police, fire, and so on)
needs to be dispatched.

Automatic L ocation | dentification (ALI)

The automatic display at a PSAP of the calling party and an address/location. The operator can use thisinfo
to locate the person that made the 911 call.

AL Database (ALI-DB)

The phone company has a subscriber database that matches phone numbers to names and addresses. When a
call arrives at the 911 network this database is used to pull up the address that matches the calling phone
number and makes it easier for the PSAP operator to locate you.

Automatic Number |dentification (ANI)



Thisis another term for the calling party number. The ALI isdifferent from the ANI in that the ALI contains
more information about the location of the caller.

Emer gency Response L ocation (ERL)

The area from which an emergency call is placed. Thisis not necessarily the location of the emergency. If an
emergency caller reports a general emergency, the actual emergency can bein adifferent area. In CER, you
assign switch ports and phonesto ERLS, and ERL definitionsinclude ALI data. The ALI datais used by
PSAP to determine the location of the caller that places the 911 call.

Emergency L ocation Identification Number (ELIN)

A phone number which the PSAP can use to call back the emergency caller. The PSAP can need to call the
ELIN if the emergency call is abruptly disconnected, or if the PSAP needs additional information after
intentionally ending the emergency call. The ELIN is part of the ERL configuration.

Call Flows

These are the different call flows that you can have with CER:

911 Call
@—»i—»i—»i—»i—»—»ﬂgﬂ
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PSAP/911 Trunk/GW Translation 913 CTI CER 913 CTI IP Phone
Config on CCM Pattern Route Point Route Point x1051
Onsite Alert
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Configuration

Configurethe Cisco Unified Communications M anager

» Create Partitions

* Create Calling Search Spaces

» Assign Partitions and CSS to phones
» Create CTI Route Points (CTI RP)

* Create CTI Ports

» Create Route Patterns

» Create Trandation Patterns

» Configure PSAP Callback

* Create JTAPI User

» Configure SNMP Service

Create Partitions

Create two partitions. Navigate to Call Routing > Class of Control > Partition:

e 011 PT
» Phones PT

rPartition Information

T enter multiple partitions, use one Ene for each partition entry. You can enter up to 75 partitions; the
names and descripons can have up to a total of 1475 characters. The partiton name cannot exceed 50
characters. Use & comma ("'} to separate the partibon name and description on aach line. 1f a descripbon
15 not entered, Cisco Unibed Communscabans Manager uses the parition name &s the descnpbon. For axample;
= partioname == , <= dpgeriphan ==
CigcoPartition, CiEco amployee pamition
DallasPartition
Hame® gas pr
Fhones _PT

% Note:

911 PT isthe partition that houses your emergency numbers. If you already have a partition for
emergency numbers, you can continue to use your previously configured partition. Simply substitute
the name of your preconfigured partition wherever 911 PT is mentioned in this document.

Phones PT isthe partition associated with al the internal Directory Numbers (DN). If you already
have a partition for internal DNs, you can continue to use your previously configured partition.
Simply substitute the name of your preconfigured partition wherever Phones PT is mentioned in this



% document.

Create Calling Sear ch Space

Create two Calling Search Spaces. Navigate to Call Routing > Class of Control > Calling Sear ch Space:

* 911 CSS: canincludethe 911 PT and Phones PT
» Phones_CSS: can include just the Phones PT

~Calling Search Space Information

Name*

Description

~Reoute Partitions for this Calling Search Space

Available Partitions** [g11_pT
Directory URI
Global Learned E164 Numbers
Global Learned E164 Patterns
| Global Learned Enterprise Numbers

W M
Selectad Partitions 'Fhanes_PT
-Calling Search Space Information
Name®  Ng11_css
Description
I
g

-Route Partitions for this Calling Search Space

Available Partitions** | Directory URI
Global Learned E164 Numbers
Global Learned E164 FPatterns
Global Learned Enterprise Numbers
| Global Learned Enterprise Patterns

WA

Selected Partitions  [911_PT

Phones_FT

Assign Partitionsand CSSto | P Phones

» The DNs on the IP Phones need to be associated with the Phones_PT partition.
» The phone need to use the Phones_CSSin order to call the trandation patterns (9.911 and 911).



A Warning: If you have a more complicated setup, the | P Phones need to be able to dial the 911 and/or

9.911 Trandation Patterns (configured later) and the CT1 Route Point and CT1 Ports need to be able to
call the IP Phones.

r Association —Phone Type
Modify Button Items Product Type: Cisco 7861
= - Device Protocol: SIP

1 Iomz Line [1] - 5003 in Phones F’TI

THE

---------- Unassigned Associated Items ---------- rReal-time Deyjce Status

.
2 s Line [2] - Add a new DN Registration: Registered with Cisco Unified Communications Manager 10.4z.62.152
. IPvd4 Add E o

3 wrnz Add @ new BLF Directed Call Park ress 10.48.62.13

e Active Load ID: i-1-18
4 Call Park Inactive Load ID: sip78xx.10-3-1-12
5 Call Pickup Download Status: None
6 CallBack
7 Conference List rDevice Information
8 Do Mot Disturb |E Device is Active
g Forward All |3 Device is trusted
10  Group Call Pickup MAC Address® 3AED18552E6E
11  Hunt Group Logout Description Auto 5003
12wz Intercom [1] - Add a new Intercom . "

e Device Pool Default A
13 Malicious Call Identification Common Device Configuration = Nene = -
14 Meet Me Conference Phone Button Template® Universal Device Template Button Layout -
15 Mobility Softkey Template = None = -
16 Other Pickup _— -

: : Common Phone Profile Standard Common Fhone Profile -
17 Quality Reporting Tool )
) Calling Search Space I Phones C5S 'l

18 Redial —

Create CTI Route Points

The 911 and 912 CTI RP need to be associated with the 911 PT partition and usesthe 911 CSS.
The 911 and 9.911 Trandlation Patterns need to be able to reach the 911 CTI RP.

The 911 CTI RP needsto be ableto call the Route Patterns configured for CER.

The 913 CTI RP also needs to be associated with the 911 PT partition and uses the 911 CSS.
The PSAP Callback Translation Patterns need to be able to reach the 913 CTI RP.

Davice MHame * Daseription Calling Search Space Bactition Extansion
SER 311 CT1 RP for Primary CER Server 211 C55 911 PT 11
CER 912 CTI AP for Seconday CER Server 911 css 811 BT a2
CER 933 CTI AP for PSAP Callbacks 011 css 911 BT 91 IHOCODOENNK

CTI Route Point - 911

 For internal and external callsthe Forward Busy, Forward No Answer, Forward No Coverage,
Forward Unregistered, and Forward on Failure need to have a destination of 912 (if you have a
secondary CER Server), an onsite security number, or aroute pattern so the 911 call can still go out to
the PSAP.

» For examplesin this document the 911 CTI RP forwards callsto 912 when needed. Make sure the
Calling Search Space for the Call Forward and Call Pickup Settings use the 911_CSS so forwarded
cals can reach the 912 CTI RP.



=Call Forward and Call Pickup

Calling Search Space Activation Policy

Forward all

Secondary Calling Search Space far Forwnrd Al

Forward Busy Internal

Forward Busy External

Forward No Answer Internal
Forward fa Answer External
Forward No Coverage Internal
Forward Mo Coverage External
Forward on CT1 Fsdure

Forward Unregistered Intemal
Forward Unregistered External
No Answer Ring Duration (seconds)

Call Pickup Group < None >

911_C5!
911_C55
811_C55
911_C55
911_C!
911_C55
911_C55
911_CS5

a11_C55

CTI Route Point - 912

 For internal and external calls the Forward Busy, Forward No Answer, Forward No Coverage,
Forward Unregistered, and Forward on Failure need to route calls to an onsite security number or a
route pattern so the 911 call can still go out to the PSAP.

» For examplesin this document the 912 CTI RP forwards calls to the route pattern used for the Default
ERL when needed. Make sure the Calling Search Space for the Call Forward and Call Pickup Settings
usethe 911_CSS so forwarded calls can reach the route pattern.

[ €all Forward and Call Pickup Settings

Caling Search Space Activation Policy

Farmard All

Secondary Calling Search Space for Forward &

aaaaaa Busy Irternal
Formard Busy External

Forward Ho Answer Internal

Farmand Ho Angwer External

Forward Ho Coversge Internal

Farmand Ho Coverage External

Forward on CTI Faiure

Farmand Unregistered Intemal

Forward Unregistered External
Mo Angwer Ring Duration {seconds)
€3 Puzkup Group < Hewe

Uge Systemn Default

= Hone >

< Hore =

811
a1t
811
911_C55
811
911,

CTI Route Point - 913

» For internal and external calls the Forward Busy, Forward No Answer, Forward No Coverage,
Forward Unregistered, and Forward on Failure need to route calls to an onsite security number.

» For examplesin this document the 913 CTI RP forwards calls to 60003 which is the onsite security
number. Make sure the Calling Search Space for the Call Forward and Call Pickup Settings use a CSS

that can reach the onsite security number.

rCall Farward and Call Fickup Scttings

Caling Search Space Actrvation Pol

Farward Busy External

Ferward Mo A

Forward No Anse
Farward No Cove

Forward No Cove

Viice Hail

60003
50003
£0003
50003
$0003
£0003
£0003
£0003

50003

Use System Default

< None =

911,355
911 €55
911_C55
911 €55
911_C55
911,055
911_C55
91158

911_CS5




Create CTI Ports

» CTI Ports are only used for phone onsite alerts.

» CTI Ports need to be able to call the onsite alert number (can be an internal or external number so long
as calls reach the onsite security personnel).

» CTI Port DNs must be in consecutive order.

» CER only supports G.711 so the region relationship between the CTI ports and phones for onsite
security must not be set under 64 kbps.

Association r Phone Type
1 O;:s Line [1] - 60010 (no partition Product Type: CTI Port

. Device Protocol: SCCP
2 =z Line [2] - Add a new DM

3 ez Intercom [1] - Add a new Intercom  Real-time Device Status
THET

Registration: Unknown
IPv4 Address: None

r Device Information

|3 Device is Active
|E Device is trusted

Device Name* CER_CTIPort_1

Description

Device Pool* Default ~ \iew Details
Commaon Device Configuration < None = - View Details
Common Phone Profile* Standard Commaon Phone Profile » \iew Details
Calling Search Space 911_CS5 -

p Tip: For internal calls you can display on the screen Emergency Call or something elseif you like.
Thisway people understand the urgency of the call before they answer it. For external calls you can
configure the External Phone Number Mask to a number that everyone can recognize.

Display {Internal

Caller 1D) as a name instead of rectory number for internal calls, If you specify a number, the person receiving a call may not see

|Emergency Call Display text for a line appearance is intended for displaying text such
E
the proper identity of thefcaller,

ASCII Display
(Internal Caller
i{n)]

Line Text Label I

|Emergencv Call

ASCII Line Text |
Label

External Phone I
MNurnber Mask

Wisual Message |Use Systern Policy =
Waiting Indicator

Policy ®

Manitoring Calling |< Mone = =

Search Space

Create Route Patterns

Default ERL Route Pattern



* Needsto beinthe911 PT.

* You can set the Calling Party Transform Mask to be the number of the ELIN in the ERL.
Regardless, CER can change it to the ELIN.

» Set the Discard Digitsto PreDot.

In this example, the Default ERL is the same one for the RTP Location

Route Pattern® 10.911

Route Partition 911 _PT

Description Route Pattern used by CER for RTP Location
Mumbering Plan -- Mot Selected --

Route Filter = None =

MLPP Precedence® Default

I:l.-"-‘-.pp|'," Call Blocking Percentage
Resource Priority Namespace Network Domain < None >

&

Route Class Default
Gateway/Route List® SIFTrunkPSTN
Route Option 9 Route this pattern

Block this pattern No Error
call Classification™ OffMet -
External Call Contral Profile = Nope = -
DAIIDW Device Override F"ru:u'.ride Cutside Dial Tone DAIIDW Owerlap Sending I:l Urgent

D Require Forced Authorization Code

Authorization Level® o

I:l Require Client Matter Code

D Is an Emergency Services Number {usad by Emergency Call Handler)

Calling Party Transformations

[ use Calling Party's External Phone Number Mask
Calling Party Transform Mask

Prefix Digits {Outgoing Calls)

Calling Line ID Presentation® Default -
Calling Name Presentation® Default -
Calling Party Number Type® Cisco CallManager -
Calling Party Numbering Elan® Cisco CallManager -

Connected Party Transformations
Connected Line ID Presentation™® Default -

Connected Name Presentation®  Default -

Called Party Transformations

Discard Digits IF?rEDDt vI

ALL other ERLsRoute Patterns



* Needsto beinthe911 PT.

* You can set the Calling Party Transform Mask to be the number of the ELIN in the ERL.
Regardless, CER can change it to the ELIN.

» Set the Discard Digitsto PreDot.

®

Route Pattern 110.911

Route Partition 911_PT

Description Route Pattern used by CER for 5) Location
Numbering Plan -= Not Selected --

Route Filter ¢ None >

MLPP Precedence® Cefault

"] Apply Call Blocking Percentage
Resource Priority Namespace Nebtwork Domain < None >

Route Class* Daefault
Gatevay/Route List* SIPTrunkPSTHZ
Route Option @ Route this pattern

) Block this pattern No Error
Call Classification® Offiet v
External Call Control Profile < None > -
"] Allow Device Override ¥|pProvide Outside Dial Tone || Allow Overlap Sending || Urge
:ﬂ‘.tnuil‘t Forced Authorization Code
Authorization Lavel® o
"l Require Client Matter Code

iz an Emergency Services Number (used by Emergency Call Handler)

Calling Party Transformations

Tuse Calling Party's External Phone Number Mask
Calling Party Transform Mask

Prefix Digits (Outgoing Callg)

Calling Line ID Presentation® pafault ¥
Calling Name Presentation®  Default v
Calling Party Number Type®  Cisco CallManager -
Calling Party Numbering Flan* Cisco CallManager -

Connected Party Transformations

Connected Line ID Presentation® Cefault -
Connected Name Presentation®  Daefault -
Called Party Transformations

Discard Digits IPuDut 'I

Create Trandation Patterns

* 911 and 9.911 trandlation pattern in the Phones_PT (so the phones can call them) with the 911_CSS
(so it can reach the 911 CTI RP).



» Trandation patterns for the PSAP Callback inthe 911 PT (so the gateway can call them) with the
911 CSS(soit can reach the 913 CTI RP).

Translation Pattarn ~ Partition Dascription

?so 9,911 Fhanes PT 911 TP for CER
“:F‘ B Ehones PT 911 TP for CER

Create Trandation Patterns 911 and 9.911

The only difference between the 911 and 9.911 Trandlation Patternsis the Discard PreDot on the 9.911
Trandlation Pattern.

Translation Pattern g11

Fartition Phones_PT -
Description 911 TP for CER

Mumbering Plan < Mone =

Route Filter < None =

MLPF Precedence® Default -
Resource Priority Mamespace Network Domain < None = -
Routz Class® Default -

Calling Search Space 911_C55 -



Translation Pattern 3,911

Partition Phones_PT
Dascription 511 TP for CER
Mumbering Plan < None =
Route Filter < None =
MLPP Precedence® Default

Resource Priority Namespace Network Domain < None =
Route Class® Default

Calling Search Space 911 _C55

DUEE Originator's Calling Search Space

External Call Control Profile < None >

Route Cption @ Route this pattern
Block this pattern No Error
P‘rc\'.ride Outside Dial Tone
Urgent Priority
D Do Mot Wait For Interdigit Timeout On Subsequent Hops
[ route Next Hop By Calling Party Mumber

Is an Emergency Services Number (used by Emergency Call Handler)

Calling Party Transformations
DUEE Calling Party's External Phone Number Mask
Calling Party Transform Mask

Prefix Digits (Outgoing Calls)

Calling Line ID Presentation®  pefault -
Calling Name Presentation® Default -
Calling Party Number T-,rpe* Cisco CallManager -
Calling Party Numbering Plan® isco CallManager -

Connected Party Transformations
Connected Line ID Presentation® Default -

Connected Name Presentation ™ Dafault -

Called Party Transformations

Discard Digits IP‘reDnt "I

Configure PSAP Callback

To configure PSAP callback, you need to assign a CSS to the inbound gateway and create atranslation
pattern.

 For Inbound calls usually people only send 4 digitsinto Callmanager; therefore, the trandation
patterns for PSAP Callback are only 4 digits. The pattern of the trandation patterns can be configured
accordingly for the dial plan in use.

» The CSSfor the gateway needsto bethe 911 CSS (so it can reach PSAP Callback Tranglation
Patterns).



rInbound Calls

Significant Digits* 4 -
Cannected Line ID Presentation™ Diefault -
Connected Mame Presentation® Default -
Calling Search Space 911_C5S -
AAR Calling Search Space = Mone = -
Prefizx DM

In the examples here, since only 4 digits are passed in from the gateway/trunk, in order for it to hit the 913
CTI RP you need to prefix digits (for this example prefix: 913919537). This way the pattern
9IIX XXX XXXXXX that is configured in both CCM and CER can be matched.

~ Pattern Definition
Translation Pattern 585X
Partition S11_PT -
Description PSAP Callback TP for CER
MNumbaering Plan < None »
Route Filcer < Nong >
MLPP Pracedence” Default -
Resource Priority Namespace Network Domain < None > -
Route Class® Dafaule -
Calling Search Space 911_CS5E hd

Tuse COriginater's Calling Search Space
Extarnal Call Contral Profile < MNone >

Route Option @ Routa this patcarn

Block this pattern No Error
v Frovide Outside Dial Tone
v Urgent Prioricy
:Do Net Wait For Interdigit Timeosut On Subsequent Hops
Route Next Hop By Calling Party Numbaer

lis an Emargency Saervices Number (used by Emergency Call Handler)

= Calling Party Transformations
Fluse Calling Party's External Phone Number Mask
Calling Party Transform Mask

Prefix Digits (Outgeing Calls)

Calling Line ID Presentation® pDefault

Calling Name Presentation® Defaule

Calling Party Number Type®  Cisco CallManager -
Calling Party Numbaring Plan® Cisco CallManager -

~Connected Party Transformations
Connected Ling [D Presentation™ Dafaule
Connected Name Prasentation® Defaule

= Called Party Transformations
Discard Digits ¢ M
Callad Party Transform Mask

Prafix Digits [Qutgoing C:II:}M

=]




Create JTAPI User

» The JTAPI User needsto be an Application User (not an End User).

» The JTAPI User needsto have the CTl Route Points and CTI Ports associated with it. If not, these
CTI devices cannot register and calls cannot work.

» The JTAPI User needs to be added to the the Standard CTI Allow Calling Number Modification and

Standard CTI Enabled Groups.

r Application User Information

User ID* CER

Password

Confirm Password

Digest Credentials
Confirm Digest Credentials

BLF Presence Group®* Standard Presence group

DAccEpt Presence Subscription
I:lAcn:Ept Out-of-dialog REFER
DAccapt Unsaolicited Motification
DAccEpt Replaces Header

Edit Credential

r Device Information

Available Devices ATAZ4ADBFD1IS0214

ATADBFD18021A01
Auto-registration Template
ExtConnDevice

| Device Association |

| Find more Route Points |

Lillh -
W
Caontrolled Devices CER_3911 .
CER_912 ¥
CER_913 4
CER_CTIPort_1
SEPOO1BDS12ZEBS e
Available Profiles 2841 DP
W

CTI Controlled Device Profiles

»<

rCAPF Information

Associated CAPF Profiles

View Details

r Permissions Information

SRl Standard CTI Enabled
Standard CTI Allow Calling Mumber Madificati

Wiew Details

Roles | Standard CTI Allow Calling Mumber Modification

Standard CTI Enabled

s

[ Add to Access Control Group ]

[ Remowe from Access Control Group ]




Configure SNMP Configuration

» Make surethe SNMP Serviceis activated and started on al Callmanagers (Cisco Unified
Serviceability > Tools > Control Center - Feature Services).

* The SNMP Community String Name configured on CUCM needs to be the same string configured on
CER

» Ensure the Community String Nameis set to ReadOnly

— Community String Information

Community String Name* cer

—Host IP Addresses Information

'é'AEEEpt SMMP Packets from any host ':'Acl:ept SHMP Packets only from these hosts
Host IP Address
Insert
Host IP Addresses
-
= Remove

— Access Privileges

Access Privileges® ReadOnly -

@NDtiF',r access privilege is required in order to configure Motification Destinations.

Apply To All Nodes

[ Save ][ Clear all ][ Cancel

@+ - indicates requirad item.

Configuring Cisco Emer gency Responder

» Create CER Web Users (optional)

» Configure Group Settings

» Configure Telephony Settings

» Configure Server Settings

» Entering Licenses

* Identify Cisco Unified Communications Manager Clusters
» Create Onsite Alerts (optional)

» Create Emergency Response Locations (ERLS)

e Configure SNMP

* Identify LAN Switches

 Phone Tracking via Switch Ports

» Phone Tracking Schedules

» Phone Tracking (switch ports, unallocated phones, manually configured phones and | P subnet-based)
» Upgrading CCM (opt.)



Create CER Web Users (optional)

* If you want to limit the access someone has to the CER Webpage, you can create users via User
Management and add the usersto a User Group with specific roles
 Different security levels/groups are:

User

ERL Administrator

Admin Utility

Network Administrator Serviceability
System Administrator

Configure Group Settings

System > Cisco ER Group Setting

» Setting the SMTP Mail Server, Source Mail 1D, and System Administrator Mail 1D isoptional.

* If you want onsite email aerts, then you need to configure SMTP Mail Server and Source Mail ID.

* If you want to receive emails about critical system aerts, configure the SMTP Mail Server and
Administrator Mail 1D. Onsite email alerts and emails about critical system alerts can be configured
at the sametime and runin parallel.

Cisco ER Group Settings

—Status
Changes Saved

=Specify server group attributes

Cisco ER Group Name * [cERServerGroup
Peer TCP Port * [17002

Heart beat Count * E

Heart beat Interval (in sec) * |30

Active Call Tirme out (in min) * |" an

10.48.39.230

SMTP Mail Server

Source Mail ID lcer_admin@d-ezk-a1-1.cise

System Administrator Mail 1D work_Admin@d-ezk-4

Syslog
Syslog Server |
Notas [

Update Settings Cancel Changes ]

Configure Telephony Settings

System > Telephony Settings



Y ou cannot change anything on this page; however, changes made here must match the CTI Route Points
configured on CUCM.

Telephony settings

— Status
Ready

—Specify telephony attributes

Route Point for Primary Cisco ER Server * I._:,ll

Route Point for Standby Cisco ER Server I._:,lz

PZAP Callback Route Point Pattern * |913HKHHHHHHHH
ELIM Digit Strip Pattern * I._:,13

UDF Port Begin * |32IIIIZIIII

Inter Cisco ER Group Route Pattern |

IP Type of service [ 00-FF ) * s Iba

Cnsite Alert Prompt Repeat Count * |1

se IP Address from call signaling

Update Settings Cancel Changes

Configure Server Settings

System > Server Settings

It isbest to put a check in all the boxes for the Debug Package List and Trace Package List. Thisincreases
the chances to identify the root cause if the system experiences problems. Enabling all of these debugs and
traces have minimal impact on server performance as CER is the only thing on the server.



Server Settings for CERServerGroup

— Status
Ready

—Select Server

E' Fublisher (primary]

— Modify Server Settings

Server Marme * IF‘uI:lIisher

Host Mame CER-Z0

—Debug Package List  Selectall |  clear all |
¥ CER_DATABASE W cER_SvsaDMIN
¥ CER_REMOTEURPDATE ¥ ZER_TELEPHOMY
¥ CER_PHOMETRACKINGEMGINE ¥ CER_AGGREGATOR
¥ CER_OMNSITEALERT M cER_GROUP
¥ CER_CALLENGIME W cER_CLUSTER

—Trace Package List _ Select all |  Clear all |
¥ CER_DATABASE M CER_SYSADMIN
¥ CER_REMOTEURPDATE " ZER_TELEPHONY
¥ CER_PHOMETRACKINGEMGINE " CER_AGGREGATOR
¥ CER_ONSITEALERT M cER_GROUP
¥ CER_CALLENGIME M cCER_CLUSTER

= Update Settings Cancel Changes |

I dentify Cisco Unified Communications Manager Clusters

Phone Tracking > Cisco Unified Communications M anager

» Every CUCM node running the CallManager service must also be running SNMP services.

» The Callmanager that is specified as the Cisco Unified Communications Manager must be running the
CalManager service.

* If everything is configured correctly, and SNMP works, you can see al your Callmanager nodes if
you click the hyperlink Cisco Unified Communications Managers List which is displayed in the top
right of the image shown next.



rModify Cisco Unified Communications Manager Cluster

Cisco Unified Communicatiens Manager *
CTI Manager *

CTI Manager User Name *
CTI Manager Password *
BackUp CTI Manager 1
BackUp CTI Manager 2
Telephony Port Begin Address

Number of Telephony Ports

rSecure Connection Parameters

10.122.138.22
10.122.138.22

CER

SREREERRRRRRERRRS

10.122.138.23

60010

Enable Secure Connection **
TFTP Server IP Address **
TFTP Server Port **

Backup TFTF Server IF Address
CAPF Server IF Address ==
CAPF Server Port ==

Instance 1D for Publisher®*

Secure Authentication String for Publisher ==

~ AXL Setting

AXL Username
AXL Password
AXL Port Number

administrator
SERRNNRRRERIRNES

8443 I A AN il

~SNMP Settings

Use SNMPV3 for discovery

: Update ] Cancel Changes

% Note: Once this step is performed, CTI Route Points and CTI Ports can show as registered on CUCM.

Create Onsite Alerts (optional)

ERL > Onsite Alert Settings

» An external number such as a cell phone can be used for the onsite alerts aslong asthe CT1 Ports on
CUCM are ableto place external calls.
» For email aertsto work, the SMTP Mail Server must be configured under Group Settings.

N Note: The email addressfield is optional. All others are required.

p Tip: It ispossible to specify an email alias so multiple people get the email. This can be useful if your
security team has an email alias.



Onsite Alert Settings

— Status
Ready

—Add new Onsite Alert Contact
Onsite alert 1D *

Onsite alert Mame *

Cnsite Alert Number *

Cnsite Alert Email Address

Inserjt-l Cancel Changes
Available Onsite Alerts
Add Mew |
Onzite Alert ID Onszite Alert Hame Onsite Alert Number Onsite Alert Email Address
21 &1 85261234 onsite Security@d-e2k-41-1 cisco.com
ETP RTE 22094 Onsite Security@d-e2k-41-1.cisco.com
Add Mew |

Create Emergency Response L ocations (ERLS)
ERL > Conventional ERL

» ERLscan be as granular as you want (building, floor, quadrant, room, workstation, and so on).

 If acal isplaced through CER, and thereis no ERL associated with that phone, the Default ERL be
used so it is best to configure the Default ERL .

» The same Route Pattern (ie, 10.911) can be used for multiple ERL s if they use the same
Gateway/RoutelList. In CER 1.x, the Calling Party M odification must be enabled under Group
Settings for use the same Route Pattern. In CER 2.0, the option is not there asiit is enabled by default.

» The Route Pattern becomes the called number and the ELIN becomes the calling number when the
call isrouted back to CUCM.

ERL  (1-1eld)

Confgure Defauk ERL | [ Add New ERL
L) Riae Translatnn Fattpe-- ELin Crste At 18, Btrest Hama Cammmiseaty Nare rate L Cowy
w1 20.911-9195%7 Tesrgngite it Cresk e S I 13 - ]

Contgurs Defsul ERL | | Add New ERL



— ERL Settings

ERL Mame *

Drescription

Test ERL (Used for Synthetic Testing)

a7

— ELIN Settings

ELIM

Route/Translation pattern 10.911--9195375855

—Onsite Alert Settings

Available Onsite Alert IDs

Onsite Alert ID=s for the ERL

onsSitedlert

Configure SNMP

Phone Tracking > SNMP V2

All switches and CallManager servers must be configured here for SNMP phone tracking to work

p Tip: You can specify *.*.*.* or other wildcards/ranges. Y ou can also configure specific IP Addresses

if you please.

~Add SNMPv2 Comr ity Setting

IP Address/Host Name *
Timeout (in seconds) *
Maximum Retry Attempts ®

Read Community *

o
10
2

cer|

| Insert | | Cancel Changes

Identify LAN Switches

Phone Tracking > LAN Switch



« All switches that have Phones connected to them need to be configured here.

 If itisanon-Cisco switch, or CDP is disabled, check the Enable CAM based Phone Tracking
checkbox.

rLAN Switch Details

Switch Host Name / IP Address * |
Description

Enable CAM based Phone Tracking

Use port description as port location

Use SNMPV3 for Discovery

Insert Cancel Changes

LAN Switches
Add LAN Switch

Switch Host Mame / 1P Address

Phone Tracking via Switch Ports

ERL Membership > Switch Ports

» Assign the ERL S to the switch ports once phone tracking is complete.

* A location can be specified; however, it is not required.

* In the example shown next, Phone 60002 is tracked via IP Phone Subnet, but the switch is running
SNMP so the phone still shows up here.

Switch(s) (Ite2of2) Last phone tracking was done at May 30, 2017 3:28:54 PM |
Assign ERL te Selected Switch Ports Assign ERL || Search ERL Edit Wie
Switch 1P Address AL Ramwe Switch P Addiess EName Location Phane Extendlon Fhone [P Addrness Pheane Type
10.48.28.251
RTE 10.48.38.251 Falf1 i
10.48.38.33
RTP 10.48.38.251 Faly/2 View 1052092 Cisgo 7975

SNM P Configuration on Switch



router (confiqg) #

snmp-server community <community string> ro

= Sets the SNMP Community string on the switch to Read-Only (RO)

lsegninifishow run | b snmp
snmp-server community CER RO

Verify

1. CTI Route Points and CTI Ports can be registered.

2. IP Phones connected to the switches must be auto-discovered by CER.
3. IP Phones are able to call 911 and have the call route through CER.

4. PSAP call back can be routed to the last phone to call the PSAP.

Troubleshoot

911 Call

» Verify the calling phone' s CSSis associated with the partition of the 911/ 9.911 trandation patterns.

» Confirmthe 911/ 9.911 trandation patterns have urgent priority checked and their CSSis associated
with the partition of the 911 CTI RP.

» Ensure pre-dot strip is configured for the 9.911 translation pattern.

 Validate the registration status of the 911 CTI RP and be sure it is registered to the primary CER.

» Call Forward settings configured on the 911 CTI RP can point to the 912 CTI RP for failover
scenarios.

» Verify the ERL configured in CER makes proper RP/ ELIN modifications based on the origin of the
911 call.

* Makesurethe 911/ 912 CTl RP' s CSS s associated with the partition of the route pattern for the
redirected call from CER.

PSAP Callback

- Gateway’ s incoming CSS can reach the partition of the translation pattern configured for callback call.

- Trandation pattern configured with correct number of digits, based on significant digits sent in GW
with/without any prefixes.

- Trandation pattern prefixes 913, along with the rest of the most significant digits. TP's CSS can reach the
partition of the 913 CTI RP.

- CER strips 913 (ELIN Digit Strip field). Callback iswithin the time specified in Active Call Time out (in
min).

- 913 CTI RP's CSS can be able to reach the partition of the original calling party phone DN.



On Site Alert

- Onsite aert contacts are configured correctly for each ERL.
- CTI Ports are registered, and their CSS can reach the partition of the Onsite alert personnels’ phone DNs.
- Ensure there are enough CTI Ports to handle simultaneous calls to the onsite alerts.

911 Operator not Gettingthe Correct ELIN Value

- Ensure System > Cisco ER Group Settings > Calling Party M odification valueis set to enable.

- Application user used for interaction between CUCM and CER has Standard CTI Enabled and Standard
CTI Allow Calling Number Modification user groups.

- Use Calling Party’ s External Phone Number Mask checkbox is unchecked, on the Route Pattern for the
911 call.

- No Calling Party modifications at the RP/RL/RG/Gateway levels.

- If al the previous settings look correct, run debug on the gateway to check the calling party number for the
911 call (Example: ‘debug isdn q931’ for a PRI gateway).

Switch Ports not Showing up after Phone Tracking is Complete

- Check SNMP configuration on CER, SNMP configuration on switches and that the switches are
configured in CER.

- Ensure that the switches are supported to be tracked on that version of CER. If the switch is not supported,
you can see “This device is not supported <ip address>" Error message in phone tracking logs.

- Thelist of devices supported by CER islisted in cisco.com Switch ports are showing up but phones are
not.

- Check SNMP configuration on CER and CCMs.

- On each CUCM, Cisco Unified Serviceability > Tools> Control Center — Feature Services> Cisco
CallManager SNM P Service needs to be Activated and Started.

- On each CUCM, ensure that the network service SNMP Primary Agent is Running.

- Ensure all CUCM servers have phones that need to be tracked in CER, show up inthe M List. Thelist can
be checked by going to Phone Tracking > Cisco Unified Communications Manager > Click

Cluster. Then click Cisco Unified Communications Managers List. This can show all nodesin CUCM
cluster that run CCM service.

- You can run SNMP walks to confirm CER is able to pull 1P Phone information from CUCM and switch:

Enter the community string:: cer

Enter the ip address of the Server, use 127.0.0.1 for localhost.Note that you need to provide the IP address,
not the hostname.:: 10.48.62.250

The Object ID (OID):: 1.3.6.1.4.1.9.9.23.1.2.1.1.6

Enter parameter as "file" to log the output to afile. [nofile]::

This command can temporarily impact CPU performance.

Continue (y/n)?y

is0.3.6.1.4.1.9.9.23.1.2.1.1.6.10101.1 = STRING: "rtp12-cal 0-363-gw.cisco.com"



i50.3.6.1.4.1.9.9.23.1.2.1.1.6.10102.6 = STRING: "SEPFO9E636EE825"
150.3.6.1.4.1.9.9.23.1.2.1.1.6.10104.8 = STRING: "SEP74A02FCOAD11"
iS0.3.6.1.4.1.9.9.23.1.2.1.1.6.10107.7 = STRING: "SEP6C416A 369525"
150.3.6.1.4.1.9.9.23.1.2.1.1.6.10108.12 = STRING: "SEP1C1D862F3EDF"
is0.3.6.1.4.1.9.9.23.1.2.1.1.6.10109.9 = STRING: "SEP6899CD85AE21"
150.3.6.1.4.1.9.9.23.1.2.1.1.6.10111.10 = STRING: "SEP84B5170993E8"
is0.3.6.1.4.1.9.9.23.1.2.1.1.6.10113.11 = STRING: "SEP88908D737ACT7"
150.3.6.1.4.1.9.9.23.1.2.1.1.6.10115.2 = STRING: "SEPO0235EB7A 757"



