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| ntroduction

This document describes how to execute Application Programming Interfaces (APIs) with Postman.

System Requirements

» Postman installed
» Accessto vManage and username and password credentials

N Note If you do not have Postman, download it from https://www.postman.com/downl oads/

Background I nformation

The primary or most-commonly-used HTTP verbs (or methods, as they are properly called) are POST, GET,
PUT, PATCH, and DELETE.

These correspond to create, read, update, and delete (or CRUD) operations, respectively.

There are anumber of other verbs, too, but are utilized less frequently. Of those less-frequent methods,
OPTIONS and HEAD are used more often than others.

Configure Postman to Executethe APIs

Step 1. Open Postman and create a new HTTP request.

Y ou can create anew HTTP requests if you click in any of the highlighted options.


https://www.postman.com/downloads/
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Create a new HTTP request.
Step 2. Authenticate with your username and passwor d credentials to vM anage.

Create another HTTP request.

1. Select POST asyour HTTP verb.

2. Add https://<vmanage-ip>/|_security_checknext to POST.

3. Click Body and add as KEY parametersj _username and j_password and their values
respectively.

4. Click Send.

% Note: In this example vManage ip addressis 10.88.244.30 and the port is 5301

% Note: As username and password values, we use admin.

Fullfil the parameters in Postman.
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_& Caution: The response of this API call must be empty

Step 3. Request atoken

1. Select GET asyour HTTP verb.
2. Add the API call details next to GET https:.//<vmanage-ip>/dataser vice/client/token
3. Click Send

% Note: Since vManage version 19.2.1, it has been made mandatory that a successfully logged in user
needs to send X-XSRG-TOKEN or CSRF token for each POST/PUT/DELETE operation via API call.

Oncethe API call is executed, you get aresponse string in the body. Save that string. The image shown
exemplifies the output In Postman.
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Request a token for vManage
A Warning: If you did not get atoken as shown in the image please repeat the step.

Step 4. Proceed to execute another API to vManage.

This example entails a POST request

1. Select the API call to execute, in our caseishtt ps: /// dat aservi ce/ st ati stics/ dpi/agqgregation

p Tip: If you wish to explore other API calls, please go to vManage url https://vmanage-ip:port/apidocs

2. Collect your API call body.

% Note: ThisAPI cal contains a body in JSON format


https:/dataservice/statistics/dpi/aggregation
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3. Click Header and add as K ey the string X-XSRF-TOKEN as value.
4. Click Send.

The image shown displays how your API call must appear.

o Home  Workspaces ~ APl Network ~ Reports  Explore Postrman <3 A Invite o .:’:. ] @ Upgrade o
2, My Workspace Mew  Import htps:l/10,68.244.30:¢ @ Thtps:10,66.244,30:5: ® tipscI06B. 24430 @ 4w Mo Envifanmant v @

(5] + = e hittps:/f10.88.244.30:5307 /dataservice/statistics/dpilagaregation o) save  ~ i ML
Collectians

v Cisco-Resarvable-SD-WAN * I
& v [ 14uthentication POST ~  hitpsy0.88.244.30:5301 dataservice/statistics/dpifaggregation W v

Authentication

Params  Authorization  Headers (10) Body ®  Pre-request Script  Tests Cookies
=] Token
o Headars € Ohidden
~ [ 2. SD-WAN Fabric Devices
KEY ALUE ESCRIPTION o Ik Edli -
- Fabric Dovices E VALUE DESC ol Bulk Edit  Presets
Davices Status X-XSRF-TOKEN SDE4EB3AZ30ADFAAGAB0ZEESEFDI0GAZAGI0S. .

Device Countars °

Interface statistics

~ [ 3. SD-WAN Device Tempiate
Templata Feature
Template Feature Type
Device Templates

w [ 4. SD-WAN Device Policy

DPI aggregation API call.

Step 5. Close your session

Once you have retrieved al the information needed from vManage and/or the devices, liberate resources of
the vManage and eliminate the possibility for malicious users to use your session.

Run API callsin an automated environment
Save cookies and variables to be used in subsequent API calls

How to savetoken in avariable?

Save the token in avariable for subsequent re-use.
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* Get new token in 19.2 on my vManage

GET v https://10.48.21.230/dataservice/client/token?json=true

Params @ Authaorization Headers (9) Body Pre-request Script Tests @ Settings

1 var jsonData = JSON.parse(responseBody);

2 postman.setEnvironmentVariable("token", jsonData.token);
3  pm.test("Status code is 200", () => {

4 pm.expect (pm.response.code).to.eql(200);
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Test SCripts are written in jJavascript, and are
run after the response | received

Save the token in a variable

When we request the token in JSON format, store it. Use the Tests tab and paste the shown lines.

var jsonData = JSON.parse(responseBody);
postman.setEnvironmentVariable("token", jsonData.token);

Afterwards, any API call can use token variable.

4 GETG. GET G. GET G. GET D. GET h GET G. GET G. GET G. X b

» Get server information 19.2 lab vManage with correct token

GET v https.//10.48.21.230/dataservice/server/info
Params Authorization Headers (10) Body Pre-request Script Tests @ Settings
Host <calculated when request is sent>
User-Agent PostmanRuntime/7.26.3
Accept "y
Screenshot 2020-08-24 at 10.03.36.png
Accept-Encoding gzip, deflate, br
Connection keep-alive
X-XSRF-TOKEN
Content-Type application/json

Use the token variable
How to clear SESSIONID cookie for new sessions?

Whenever you execute the API call to get out of, use JSESSIONID.

SDWAN + © £

Examples 1 ~ &

»

We cannot use any basic authentication like we did in earlier releases. Instead, we only provide credentials
and save the ID in our cookie. Prior this, we can use a pre-test to clear al or specific cookies.
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3 jar.clear(pm.request.url, function (error) {
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Clear cookies

Thisisviathe code put in the Pre-request Script.

How to use Collection Runner

Fre-request scripts are writtén In javascript,
and are run before the reguest Is sent.
Learn more about pre-request scripts

SMIPPETS

Get an environment variable

Get a glebal variable

Getavarlable

58t an environment varlable

set a global varlable

Now that we have some environment where we can run sessions and save data specific to each session, you
can run a sequence of calls usung Collection Runner.

Select the order of events you want to repeat, select the repeat count so Postman can execute the API calls,
the selected number of times times with results per run.

Choose a collection or folder
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Get |SESSIONID in newer release(s)

Get new token in 19.2 on my vianage

Get server info with in-correct token

Get server information 19.2 lab vManage with correct token
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From the "library” of call, put them in a certain order to get a specfic flow/order to be executed.

Put in aresult check whether you get a 200 OK or other value as response and treat it as pass or fail.
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Check response code

pm.test("Status code is 200", O => {
pm.expect(pm.response.code).to.eql(200);

b;

Then we can see passed or fail in our runs.
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Automated run



