Cisco Business Switches Reboot with Fatal Error
from DNSC Process

Products Affected

Model Firmware Version Bug ID

2.4.0.91, 2.4.0.92,
SG350/SG550 24.0.94 CSCvk43809

Catalyst 1200/1300 4.1.7.24 CSCws68844

CBS 250/350 3532 CSCws68935

| ssue Description

In the Catalyst 1200/1300 switches and CBS 250/350 series switches, the device reboots with
fatal error from Domain Name System Client (DNSC) process.

The following is an example log entry of the error:

©98-]an-2026 ©9:47:38 :%DNS_CLIENT-F-SRCADDRFAIL: Result is 2. Failed to identify address for specified name 'time-a.timefreq.bldrdoc.gov.', requested addr type 1.

wxkxx FATAL ERROR *¥*#%%
Reporting Task: DNSC.

Software Version: 4.1.7.24 (date Aug 27 2025 time 18:20:56)
base_address=6xaaaaab8be0ee

ros (+@xal46c8)[@xaaaaac2cd6c8]

ros (HOSTG_fatal_error+0x18)[@xaaaaac2¢8928]

ros (0SSYSG_fatal_error+8x244)[@xaaaaac8d966c]

ros (+@xdac8e8)[@xaaaaac65c8e8]

ros (SYSLOGG_log_fatal+@x78)[@xaaaaac659438]

ros (+@xa92ec8) [@xaaaaac342ec8]

ros (+0xa93ac@)[@xaaaaac343aco]

ros (+0xa95594) [0xaaaaac345594]

ros (+0xa9bf74)[@xaaaaac34bf74]

ro...e]

/1ib64/1ibp2linux.so.1(task_run+@xbc) [exffffb6064714]
/1ib64/1ibc.s0.6(+0x7f7a8) [exffffb55af7a0]
/1ib64/1ibc.so.6(+0xe479c) [@xFffffb561479¢]

*x*¥xx END OF FATAL ERROR ***¥x


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvk43809
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCws68844
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCws68935

Workaround

The issue seems to be due to the switch's inability to handle certain DNS response format and is
isolated to few DNS servers. To stabilize the switch, the following workaround (s) are
suggested:

Try an aternate DNS Server (example: Cisco OpenDNS DNS servers)
Remove DNS Name lookup functionality
Use static name-to-address mappings.

In CLI, usethe"ip host" command
In the web user interface (Ul), navigate to General | P Configuration > DNS > Host M apping
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