Configure Digoint Layer 2in Cisco UCS M anager
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| ntroduction

This document describes how to configure Digoint Layer 2 (DL2) in Cisco Unified Computing System
Manager (UCS Manager) and how to verify that VLAN traffic uses the intended uplinks.

Environment

» Atleast one available link on each Fabric Interconnect and two available links on your upstream
switch

» The links between the Fabric Interconnects and the upstream switch must be up and configured as
uplinks. If they are not, see Cisco UCS Manager GUI Configuration Guide: Using the LAN Uplinks
Manager.

* The VLANSto be used must already exist in UCS Manager. If they do not, see Cisco UCS Manager
GUI Configuration Guide: Creating a Named VLAN with the LAN Uplinks Manager.

» The VLANSto be used must be created on the upstream switch already.

* The VLANSsto be used cannot exist on any other virtual Network Interface Cards (vVNIC) on the
Service Profiles.



https://www.cisco.com/en/US/docs/unified_computing/ucs/sw/gui/config/guide/141/UCSM_GUI_Configuration_Guide_141_chapter12.html
https://www.cisco.com/en/US/docs/unified_computing/ucs/sw/gui/config/guide/141/UCSM_GUI_Configuration_Guide_141_chapter12.html
https://www.cisco.com/en/US/docs/unified_computing/ucs/sw/gui/config/guide/141/UCSM_GUI_Configuration_Guide_141_chapter14.html#task_087F20D474DE49B381B6F785258515B8
https://www.cisco.com/en/US/docs/unified_computing/ucs/sw/gui/config/guide/141/UCSM_GUI_Configuration_Guide_141_chapter14.html#task_087F20D474DE49B381B6F785258515B8

Requirements

Knowledge of these topicsis helpful:

Cisco Unified Computing System Manager (UCS Manager).
Basic understanding of Digoint Layer 2 networks.
Networking configuration.

VNIC configuration.

Components used
Product Role Version/M odel
Cisco UCS Manager Management platform |4.2(3e)
Fabric Interconnect UCS fabric connectivity|6454
Cisco UCS B-Series Server|Server under test B200 M5
Cisco Nexus Switch Upstream switch Nexus 5672UP 16G-FC Chassis
Cisco Catalyst Switch A ccess/upstream switch|WS-C3650-12X48UR-E

| ssue

Digoint Layer 2 (DL2)

Digoint Layer 2 (DL2) is used when two or more Ethernet networks do not connect to each other but must
be accessed by servers or virtual machines in the same Cisco UCS domain.

The expected result is that each VLAN remains pinned to the correct uplink while the required Layer 2
connectivity is maintained for the associated servers or virtual machines.

Network Diagram
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Resolution

Log in to the Cisco UCS Manager GUI as an administrative user.

Create Uplinks on the Fabric I nter connects

Step 1. Navigate to Equipment > Fabric Interconnects > Fabric Interconnect A or Fabric I nterconnect
B.

Step 2. Right-click the required port and click Configure as Uplink Port. This uplink port connects to the
Digoint Layer 2 (DL2) network. In this example, VLAN 80 is used.
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Assign VLANSs
For this example, VLAN 80 was created.

Step 1. Navigateto LAN > LAN Cloud > VLANS, click Add, and complete the fields to create VLAN 80.
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Create VNIC Template

Step 1. Navigateto LAN > Policies > root > vNIC Templates and click Add.

Select the VNIC template, enter a name, and select the appropriate Fabric ID.
A redundant vNIC configuration can be used.
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Select the VLANSs to be configured accordingly. In this example, the base VLAN isVLAN 470, and the
digoint VLAN isVLAN 80.

Modify vNIC Template
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¢ | This wNIC Template allows VLAN 80 IN FI-A

[] enable Faiower




Modify vNIC Template

Narme: . DL2_FIA_470
Description : | This vNIC Template allows VLAN 470 in FI-4]

Fabric 1D : (®) Fabric A || Enable Failover
() Fabric B
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Repeat the same steps for Fabric B.

Step 2. Navigateto LAN > Policies > root > LAN Connectivity Policies, create anew policy, click Add,
and create the vNICs.

Enter aname for the vNI C, select the MAC pool, and select the Use VNI C Template check box.

Create LAN Connectivity Policy
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Create vNIC T X

MName :  EthQ
MAC Address

MAC Address Assignment: £|_A(113/128)

Create MAL Pool

The MAC address will be automatically assigned from the selected pool.
The MAC address assignment change will be effective only after server reboot.
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Step 3. Use the previously configured vNIC Template, select the required Adapter Policy, and click OK.
Repeat this procedure for Fabric Interconnect B.

Create vNIC ? X
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vNIC Template : DL2_FIA_470 ¥ Create vNIC Template
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Adapter Policy | vviware v Create Ethernet Adapter Policy



Create vNIC ? X

Name : Eth2
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Step 4. Navigate to the Service Profile and select the LAN Connectivity Palicy.

Reboot the Server

Step 1. Reboot the server to apply the configuration changes.

Note: In vCenter, ensure that the node is in maintenance mode.

Step 2. After the server finishes booting, verify that the vNIC is present. Navigate to Servers> Service
Profiles > root > service-profile-name > Networ k.

vNICs

v, Adwced Flter 4 Export o Print i
MName MAC Address Desired Order Actual Ovder Fabeic 1D Desired Placement Actual Placement Admin Host Por Actual Host Port

wNIC Etho 00:25:85:FA: 0007 1 1 A Ay ANY MONE

WNIG Eth1 00:25:B5FB:00:1F 2 2 B Any 1 e NONE

wNIC Eth2 00:25:B5:FA 0008 5 3 A Ay ANY MNONE

WNIC Eth3 00:25:B5FB:00:6E 6 4 [ Ay i Y NONE



Create VLAN Group

Step 1. Navigateto LAN > LAN Cloud > VLAN Groups > Create VLAN Groups.

Step 2. Enter aname for the VL AN Group, select the required VLAN, and add the individual uplinksin
Step 2 of the wizard.

Create VLAN Group ?

Hame: DLY
VLANS

ToAdanced it 4 Epot S Phl Mo Naive VLAN

Step 3. Optionally move to Step 3 of the VLAN Group wizard to add port channels.

ESXi Configuration

Step 1. Login to the ESXi host and navigate to the Networ king tab > Virtual Switchesand click Add
standard virtual Switch, name the virtual switch, and select the uplink.

Step 2. Navigate to Networking > Port Group > Add Port Group. Name your port group, select the
desired VLAN, and use the virtual switch previously configured.

Step 3. Navigate to Networ king, select the previously configured vSwitch, and click Add Uplink. For
redundancy, add a new uplink that includesthe VLAN used for Digjoint Layer 2 (DL2).

In thisexample, VLAN 80 is allowed on vNIC Eth2 (Fabric Interconnect A) and vNIC Eth3 (Fabric
Interconnect B).



Verify in UCSM

Verify theVLAN in the CLI

Open an SSH session to the Fabric Interconnects and run show vian brief.

FI-A(hx-o0s)# show vlan brief

This command displays the configured VLANSs and confirms the VLAN created for Digoint Layer 2 (DL2).

VLAN Name Status Ports

1 default active Pol, Ethl/5, Ethl/6, Ethl/8
Ethl/9, Ethl/10, Ethl/11
Ethl/12, Ethl/13, Ethl/16
Ethl/17, Ethl/18, Eth1/19
Ethl1/20, Ethl/21, Ethl1l/22
Ethl/23, Ethl/24, Ethl/26
Ethl/27, Ethl/28, Ethl1l/29
Eth1/30, Ethl/31, Eth1l/32
Ethl/33, Ethl/34, Eth1/35
Ethl/36, Ethl/37, Eth1/38
Ethl/39, Ethl1/40, Ethl/41
Ethl/42, Ethl/43, Ethl/44
Ethl/45, Ethl/46, Ethl/47
Ethl1/48, Ethl1/49, Eth1l/50
Veth876, Veth877, Vethl1084
Veth1119, Veth1120, Vethl122
Ethl/1/10, Ethl/1/12, Ethl/1/13
Ethl/1/15, Ethl/1/18, Ethl/1/20
Ethl/1/22, Ethl/1/24, Ethl/1/26
Ethl1/1/28, Eth1/1/29, Eth1/1/30
Ethl/1/31, Ethl/1/32

80  VLANOO08O active Ethl/47

470 VLANO470 active Pol, Ethl/5, Ethl/6, Ethl/32
Ethl/45, Ethl/46, Eth1/48
Veth1084, Veth1090, Veth1092
Veth1094, Veth1108, Vethl119
Veth1120, Vethl1122, Vethl131l
Veth1133

Verify the Virtual Interface (VIF) Path

In the SSH session, run show service-profile circuit <server number>:

FI-A# show service-profile circuit <server number>
Server: 1/6



Fabric ID: A

Prot Role

Unprotected
Unprotected
Unprotected
Unprotected

Prot Role
Unprotected

Unprotected
Unprotected

Admin

Pin

Oper Pin

Path ID: 1

VIF VvNIC Link State Oper State Prot State
1131 EthO Up Active No Protection
1133 Eth2 Up Active No Protection
1135 fcO Up Active No Protection
9327 Up Active No Protection

Fabric ID: B

Path ID: 1

VIF VvNIC Link State Oper State Prot State
1132 Ethl Up Active No Protection
1134 Eth3 Up Active No Protection
1136 fcl Up Active No Protection
9328 Up Active No Protection

Unprotected

This command displays the virtual interface (VIF) paths, the pinned interface, and the corresponding vNICs.

In this output, VIF 1134 corresponds to VNI C Eth3 and is pinned to interface 1/0/47 in Fabric Interconnect

B.

Also, VIF 1133 corresponds to VNIC Eth2 and is pinned to 1/0/47 in Fabric Interconnect A.

Verify the pinning border interfaces.

Run the command to verify pinning to the uplink ports.

FI-A(nx-o0s)# show pinning border-interfaces

____________________ o o e

Border Interface Status SIFs

____________________ o o e

Pol Active Veth1084 Veth1090 Veth1092 Veth1l094
Veth1108 Veth1119 Veth1120 Veth1131

Ethl/32 Down

Ethl/45 Down

Ethl/46 Down

Ethl/47 Active sup-ethl Veth1133

Eth1/48 Down

Ethl/51 Down

Ethl/52 Down

Eth1l/53 Down

Ethl/54 Down

Verify the Designated Receiver



Run this command to verify the port that receives multicast traffic for the VLAN.

FI-A(nx-o0s)# show platform software enm internal info vlandb id <VLAN-ID>

vlan_id 80

Designated receiver: Ethl/47
Membership:
Ethl/47

This output shows the correct uplink.

Verify the Upstream Switch

Open an SSH session to the upstream switch and run show vlan brief.

NEXUS-01# show vlan brief

VLAN Name Status
1 default active
80 DL2 active
470 VLAN_470 active

Pol, Po2, Po4, Po5, Po6, Po7
Po8, Po9, Po50, Pol00, Ethl/1
Ethl/2, Ethl/3, Ethl/4, Ethl/5
Ethl/6, Ethl/8, Ethl/9, Ethl/10
Ethl/12, Ethl/13, Ethl/14
Ethl/15, Ethl/18, Ethl1l/19
Ethl/20, Ethl/21, Ethl/22
Ethl/23, Ethl/24, Eth2/1, Eth2/2
Eth2/3, Eth2/4, Eth2/5, Eth2/6
Eth2/7, Eth2/8, Eth2/10, Eth2/11
Eth2/12, Eth2/13, Eth2/14
Eth2/15, Eth2/16, Eth2/17
Eth2/18, Eth2/19, Eth2/20
Eth2/21, Eth2/22, Eth2/23
Eth3/1, Eth3/2, Eth3/3, Eth3/4
Eth3/5, Eth3/6

Eth2/18

Pol, Po2, Po6, Po7, Po8, Po9
Po50, Pol100, Ethl/1, Ethl/3
Ethl/4, Ethl/5, Ethl/6, Ethl/17
Ethl/19, Ethl1/20, Ethl/21
Ethl/22, Ethl/23, Ethl/24
Eth2/1, Eth2/2, Eth2/3, Eth2/4
Eth2/5, Eth2/17, Eth2/18

Pol, Po2, Po3, Po4, Po5, Po6
Po7, Po8, P09, Po50, Pol00
Ethl/1, Ethl/3, Ethl/4, Ethl/5
Ethl/6, Ethl/7, Ethl/9, Ethl/10
Ethl/16, Ethl1l/19, Ethl1l/20
Ethl/21, Ethl/22, Ethl/23
Ethl/24, Eth2/1, Eth2/2, Eth2/3
Eth2/4, Eth2/5, Eth2/9, Eth2/17
Eth2/18, Eth2/24



This output shows the port associated with VL AN 80. In this example, the relevant port is Ethernet 1/17,
which is associated with uplink 1/47.

The MAC address table can also be verified to confirm the virtual machine (VM) entry.

NEXUS-01(config)# show mac address-table vlan 80

Legend:
* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link
VLAN MAC Address Type age Secure NTFY  Ports/SWID.SSID.LID
————————— et ettt T s St L e e
* 80 000c.2937.2cc? dynamic 150 F F Ethl/17

Verify Connectivity to the VLAN Network in ESXi

Open the terminal in the virtual machine and ping the default gateway for the VLAN network. A successful
ping confirms connectivity.

[.nqmm DmnsﬁmMQI
| #* Applications Places Terminal es Wedll2l % %) O

root@localhost:~

File Edit View Search Terminal Help

[root@localhost ~]# ping 192.168.80.1
.168.80.1 (192.168.80.1) 56(84) bytes of data.
from 192.168.80.1: icmp seq=1 tt1=254 time=2.
from 192.168.80.1: icmp seq=2 ttl=254 time=1.
from 192.168.80. icmp_seq=3 ttl=254 time=1.
from 192.168.80. icmp seq=4 tt1=254 time=1.
from 192.168.80. icmp seq=5 ttl=254 time=1.
from 192.168.860. icmp_seq=6 ttl=254 time=1.
from 192.168.80. icmp seq=7 ttl=254 time=1.
from 192.168.80, icmp _seq=8 ttl=254 time=1.
from 192.168.860. icmp_seq=9 ttl=254 time=1.
from 192.168.80. icmp seq=10 ttl=254 time=1.
from 192.168.80, icmp _seg=11 ttl=254 time=1.
from 192.168.80. icmp_seq=12 ttl=254 time=1.
from 192.168.80. icmp seq=13 ttl=254 time=1.
from 192.168.80. icmp seq=14 ttl=254 time=1.
from 192.168.80. icmp seq=15 ttl=254 time=1.
from 192.168.80. icmp seq=16 ttl=254 time=1.
from 192.168.80. icmp seq=17 ttl=254 time=1.
from 192.168.80, icmp seq=18 ttl=254 time=1.
from 192.168.80. icmp_seq=19 ttl=254 time=1.
from 192.168.80. icmp seq=20 ttl=254 time=1.
from 192.168.80. icmp seq=21 ttl=254 time=1.
from 192.168.80. icmp seq=22 ttl=254 time=1.

e el el el el el el el el el el
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