Bypass Traffic in Secure Web Appliance
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| ntroduction

This document describes the steps to bypass traffic in Secure Web Appliance (SWA).
Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

* SWA administration.
» Basic Networking and Proxy protocols

Cisco recommends that you have these tools installed:

» Physical or Virtua SWA



* Administrative Access to the SWA Graphical User Interface (GUI)

Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Different Types of Bypass

In SWA, There are three different ways to bypass traffic from reaching the SWA, depending on your proxy
deployment (Explicit or Transparent Deployment), or from being analyzed and scanned by the SWA. Here
are abrief overview of these three concepts:

» Bypass. A setting that prevents traffic from reaching the SWA, which lowers Network Interface Card
(NIC) utilization and removes the need for a session between the user and the appliance.

» Pass Through: This configuration prevents the SWA from decrypting HTTPS traffic. Despite this,
the SWA continues to facilitate two distinct sessions: one between the client and the SWA, and a
second between the SWA and the web server.

» Allow: A setting within the Access Policy where HTTP or decrypted traffic skips inspection by
internal SWA engines, such as AMP, Sophos, WebRoot, and the Application Filter. In this case, till
there are two sessionsin use in the SWA.
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Bypass from SWA  HTTPS & HTTP @ GUI = Web Security Manager > Bypass Settings Bypasslogs 1 configured gateway (Layer 3
redirection)
Bypass from Traffic Redirects to the
WCCP Router HTTPS & HTTP E WCCP Router No Logs on SWA 0 Gateway from Router
Bypass from PAC  HTTPS & HTTP E‘ From the PAC file No Logs on SWA 0 ::';;“‘s arenatsentnithe
LEELEDUEED HTTPS & HTTP |Z| From the Browser or Group Policy No Logs on SWA @ | CEEESODEUEHD S
Browser proxy.
SWA does not decrypt the
Pass Through HTTPS & HTTP g";':: PO SR SN [ZEETLE Accesslogs 2 traffic and sends the same
¥ ClientHello to the web server.
SWA does not Scan the traffic
Decrypted Traffic & ; . with its scanning engines, such
Allow HTTP GUI > Web Security Manager > Access Policy Accesslogs 2 as AMP, Sophos, WebRoot,
AVC and ..,
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SWA Bypass Procedures by Deployment Type

Bypass procedures vary depending on your proxy deployment model. Here is a brief overview of each type:

» Explicit Deployment: Clients are manually configured to direct traffic to the proxy.
» Transparent Deployment: Network infrastructure redirects traffic to the proxy automatically, requiring
no client-side configuration.

Bypass Traffic in Explicit Deployment

To bypass the traffic in the Explicit Deployment, you must configure the client to not forward the web
request for the desired URL s to the SWA.. As shown in this network diagram, some of the traffic are directly
going to the Firewall or the Default Gateway to bypass the SWA (Path number 2).
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Image - Bypass the Traffic in Explicit Deployment

Depending on your explicit proxy deployment, you can exempt some URLs from being redirected to the
SWA.

Explicit Proxy

Configuration Stepsto Exclude URL s from Reaching the SWA

PAC File  |Dependson how you configured your PAC file, you can define the exception list and set the
Configuration|&tionto DIRECT.

Here are some samples to bypass the private IP address from reaching the SWA:

var resolved_ip = dnsResolve(host);
if (isInNet(resolved_ip, "10.0.0.0", "255.0.0.0") ||




isInNet(resolved_ip, "172.16.0.0", "255.240.0.0") ||
isInNet(resolved_ip, "192.168.0.0", "255.255.0.0") ||
isInNet(resolved_ip, "127.0.0.0", "255.255.255.0"))
return "DIRECT";

Thisis an Example to Bypass the traffic to www.cisco.com from redirecting the SWA:

if (TocalHostOrDomainIs(Chost, "www.cisco.com")) return "DIRECT";

This exampleisto bypass al the sub-domains of cisco.com from redirecting the SWA

if (dnsDomainIsChost, ".cisco.com")) return "DIRECT";

% Note: Since the PAC fileis not a Cisco product, the information is provided as a
courtesy for your convenience. For further assistance, please contact the software
vendor.

Browser
Configuration
(Microsoft
Edge,

Internet
Explorer,
Google
Chrome)

Step 1. In the Start Menu, type Inter net Options and press Enter.
Step 2. Navigate to Connectionstab and click LAN Settings.
Step 3. Click Advanced.

Step 4. Define your desired URL s in the Exceptions section.




| &) Internet Properties l 9 ? X
General Security Privacy Conten Programs Advanced

To set up an Internet connection, dick Setup
Setup.

Dial-up and Virtual Private Network settings

Add...

Add VPN...

Remove...

Choose Settings if you need to configure a proxy Settings
server for a connection.

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up connections.
Choose Settings above for dial-up settings.

Image - Navigate to Lan Settings




) Local Area Network (LAN) Settings X

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

] Automatically detect settings
[ use automatic configuration script

o, idress

Proxy server

EUseapmx-,rsewer for your LAN (These settings will not apply to
dial-up or VPN connections).

Address: | 10.20.3.15 Port: |3128 ||| Advanced ] 9

[ ]Bypass proxy server for local addresses

OK Cancel
€ Proxy Settings X
Servers
A Type Proxy address to use Port
WE
HTTP: 10.20.3.15 | ¢ (3128 |
SECLUre: 10.20.3. 15 « | 3128
FTP: 10.20.3.15 | 3128
Socks: -
[ Use the same proxy server for all protocols
Exceptions
| B Do not use proxy server for addresses beginning with:
WP
You can define the URLs/IP address to bypass going to
proxy

Use semicolons ( ; ) to separate entries.

OK Cancel

Image - Define the Exceptions




Browser Step 1. On the top right corner, click on the three-bar menu and select Settings.

Configuration
M ozi?la Step 2. In the search bar, type proxy.

Firefox) Step 3. Define your desired URLs in the No Proxy for section.

Connection Settings X

Configure Proxy Access to the Internet
() No proxy
(O Auto-detect proxy settings for this network
O Use system proxy settings
® Manual proxy configuration
HTTP Proxy 10.20.3.15 Port 3128
Also use this proxy for HTTPS

HTTPS Proxy 20.3.1¢ Port

SOCKS Host Port 0

(O SOCKS v4 ® SOCKS v5

(O Automatic proxy configuration URL

No proxy for
You can define the URLs/IP address to bypass going to proxy 9

Example: .mozilla.org, .net.nz, 192.168.1.0{24
Connections to localhost, 127.0.0.1/8, and ::1 are never proxied.

["] Do not prompt for authentication if password is saved

Proxy DNS when using SOCKS v5

Image - Define the Exceptionsin Fire Fox

Browser Step 1. On the top-left corner, click on the Apple icon and choose System Settings.

Configuration

(Apple Safari) Step 2. From the left panel navigate to Networ k and select the Network Interface you are

using to access the internet.
Step 3. Click on the Details.

Step 4. From the left panel, select Proxies.




Step 5. Define your desired URLs in the Bypass Proxy Settings section.

o0 e < Network

Q wa 9

Filters
.I Active

& wi-Fi

Bluetooth Firewall

Wi-Fi «
@ = | Details.. 9

® Connected

® Connected Auto proxy discovery

TCPIP

DNS Automatic proxy configuration
WINS

8021 Web proxy (HTTP)

Proxies
Secure web proxy (HTTPS)

Hardware

SOCKS proxy

Exclude simple hostnames

Bypass proxy settings for these hosts & domains: 9
You can define the URLs/IP address to bypass from going to the

proxy

Forget This Network... Cancel m

Image - Define the Exceptionsin Fire Fox

Group Policy |Depends on how you configured the Group Policy to push the proxy settings, you can
Configuration [define the exception list.

Bypass Traffic in Transparent Deployment

Y ou can bypass traffic in atransparent deployment using either the WCCP router or SWA Bypass settings.
SWA Bypass acts at Layer 3, routing traffic to the default gateway and bypassing the appliance entirely,



which prevents processing and the creation of separate sessions.

Client WCCP Router SWA

o o

e

Firewall Web Server
o The Traffic is Transparently redirected to the SWA

9 The Traffic is Redirected from the WCCP Router, to not go to the SWA

9 The Traffic is Bypassed in the SWA as a layer 3 traffic and routes to the SWA Default Gateway

Image - Bypass the Traffic in Transparent Deployment

Bypassing traffic

Transparent Proxy Stepsto Bypass Traffic from Reaching the SWA
Deployment
SWA Bypass Setting Step 1. From GUI, choose Web Security Manager.

Step 2. Select Bypass Settings.
Step 3. Click Edit Proxy Bypass Settings.

Step 4. You can enter the URL, IP address or adding a Custom URL
Category to thelist.

Step 5. Submit and Commit the changes.




Bypass Settings

Sources/Destinations to Bypass Proxy: None
Application Scanning Bypass

Cisco WebEx: Do Not Bypass Scanning

‘Custom Categories to Bypass Proxy: None Selected

Microsoft Update: Do Not Bypass Scannin 9

Edit Application Bypass Settings... |

Edit Proxy Bypass

Proxy Bypass List: (2 All destinations and clients in this list will bypass web proxy policies when the appliance is in transparent
o0

10.20.3.15, 10.0.0.60

P
(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)
Note: Domains included in the bypass list will not support explicit requests if IP spoofing is enabled,

‘Custom URL Categories: (2. Add custom URL categories to Proxy bypass list.

None Selected

[Concel (4] [ Suomc |
Image - Configure Bypass Settings

p Tip: Traffic that is Bypassed with this settings are not logged in the
Accesslogs and can be viewed in the Bypass_L ogs.

Redirect the Traffic From
Web Cache Communication |You can configure source or destination | P addressin your WCCP or PBR
Protocol (WCCP)/ Policy to not redirect some traffics to the SWA.

Based Router (PBR)

Configure Pass Through and Allowing Trafficin SWA

If the traffic is hitting the SWA and in order to reduce the load on the SWA to due to the privacy concerns
you do not want the traffic for some URL s being inspected by the SWA, use these steps.

Steps Steps
Step 1. Create a Custom URL Step 1.1. From GUI, Choose Web Security Manager and then
Category for the URLs. click Custom and External URL Categories.

Step 1.2. Click Add Category to add a Custom URL Category.
Step 1.3. Assign aunique Category Name.
Step 1.4. (Optional) Add Description.

Step 1.5. From List Order, choose the first category to position on
top.

Step 1.6. From Category Type drop-down list, choose L ocal




Custom Category.
Step 1.7. Add desired URL s in the Sites section.

Step 1.8. Submit.

Custom and External URL Categories: Add Category

Edit Custom and External URL Category
@ Category Name: ' [No Proxy URL

Comments: (7
Uist Order: [T

@ Category Type: | Local Custom Category v
e
Sites: 2w, cisco.com Sort URLs
Click the Sort URLS buttan to sort
ol site URLs in Alpha-numerical
order.

= Advanced Regular Expressions: (7

Enter one regular expression per line. Maximum allowed characters 2048.

Image - Create a Custom URL Category

Step 2. Create an I dentification Step 2.1. From GUI, Choose Web Security Manager and then
Profileto exempt traffic from click Identification Profiles.
Authentication. Step 2.2. Click Add Profileto add a profile.

Step 2.3. Use the Enable I dentification Profile check box to
enable this profile, or to quickly disable it without deleting it.
Step 2.4. Assign aunique profile Name.

Step 2.5. (Optional) Add Description.

Step 2.6. From the Insert Above drop-down list, choose where
this profileisto appear in the table.

Step 2.7. In the User I dentification M ethod section, choose
Exempt from authentication/ identification.

Step 2.8. In the Define M ember s by Subnet, leave this field blank
to include al Client IP address unless you would like to Pass
Through the traffic for a certain | P addresses.

Step 2.9. From the Advanced section, choose Custom URL
Categories.




Identification Profiles: Add Profile

Client / User Identification Profile Settings

Enable Identification Profile

@9) o
O

Name: (2.

No Auth 1D ]

Te.g. 7y 17 Profte)

Description:

(Maximum allowed characters 256)

Insert Above: | 1 (Global Profile) v

User Identification Method

7' Exempt from authentication / identification v
This option may not be valid if any preceding
subnets.

> i and
‘ Profile requires on all

Membership Definition
Membership s defined by any combination of the following options. Al criteria must be met for the pelicy to take effect.

Define Members by Subnet:

.
(examples: 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80:1::5, 2000:db8::1-2000:db8::10)

Define Members by Protocol:

@_ ~

HTTP/HTTPS

= Advanced | Use the Advanced options to define or edit membership by proxy port, destination (URL Category), or

User Agents.

The following advanced membership criteria have been defined:

axy Ports: None Selected

URL Categoriés®| None Selected
User Agents:
The Advanced options may tocol-specific. For instance, user agent strings are applicable only
for HTTP and decrypted HTTPS. Similarly, URL Categories, including Custom URL Categories are not
applicable for SOCKS transactions or transparent HTTPS (uniess decrypted). When Advanced options
that do not apply to a protocol are selected, no transactions in that protocol will match this Identity,
regardless of the protacol selection above.

[Corcer

Image - Add Identification Profile

Step 2.10. Add the Custom URL Category that was created on
Step 1.

Step 2.11. Click Done.

Step 2.12. Submit.

Step 3. Create a Decryption Policy to
pass through traffic.

Step 3.1. From GUI, Choose Web Security Manager and then
click Decryption Policy.

Step 3.2. Click Add Poalicy to add a Decryption Policy.

Step 3.3. Use the Enable Poalicy check box to enable this policy.
Step 3.4. Assign a unique Policy Name.

Step 3.5. (Optional) Add Description.

Step 3.6. From the Insert Above Policy drop-down list, choose
thefirst Policy.

Step 3.7. From the I dentification Profiles and Users, choose the
|dentification Profile that you created in Step 2.

Step 3.8. Submit.




Decryption Policy: Add Group

Policy Settings

Enable Policy

_—.p[ Poliey Name: (21 ["5p pass Through ]

(e.g. my IT policy)

Description:

(Maximum allowed characters 256)
> Insert Above Policy: | 3 (Global Policy) v

? ¢

Policy Expires:
CJ set Expiration for Policy

On Date:

AL Time:

Policy Member Definition

ip is defined by the

of the following options. All criteria must be met for the policy to take effect.

> = . —
Identification Profiles and Users: | select One or More Identification Profiles v/

Authorized Users and Groups || agq 1dentification Profile

[ ‘ No Auth ID o lNc authentication required ™
hentication Thormation may ot be available at HTTPS connection time. For transparent

proxy traffic, user agent information is unavailable for decryption policies.

Identification Profile

?0

b Advanced | Define additional group membership criteria.

| submi |

Image - Create a Decryption Policy

Step 3.9. In the Decryption Policies page, under URL Filtering,
click on the link associated with this new Decryption Policy.

Decryption Policies

Success — The policy group "DP Pass Through" was added.

Policies

Add Policy...

Order  Group URL Filtering
DP Pass Through
Identification Profile: No Auth ID
All identified user
Pass Through: 0
Monitor: 0
Global Polf

icy Decrypt: 0 .
Identification Profie; All Drop: 0 Not Avallable Decrypt
Time-Based: 0

Quota-Based: 0

Web Reputation Default Action Clone Policy

(global policy) (global policy) L J

Image - Select URL Filtering

Step 3.10. Select Pass Through as the action for the URL
Category created on Step 1.

Decryption Policies: URL Filtering: DP Pass Through

Custom and External URL Category Filtering

Add, edit, reorder or delete categories in the Custom and External URL Categories list.

Use Override Global Settings

Global »

Settings | P2ss Through | | Monitor  Decrypt | Drop 7 Quota-Based | Time-Based
[#] [=] (3] [x] a

Category Category Type  Selectall |  Select all elect all  Select all | Select all (Unavailable) | (Unavailable)

€) No Proxy URL Custom (Local) - vy

3.10 »
(=] —/

Image - Set the Action to Pass Through

Step 3.11. Submit.

Step 4. Create an Access Policy to
allow Microsoft Updatestraffic.

Step 4.1. From GUI, Choose Web Security Manager and then
click Access Palicy.

Step 4.2. Click Add Palicy to add an Access Poalicy.

Step 4.3. Use the Enable Poalicy check box to enable this policy.




Step 4.4. Assign aunique Policy Name.

Step 4.5. (Optional) Add Description.

Step 4.6. From the Insert Above Policy drop-down list, choose
thefirst Policy.

Step 4.7. From the I dentification Profiles and Users, choose the
Identification Profile that you created in Step 2.

Step 4.8. Submit.

Access Policy: Add Group

Policy Settings

Enable Policy
A" T ]
(2.9 my IT poley)
Description:
4
(Maximum allowed characters 256)
—. ]
Policy Expires:
() set Expiration for Policy
On Date: MM/DD/YY
At Time:
Policy Member Definition
is defined by the of the following options. Al eriteria must be met for the policy to take effect.
P 1centification Profiles and Users: | | select One or More Identification Profiles |
Identification Profile Authorized Users and Groups | Add Identification Profile
@ Mo Avtn 10 v authentication required e
. *
» Advanced | Define additional group membership criteria.

[ cancer |
Image - Create Access Policy

Step 4.9. On the Access Policies page, under URL Filtering, click
on the link associated with this new Access Policy.

Access Policies

Success — The policy group "AP Allow" was added.

Add Policy..
Protocols and
Order Group User Agents URL Filtering | Applications | Objects Anti-Malware and Reputation  HTTP ReWrite Profile | Clone Policy | Delete
AP Allow
1 Identifieation Profile: No Autn 1D_ (global o Monitor: 1 (global poliey) | (glabal policy) | (global policy) (global policy) [ ]
Al igentified users
Block: 0
Warn: 0
Monitor: 0
Global Policy. vt
Identification Profile: All No blocked items AH::'M!: 5 Not Available | No blocked Rems  Secure Endpoint: Enabled None
Time-Based: 0
Quota-Based: 0

Image - Select URL Filtering

Step 4.10. Select Allow as the action for the Custom URL
category created for the URL Category created on Step 1.

Access Policies: URL Filtering: AP Allow

[ T ——

Add, ecit, reorder or defete categories i the Custom and External URL Categories st

use Global Querride Glabal Settings
ot
™" | mock  Redrect [ Alow? )Montor =~ Wam? Quota-Based Time-Based
[<] © © =) [ (=] )
Category Category Type Seiectal | Selectal | seiectal | Seleca |Selectan | Seiectan | (unavailabie) (unavailabie)
v - -

© Vo From URL Custom (Local) - |
@ [ —

Image - Set the Action to Allow

Step 4.11. Submit.




Step 4.12. Commit changes.
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