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| ntroduction

This document describes which IP protocols Umbrella Cloud Delivered Firewall (CDFW) can support and
the impact of unsupported protocols.

Overview

Umbrella Cloud Delivered Firewall (CDFW) supports only TCP, UDP, and ICMP traffic sent to and from
the internet. CDFW silently drops all other protocols from the | P protocol suite without logging these drops
in the Umbrella dashboard.

| mpacts of Unsupported Protocols

» Applications that use alayer 4 protocol other than TCP, UDP, or ICMP can fail when sending traffic
through CDFW.
» The protocol numbers for supported | P Protocol Suite protocols are:
- ICMP: 1
- TCP. 6
- UDP: 17
* You can check the IP protocol number by inspecting the Protocol field in the layer 3 (IPv4 or 1Pv6)
header using Wireshark.
» For example, a protocol with the number 46 is not supported by CDFW:

36297 14:23:18.629600 10.230.250.17 66.163.34.169

> Frame 36297: 160 bytes on wire (1280 bits), 160 bytes captured (1280 bits)
Raw packet data
~ Internet Protocol Version 4, Src: 10.230.250.17, Dst: 66.163.34.169
= Version: 4

. 8110 = Header Length: 24 bytes (6)
» Differentiated Services Field: @x88 (DSCP: AF41, ECN: MNot-ECT)
Total Length: 16@

Identification: @xdee2 (57858)
> Flags: @x4@, Don't fragment
«:.0 0000 0002 Q000 = Fragment Offset: @
Time to Live: 63
Protocol: Reservation Protocol (46)
Header Checksum: @x5c7d [validation disabled]
[Header checksum status: Unverified]
Source Address: 10.238.250.17
Destination Address: 66.163.34.169
> Options: (4 bytes), Router Alert




