Integrate Umbrella with Netl Q for SSO with
SAML
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This document describes how to integrate Cisco Umbrellawith NetlQ for Single Sign-on (SSO) with
SAML.

Overview of Umbrella SAML Integration for Netl Q

Configuring SAML with NetlQ differs from our other SAML integrations as it is not a one or two click
process in the wizard, but requires changesin NetlQ to work correctly. This document describes the detailed
maodifications you need to make in order to get SAML and NetlQ working together. As such, this
information is provided "asis' and was developed in conjunction with existing customers. Available support
for this solution islimited and Cisco Umbrella support is unable to assist beyond the general outline given
here.

For more information on how SAML integration works with Umbrella, read our review here: Get Started
with Single Sign-On.
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Prerequisites

Y ou can find steps to get through the initial SAML setup here: 1dentity Integrations. Prerequisites. Once you
compl ete those steps which include downloading the Cisco Umbrella metadata, you can continue using these



https://docs.umbrella.com/umbrella-user-guide/docs/enable-single-sign-on
https://docs.umbrella.com/umbrella-user-guide/docs/enable-single-sign-on
https://docs.umbrella.com/umbrella-user-guide/docs/prerequisites-4

NetlQ specific instructions to compl ete the configuration.

The metadata can be found in the Cisco Umbrella SAML setup wizard (Settings > Authentication >
SAML).

Security Type Status

SAML Disabled

1. Choose SAML provider 2. OpenDNS Metadata 3. Upload Metadata

OpenDNS Metadata
For more information on how to do this, please view our SAML setup guides.

Option A: Copy and Paste
Copy this into your SAML provider's configuration

CAQIwgf8wHQYDVRAOBBYEFDrNb] TxppCIgqDDpLx6lxPgX8Uj+MIHPBgNVHSMEgccwgcSAFDrNbITxppCIgDDpLx6lxPgX8Uj+0YGgpl
GdMIGaMQswCQYDVQQGEwIVUzETMBE GALUECBMKQZF saWZvemSpYTEWMBOGALUEBXMNUZ FUIEZyYWS jaXNjbzEQMA4GALUEChMHT3B1b
kROUzEUMBIGALUECXMLRWSnaW51ZXJpbmcxEzARBgNVBAMTCKOWZWSETIMgQ1lgxITAfBgkghkiGIwW@BCQEWEMVUZYSjeEBveGVUZG52
LmNvbYIJALzrHoOEBtFKMAWGA1UdEWQFMAMBAF 8wDQY JKoZIhvcNAQEFBQADggEBAApcp6PgcEMopi tp65x1oAiHBHQ] sxePWF+TIkH
8sNE11AFCcRFVDIPQVqLVQFfymadUf GRHBS1K rOsM+529nQqz kWXSnQLR@1RFFABGgASbIXxVv26xr/X1i48yRP1YvNPEvxMaonU++Uot
hxlcriZgX7ZYoxhRZXEcPqVLXaskAAHN@preupeQz2w8agxv/s+2E@NeZ9ehH2 fVIeHbKAY1TuC/RWkVfoN4VvDnzby5C56q]54z1gTR
11jpkgltSTSixeFJOP/IdLKNalY8SM3USfnXcwWawMz tKznE+/b3W+bvmISFYG3210zsCY4aj8GMTLGLhdk4BB2QVpCHAz /xNk=
</ds:X5@9Certificate>
</ds:X5@90Data>
</ds:KeyInfo=
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Option B: Download XML File

& DOWNLOAD XML FILE
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Import Metadata and Cisco Umbrella Certificate

1. Open the Cisco Umbrella metadata (downloaded in the prerequisites) in atext editor and extract the
X509 certificate. The certificate begins with ds: X509Certificate and ends with /ds: X509Certificate -
just copy from the very beginning to the end.

2. Save this new file as CiscoUmbrella.cer.

3. Convert the x509 certificate to PKCS7 / PEM. Methods for this vary, but this command does the trick:
openssl x509 -in CiscoUmbrella.cer -out CiscoUmbrella.pem -outform PEM

4. In NetlQ, launch NAM under Trusted Roots.

5. Select New > Browse and import CiscoUmbrella.pem.

)

Certificate name: CiscoUmbrella

|

@ Certificate data file (DER/PEM/PKCS7)
Browse... | No file selected.
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Create an Attribute Group

1. Goto Identity Servers> NetlQ NAM.
2. Click Attribute Sets.
3. Select New and map the LDAP Attributes:

CiscoUmbrellaAttributeSet

General IHHHHHEHEI. Usage

New | Delete

[ Local Attribute maps to Remote Attribute Attribute Value Encoding

[] Ldap Attribute:userPrincipalName [LDAP Attribute Profile] <o Email Address Special characters encoded

[] Ldap Attribute:mail [LDAP Attribute Profile] <--= NamelD Special characters encoded
115000349567

Createa New Trust Provider

1. Gotothe IDP General Tab and select SAML 2.0.
2. Select Create New Trust Provider.

ldentity Servers §

IDP-Cluster

General « Local | Liberty « SAML 1.1

Trusted Providers| | Profiles
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CiscoUmbrella-S50

(o001 0 Metadata |
Trust | Attributes | Authentication Response | Intersite Transfer Service | Options

Name: CiscoUmbrella-SSO

Security

] Encrypt assertions O Encrypt name identifiers

Certificate Revocation Check Periodicity: On Startup v -

— S0AP Back Channel Security Method
@ Message Signing
) Mutual S5L
() Basic Authentication
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3. Select the Attribute you just created and choose Send with Authentication. For Authentication
Response choose Post Binding, Persistent, Transient, and Unspecified.
4. Select LDAP Attribute: mail [LDAP Attribute Profile] and make it default.

CiscoUmbrella-SSO

Configuration

Trust | Attributes | | Authentication Response| | Intersite Transfer Service | Options
Binding: Post -

Name Identifier Format Default Value
[V Persistent () Automatically generated
[¥] Transient () Automatically generated
] E-mail () Ldap Attribute:userPrincipalName [LDAP Attribute Profile] ~
[ | Kerberos () <Not Specified> v
] x509 ) <Not Specified> M
Unspecified @  Ldap Attribute:mail [LDAP Attribute Profile] -

Use proxied requests

] Include the Session Timeout attribute in the assertion
Assertion Validity 300 seconds

115000355688



5. Navigate to to Configuration > Intersite Transfer Service. Giveit aname like Cisco Umbrella
SAML and add the Cisco Umbrella SSO login URL as a Target (https://|ogin.umbrella.com/sso).

CiscoUmbrella-SSO

oG el Metadata |

Trust | Attributes | Authentication Response | |Intersite Transfer Service
ID: CiscoUmbrella

Target: https://login.umbrella.com/sso

1 Atlow any target
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6. Go to Configuration > Options and choose K er ber os as the Selected contracts:

Identity Servers b IDP-Cluster p

CiscoUmbrella-SS0O

o= B Metadata

Trust | Attributes | Authentication Response | Intersite Transfer Service |

"] 0IOSAML Compliance

—Step Up Authentication contracts
Selected contracts: Available contracts:
Kerberos - Name/Password - Basic
@ Secure Name/Password - Basic
quickhelp
v Secure Name/Password - Form
]
115000356068

7. Open the Cisco Umbrella Metadata file. Update the EntityDescription field vaildUntil date to afuture
data, such as 2020-12-10T20:50:59Z (as shown in the screenshot).
8. Go back to Netl Q > Metadata and import the updated metadata file.


https://login.umbrella.com/sso

CiscoUmbrella-SS0

Configuration 0 <T-F150
| Edit | Certificates

Expiration date: December 10, 2020
Metadata |+| Reimport

= EntityDescriptor
validUntil = 2020-12-10T15:05:36Z
cacheDuration = PT6048005
entitylD = https://login.umbrella.com/sso

= SP550Descriptor
AuthnRequestsSigned = false
WantAssertionsSigned = false
protocolSupportEnumeration = urn:oasis:names:tc:SAML:2.0:protocol

— WA LY
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9. Add aclassto the assertion. The Cisco Umbrella assertion requires the class
urn:oasis:names:tc: SAM L : 2.0: ac: classes: Passwor dProtected Transpor t

10. Go to Local > Contracts and select Secure Name/Passwor d and add to Allowable Classfield, then
add the class above:
Requested By Do not specify v

Allowable Class ntc:SAML:2.0:ac:classes: PasswordProtectedTransport

If you add more than one X509 method, only the first one will be used and it will automatic
Methods: Available methods:

Secure Name/Password - Form - AD_Login

ﬂ chgpwd
% |  kerberosMethod

i »
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11. Update Identity Services and Access Gateways to ensure they are valid and up to date, then download
the NetlQ metadata.

12. Use the downloaded metadata to run through the Cisco Umbrella " Other" SAML wizard. Step 3is
where you are asked to upload the metadata:



SAML

1. Choose SAML provider 2. Gisco Umbrella Metadata 4. Validate

Upload Metadata
For mere information eon how to do this, please view our SAML setup guides.

Configure Cisco Umbrella to work with your SAML provider by doing one of the two options.

Option A: Upload XML file

Choose File Mo file chosen
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