Umbrella Virtual Appliance Commands
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This document describes the commands for the Umbrella Virtual Appliacnes (VAS).

Overview

The UmbrellaVAs run on the Ubuntu operating system, which is a Linux distribution based on Debian. Not
all of the commands typically availablein Linux are available to customers within the VA's "Configuration
Mode" command line. Instead, the VAs utilize arestricted shell environment which provides a number of
troubleshooting / diagnostic commands, as well as config commands to change relevant settings within the
VAs.

For more information about configuring the VAs using the Configuration Mode, see
https://docs.umbrella.com/depl oyment-umbrella/docs/5-configuring-the-vas

The commands in this article are al available as of VA software version 3.4.

S


https://docs.umbrella.com/deployment-umbrella/docs/5-configuring-the-vas

Note: The command descriptions cover the supported syntax on the VAs. Links are provided for
many of the commands to athird party resource for additional information about the commands
themselves. Please note that not all Linux command options are supported on the VAs.

clear

The clear command clears the terminal screen. It isthe equivalent of "cls" in the Windows command
prompt.

Note: Thisis not the command used to clear AD mappings.

config

config is used to configure the virtual appliances. There are nine subcommands for config:

e tunnel

e snmp

* anycast

* va

e ntp

* admap

* logexport

* |ocaldns

» |oadbalancer

YA, Use the config’ command for any configuration o

1) The tunnel subcommand is used for enabling and configuring the support tunnels, similar to doing so via
Ctrl+B from the VA console.



$ config tunnel
config tunnel <options> <arg

options has to be one of the following

<int> Enable the config tunnel connection.
{int> ReEnable the config tunnel, if it was disabled.
Disable the config tunnel connection.
S8 show status
-h, --help )1 sage information.

<int> is tunnel duration 5, default would be 72 hours.

status

Example commands:

config tunnel enable <optional time open, default is 72hrs, range is 7 to 240 hours>
config tunnel reenable <optional time open, default is 72hrs>

config tunnel disable

config tunnel status

For more information about configuring support tunnels, please see https.//docs.umbrella.com/deployment-
umbrella/docs/appendix-d-troubl eshooting-the-va-using-a-restri cted-shel [#tunnel

2) The snmp subcommand is used for enabling and configuring SNMP support.

of the following -
community string> ]

Default public

ot thm; Default
d to be used along with A gorithm.

status and Version information.
information.

Example commands:

config snmp enable
config snmp configure -v2 -c <community string>
config snmp status


https://docs.umbrella.com/deployment-umbrella/docs/appendix-d-troubleshooting-the-va-using-a-restricted-shell#tunnel
https://docs.umbrella.com/deployment-umbrella/docs/appendix-d-troubleshooting-the-va-using-a-restricted-shell#tunnel

For more information about configuring SNM P, please see https://docs.umbrella.com/depl oyment-
umbrella/docs/appendix-c-enabl e-snmp-monitoring

3) The anycast subcommand is used to configure AnyCast BGP.

options>
'bgp' options has to be one of the following:
<anycast_ip> <bgp_info> : Enable the anycast mode.

Disable anycast mode.

» statistics

<bgp_info> ! Add addition 1 1 _ peer routers

Delete additional peer routers
Test anycast connectivity
Display this usage information.

. ast_1ip : Anycast IP address
bgp_info : ASN:ROUTER-IP:HOP-COUNT of the BGP router to publish
router-ip : IP Address of the BGP Router

Range :
HOP-Count : 2 - 255 Default: 255

Example commands:

config anycast enable <anycast ip> <ASN:ROUTER-IP:HOP-COUNT of BGP router>
config anycast status

config anycast disable

config anycast stats

config anycast add <ASN:ROUTER-IP:HOP-COUNT of BGP router>

config anycast delete <BGP router IP address>

For more information about configuring AnyCast, please see https.//docs.umbrella.com/deployment-
umbrella/docs/appendi x-e-other-configurationstanycast

4) The va subcommand is used for al of the routine configurations on the VAs.

$ config va ?

sage : config va <commands> <args

commands has to be one of the following -



https://docs.umbrella.com/deployment-umbrella/docs/appendix-c-enable-snmp-monitoring
https://docs.umbrella.com/deployment-umbrella/docs/appendix-c-enable-snmp-monitoring
https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-configurations#anycast
https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-configurations#anycast

: Config
: Conf

5 : Yy the

[IEﬂahlE | disahle ] : ahle or Disah

dmz [ enable | disable ] : Enshle or Disable DMZ mode to

: Enghle or Disable or Add Kew
| disable ] : Configure the Per-IF base

bal | glohal-v6 | alternatel : Configure the root r
: e or D 1e

interface name : Mame of the interface should be given when dual nic is enabled Ex: etho,

aps : Number of p ts to he accepted per ond for per IF. Range

burst : Packet Burst rate. R e [ 10 - 100 ]

Example commands:

config
config
config
config
config
config
config
config
config

va
va
va
va
va
va
va
va
va

status

name <New name for the VA>

interface <interface name> <ip address> <subnet mask> <gateway>
interface6 <interface name> <IPv6 address/prefix> <IPv6 gateway>
show

ssh enable

dmz enable

dnssec enable

per-ip-rate-1limit enable <packets/sec> <burst rate>

For more information about configuring rate-limiting, see https://docs.umbrella.com/depl oyment-
umbrella/docs/appendix-e-other-configurations#section-configure-rate-limiting

For more information about configuring DNSSEC support, see https://docs.umbrella.com/deployment-
umbrella/docs/appendix-e-other-configurati onst#secti on-configure-dnssec-support

It is also possible to configure the VAs to use specific resolvers using the resolver s subcommand, with these
options being available:

config va resolvers US (Uses 208.67.221.76 and 208.67.223.76)


https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-configurations#section-configure-rate-limiting
https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-configurations#section-configure-rate-limiting
https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-configurations#section-configure-dnssec-support
https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-configurations#section-configure-dnssec-support

config va resolvers US-v6 (Uses 2620:119:17::76 and 2620:119:76::76)

config va resolvers global (Uses 208.67.220.220 and 208.67.222.222)
config va resolvers global-v6 (Uses 2620:119:35::35 and 2620:119:53::53)
config va resolvers alternate (Uses 208.67.222.220 and 208.67.220.222)

For more information, see https://docs.umbrella.com/deployment-umbrell a/docs/appendix-e-other-
configurati onstsection-configure-umbrella-resolvers

5) The ntp subcommand can be used to define custom NTP servers on the VAs.

$ config ntp
config ntp <options> [<server-ip

options has to be one of the following -

add Add NTP serv
remoyve Remove NTP
show Show NTP

-h, --help

Example commands:

config ntp add <New NTP server>
config ntp show

For more information, see https://docs.umbrell a.com/depl oyment-umbrel |a/docs/ appendix-e-other-
configurati ons#secti on-configure-ntp-servers

6) The admap subcommand is the command used to configure identity association timeouts as well as
viewing or clearing the AD Mapping. Asthistime, it is possible only to clear clear out the mappings of an
individual IP address. Thereis not currently away to clear all AD mappings from the restricted shell.


https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-configurations#section-configure-umbrella-resolvers
https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-configurations#section-configure-umbrella-resolvers
https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-configurations#section-configure-ntp-servers
https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-configurations#section-configure-ntp-servers

$ config admap 7

commands has to be one of the following -

view <ipaddress> : view AD Mapping for IP ac
clear <ipaddress> : clear AD Mapping for IP addr

set-host-timeout <time> : set timeout for the host in sec
set-user-timeout <time> : set timeout for the user in seconds.

show-t imeout - st/user timeout.
help : Display age information.

ipaddress : Ip Address
time : time iIn s

Example commands:

config admap view <ip address>

config admap clear <ip address>

config admap set-user-timeout 28800 (This would set it for 8hrs)
config admap show-timeout

For more information, please see:

https://docs.umbrella.com/depl oyment-umbrell a/docs/appendi x-e-other-configurati onstidentity

Additional information can be found in these knowledge base articles:

Virtual Appliance: Manage/Delete Cached AD Users

Virtua Appliance: Tuning User Cache Settings

7) The logexport subcommand is used to export audit logs, health logs, and/or internal DNS request logs to
aremote syslog server.


https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-configurations#identity
https://www.cisco.com/c/en/us/support/docs/security/umbrella/224867-maintain-cached-ad-users-in-umbrella.html
https://www.cisco.com/c/en/us/support/docs/security/umbrella/224667-tune-the-user-cache-settings-on-a.html

options has to be one of the following -

destination < og-ip:ports [topludp|tls] Add destination to send logs to remote serye

Enable the service to send logs to destinati

zh for TLS
atus.
information.

Jdce @ ointernaldns | health | audit | all

For more information, please see:

https://docs.umbrella.com/depl oyment-umbrel | a/docs/appendi x-e-other-configurations#sys og

The localdns subcommand is used to configure conditional forwarding of internal domains to specific
internal DNS servers. Itisnew to version 3.2.

. config localdns
: config localdn

commands has to be one of the following -

~ and map the domains

icular i nal dn
lomains confil ashboard)

For more information, please run "config localdns help" or see:

https://docs.umbrella.com/depl oyment-umbrell a/docs/6-1ocal -dns-forwarding

9) Theloadbalancer subcommand is used for configuring a LoadBalancer that injects ECS. It isnew to
version 3.3.

: Add new 1
elete a 1 ]
5 =ting loadha

s for the loadbalancer (or) subnetsprefix_length
ce IF in the EC Subnet Field



https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-configurations#syslog
https://docs.umbrella.com/deployment-umbrella/docs/6-local-dns-forwarding

For more information, please run "config loadbalancer help” or see:

https://docs.umbrella.com/depl oyment-umbrell a/docs/appendi x-e-other-configurati onsttsecti on-confiqure-
|oad-balancing

date

The date command can be used to print the current system time/date in the VA. Thetimeisreturned in
Coordinated Universal Time (UTC). The date, time, and timezone cannot be reconfigured.

te

1 UTE 2021

df

The df command can be used to display the current disk utilization of the VA.

For more information, see http://manpages.ubuntu.com/manpages/focal/en/manl/df.1.html

$ aft
Filesystem
udev -
tmpfs 101564
/dev/sdal 2030736 114497 164604

none C il 4 ¥
none 5120 il 5120 runs 1ock
none 507808 I 507808 runsshm
none 102400 I 102400 ‘run/user
/dev/sdad 20307¢ 316300 1593260 % /data

execute

The execute command is available in newer build - version 3.4.6

Usage : execute <commands>

Commands have to be one of these:

force _upgrade : Perform "disk_cleanup” > re-download new VA image > force VA upgrade immediately.
disk_cleanup : Remove VA images, upgrade error files and Azure extension (no logs are removed).

free

The free command displays the amount of free and used memory in the system.

For more information, see http://manpages.ubuntu.com/manpages/focal/en/manl/free.1.html



https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-configurations#section-configure-load-balancing
https://docs.umbrella.com/deployment-umbrella/docs/appendix-e-other-configurations#section-configure-load-balancing
http://manpages.ubuntu.com/manpages/focal/en/man1/df.1.html
http://manpages.ubuntu.com/manpages/focal/en/man1/free.1.html

$ free
buff/cache

Mem: 518656 195716 172 301244
swap : OF . G4 AEE

help

help can be used to display al of the commands available to the user within the restricted shell
environment.

f commands available

free help iostat netstat nslookup
6 version

Note: While help is supported, man is not, so you need to pull up any man pages you need
elsewhere.

Links are included at the top of this article for each available command.

jostat

iostat displays CPU statistics and input/output statistics for devices and partitions.
For more information, see http://manpages.ubuntu.com/manpages/focal/en/manl/iostat.1.html

iostat

Fuser ¥nice ¥steal
0.47 0.00 - 0.00

kB_read/s kB_wrtn/s <B_reac kB_wrtn
1.07 . 3 ; 18971540

netstat

netstat prints network connections, routing tables, interface statistics, masguerade connections, and
multicast memberships.

For more information, see http://manpages.ubuntu.com/manpages/focal/en/man8/netstat.8.html

in


http://manpages.ubuntu.com/manpages/focal/en/man1/iostat.1.html
http://manpages.ubuntu.com/manpages/focal/en/man8/netstat.8.html

$ netstat
onnections SErVers)
] Send-0 Local A g ‘elgn Address State
] 0 fo i 42753 or - TIME_HAIT
0 ) 19 1. 3 i " tcdomain TIME_HAIT
] 0 19 : ’3:10 al=t 4, 0pen TIME_HAIT
0 1 fo C i der :5499: ESTABLISHED
0 0 19¢ 1. ' 2. :domain TIME_WAIT
0 0 1€ sl = C "BS sendn:domain TIME_MWAIT
0 0 19: niilie 1847 1¢ 0 L 1ps TIME_HWAIT
0 0 197 1. 73 o=k erl. TIME_WAIT
0 0 f 4 F 0 ESTABL ISHED
0 0 19 2. ~esolver?.opendn:domain TIME_WAIT

Proto RefCnt Flags __i . _-_ I-Node Path

unix 2 GRAM 10612 svar/spool/postfix/dev/1og
® 7 10611 E
F CONNECTED 60456

CONNECTED
CONNECTED

CONNECTED 9

CONNECTED 10698
60455600
10615

CONNECTED 60456417

CO OO M

CONNECTED : @/com/ubuntus/upstart

N WM M WWMN

CONNECTED

nslookup

nslookup is used to query Internet name servers interactively. The command structure matches that of
Windows, Mac, and Linux.

nslookup <domain>

Running alookup using this syntax causes the VA to send the query to our public resolvers rather than to
itself. In order to successfully perform alookup for an internal domain, you need to specify your internal
DNS server:

nslookup <Internal Domain> <Internal DNS Server IP>
To run an internal or external lookup from the VA against itself, you would run as follows:

nslookup <domain> 127.0.0.1



197.168.1.201

edamain.cam

.Ei.lDE
M plebotnetdomalin. com
Address: :ffff:id6.112.61.105

For more information, see http://manpages.ubuntu.com/manpages/focal/en/manl/nslookup.1.html

passwd

passwd is used to reset the VA password. The syntax is as follows:
passwd

Y ou are then be prompted for the old password, then the new one (twice). Alternatively, you can reset the
password to the default viathe Umbrella dashboard as detailed here.

assuord:
ord updated succ



http://manpages.ubuntu.com/manpages/focal/en/man1/nslookup.1.html
https://docs.umbrella.com/deployment-umbrella/docs/appendix-d-troubleshooting-the-va-using-a-restricted-shell#resetpw

ping

The ping command is used to test connectivity, and the syntax again matches that found in Windows, Mac,
and Linux. Available options are shown below.

$ plng
'e: ping [-aAbBdDfhLnOgrRUvY] [-c count] [-1 intervall [-I interface]
[-m mark] [-M pmtudisc_option] [-1 preload] [-p pattern] [-Q tos]

[-s packetsize] [-S sndbuf] [-t ttl] [-T timestamp_opt ion]
[(-w deadline] [-W timeout] [hopl ...] destination

Most common usage would generally be as follows:

ping -c 4 <Domain or IP>

For more information, see http://manpages.ubuntu.com/manpages/focal/en/manl/ping.1.html

ping6

The ping6 command is used to test connectivity to I1Pv6 endpoints, and the syntax again matches that found
in Windows, Mac, and Linux. Available options are shown below.

-aAbBdDfhLnOgrRUvY] [-c count] [-1 interwval]l [-I interface]
preload]l [-m mark] [-M pmtudisc_option]

| nodeinfo_option] [-p pattern] [-0Q tclass] [-s packetsize]
S sndbuf] [-t ttl] [-T timestamp_option] [-w deadline]
-H timeout] destination

Most common usage would be as follows:

ping6 -c 4 <Domain or IPv6 address>

For more information, see http://manpages.ubuntu.com/manpages/foca/en/manl/ping6.1.html

reboot

The reboot command reboots the VA. Y ou are prompted to confirm the reboot (Y = yes) or cancel the
reboot (N = no).

% reboot
1o you want to reboot the WA: YAN:



http://manpages.ubuntu.com/manpages/focal/en/man1/ping.1.html
http://manpages.ubuntu.com/manpages/focal/en/man1/ping6.1.html

tcptracer oute

tcptracer oute send functions much the same as the standard traceroute command, however, it uses TCP
packets instead of the standard UDP or ICMP packets.

T7.71.0127) [open]  3.393 ms 3,059 ms

-1

For more information, see: https.//manpages.ubuntu.com/manpages/focal/manl/tcptraceroute.mt.1.html

traceroute

tracer oute can be used to test UDP and ICMP connectivity between two endpoints on different networks
and provides information about each hop between them.
Most common usage would be as follows:

traceroute <domain or IP>


https://manpages.ubuntu.com/manpages/focal/man1/tcptraceroute.mt.1.html

271, 30 hops max, 60 hyte packets

LI rd = I.

0 =1 v N

For more information, see https://manpages.ubuntu.com/manpages/focal/en/manl/traceroute.db.1.html

tracerouteb

tracer oute6 can be used to test UDP and ICMP connectivity between two IPv6 endpoints on different
networks and provides information about each hop between them.

For more information, see https://manpages.ubuntu.com/manpages/f ocal/man8/tracerouteb.iputils.8.html

uptime

The uptime command shows the current time, how long the VA has been running, how many users are
currently logged on, and the system load averages for the past 1, 5, and 15 minutes.

£ uptime

up 42 days, 2 users, load awverage: 0.04, 0.20, 0.21

For more information, see https://manpages.ubuntu.com/manpages/focal/en/man1/uptime.1.html

Version


https://manpages.ubuntu.com/manpages/focal/en/man1/traceroute.db.1.html
https://manpages.ubuntu.com/manpages/focal/man8/traceroute6.iputils.8.html
https://manpages.ubuntu.com/manpages/focal/en/man1/uptime.1.html

ver sion prints the current version of the VA software to the screen. Thisinformation is also available from
the VA console.

$ version
Umbrella Virtual Appllance

version: 2.5.6




