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| ntroduction

This document describes the process for changing the management and telemetry | P addresses for Cisco
Telemetry Broker (CTB) Manager and Broker nodes.

Prerequisites

» Access. Console access to the Command Line Interface (CLI) of the appliance is required to modify
management | P settings.

» Knowledge: Familiarity with basic Linux administration and Cisco Telemetry Broker architecture.

» Environment: This procedure appliesto CTB Manager and Broker nodes running release 2.2.1.

War ning: This process involves modifying network configurations and removing Broker nodes.
Ensure you understand the potential impact on live traffic before proceeding.

Solution

This process is used when migrating appliances to a new network segment or updating infrastructure



configurations.

The process requires updating the Manager node first, and then each Broker node individually.
High-Level Workflow:

1. Remove al Broker nodes from the Manager.
2. Update the Manager node’ s management |P.
3. Generate and upload a new certificate.

4. Update each Broker node’ s management | P.
5. Associate the Broker nodes with the Manager.
6. Reconfigure rules and telemetry interfaces.

Configure

Step 1: Remove all Broker nodes

1. Loginto the CTB Manager web interface.
2. Navigate to Explorer.
3. Select a Broker node, then click Broker Node Details > Remove Broker Node.

‘el Telemetry Broker (@) O wabadmin

Manager Noede > ctb-H91aacgU

Explorer = DataFlow  Inputs 1 Dastinations 3 Broker Node Details

& Manager Node ctb-H91aacgl & Backup Rules @ , Restore Rules @ 1 Remove Broker Node
g
Setting:
& ctb-H91aacgU
& clb-NB33sAqT General Alerts 0 Average Received Awerage Sent
Hostname ctb-H31aacgl
° There are no unresolved

Active alerts.
Status °

Admin Interface vd 18.1.2.3 131 kbps 394 kbps

4. Repeat for all Broker nodes.

p Tip: Broker nodes do not forward traffic while removed from the Manager.



Step 2: Update the Manager node management | P

1. Connect to the Manager node console and log in as admin.
2. Launch the configuration utility: sudo ctb-install --config
3. Navigate to Management Network, select OK, and press Enter.

Select an option:
Use your mouse to access and select any element.
If your terminal doesn't support the use of a mouse,
use the Tab key to move among elements, the Up Arrow and Down Arrow keys
to move among menu options, and the Enter key to click a button.
Options:
Hostname

Hanagement Metwork
FPassword

4. Update the IP address, gateway, and DNS settings.

Management Wetwark:
Use your mouse to access and select any element.
If your terminal doesn't support the use of a mouse,
use the Tab key to move among elements, the Up Arrow and Down Arrow keys
to move among menu optlons, and the Enter key to click a button.
IFYd: Interface:
Addressetmask : EETRAEEIs () ensila0

Gateway:

IPVE:
address./Netmask : |
Gateuay: -

DMEs:
DME:

o
ons (optional):

5. Usethe Tab key to highlight the OK option and press Enter. This restarts Manager services but does




not reboot the appliance.
6. Access the Manager web interface at the new | P address after a few minutes.

Step 3: Generate and upload a new certificate

After changing the IP, you must generate a new certificate for the Manager that includes the new IP in the
Common Name (CN) field.

* Refer to the Cisco Telemetry Broker Certificate Replacement Guide.

Step 4: Update the Broker node management | P

1. Connect to the Broker node console and log in as admin.
2. Launch the utility: sudo ctb-install --config
3. Navigate to the Management Networ k section using the Tab key, select OK and press Enter.

select an option:

] Inte

g Interface

4. Update the | P address, gateway, and DNS settings.

Caution: Do not change the Telemetry interface IP in this menu; that is managed via the Manager
web interface.


https://www.cisco.com/c/en/us/support/docs/security/telemetry-broker/220537-replace-telemetry-broker-identity-certif.html

Management Metwork:
Use your mouse to access and select any element.
If your terminal doesn't support the use of a mouse,
use the Tab key to mowe among elements, the Up Arrow and Down Arrow keys
to move among menu options, and the Enter key to click a button.

IFWd: Interface:
fgddrezs/HNetmask: G Yals (#)] ens1a0

{ ) ensz2zd
Gateway:

IPVGE:

address/Netmask : |
Gateway: -

DHE=:

DMS:

DMS (optional):

5. Press the Tab key to select OK and press Enter. This restarts certain Broker node services but does not
reboot the appliance.

Step 5: Associate the Broker nodesto the Manager

1. On the Broker node console, run: sudo ctb-manage
2. Select option " 0" to associate the Broker node with the new Manager.

oot@ctb-H91aacel: shomesadming cth-manage
=== HManagement Configuration [2025-08-27T23:19:00+400:00]

A manager configuration already exists for 10.1.2.2
Options:

fssociate this node with 2 new manager

Re-fetch the manager's certificate but keep everything else

Deactivate this node (should be done after removing this node on the manager UI)
Abort

would you like to proceed? [oscsdrsal o_




3. Follow the prompts to compl ete the association. Ensure the Manager’s new certificate is trusted.

4. Repeat these steps for each Broker node in your deployment.

Step 6: Reconfigurerulesand telemetry

1. Log in to the Manager web interface and navigate to Explorer.
2. Select the Broker node and click Edit for the Telemetry interface to assign the appropriate I P.

Telemetry Broker (ol 9 webadmin

Interfaces
Telemetry |

Interface Index 2 IPva Address/Mask F 1.1.1.11
Monitaring Interface Name  ens192

IPv4 Gateway Address F 1.1.1.1
MAC Address :bb:cc:dd:ee:f
T ESSECE IR 1PV Address/Mask
PCl Address Bea6.88.88.8 IPvE Gateway Address =
Capacity (bps) 10 Gbps Interface MTU (bytes) 1500

3. Navigate to the I nputs tab and re-assign the Broker node to each input.

il Telemetry Broker Q 2 webadmin -

# Inputs

Dashboard Netflow & Edit Input [ (P Copy Input ][ 1 Remove Input
*
Explorer General Information Alerts 0 Recelved Rate
Type 14G8  Last 24h
° There are no unresolved alerts. o
Settings Status @ Active 130 kbps  Averaged over last 24h

Assigned to ctb-H91aacgl

4. In the Data Flow tab, verify that each input is connected to the designated destination and that
telemetry datais forwarding correctly.

Troubleshooting & Diagnostics

* Linux Basics: The appliance uses a standard Debian OS.

* Management Network: Configured via systemd-networkd. Settings are located in
/etc/systemd/network/management.network

» Packet Capture: Refer to the CTB Packet Capture Guide.

» Mayday Diagnostics: To collect logsfor TAC, run sudo mayday. The output issaved asa .tar.gz file
in the location specified in the command output.

$ ssh admin@<ctb-node-ip>

ctb-node> sudo mayday

<output-redacted>

2020/08/05 19:04:45 Output saved in /tmp/mayday-ctb-5SWVTpSx-202008051904.677025165.tar.gz


https://www.cisco.com/c/en/us/support/docs/security/telemetry-broker/221628-perform-a-packet-capture-in-a-telemetry.html

2020/08/05 19:04:45 A11 done!

p Tip: If issues persist, please contact Cisco TAC or your local partner for further assistance.



