Configure AWS VPC Flow Logsfor CTB Input
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| ntroduction

This document describes how to configure VPC Flow Logs as an input to Cisco Telemetry Broker (CTB).
Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

* Amazon Web Services (AWYS)
» CTB admininstration.

Components Used

The information in this document is based on these software and hardware versions:

. CTB (v2.2.1+4)
. AWS

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configuration Steps

Step 1. Configure S3 Bucket in AWS

1: Log in to AW S management console with username and password.

2: Ensure you log in to appropriate region.



3: Navigate to search bar and type S3.
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4: Click create bucket.
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5: Define bucket name and leave every option asit isand click create bucket on the bottom of the page.
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6: Once bucket is successfully created, place the created bucket name on serach bar and click open to see
details.
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7: Switch the tab to Properties and save the bucket ARN.
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Step 2. Create |AM User with Access key and Attach S3 Bucket Policy

1: Launch the |lAM from aws sear ch bar.
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2: Navigate to users.
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: The Accesskey inacsv fileand it isno longer available to download or view once you navigate
away from this page

Step 3. Configure VPC Flow Logs

1: Launch your VPC on your desired region and navigate to Y our VPC option.

Q B lr.,.\ g @ @] example-lab *

demo/example.com

Features Resources Documentation Knowledge articles Marketplace

VPC
Isolated Cloud Resources

AWS Global View
AWS Global View provides a global dashboard and search functionality that lets you find and view your EC2 and V...

AWS Firewall Manager
Central management of firewall rules

Launch-VPC

2: Click on VPCs.
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3: Click onyour VPC ID .
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4: Switch to Flow L ogs tab and click Create flow log.
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Click-Create-FlowLog

5:Under Flow log settings Select destination send to an Amazon S3 bucket , enter S3 Bucket ARN, leave
everything as default and click create flow log.
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Filter
The type of traffic to capture (accepted traffic only, rejected traffic only, or all traffic).
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Maximum aggregation interval  Info
The maximum interval of time during which a flow of packets Is captured and aggregated into a flow log record.

© 10 minutes
1 minute

Destination
The destination to which to publish the flow log data.

Send to CloudWatch Logs

© send to an Amazon 53 bucket <_
Send to Amazon Data Firehose in the same account
Send to Amazon Data Firehose in a different account

53 bucket ARN
The ARM of the Amazen 53 bucket to which the flow log is published. You can specify a specific folder in the bucket using the amcaws:s3:[bucket-name]/[felder_name]/ farmat.
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Must be in the format: am:aws:s3=:[bucket-name]

[: () Please note, a resource-based policy will be created for you and attached to the target bucket.

Log record format
Spécify the fields to include in the flow log record,

O AWS default format
Custom format

Flow-log-Details

Additional metadata
nclede additional metadata to AWS default log record format.

Include Amazon ECS metadata

Format preview

3 copy

Log file format  Info
The format for the log files. Each log file is compressed using Gzip compression,

© Text (default)
Parquet

Hive-compatible 53 prefix Info

Enable to use Hive-compatible 53 prefixes to simplify the loading of new data into your Hive-compatible tools.

Enable

Partition logs by time  Info
Partition your logs per hour to reduce your query costs and get faster response if you have a large volume of logs and typically run queries targeted to a specific hour timeframe,
© Every 24 hours (default)

Every 1 hour (60 minutes)

Tags
A tag is a label that you assign to an AWS resource. Each tag consists of a key and an optional value. You can use tags to search and filter your resources or track your AWS costs.
Key Value - optional

Q, Name b4 Q, ctb-aws-log x

You can add 49 more tags

Cancel

Create flow log



Click-Create

Step 4. Configure VPC Input toCTB

1: Access CTB Web Ul, navigate to Explorer> Broker nodetab > click open broker node >Data Flow
tab > Click Add Input.

2: Select Input type AWS VPC Flow log and click next.
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2: Fill the details Input name, S3 Bucket Path, Region Code, I nput |P Address, AWS AccessKey ID,
AWS Secret AccessKey and click Add input.
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Note: S3 Bucket Path is bucket-name/Optional suffix.



Note: For Region code, see AWS home page next to gear icon.



Note: Any IP Address configured as the Input |P Address (unique I P not shared by any other
exporter) isreported as the exporter for the transformed netflow data.



Note: For AWS Access Key ID, see Configure IAM user for access key with S3 access policy, step
10

Verify

After afew minutes of configuring AWS VPC input, the status column becomes active if the AWS S3
bucket has datain it.

Verify the status of AWS VPC input using these steps.

1: Loginto CTB Ul and navigate toExplorer> Broker nodetab > click openbroker node >switch tab
tol nput >Click open AWSinput.

2: Verify that configured aws-flow logs have active status and received metric have rising graph.
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