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| ntroduction

This document describes some best practice information about upgrades to Secure Network Analytics
(SNA) (formerly known as Stealthwatch).



Prerequisites

Requirements
There are no specific requirements for this document.
Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background Information

SNA only supports upgrades from one major release to the next. For example, from 7.3.x to 7.4.x or 7.4.x to
7.5.X. Release skips are not supported. If the user is comfortable with reset of all datato afactory default
state then a hardware appliance can be reimaged, anew VM can be installed.

Softwar e Downloads and Upgrade Guides

» Software and guides for releases 7.3.2 and higher are at Software Download
» Software and guides for releases previousto 7.3.2 are no longer available

Hardware Support Matrix

The information in this section is pulled from the Cisco Secure Network Analytics Hardware and Software
Version Support Matrix guide as of release 7.6.0.

Manager & Flow Coallector (incl. Engine & Database)


https://software.cisco.com/download/home
https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/7_6_0_Hardware_Software_Matrix_DV_1_0.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/7_6_0_Hardware_Software_Matrix_DV_1_0.pdf
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NOTE: UDPD 2210is EOL. UDPD users are encouraged to migrate to CTB, however 7.6.0 UDPD upgrade
ispossible. The swu file is available at Software Download.

App Compatibility Matrix

The information in this section is pulled from the Secure Network Analytics Apps Version Compatibility
Matrix



https://software.cisco.com/download/home/286324988/type/286325166/release/7.6.0
https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/app_compatibility_matrix/SW_Apps_Version_Compatibility_Matrix_DV_9_0.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/app_compatibility_matrix/SW_Apps_Version_Compatibility_Matrix_DV_9_0.pdf

ETA Cryptographic Audit

App Mamug Worson Number

1.0.27

20.2
203
300
110
ETA Cryptographic Audit 390
321
322
3
332

333

Werslon Numbar

335

Host Classifier

108, 10011, 1.0.13

P
2,04
206

Host Classilier 2Ll

4.3.0

4.4.0

Network Diagramsand Report Builder (Report Builder isintegrated into the product

starting 7.4.0)

Compatifile Saours Network

Anahpics Veralond

7.0.0,7.02, 703, 7.0.0,
AR E]

1.2.10.7.30
a0
raa
132
740
7.4
T4
Lo
1.5.1

7.5.2

Compatible Sacure Network
Anahytics Verslons

153

TED

Compatible Secure Metvwork
Analytics Verslona

7.000,7.0.2, 7.0.3, 7.0.0,
TAZ T3

.21
7.2.1.73.0,7.3.%
730,731,732
740

740,741

742

150

152

153

7ED

Compatibdes Secune Network
Analytice Data Store
Verslond

Hane

Hann
None

Hone

7.0.2 (it Rapsoet onky)
7.4.0 [Audit Repset onty)
7.4.1 [Audit Repoet onty)
7.4.2 [Audit Repcet onty)
T.5.0 [Ausdit Rapat onky)
7.5.1 [Aucit Rapert onky)

T.5.2 [Ausin Rapat onky)

Compatible Secure Rebwork
Analyties Dats Seor
Worsions

153 (Aot Repor only)

TE.0 (A Repor only]

Compatible Secure Network
Analytics Data Siore

§

1H H HIH

f i



Compatible Secure Motwork
Compatitle Secure Rotwark
App Nama Viesralos M b Analytics ekl Analyties Data Siofe

Wershons
1.003 0, 712, 7.3 None
203 .21, 720 1.20
205 204 7.30. 7.3 730,731
Mabwork Diigradig 205 1.3.2 132
2.0.0 7.4.0 7.40
FA N 7.4.1 7.4.1
2.2 742 7432
1L 105,108 1o 119
1.8.1, 1.4.4, 1.4.5 7.2 e )

Security Analyticsand Logging on Prem (integrated in product starting 7.5.1) and
Visibility Assessment

Campatible Sociss Hetwork
Compatibds Setunn Rotaark .
App Name WVersion Number Amatytics Versions Analytics Data Store

Worslons

1.0.0 130,73 Hone

201,202 13,722 132
Security Analytics and 300 TAD 7.4.0
Liogpging On From . T YT

3.2.0 742 7.4.2

3.3.0 15.0 750

1.0.4 7.0.0 oo
ity Samsran 1091001, 10404 TOLTLOZTOI700, Mo

712,703

Upgrades by Release

Upgrade Release 7.3.x to 7.4.x

Upgradesto releases. 7.4.0, 7.4.1 and 7.4.2

Software Downloads: Software is available at Software Download

Upgrade Guide: Update guide for 7.3.xto 7.4.0 or 7.4.1

Upgrade Guide: Update guide for 7.3.x to 7.4.2

Upgrade Release 7.4.x to 7.5.x

Upgradesto releases. 7.5.0, 7.5.1, 7.5.2, 7.5.3


https://software.cisco.com/download/home
https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/update_guides/7_4_1_Update_Guide_DV_1_4.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/update_guides/7_4_2_Update_Guide_DV_1_2.pdf

Software Downloads; Software is available at Software Download

Upgrade Guide: Update quide for 7.4.x t0 7.5.0

Upgrade Guide: Update quide for 7.4.x and 7.5.0t0 7.5.1
Upgrade Guide: Update quide for 7.4.x and 7.5.x t0 7.5.2
Upgrade Guide: Update Guide for 7.4.x and 7.5.x t0 7.5.3

Upgrade Release 7.5.x t0 7.6.0

Upgradeto release 7.6.0

Software Downloads; Software is available at Software Download

Upgrade Guide: Update Guide for 7.5.x t0 7.6.0

Softwar e Support Timelines

Typicaly arelease is covered under Software Maintenance for 12 months post-rel ease and receives
Vulnerability and Security Fixesfor 18 months post-release. More information about the SNA software
Release Model and rel ease support timeline is available from Cisco Stealthwatch® Software Release M odel

and Release Support Timeline Product Bulletin.

Thistable lists support timelines from release 7.1.1 onwards.

End of Software End of Vulnerability &

Release Release Date Maintenance (EoS) Security Support
(EoVSS)

7.6.0* 23 March, 2026 23 March, 2027 23 September, 2027
7.5.3 25 August, 2025 25 August, 2026 25 February, 2027
75.2 24 February, 2025 24 February, 2026 24 August, 2026
75.1 19 August, 2024 19 August, 2025 19 February, 2026
7.5.0 22 January, 2024 22 January, 2025 22 July, 2025



https://software.cisco.com/download/home
https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/update_guides/7_5_0_Update_Guide_DV_1_1.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/update_guides/7_5_1_Update_Guide_DV_1_2.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/update_guides/7_5_2_Update_Guide_DV_1_1.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/update_guides/7_5_3_Update_Guide_DV_1_1.pdf
https://software.cisco.com/download/home
https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/update_guides/7_6_0_Update_Guide_DV_1_1.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/Product-Bulletin/Cisco_Secure_Network_Analytics_Software_Lifecycle_Support_Statement_DV_2_0.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/stealthwatch/Product-Bulletin/Cisco_Secure_Network_Analytics_Software_Lifecycle_Support_Statement_DV_2_0.pdf

7.4.2 26 March, 2023 26 March, 2024 26 September, 2024
74.1 09 may, 2022 09 may, 2023 09 November, 2023
7.4.0 02 November, 2021 02 November, 2022 02 may, 2023

7.3.2 01 June, 2021 01 June, 2022 01 December, 2022
7.3.1 04 Feb, 2021 04 February, 2022 04 August, 2022
7.3.0 03 September, 2020 03 September, 2021 03 March, 2022
7.2.1 17 June, 2020 17 June, 2021 01 July, 2022

711 16 August, 2019 16 August, 2020 01 July, 2022

* indicates the currently recommended release

End of Life (EOL) Notices

FlexNet EOL

FlexNet licensing went EOL on Dec 31, 2022. All SNA licensing moved to Clsco Smart Licensing.

Global Threat Analytics(GTA) EOL

GTA is scheduled to go EOL on July 31, 2024. The EOL notice also discusses migration options.

Endpoint License (AnyConnect Network Visibility M odule I ntegration)

With Secure Network Analytics Release 7.5.1, the Endpoint license is no longer necessary for the Secure
Network Analytics integration with the Network Visibility Module from Cisco Secure Client (AnyConnect).
Instead, consumption counts towards a customer's Flow Rate License in order to simplify the entitlement
reguirements.

SAL-OP License EOL


https://www.cisco.com/c/en/us/support/docs/field-notices/723/fn72378.html
https://www.cisco.com/c/dam/en_us/about/doing_business/legal/service_descriptions/docs/global-threat-alerts-eos.pdf
https://www.cisco.com/c/en/us/products/collateral/security/stealthwatch/secure-net-analytic-endpoint-lic-eol.html
https://www.cisco.com/c/en/us/products/collateral/security/stealthwatch/secure-net-analytic-endpoint-lic-eol.html

Starting with Secure Network Analytics Release 7.5.3, the SAL-OP (Secure Analytics Logging - On Prem)
license is no longer required for integrating Secure Network Analytics with Secure Analytics On-Prem
Logaing from Cisco Firewalls. Instead, usage now contributes to a customer's Flow Rate License,
streamlining the entitlement process.

UDP Director Virtual EOL

The EOL notice informs the last date of support is October 31st, 2028. UDP Director is being replaced by
Cisco Telemetry Broker.

Upgrade Gotchas and Warnings

Number 1: Manager Failover: Once you start an upgrade, do NOT perform a Manager failover until ALL
appliances are upgraded, this could result in the system becoming inoperable.

Number 2: Before you start the update (for example, to 7.6.0), make sure your appliances have been
running on the same version (in this case, 7.5.0, 7.5.1, 7.5.2 or 7.5.3) for more than one month (30 days). If
you've updated your system to more than one version in a short period of time, your system baselining may
be impacted.


https://www.cisco.com/c/en/us/products/collateral/security/stealthwatch/secure-network-analytics-sal-op-license-eol.html
https://www.cisco.com/c/en/us/products/collateral/security/stealthwatch/secure-network-analytics-sal-op-license-eol.html
https://www.cisco.com/c/en/us/products/collateral/security/stealthwatch/secure-network-analytics-sal-op-license-eol.html
https://www.cisco.com/c/en/us/products/collateral/security/stealthwatch/secure-network-analytics-udp-director-virtual-edition-eol.html

