Understand Packet Flow in Secure Web Appliance
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| ntroduction

This document describes the network flow in Proxy configured network, specifically focused on Secure
Web Appliance (SWA).

Prerequisites



Requirements

Cisco recommends that you have knowledge of these topics:

» Basic TCP/IP concepts.
» Basic knowledge of Proxy setup.
» Basic knowledge of the authentication mechanism used in a proxy environment.

The abbreviations used is this articles are:
TCP: Transmission Control Protocol

UDP: User Datagram Protocol

|P: Internet Protocol

GRE: Generic Routing Encapsulation
HTTP: Hypertext Transfer Protocol.

HTTPS: Hypertext Transfer Protocol Secure.
URL: Uniform Resource L ocator

TLS: Transport Layer Security
Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Different Typs of Proxy Deployment

TLS Handshake



A TL S handshake in HTTPS occurs when a client and server communicate over the Internet, providing a
secure connection. The process maintains privacy and data integrity between two communicating
applications. It operates through a series of steps where the client and server agree on encryption standards
and codes for all subsequent transmissions. The handshake aims to deter any unauthorized access or
manipulation by third parties. It also authenticates the identities of the communicating parties to eliminate
impersonation. This processis crucial in HTTPS asit ensures that data remains secure while in transit.

Here are the steps of a TLS handshake:
1. Client Hello: The client initiates the handshake process with a hello message. This message contains

the client TLS version, supported cipher suites, and a random byte string known as the client random.

2. Server Hello: The server responds with a hello message. This message includes the server chosen TLS
version, selected cipher suite, arandom byte string known as the server random, and the server digital
certificate. If necessary, the server also requests the client digital certificate for mutual authentication.

3. Client verifies the server certificate: The client checks the server digital certificate with the certificate
authority that issued it. This assures the client that it is communicating with the legitimate server.

4. Pre-master Secret: The client sends arandom byte string, known as the pre-master secret, which
contributes to the creation of the session keys. The client encrypts this pre-master secret with the
server public key, so only the server can decrypt it with its private key.

5. Master Secret: Both the client and server use the pre-master secret and the random byte strings from
the hello messages to independently compute the same master secret. This shared secret isthe basis
for generating the session keys.

6. Client Finished: The client sends a Finished message, encrypted with the session key, to signal the
completion of the client part of the handshake.

7. Server Finished: The server sends a Finished message, also encrypted with the session key, to signal
the completion of the server part of the handshake.

HTTP Response Code

1xx : Informational

Code Details

Typically seen in regards to the ICAP protocol. Thisis an informational
response that |ets the client know that it can continue to send data. In
regards to | CAP services (such as virus scanning), the server can only want
to seefirst x amount of bytes. When it is done scanning the first set of bytes
and did not detect avirus, it sends a 100 Continue to let the client know to
send the rest of the object.

100 Continue

2xX: Successful

|Code Details




200 OK

The most common response code. This signifies that the request is
successful without any problems.

3xx: Redirection

Code

Details

301 Per manent Redirection

Thisis aPermanent redirection, you can see this code when you are
redirecting to www sub-domain.

302 Temporary Redirection

Thisisatemporary redirection. The client isinstructed to make a new
request for the object specified in the Location: header.

304 Not M odified

Thisisinresponseto a GET If-modified-since (GIMS). Thisisliterally a
standard HTTP GET that includes the header If-modified-since: <date>.
This header tells the server that the client has a copy of the requested object
initslocal cache and included is the date the object was fetched. If the
object has been modified since that date, the server responds with a 200 OK
and afresh copy of the object. If the object has not changed since the
fetched date, the server sends back a 304 Not Modified response.

307 Authentication
Redirection

Thisis mostly seen in transparent Proxy Deployment, when the Proxy
server is configured to authenticate the request and redirects the request to
another URL to authenticate the user,

4xx codes: Client Error

Code

Details

400 Bad Request

This suggests an issue with the HTTP request, as it does not comply with
the proper syntax. Possible reasons could include multiple headers on a
single line, spaces within a header, or the lack of HTTP/1.1 in the URI,
among others. For the correct syntax, please consult RFC 2616.

401 Unauthorized

Web Server Authentication
Required

Access to the requested object necessitates authentication. The 401 codeis
utilized for authentication with atarget web server. When the SWA operates
in transparent mode and authentication is enabled on the proxy, it returns a
401 to the client, since the appliance presentsitself asif it were the origin
content server (OCS).

The methods of authentication that can be used are detailed in a www-
authenticate: HT TP response header. This informs the client whether the
server isrequesting NTLM, basic, or other forms of authentication.

403 Denied

The client cannot access the requested object. A variety of reasons could
lead a server to deny object access. The server typically provides a cause




description within the HTTP data or HTML response.

404 Not Found

The requested object does not exist on the server.

407 Proxy Authentication
Required

Thisisthe same as a 401, except that it is specifically for authentication to a
proxy not the OCS. Thisis sent only if the request was sent explicitly to the

proxy.

A 407 cannot be sent to a client while SWA is configured as transparent
proxy, as the client does not know the proxy exists. If thisis the case, the
client most likely FIN or RST the TCP socket.

5xx: Server Error

Code

Details

501 Internal Server Error

Generic Web server failure.

502 Bad Gateway

Occurs when a server acting as a gateway or proxy receives an invalid
response from an inbound server. It signals that the gateway has received
an inappropriate response from the upstream or origin server.

503 Service Unavailable

Signifies that the server is currently unable to handle the request dueto a
temporary overload or scheduled maintenance. It implies that the server is
temporarily out of service but can be available again after some time.

504 Gateway Timeout

Indicates that a client or proxy, did not receive atimely response from
Web server it attempted to access to load the web page or fulfill another
request by the browser. This often implies that the upstream server is
down.

Explicit Deployment

HTTP Trafficin Explicit Deployment Without Authentication

Client and SWA

Network traffic transpires between the |P address of the client and the | P address of the SWA proxy
interface (usually it is P1 interface, but it can be P2 or Management interface, depends on Proxy

configuration).




Thetraffic from client is destined to TCP port 80 or 3128 to the SWA (Default SWA proxy ports are TCP
80 and 3128, in this example, port 3128 is used)

» TCP Handshake.

* HTTP Get from Client (Destination |P = SWA IP, Destination Port = 3128 )
» HTTPresponse from Proxy ( Source IP = SWA )

» Datatransfer

TCP connection termination (4-Way Handshake)

12567 2024-81-25 89:35:26. 846545 18.61.78.23 18.48.48.185 Whhware_Bd:{3:64 TCP 2 65238 - 3128 [ACK] Seq=1 Ack=1 Win=132288 Len=0 TSwal=1762371B48 TSecr=3227H00B37

12568 2024-81-25 B9:35:26.046877 18.61.78.22 18.48.48.185 Whaare_Bd: f3:64 HTTP 188 2 GET http://exasple.com/ HTTR/1.1

12560 2024-81-25 B9:35:26. 846945 10.48.48. 185 18.61.78.23 Cisco_Sd:pa:ff  TCP 66 2 3128 - 65238 [ACK] Seq=1 Ack=123 Win=E5488 Len=® T5val=3227008847 TSecr=1T62371849

12851 2024-81-25 09:35:26.286288 10.48.48. 185 18.61.70.23 Cisco Sd:ba:ff TCP 1254 2 3128 - BSZ3IB IACK] Seq=1 Ack=123 Win=85408 Len=1188 TSval=1227001086 TSecr=1762371849 (TCP
17852 J074-81=25 B9:35:36. 286297 18.48.48. 185 198.61.78.23 Cisco_Sd:ba:ff HTTP 509 2 HTTR/1.1 268 OK (text/himl)

17992 2874-81-25 B9:35:26.347713 19.61.70.23% ift 18.48. 48,185 Whware_Bd: f3:64 TCP 66 2 65238 = 3128 |ACK] Seq=123 Ack=1189 Win=131872 Len=8 TSval=1762372145 TSecr=322781086
12993 2024-81-25 09:35:26.347815 10.61.79.23 Cisco_Sd:b9:ff  10.48.48.185 WHware_8d:f3:64 TCP 65 2 65238 = 3128 [ACK] Sequli3 Ackel722 Winw130568 Lensd TSval=l762372145 TSecr=3227801086
12995 2024-81=-25 P9:35:26.353217 19. 48,48, 165 VMware_8d:f3:64  10.61.78.23 Cisco_Sd:ba:ff  TCP 65 2 3128 = B5Z38 [ACK] Seqs1722 Acks124 Wins65408 Len=@ TSvals3227801147 TSecr=1762372158
12997 2024-91-25 09:35:26.412438 10.61.70.2% Cisco_Sd:bg:ff 10,48, 48,185 WHware_8d:f3:64 TCP B8 2 65238 - 3128 [ACK] Seq=124 Ack=1723 Win=131072 Len=0 Tival=1T82372212 TSecr=3227041147

Image-Client to SWA, HTTP Explicit mode

SWA and Web Server

The network traffic occurs between the | P address of the Proxy and the | P address of the web server.

The traffic from SWA is destined to TCP port 80 and sourced with arandom port (Not the Proxy Port)

» TCP Handshake.

* HTTP Get from Proxy (Destination IP = Web server , Destination Port = 80 )
» HTTP response from Web Server ( Source IP = Proxy server )

» Datatransfer

TCP connection termination (4-Way Handshake)

Ho. e Sowrce 506 MAC Destination dst MAG Pratoced Lengt stream  Info
12578 2024-91-25 B9:35:36. 053105 18, 48,48, 185 VMware_Bd:f3:64 03,184.216.34  Cisco 5d:b9:ff  TCP M 3 23146 - 80 [SYN] Seqe@ Win=12288 Lens@ MS5=1360 WS=64 SACK_PERM TSval=3198021713 TSecr=4@
12778 2824-81-25 09:35:26. 168835 03.184.216.34 Cisce Sd:bo:ff 18.48.48.185 2 TP ™ 3 BB - 23146 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MSS=1380 SACK_PEPM TSval=2163502063 TSecr:
12779 2034-01-25 09:35:26. 168277 18, 48.48, 185 VMware_8c:f3:64  53.184.216.34 TCP 65 3 23146 - 80 [ACK] Seqel Acksl Win=13568 Lens@ TSvals3198821832 TSecrs2163552063
12780 2074-81-25 89:35:26. 168172 18, 48.48. 185 VMware_Bd:13:64 093.184.216.34 HTTP 24z 3 GET f HTTP/1.1
12833 2074-81-25 B9:35:26. 230446 93,184, 216,34 Cisco_Sdrba: 10.48.48. 185 TCP 65 3 BB - 23146 [ACK] Seq=l Ack=177 Win=67872 Len=@ TSval=2163552178 TSecr=3198421832
12834 Z0874-81-25 89:35:26. 2181757 93, 184.216.34 Cisco_Sd:ba: 11 18.48.48. 185 B4 TCP 1414 3 B0 - 23146 [ACK] Seq=1 Ack=177 Win=67872 Len=1348 TSval=21635092177 TSecr=3190021832 ITCP sey
12835 2074-01-25 89:35:26. 281789 19, 48.44. 185 WHware_8d: f3:64 593.184.216.34 1 TCP (1] 3 23146 = 80 [ACK] Seq=17T Ack=1349 Win=12224 Len=8 TSval=3130021942 TSecr=2163592177
12836 I0T4-81-25 B9:35:36. 181703 93, 184, 216,34 Cisco_Sd:b9: 1 18,48, 48, 185 VMware_8d; f3:64 HTTP 325 3 HTTP/1.1 200 0K (test/himl])
12837 2024-01-25 89:35:26. 281801 19, 48,48, 185 WHware_Bd: f3:64 93.184.216.34 Cisco Sdib9:ff TCP (1] 3 23146 - 80 [ACK] Seq=17T7 Ack=1608 Win=11968 Len=8 TSval=3190@21942 TSecr=2163592177

Image- HTTP-SWA to web server-Explicit-no cache

Hereis sample of HTTP Get from Client.



Frame 12568: 188 bytes on wire (1504 bits), 188 bytes captured (1504 bits)
Ethernet II, Src: Cisco_9d:b9:ff (4c:71:0d:9d:b9:ff), Dst: VMware_8d:f3:64 (00:50:56:8d:f3:64)
Internet Protocol Version 4, Src: 10.61.70.23, Dst: 10.48.48.185

[Expert Info (Chat/Sequence)
Request Method: GET

: GET http://example.com/ HTTP/1.1\r\n]

Transmission Control Protocol, Src Port: 65238, Dst Port: 3128, Seq: 1, Ack: 1, Len: 122

Request URI: http://example.com/

Request Version: HTTP/1.1
Host: example.com\r\n
User—-Agent: curl/8.4.0\r\n
Accept: */#\r\n
Proxy-Connection: Keep-Alive\r\n

\r\n

[Full request URI: http://example.com/]

[HTTP request 1/1]
[Response in frame: 12852]

Image- Client to SWA HTTP GET- Explicit

This represents the entire flow of traffic from the client to the SWA, then to the web server, and finally back

to the client.

Tirne
12544 2024-01=25 09:35:25.5089719
12545 2024-01-25 09:35:25.9089746
12567 2024-01-25 99:35:26.046346
12568 2024-01-25 09:35:26. 046877
12365 2024-01-2% 89:35:26.846045
12578 2924-81-25 89:35:26.853195
12778 2024-81-25 99:35:26.168825
12779 2024-81-35 @89:35:26. 168077
12788 2024-81-25
12833 2024=-01=25
12834 2024-01-25
12835 2024-01-2%
12836 2024-01-25
12837 2824-81-3%
12851 2024-81-25

RERERGBaRBER
S R
H
g

12995 2024-81-25 09:35:26.353217
12596 2024-81-25 99:35:26.352397
12997 2024-01-25 09:35:16.412438

Image- All traffic HTTP Explicit-no cache

Wware_Bd:f3:64
Cisco Sd:bd: ff
Cisco_9d:b9: 11
Vhaare_Bd: £3:64
Cisco_9d:bS: ff
Cigeo_od:b9: 1t
Vhware_8d: f3:64
Wiware_Bd: 1364
Cisco_fd:b9: ff
Wiware_Bd: 1364
Cisco_9d:b:
Cisco_9d:b9: 1
Cides_Sd:b9:ff
WVhware_Bd: 3164
Vhiare_Bd: 13264
Whaare_Bd:f3:64
Cisco_Sd:b9: 11
Cisco_sd:ba:ff
Vware_Bid: 13:64

Protocol Langt stream

TCP
TCP
TCP
HTTR
TCP
TCP
TCP
TCP
HTTP
TCP
TCP
TCP
HTTP
TCP
TCP
HTTP
TCP
TR
TCR
TCR
TCP
b4

8
T4
L]

(]
74
4
[}

R Y

ssazs58ks

Infe.

2 65238 = 3128 [SYN] Sequld Wine&5535 Lensd M55#1260 WSeG4 TSval=l762371788 TSecre SACK_PERM
2 3128 - 65238 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len= MS5=1368 WS=G64 SACK_PERM TSval=322700843
2 B5238 - 3128 [ACK] Seqel Ack=l Win=132288 Len= Tival=1T62371848 TSecr=3227800837

2 GET http://exasple.cos/ HTTP/1.1

2 3128 - 65238 [ACK] Seq=l Ack=123 Win=63400 Len=0 TSval=1227000047 TSecr=1762371840

3 23146 - 88 [SYN] SeqeR Win=12288 Len=0 MS5=1360 WS=64 SACK_PERM TSval=3100821713 TSecr=8

3 BB - 23146 [SYN, ACK] Seq=d Ack=1 Win=65535 Len=8 MSS=1380 SACK_PERM TSval=2162502063 TSecr=
3 23146 - 80 [ACK] Seqel Acksl Win=13568 Lensd TSvals3190021832 TSecrs2163592063

3 GET / HTTR/1.1

3 B0 = 23146 [ACK] Seqel Ackel77 Wins&67872 Lens@ TSvalsZlE3592176 TSeCr=3190821832

3 B - 23146 [ACK] Seq=1 Ack=177 Win=67072 Len=1348 T5val=2163592177 TSecr=3190021832 [TCP seg
3 13146 - 80 [ACK] Seq=177 Ack=134% Win=12224 Len=2 TSval=3190021942 TSccr=2163552177

3 HTTP/1.1 200 OK  (text/htal)

3 23146 - B8 [ACK] Seq=177 Ack=1B8E Win=11968 Len=d TSval=3190021942 TSecr=2163582177

2 3128 - 65238 [ACK] Seqel Acks=123 Wins=654@88 Len=1188 TSval=322T001806 TSecr=1762371849 [TCF s
2 HTTP/1.1 280 OK  (text/htal)

2 B5238 - 3128 [ACK] Sequl23 Ackwll8S Winwl31072 Lenwd TSvalwl762372145 TSecrm3227901086

2 65238 - 3128 [ACK] Seq=123 Ack=1722 Win=138560 Len=8 TSval=1762372145 TSecr=3227081086

2 B5238 = 3128 [FIN, ACK] Seqel23 Acks1723 Win=131872 Lensd TSvalsIT62372158 TSecrs3227ea1886
7 3128 - 65238 [ACK] Seq=1722 Ack=124 Win=65408 Len=0 TSval=3227001147 TSecr=1762372150

2 3128 - 65238 [FIN, ACK] Seqel722 Acks124 Win=05488 Len=d TSval=3227081147 TSecr=1762372158
2 65238 - 3128 [ACK] Seqe124 Ack=1723 Win=131072 Len=@ TSvals=1762372212 TSecr=3227001147

Note: Each stream of traffic is distinguished by a different color; the flow from the client to the
SWA isone color, and the flow from the SWA to the web server is another.



Time

2024-01-25 05:36:25. 586719
2024-01-26 09-35:36. 989748
2024-01-25 09:35:26.096546
2024-01-25 09:35:26.046877
2024-01-25 09:35:26.046945
2024-01-25 DH35:26, 053165
2024-01-25 D9:35:26.168035
2024-01-25 08:36:26.168077
2024-01-25 09:36:26,169172
2024-01-25 09:35:26.280446
2024-01-25 08:36:26. 281757
2024-01-25 09:35:26.181789
2024-01-25 09-35:26.261793
2024-01-25 08:35:26.281801
2024-01-25 093526, 286268
2024-01-25 09-35:26. 296207
2024-01-35 08:35:26.347713
2024-01-25 09:35:26.247815
2024-01-25 09:35:26.353174

10.61.70.23
104848085

5738 BE238 4 3128 [ACK) Saq=t Acks] Wins1AE08 00
. GET ispjenampiy om| WTTRIL o

LT

o1 Acks 123 WineB58_|

93.184.216.34

nm
2a1ep 21188 » B0 |SvH] faqs0 WinsTI28E LesaO ML

aaqen J22 3140 [FYN, ACH] Faq=0 Aokl Winzh | o
29100 23028 4 B0 JACK] Se0at Asket Wiss135BE Loy

GET | HETRALY

23186 80
231es B0 32186 [ACK] Seq=t Ack=TT Wims6I0TE | oo

2314 50 23186 [ACK] Sequ) Acke17T WinsBT002 .|
2310p ZEME 80 [ACK] Sequi?7 Acke1340 Winstdy oo
o SETTRILY 300 Gkl frel) o
3r0p 23140 4 BO [ACK] Sequii7 Acks1608 Wisa1ly 4

BE1IA jﬂ& -+ BEXIS [ACK] Sege Acksill WineliB4_ e
e MTTR1.1300 0K flextbami) I
pszas SEZIE 3178 [ACK) 59123 Atks1180 Wina 55y
ey B5238 + 3138 [ACK] Se50123 Acka1PID Wiks_ e

Comment

TCP: B5230 <+ JNI8 [S7N] Sege0 WinalsEIE
TP 3118 + 65238 [5YK, ACK] Seqsd Azksl
TER: 5236 -+ 318 [ACK] Seanl Acked Winet_
BITTE; GET bt jlrmangle comi HITEN.1

TCP: 3128 -+ 06238 [AGK) S4qu1 Acka123 Win
TEP: 23186 » B [$¥N] Seand Wina i34 Lo
TCR; B0 = T148 [S¥N, ACK| SeqaQ Ack= Wi
TGP ZHIAE + 80 [ATK] Seas) Ack=t Wins135
HYTP: GET TR

TEP: 8 + T3148 [ACK] Seq1 Atkm1iT Winsé
TCP: 83 5 ZI1AB [ACK] Seqet Ack=177 Winzi,
TER: 23186 -+ B0 [ACK] Seqe177 Acke1 349 Wi_
WETEP: MTTBILY 200 OK (Meatfend)

TCP: 23186 + B0 [ACK] Seq=177 Ack=1608 Wi
TER: 3128 -+ G538 [AOK) Se0s1 ACKe 123 Win
T MTTBIL 200 6K (beatibemi)

TR G3130 178 (ACK) Seq=120 Ack=11ER
TCP: 85238 -+ 3928 [ACK] S4qe123 Acke1T22
TE: 85236 -+ SUIE [F1h, ACK] Sequtid Akst

2024-01-265 0B:35:26.353217 sy JI2A_LSEIIN [ACK] SequiTI2 Ackuild Winas] yypy TCR; 3130 + 6538 [ACK] Seqs1737 Acka1id
2024-01-28 09:95:26.253347 TCP: 3128 - 85238 [FIN, ACK] Seqs1722 Ack.
2024-01-35 0%:35:26.412438 sptyg SO238 + Jki® JACK) Segu 24 AtkaiPE) Wity 5 oy TER: 85236 + IUZ8 [ACK] Sequid AcksiP23 _

Image- Traffic Flow HTTP Explicit - no cache

Hereis asample of Accesslogs:

1706172876.686 224 10.61.70.23 TCP_MISS/200 1721 GET http://www.example.com/ - DIRECT/www.example.com t

Traffic With Cached Data

This represents the entire flow of traffic from the client to the SWA, when the dataisin SWA Cache.

No. Tima Source SIc MAL Dwstination dist MAC Protocal Lengt stream  Info
~ 1928 2074-81-25 89:56:41.209038 18.61.78.23 Cisco_9d:b9:ff 18,48, 48,185 VMware_8d: f3:64 TCP T8 2 55799 - 3128 [SYN] Seq=8 Win=65535 Len=@ MSS=1260 WS=64 TSval=3417110271 TSecr=8 SACK_PERM
| 241, 200111 10.48,48.185  VMware_Bd:13:64  10.61,70.23 Cisco_9d:bd:ff  TCP 74 2 3128 - 55709 [5YN, ACK] Seqed Ack=l Win=63535 Len=d MSS=1360 W5=64 SACK_PERM TSval=3687913%
| 41, 265937 18.61.78.23 Cisco_Od:b0: ff 18.48,48.185 VMware_8d: f3:64 TP &6 2 55700 - 3128 [ACK] Seq=1 Ack=1 Win=132288 Len=0 TSwval=3417118333 TSecr=3687923030
| 10.E1.78.23 Cisco 9d:b9:ff  10.48.48.185  WWware Bd: f3:64 HTTP 188 2 GET http://example.com/ HTTR/1.1
| 10.48.48.185  VMware_Sd:13:64  18.51.70.23 Cisco_Od:b8:ff TCP &6 2 3128 - 55709 [ACK] Seqel Ack=123 Win=65856 Len=@ TSval=3687023938 TSecr=3417118333
H 18.48.48.185 Vware 8d:f3:64 93.184.216.34 Cisce Od:bO9:ff TCP T4 3 16828 - B3 [SVH] Seq=0 Win=12288 Lén=8 MSS=1360 WS=f4 SACK_PERM TSval=3191256932 TSecr=d
93.184.216. 34 Cisco_0d:b9:ff 10.48.48.185 Vware_Bd:f3:64 TCP T4 3 B2 - 16088 [SYN, ACK] Seqed Acksl Wins65535 Lens@ MS5s1380 SACK_PERM TSvalsS11197678 TSecrs:
10.48.48.185 VMware_Bd:f3:64 93.184.216.34 Cisco Od:bOzff TCP E6 3 16088 - BA [ACK] Seq=1 Ack=1 Win=13568 Len=0 TSwal=3191297843 TSecr=B11197678
19.48.48.185 93.184.216.34  Cisco_Od:p9:ff HTTP 92 3 GET / MTTR/1.1
93.184.216.34 19.48.48. 185 VMware_8d: 13:64 TCP 66 3 BB - 16888 [ACK] Seq=1 Ack=227 Win=67872 Len=0 TSval=B11197793 TSecr=3191707843
93.184.216.34 10.48.45.185 Viware_Bd: f3:64 HTTP 365 3 HUTR/1.1 384 Not Modified
18,48, 48, 185 93.164,216.34 Cisco _9d:pd:ff  TOP 66 3 16888 - B0 [ACK] Seq=227 Ack=30@ Win=13248 Len=d TSval=3191297172 TSecr=811197793
| 1972 2014-81-25 09:56:41,513099 18.48,48.185 19.61,70.23 1254 2 3128 - 55709 [ACK] Seqel Acke123 Win=65856 Len=118¢ TSvale3687924179 TSecr=3417110333 [TCP 1
| 1973 2024-81-25 @9 41.513111 18.48.48.185 559 2 HITP/1.1 284 OK ({text/html}
| 1874 2024-91-25 09:56:41, 585507 18.61,78.23 &6 2 55700 - 3128 [ACK] Seqel23 Acks1180 Win=131272 Len=d TSval=3417110640 TSecr=3587524179
| 1975 2824-91-25 00:56:41.680250 18.61.78.23 B6 2 55700 - 3128 [ACK] Seq=123 Ack=1722 Win=130560 Len=9 TSval=3417118640 TSeer=3I6BTO24179
| 1976 2824-81-25 P9r56:41.684113 18.61.70.23 B6 2 55709 - 3128 [FIN, ACK] Seqe123 Ack=1722 Win=131872 Len=@ TSwal=3417110652 TSecr=3687924179
| 1977 2824-91-25 B9:56:41.684101 18.48.48. 185 VMware_8d:13:64 E6 2 3128 - 55789 [ACK] Seq=1722 Ack=124 Win=65B56 Len=3 TSval=3687924260 TSecr=3417118652
| 1978 2024-81-25 09:56:41.604203 18.48.48.185 Viware_Bd:f3:64  108.61.79.23 Cisco_9d:b8:ff TCP E6 2 3128 - 55709 [FIN, ACK] Seq=1722 Ack=124 Win=65856 Len= TSval=16E7324260 TSecr=3417110652
1988 2074-81-25 89:56:41.636832 19.48.48.185 VMware_8d:f3:64 93.184.216.34 Cisco_9d:b9:ff TCP B6 3 16088 - B3 [ACK] Seq=2Z8 Ack=181 Win=13568 Len=@ TSval=3191297302 TSecr=811197017
L 1981 2024-81=25 B9:56:41.662464 18.61.70.23 Cisco_9d:b9:ff  10.48.48.185 VMware_8d: f3:64 TOP &6 2 55700 = 3128 [ACK] Seqwl2d AckelT23 Wine131872 Lensd TSvals3417118729 TSecr=3SBTH24269

Image- HTTP Explicit Cached data

Note: Asyou can see, the Web Server returns HT TP response 304: Cache not Modified. (In this
example, Packet number 1947.)



10,61.70,23 93184,216.34

e 10.48.48.185

2024-01-25 09:56:41 200030 sa7pp L5709 3 3128 [SYN] SeqeD Wina8S535 Lene ',“ :
2024-01-25 095641200111 sa7gp 1380 B8 (Ve ACk) Saqu heket wissf] |
2024-01-25 09:56:41.265037 sar0n - + 1 | 38 |
2024-01-25 0%56:41 266065 sa7op L GET Mmilengls s HITEMY | 31z i
2024-01-25 DHSG-A1,266114 a7y 1282 4850 Aeha12d WinstSa_| 4o |
‘2024-01-25 0B-5E:41. 269061 180es 1008B -+ 8O [5YH) Sequd Wins1Z300 Lnzd My gy
2024-01-26 09:56:41. 385086 Joonn (502 18088 [SYH ACK] Seasd ket WineBE |
2024-00-25 DHEE:A1, 385174 Jopss 1EOKE % 50 [ACK) Seqet Acks Wins13S8S L) oy
2024-01-25 09:56:41.385270 16nes - GET [ WTTR[LY -
2024-01-26 09:56:41 509528 Joony S04 16088 [ACK) Sequt drkeds) WinaBT072 |
2024=01=25 09:66:41.510195 1B0EE ' HT P11 304 Hat Medified B
2024-01-25 0B:56:41,510259 18088 fug_qu = B0 JACK] £aq=227 Acks100 Winz132) o

2024-01-26 (0c56:41 510429
2024-01-25 0956:41 513099
2024-01-25 09:56:41.513 1M
2024-01-25 09:56:41. 585807
20240125 05641600259
2024-1-25 056:41.604113
2024-01-25 05641604181
2024-01-26 0956141 604283
2024-01-25 09:56:41,636731
2024-01-25 09:56:41.636832 Joes 10BE B [ACK] Seqe 238 Acks301 Wins5,) gy
2024-01-25 09:56:41.662464 5705 (557993 3128 (ACK] Seaut28 hekeTES Wina,| 5.

Image- Flow HTTP Explicit with cache

Hereis asample of HTTP Response 304.

Comment

TE: 65709 + 3128 [SYN] Seqs0 WinsbE815
TER: 3138 + 55700 [SYH, ACK] Seqed Acks1
TES: 8703 5 3120 [ACK] Sequl Acks1 Winal
HTTP: GET hitgcsameds comy HTTRAY

TP 4128 + 55700 [ALK] Seaui Acks T3 Win_
TP 160HA & B0 [$YH] Seq=0 WinziII8 La
TEP: 42 + 16088 [SYN, AGK] 54920 Ark=1 Wi
TEP: 18088 -+ B [ACK] Sage Ackst Wins135_
HTTE: GET | HTTRI

TCP: 80 -+ 1048 [ACK] Seqs1 Ack=117 Win=
HTTR: HTTRILT 304 Not Wodfied

TP 18088 -+ B0 [ACK] Se3237 Acks300 Wi
TECP: 18088 < B3 [FIN, ACK] Seq=327 Ack=30.
TEP: 3128 + 55700 [ACK] Seael Acks 123 Wi
HTT: WETBIL 260 OK meahumiy

TCP: 45709 + 3110 [ACK] S63212 Ack=1109
TGP: BETER -+ 3128 [AGK] Seae123 Acka 1722
TER: §5700 5 3128 [P, ACK] Sege128 Askel_
TEP: 2120 + B5709 [AGK) 51732 Ack 12
TP 1128 + 65709 [FI, ACK) Seqet12E Acks..
TER: 80 -+ 18088 [P, AEK] Seandt0 Askedd_
TCR: 16088 -+ B0 [ACK] $eq= 228 Ack=301 Wi
TP B5T09 + 3128 [ACK] Seqe128 Acks1TID .

Frame 1947: 365 bytes on wire (2920 bits), 365 bytes captured (2920 bits)

Ethernet II, Src: Cisco_9d:b9:ff (4c:71:0d:9d:b9:ff), Dst: VMware_8d:f3:64 (00:50:56:8d:f3:64)

Internet Protocol Version 4, Src: 93.184.216.34, Dst: 10.48.48.185
Transmission Control Protocol, Src Port: 80, Dst Port: 16088, Seq: 1, Ack: 227, Len: 299

/1 4 Not M

[Expert Info (C
[HTTP/1.1 304 Not Modified\r\nl]
[Severity level: Chat]
[Group: Sequence]

Response Version: HTTP/1.1

U 1}
at/Sequence): HTTP/1.1 304 Not Modified\r\n]

Status Code: 304

[Status Code Description: Not Modified]
Response Phrase: Not Modified
Accept-Ranges: bytes\r\n
Age: 519756\r\n
Cache-Control: max-age=6048@0\r\n
Date: Thu, 25 Jan 2024 ©8:57:08 GMT\r\n
Etag: "3147526947"\r\n
Expires: Thu, @1 Feb 2024 ©8:57:08 GMT\r\n

Last-Modified: Thu, 17 Oct 2019 ©07:18:26 GMT\r\n

Server: ECS (dce/2694)\r\n

Vary: Accept-Encoding\r\n

X-Cache: HIT\r\n

\r\n

[HTTP response 1/11]

[Time since request: ©0.124925000 seconds]
[Request in frame: 1945]

[Request URI: http://example.com/]

Image- HTTP Explicit 304 response

Here is a sample of Accesslogs:



1706173001.489 235 10.61.70.23 TCP_REFRESH_HIT/200 1721 GET http://www.example.com/ - DIRECT/www.exampl

HTTPs Trafficin Explicit Deployment Without Authentication

Client and SWA

Network traffic transpires between the | P address of the client and the | P address of the SWA proxy
interface (usually it is P1 interface, but it can be P2 or Management interface, depends on Proxy
configuration).

Thetraffic from client is destined to TCP port 80 or 3128 to the SWA (Default SWA proxy ports are TCP
80 and 3128, in this example. port 3128 is used).

» TCP Handshake.

* HTTP CONNECT from Client (Destination IP = SWA , Destination Port = 3128)
» HTTPresponse from Proxy (Source IP = SWA)

» Client Hello with SNI of the URL (Source IP = Client)

» Server Hello (Source IP = SWA)

» Server Key Exchange (Source IP = SWA)

» Client Key Exchange (Source IP = Client)

» Datatransfer

» TCP connection termination (4-Way Handshake)

Svalsd
5437

4 [57H, A 9
- B [ACK] Seq=1 Ack=!
COMMECT cxample. com:d43 HTTR/1.1

21 2004-91-25 12: Wheare_8d:9a:14 HTTP 277

22 2024-91-25 12: « (324346619 Cisen_9d:b9:ff  TCP (23 3128 - B1484 [ACK] Seq=1 Ack=212 Win=65344 Len= TSval=441495507 TSecr=1676451302
26 2024-@1-25 12: - 731815 Cisco_Sd:b9: ff HTTR 185 WTTR/1.1 280 Connection established

27 Ze24-@1-315 12:31:36. (IBEETTS61- WMware_8d:9a:f4 TCP 66 61484 - 3128 [ACK] Seq=212 Ack=ad Win=132224 Len=9 TSval=1676451630 TSecr=441495677
28 2024-91-25 12:31:38. (322347166 Wware_8d:9a:f4 TLSw1.2 715 Client Hello (SWI=example.com])

29 2024-R1-25 12:31:36. (162072475. Cisce_Sd:b9:ff  TCP E6 3126 + 61484 [ACK] Seqe4@ AcksBS61 Wins64724 Lens@ TSvals441495747 TSecrs1676451630

Serwer Hello
Certificate
Server Key Exchange, Server Hello Done

49 2024-81-25 12:31:38. (282097660
50 2024-91-25 12:31:38. (153429067.
51 20824-21-25 12:31:38.965425

248,165 Whhware_Bd:%a:f4
48,165 Wware_8d: 90z 4
48,165 Vehware_fd:oa:f4

Cisco_Sd:b9:ff TLSw1.2 1254
Cisco Bd:b9:ff  TLSwl.2 1254
Cisco Sd:bS:ff TLSwI.2 158

54 2004-91-2% 12:31:38.B24826 -78.23 Cisco_Sd:bg:ff Wheare_8d:9a:f4 TCP (23 61484 - 3128 [ACK] Seqs881 Ack=1228 Win=131008 Len=@ TSval=1B76452189 TSecr=441496237
55 2024-@1-25 12:31:38. (344661013 -78.23 Cisco_9d:b9: ¢ VMware_8d:9a:14 TCP (2] 61484 ~ 3128 [ACK] Seq=BE1 Ack=2540 Win=120728 Len=@ T5val=1676452189 TSecr=441406237
56 2024-91-25 12:31:38. (173RIZ950_ -78.23 Cisco_Sd:b9:ff Wware_8d:9a:fd4 TLSw1.2 159 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

57 Z0E4=-Rl=315 11: (422856787 - 48,165 Vhware_fd:5a: T4 Cisco_Sd:b9:ff  TCP (2] 3126 - 61484 [ACK] Seq=2540 Acks=954 Win=646408 Len=@ TSval=441496317 TSecr=1G676452193
58 2024-81-25 12: . (2445141472 Cisco_Sd:b9:ff TLSw1.2 117 Change Cipher Spec, Encrypted Handshake Message

59 Z024-@1-25 12: . [328702336. WHware_8d:90:14 TCP B6 61484 - 3128 [ACK] Seqe954 Ack=2591 Winel3l@08 Lens® TSvalelB76452265 TSecr=441496317
6@ 2024-91-25 12: a (131248214 WHware_8d:9a:f4 TLSw1.2 562 Application Data

61 2034-91-35 12: . (257435452, Cisco_Bd:b9:ff  TCP L 3126 - 61484 [ACK] Seq=2501 Ack=1458 Win=54192 Len=@ Tival=441406387 TSeor=1676452265
B2 2024-81-25 12: . (165886323 Cisco Sd:bS:ff TLSw1.2 112 Application Data

83 2024-91-25 12: . 342008 Whware_8d:9a:f4 TCP (23 61484 - 3128 [ACK] Seq=1458 Ack=2637 Win=131888 Len=8 TSval=1676452764 TSecr=4414536807
B4 2024-91-25 12: . (200484740, .48, 165 198.61.78.23 Cisco_Bd:b9:ff  TLSw1.2 1209 Application Data, Application Data

B85 2024-91-25 12: . (128618294 -78.23 10.48.48.165 Whware_8d:9a:f4 TCP (23 61484 - 3128 [ACK] Seq=1450 Ack=3780 Win=120020 Len=0 TSval=1676452838 TSecr=441496887

86 2024-@1=2% . 092847
B7 2024-91-25 12: . (ZTTERSTIR.
94 2024-91-25 12:31:39. (126123713
95 Z824-81-25 12:31:39.GBRSE0

-70.323 Cisco ¢ it 19.48.48.165
48,165 Whhware Bd:9a:f4  108.61.78.23
248,165 WMwarc_8d:5a:f4  19.61.70.23 Cisco_Sd:b9:ff TLSwl.2 119
«T8.23 Cisco_9d:baidf 18,48, 48,165 WHware_8d:9a:f4 TCP 66

Application Data
3128 - 61484 [ACK] Seq=3780 Ack=1881 Win=63E08 Len=d TSval=441496097 TSecr=1676452884
Application Data
61484 - 3128 [ACK] Seq=1881 Ack=3833 Win=131008 Len=8 TSval=1676453324 TSecr=441437377

96 2004-01-2%5 12:31:39. (288575172 <44, 165 WHware_8d:3a:f4  18.61.78.23 Cisco_Sd:bg: ff TLSwi.2 1152 Application Data, Application Data
97 2024-91-25 12:31:30. (295531246 -78.23 Cisco_Bd:b3:df 18.48. 48,165 Whware_8d:9a:f4 TCP 65 61484 - 3128 [ACK] Seq=1881 Ack=4050 Win=120028 Len=8 TSval=1676453397 TSecr=441457447
158 2024-91-25 12:31:45. (143134836 -78.23 Cises Sd:bo:ff 108.48.48.165 Whware _8d:9a:f4 TCP (2] [TCP Keep—Alive] 61484 - 3128 [ACK] Seq=1B88 Ack=4050 Win=131872 Len=8

Image- HTTPS Client to SWA-Explicit- No Cache

Here are details of Client Hello from Client to SWA, as you can see in the Server Name Indication (SNI) the
URL of the web server can be seen which in this example, is www.example.com and client advertised 17
Cipher Suites:



http://www.example.com

Frame 28: 715 bytes on wire (5720 bits), 715 bytes captured (5728 bits)
Ethernet II, Src: Cisco_9d:b9:ff (4c:71:0d:9d:b9:ff), Dst: VMware_8d:9%9a:f4 (@0:50:56:8d:9a:f4)
Internet Protocol Version 4, Src: 10.61.70.23, Dst: 10.48.48.165
Transmission Control Protocol, Src Port: 61484, Dst Port: 3128, Seq: 212, Ack: 48, Len: 649
Hypertext Transfer Protocol
[Proxy-Connect-Hostname: example.com]
[Proxy-Connect-Port: 443]
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (@x@3@1)
Length: 644
Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 648
Version: TLS 1.2 (@x83@3)
Random: 8f2d33b577f5cdd5ab284c0ab4a929e5dd29c94Raa73ccc3fabcafaf8s09078d
Session ID Length: 32
Session ID: e91649fe756a373ceT7@f5b65¢c97290805d86478139ac783b2feb%a49ced7debb
Cipher Suites Length: 34
Cipher Suites (17 suites) +————
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 533
Extension: server_name (len=16) name=example.com
Type: server_name (@)
Length: 16
Server Name Indication extension
Server Name 1list length: 14
Server Name Type: host_name (@)
Server Name length: 11
Server Name: example.com
Extension: extended_master_secret (len=@)
Extension: renegotiation_info (len=1)
Extension: supported_groups (len=14)
Extension: ec_point_formats (len=2)
Extension: application_layer_protocol_negotiation (len=14)
Extension: status_request (len=5)
Extension: delegated_credentials (len=1@)
Extension: key_share (len=187) x25519, secp256rl
Extension: supported_versions (len=5) TLS 1.3, TLS 1.2
Extension: signature_algorithms (len=24)
Extension: record_size_limit (len=2)
Extension: encrypted_client_hello (len=281)
[1Ad: t13d1713h2? 5b57614c2?b T7d4BTdcTdelc]

Image- HTTPSClient hello - Explicit - Client to SWA

p Tip: You can use thisfilter in Wireshark to search for URL/SNI:
tls.handshake.extensions_server name == "www.example.com"

Hereis asample of certificate which SWA sent to Client.



Frame 58: 1254 bytes on wire (18032 bits), 1254 bytes captured (18832 bits)
Ethernet II, Src: VMware_8d:9a:f4 (90:50:56:8d:9a:f4), Dst: Cisco_9d:b9:ff (4c:71:0d:9d:b9:ff)
Internet Protocol Version 4, Src: 19.48.48.165, Dst: 10.61.79.23
Transmission Control Protocol, Src Port: 3128, Dst Port: 61484, Seq: 1228, Ack: 861, Len: 1188
[2 Reassesbled TCP Segments (2185 bytes): #49(1107), 258(998)]
Hypertext Transfer Protocol
[Proxy-Cannect-Hostname: example.com]
[Proxy-Connect-Port: 443]
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protecol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (8x@383)
Length: 2188
Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 2096
Certificates Length: 2993
Certificates (2093 bytes)
Certificate Length: 1185
Certificate [truncated]: 2082044d38820335280382010208214027918312212aad73d32683b716d2a7d4ead7d47300d06092a864886F 7T0401810b0500304731063005068355040613025553310e300:060355840a1]
signedCertificate
version: v3 (2)
serialNumber: @x827910312212aad73d326830716d2aTddeadTda7
signature (sha2SEWithRSAEncryptien)
issuer: rdnSequence (@)
4

ROMSequence ite
RelativeDistinguishedMame item [id-at-countryName=US)
Object Id: 2.5.4.6 (id-at-countryNase)
CountryName: US
RONSequence item: 1 item (id-at-organizationName=Cisco)
RelativeDistinguishedMame item (id-at-organizationName=Cisco)
Object Id: 2.5.4.18 (id-at-erganizationNasme}
DirectoryString: printableString (1)
printableString: Cisco
ROMSequence item: 1 item (id-at-organizationalUmitName=IT)
RelativeDistinguishedName item (id-at-organizationalUnitName=IT)
Object Id: 2.5.4.11 (id-at-organizationalUnitName}
DirectoryString: printableString (1)
printableString: IT
RDMSequence item: 1 item (id=-at-commonMamesCISCO LAB Explicit)
RelativebistinguishedName item (id-at-commonName=CISCO LAB Explicit) #——em— o
Object Id: 2.5.4.3 {id-at-commonName]
DirectoryString: printableString (1)
printableString: CISCO LAB Explicit

Image- HTTPS certificate - Explicit - SWA to client

SWA and Web Server

The network traffic occurs between the | P address of the Proxy and the | P address of the web server.

The traffic from SWA is destined to TCP port 443 (Not the Proxy Port)

» TCP Handshake

 Client Hello (Destination I|P = Web server, Destination Port = 443)
» Server Hello (Source IP = Web server)

» Datatransfer

TCP connection termination (4-Way Handshake)

12:31:38. 8933681

16 |
« 165

143 [ACK) Seq=1 Ack=1 Win=12488

Len=9 TSval=2549353558 TSe:

2024-81-25 18.48.48 24953 - £r=1727 780976

b
38 2824-81-25 12:31:38. 358314 18.48.48. 165 W e 259 13 Client Hello (SNIsexample.com)
31 2024-81-25 12:31:36. (146535486 93.184.216.34  Cisco_9d:b9:ft 66 13 443 - 24953 [ACK) Seq=l Ack=194 Win=67872 Len=d TSval=1727281239 TSecr=2549353688
32 2024-81-35 12:31:38. (247831553 93.184.216.34  Cisco 9d:b8:ff 1434 13 Server Hello
33 2024-81-25 12:31:36. (273349971 10.48.48.165  VMware Bd:9a:14  93.184.216.34 66 13 24953 + 443 [ACK] Seq=194 Ack=1369 Win=11136 Len=@ TSwal=2540353808 TSecr=1727281240
34 2024-81-25 12131138, (141489909 93.184,216.34 10.48.48.165 1434 13 443 = 24953 [PSH, ACK] Seq=1369 Ack=194 Win=67872 Len=1368 TSval=1727281240 TSecr=25493536¢
35 2024-81-25 12:31:36, (178681044 10.48.48, 165 93,184,216, 34 8 13 24953 + 443 [ACK] Seqm194 Ack=2737 Win=11872 Len=@ TSvals2549353818 TSecr=1727281240
36 2024-81-25 12:31:38, 345520 93.184.216.34 18.48,48. 165 836 13 Certificate, Server Key Exchange, Server Hello Done
37 2024-81-25 12:31:30, (161040344 10.48,48, 165 93.184,216. 34 86 13 24953 - 443 [ACK) Seqel®4 Ack=3567 Win=10384 Lensd TSvals2540353818 TSecr=1727281240
38 2024-81-25 12:31:38,062301 10.48.48. 165 §3.184.216.34 182 13 Client Key Exchange, Change Cipher Spee, Encrypted Hamdshake Hessage

4 39 2024-01-25 12:31:30. (414028500 93.184.216.34 16.48,48. 165 117 13 Change Cipher Spec, Encrypted Handshake Message

| 40 2024-81-25 12:31:38, (109573742_ 10.48.48.165 93.184.216.34 66 13 24053 - 443 [ACK) Seq=320 Ack=3518 Win=12480 Len=0 TSwal=2540353308 TSecr=1727281420
B4 2024-81-35 12:31:38. (206760748 10.48.43. 165 93.184.216. 34 111 13 Application Data
73 2024-81-25 12:31:38. (411011657 03.184.216.34  Ciseo_0d:b9 10.48.48.165 66 13 443 - 24053 [ACK) Seq=3618 Ack=365 Win=67072 Len=0 TSwal=17272B1806 TSecr=2540354208
74 1024-81-35 12:31:38. (340012513 19.48.48. 185 93.184.216. 34 648 13 Application Data, Application Data
78 2024-81-25 12:31:39. (283208060 93.184.216.34 66 13 443 - 24953 [ACK) Seq=3618 Ack=939 Win=68096 Len=0 TSwal=1727282019 TSecr=2549354468
79 2024-81-25 12:31:39. (159843076 93.184.216.34 1146 13 Application Data, Application Data
B 2024-81-25 12:31:39, (305106563 10.48.48,165 93,184,216, 34 66 13 24953 - 443 [ACK) Seq=939 Ack=4698 Win=11456 Len=0 TSwal=2549354508 TSecr=1727282020
BS 2024-81-25 12:31:39, (352452851 10.48.48, 165 93,184,216, 34 122 13 Application Data
B9 2024-81-25 12:31:39, (427217571 93.184.216,34  Cisco 9d:b9:1f  10.48,48.165 86 13 443 - 24953 [ACK) Seqe4698 Acks=995 Win=68096 Lens® TSwal=1727262552 TSecr=2549354948
98 2024-81-25 12:31:39, (34TTI0670- 18, 48.48,165  Wheare Bd:9a:fd  93.184.216.34 564 13 Application DBata, Application Data
91 2024-81-25 12:31:30. (188179736 093.184.216.34  Cisco Sd:b9:1f  10.48,48.165 66 13 443 - 24053 [ACK) Sequf608 Acks1493 Wins60120 Lensd TSval=1727202678 TSecrs2540355128
92 2024-81-25 12:31:30. (202826742 03.1B4.216.34  Cisco_9d:b9:ff  10.48,48.165 1136 13 Applieation Data, Application Data
93 1924-81-25 12:31:390.048886 12, 48,48, 165 Whare_8d:9a:f4  93.184.216.34 65 13 24953 - 443 [ACK) Seqeld493 AcksS5768 Winwll264 Lensd TSvals=2540355248 TSecrs1727282680

Image- HTTPS- Explicit - SWA to webserver




Here are the details of Client Hello from SWA to web server, as you can see SWA advertised 12 Cipher
Suites:

Frame 38: 259 bytes on wire (2872 bits), 259 bytes captured (2872 bits)
Ethernet II, Src: WMware_8d:%9a:fd (00:50:56:8d:9a:f4), Dst: Cisco_9d:b9:ff (dc:Tl:8d:9d:ba:ff)
Internet Protocol Version 4, Src: 10.48.48.165, Dst: 93.184.216.34
Transmission Control Protocol, Src Port: 24953, Dst Port: 443, Seq: 1, Ack: 1, Len: 193
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.8 (@x@301)
Length: 183
Handshake Protecol: Client Hello
Handshake Type: Client Hello (1)
Length: 184
Version: TLS 1.2 (@x0303)
Random: 66081eeT@Bd9db71cf5c7cd584e5facdfeBdddeddb2d8fdbebbaded8ccid3ald
Session ID Length: @
Cipher Suites Length: 24
Cipher Suites (1Z suwites) —m——
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 119
Extension: server_name (len=16) name=example.com
Type: server_name (@)
Length: 16
Server Name Indication extension
Server Name list length: 14
Server Name Type: host_name (@)
Server Name length: 11
I v o Mome: example.com
Extension: ec_point_formats {len=4)
Extension: supported_groups (len=12)
Extension: application_layer_protocol_negetiatien {(len=11)
Extension: encrypt_then_mac (len=g)
Extension: extended_master_secret {lens@)
Extension: signature_algorithms (len=48)
[JAd: t12d1287hl_eal29f01df3f_ed727256b201)
[Ja4_r: t12d1207h1_0021,0009¢,009d, 0011, 000, cA13,c02b, cP2e,c02Y, B30, ccal, ccal_R00a, 0@0b, B0Rd, 0216, 0017_0403,0503,0603, 0907, 8BRS, 0809, 0804, 08RL, P984, B8RS, PIRG, 0401, 0501, 2601,030
[JA3 Fullstring: 771,49195-49199-52393-52302-49196-49200-49161-49171-156-157-47-255, 0-11-10-16-22-23-13, 29-23-30-25-24, 8-1-2)
[JA3: 4B5aT4dB5df6d99ebldb31d9cE5efedf]

Image- HTTPS Client Hello - SWA to Web server- No Chache

S

Note: The Cipher Suites observed here differ from the Cipher Suitesin the Client Hello from Client
to SWA, asthe SWA, configured to decrypt thistraffic, utilizes its own Ciphers.

p Tip: In the Server Key Exchange from SWA to Web Server, the Web Server certificate appears.
However, if an Upstream Proxy finds configuration for your SWA, its certificate shows up instead
of the Web Server certificate.

Hereis sample of HTTP CONNECT from Client.



Frame 21: 277 bytes on wire (2216 bits), 277 bytes captured (2216 bits)
Ethernet II, Src: Cisco_9d:b9:ff (4c:71:@d:9d:b9:ff), Dst: VMware_8d:9a:f4 (00:50:56:8d:9a:f4)
Internet Protocol Version 4, Src: 190.61.78.23, Dst: 10.48.48.165

Transmission Control Protocol, Src Port: 61484, Dst Port: 3128, Seq: 1, Ack: 1, Len: 211

[Expert Info (Chat/Sequence): CONNECT example.com:443 HTTP/1.1\r\n]
[CONNECT example.com:443 HTTP/1.1\r\n]
[Severity level: Chat]
[Group: Sequence]
Request Method: CONNECT
Request URI: example.com:443
Request Version: HTTP/1.1
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 05 X 10.15; rv:122.0) Gecko/20100101 Firefox/122.8\r\n
Proxy-Connection: keep-alive\r\n
Connection: keep-alive\r\n
Host: example.com:443\r\n
\r\n
[Full request URI: example.com:443]
[HTTP request 1/1]
[Response in frame: 26]

Image- Client HTTP Connect

This represents the entire flow of traffic from the client to the SWA, then to the web server, and finally back
to the client.

e Tirr Source 8rc MAC Destination st MAC Protogel  Lengl stream  Info
2024-01-25 12:31:37. (3181668644 10.61.70.23 Cisco 9d:b9:ff  10.48.48.165  VMware Bd:Sa:f4 TCP 78 12 61484 - 3128 [SYN] Seqed Wine§5535 Len=@ H5S=1260 Wis=G4 TSval=1676451324 TSecr=0 SACK
3 Wware Bd:Sa:f4  18.61.70.23 Cisco_9d:b9: ff 74 12 3128 - 51484 [SYN, ACK] Seq=8 Ack=1 Win=65535 Len=8 HSS=1460 WS=64 SACK_PERM TSval=d4'

B6 12 E1484 - 3128 [ACK] Seq=l Ack=1 Win=132288 Len=0 TSval=1676451302 TSecr=441495437

Ciseo_9:bO:ff  10.48.48.165  VMware_Bd:0a:fd

231:37. E Cisco_9d:b9: ff VMware_Sd:9azfd 27 12 COMNECT example.com:d43 HTTR/1.1
2024-91-25 12:31:37. (324946616 10.48.48.165 VMware_Bd:5a:f4 Cisco_Sd:bs: ff B6 12 3128 - 61484 [ACK] Seqel Acks212 Win=65344 Len=0 TSval=4414G5507 TSecr=1676451302
2024-91-25 12:31:37.383081 10.4B. 48,165 VMware Bd:3a:fd4  93.184.216.34 Cisco Od:b9:ff T4 13 24953 - 443 [SYN] Seq=0 Win=12288 Len=0 M5S5=1450 WS=64 SACK_PERM TSval=2540353418 TSe
2824-91-25 12:31:36.086018 93.184.216.34 Cisco_9d:b9: {1 19.48.48. 165 VMware_8d:0a:fd 74 13 443 - 240953 [SYN, ACK] Seq=2 Ack=1 Win=65535 Len=@ MSS=1388 SACK_PERM TSwval=172728897

2024=91=25 12:31:38.8033681 VMware_Bd:9a:fd4  93.184.216.34  Cisco_9d:b9:ff
2024-91-25 12:31:38.731815 VMware Bd:Sa:f4  10.61.79.23 Cisco_Sd:ba: ff
2024-91-25 12:31:38. (30BBTTS61- 10.61.70.23 Cisco_9d:b9:1f  10.48.48.165  VMware Bd:Sa:fd
2024-01=25 12:31:36. (321347166 10.61.78.23 Cisco_9d:b9: ff 19.48.48. 165 VMware_Bd: 9a: 14
2024=91-25 12:31:38. (182072475 10.48.48.165 VHware_Bd:Sa:fd4  10.61.70.23 Cisco_Sd:bs: ff
2024-81-25 12:31:38.350314 10.48.48.165  VMware Bd:3o:f4  93,184.216.34  Cisco_9d:b9:ff
2024-81-25 12:31:38. (146535406 93.184.216.34  Cisco 9d:b9:ff  19.48.48.165
2024-01-25 12:31:36, (247031593 93.184.216.34  Cisco 9d:bd:ff  108.48,48.165
2024-91-25 12:31:38. (273345971 10.48.48.165
2024-01-25 12:31:38. (141480009 93.184,216.34
2024-01-25 12:31:38. (178691044,

24653 = 443 [ACK] Sequl Ackel Winwl248@ Len=® TSvals2549353558 TSecrel72TIER676
185 12 WTTP/1.1 288 Connection established
66 12 61484 - 3178 [ACK] Seq=212 Ack=d4d Win=132224 Len=@ TSwal=1676451638 TSecr=441495677
Client Hello [(SNI=example.com)
&6 12 3128 = 61484 [ACK] Seqedd Ack=861 Win=64704 Lens8 TSval=441495747 TSecr=1676451630
Client Hello [SNI=example.com)
13 443 - 24953 [ACK] Seg=1 Ack=194 Win=67@72 Len=8 TSval=1727281239 TSecr=2549353668
Server Hello
66 13 24953 - 443 [ACK] Seq=184 Ack=1363 Win=11136 Len=8 TSwal=2343353888 TSecr=1727281248
1434 13 443 - 24953 [PSH, ACK] Seq=1360 Ack=194 Win=67872 Len=1368 TSval=17272B1248 TSecr=254
66 13 24053 - 443 [ACK) Seqe194 Ack=2737 Win=11072 Len=@ TSwal=2549353818 TSecr=1727261249
Certificate, Server Key Exchange, Server Hello Done
B6 13 24053 - 443 [ACK] Seq=194 Ack=3567 Win=18304 Len=0 TSwal=2540353818 TSecr=1727281248

dpdpd3dddadiasd
]

...
Y
n

]
-
=

g
H

2

VMware_Bd:0a: 14 Cisco_9d:bo:ff 1.2 182 13 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
Cisco_9d:b9: ff VMware_Bd:9azf4 1.2 117 13 Change Cipher Spec, Encrypted Hamdshake Message
2024-91-25 12:31:38. (185573742 VMware_Bd:Sa:fd GG 13 24953 - 443 [ACK] Seq=320 Ack=3618 Win=12480 Len=8 TSwal=2549353088 TSecr=1727281429

585885853

2824-91-25 12:31:38. (282997660
20824-01=25 12:31:38. (153420867
2024-01-25 12:31:38.965425

VMware Bd:%a:fd  10.61.70.33
VMware_Bd:9a:f4  10.61.79.33
VMware Bd:9a:fd  10.61.79.23
2024-81-25 12:31:38.824836 Cisco_9d:b9:ff  10.48.48.165  VMware Bd:Sa:fd
2024-01-25 12:31:38. (344661913 Cisco_9d:b9:1f  10.48.48.165  VMware_Sd:9a:f4
2024-01-25 12:31:38. (173832950 10.61.70.23 Cisco_9d:b9:ff  10.48.48.165  VMware_Sd:Sa:f4 Client Key Exchange, Change Cipher Spec, Encrypted Mandshake Message

2024-91-25 12:31:38, (422856787_ 10.48.48.165  VMware_Bd:3a:fd  18.61.70.23 Cisco_9d:b9:ff 66 12 3128 - 61484 [ACK] Seq=2548 Ack=954 Win=64640 Len=R TSval=441496317 TSecr=1676452193
2024-01-25 12:31:38. (244514147- 10.48.48.165  Vware_Bd:%a:f4  10.61.70.23 Cisco_9d:b9:ff TLSv1.Z 117 12 Change Cipher Spec, Encrypted Hamdshake Message

2024-01-25 12:31:36. (326702336 10.61.70.23 Cisco_Sd:bS: ff  108.48,48.165 VMware_8d: 9a: f4 TCP 66 12 61484 - 3128 [ACK] SequdSd Acks2591 Lens@ Tiva 5 TS T
2024-01-25 12:31:38. (151248214 10.61.70.23 Cisco_9d:bS: ff  108.48,48.165 VMware_Bd:3a:fd4 TLEv1.Z 562 12 Application Data

2024-01-25 12:31:38. (257435452- VHware_Bd:3a:fd  10.61.78.23 Cisco_9d:b3idf  TCP 66 12 3128 - 61484 [ACK] Seq=2591 Ack=1450 Win=64152 Len=d TSval=441496387 TSecr=1676452265
2024-01-25 12:31:38. (296760746 VHware Bd:Ba:f4  93.184.216.34 Cisco 9d:b9:ff TLSv1.2 111 13 Application Data

1254 12 Server Hello

Certificate

158 12 Server Key Exchange, Server Hello Done

66 12 61484 - 3128 [ACK] Seq=861 Ack=1228 Win=131808 Len=9 TSval=1676452189 TSecr=441496237
66 12 61484 - 3128 [ACK] Seqe861 Ack=2548 Win=129728 Len=@ T5val=1676452160 TSecr=441496237

oE

i b
&8
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332¢232£32333

g
§

2024-91-25 12:31:38. (411911657 Cisco_9d:b%: ff Vware_Bd:Sazf4 TCP B6 13 443 - 24953 [ACK] Scqe3618 Ack=355 Win=67072 Lens® TSval=1727281806 TSecr=2549354208
2024-91-25 12:31:38. (340012513 10. Viware_Bd:Sa: 14 Cisco 9d:ib3:ff TLSW1.2 640 13 Applicstion Data, Application Data
2824-91-25 12:31:30. (283208060 93.1B4.216.34 t_lscq_ﬂd:m:" mm}u:n:u el 66 13 443 - 24953 [ACK] 5eq=3618 Ack=030 Win=GAA0E Len=8 TSwal=1727282019 TSecr=2540354468

13 Application Data, Application Data

2024-01-25 12:31:39, (155843076 93.184.216.34  Cisco_9d:bS: ff
: 13 24953 - 443 [ACK] Seq=039 Ack=4698 Win=11456 Len=8 TSwal=2549354588 TSecr=1727282029

PR E ISRl 2R NS BN BB NEREENNEES

: . Cises_0d:b0:ff TLSV1.2Z 112 12 Applieation Data
2024-91=25 12:31:39.342008 Cisco_9d:b9: ff 19.48.48. 165 VMware_Sd:9a:fd TCP B 12 61484 - 3178 [ACK] Seqeld58 Ack=2637 Win=131088 Len=@ TSval=1676452764 TSecr=441496808°
2024-91-25 12:31:30. (200484740_ 10.48.48.165 VMware_Bd:Sa:fd4  10.61.70.2% Cisco_Sd:bs:ff TLSv1.Z 1389 12 Application Data, Application Data
2024-91-25 12:31:39. (128618294 19.61.70.23 Cisco_9d:bo: ff 19.48.48. 165 VMware_Bd:3a:fd TCP 66 12 61484 - 3128 [ACK] Seq=1458 Ack=3788 Win=129928 Len=8 TSval=1676452838 TSecr=441459688
| 2024-01-25 12:31:30.802047 10.61.70.23 Cisco_9d:b9:1f  10.48.48.165  VMware Bd:9a:f4 TLSv1.2 497 12 Application Data

Image- Full HTTPS explicit-No Cache

Note: Each stream of traffic is distinguished by a different color; the flow from the client to the
SWA isone color, and the flow from the SWA to the web server is another.



Tirre

2024-01-25 12:31:37.(N 81686448 nanoseconds)
2024-01-25 12:31:37.{3200153152 nancseconds)
2024-01-2512:31-37.(3702977600 nancdeconds)
2024-01-26 12:31: 37 383187

2024:01:25 12:31:37.(3249466192 nancseconds)
2024-01-25 12:31-37. 363801

2024-01-26 12:31:38.006918

2024-01-25 12:31:38.693381
2024-01-2512:31:38. 731815

2024-01-25 12-31:38. [(IDBRTFHE16 nanasecands)
2024-01-25 12:31:38,(322347 1664 nancseconds)
2024-00-2512:31:38.( 18207 24752 Nanosaconds]
2024-01-26 12:31:38.360314

2024-01-25 1223038 1465354064 nanasecands)
2024-01-25 12:31:36,[ 2470315536 nanosecands)
2024-01-25 12:31:36.(27 33498712 nancseconds]
2024-01-25 1231:28. (1414890096 nanasecands)
2024-01-25 12:31:38,(1786810448 nancsocoends)
2024-01-25 12:31:38.345520

2024-01-25 12-31:38 (1610402440 nanasecands)h
2024-01-25 12:31:38,062381

2024-01-25 12-31:36.[4140285008 nanaseconds)
2024-01-26 12:31-38.(10957374 24 nancseconds]
2024-01-25 12231138, 2820976608 nancseconds]
2024-01-25 12:31:38.(1534 298672 nancaeconds)
2024-01-25 12-31:36.065425

2024-01-26 12:31:28.024826

2024-01-25 123136, (3446619 36 nanasecands)
2024-04-25 12:31:38.(1738320504 nancdscends)
2024-01-25 12:31:38. (4228567872 nanoseconds)
2024-01-25 12:31:38, (2445141472 nanasoconds)
2024-01-25 12:31:38. (3287023360 nanasecands)

10.6170.23

10.48.48.165
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Image- HTTPS Flow- Explicit - No Cache

Here isa sample of Accesslogs:

1706174571.215 582 10.61.70.23 TCP_MISS_SSL/200 39 CONNECT tunnel://www.example.com:443/ - DIRECT/www.e
1706174571.486 270 10.61.70.23 TCP_MISS_SSL/200 1106 GET https://www.example.com:443/ - DIRECT/www.exam

S

Commem

TOP: BHEL -+ 128 [FTN] Bede0 Win=G5EIS
TER: 3128 5 $1484 [SYN, ALK] Seqed Azkal
TCR: G484 < 3120 [ACK] Seqz1 Ack=] Winz1
HTTP: CORNEGT awampbe com 443 KTTRILY
TCP: 31T8 + 61434 [ACK] Seae] Ackn 12 Win
TEP: 24083 -+ 483 [SYH] Seq=0 Win=TIZBE L
TCP: 443 + Z4REI [SYH, ACK] Seq=0 Acks]
TGP: 24053 + 483 [ACK] Sequt Ackel Winall
HETE: MTTEFLY 208 Connection extabiabed
TCR: G1484 2178 [ACK] 5632217 Ackd0 W,
TLEY1.Z: Shent Hello (EHi=exampte. com)

TER: 3128 + B1484 [ALK] Soged0 Aekeif1 W,
TLSV1.Z: Chast Mell (SHIzszamphe. com]

TCR: 443 + 24053 [ACK] Seqst Acks134 Win
TLEI.2: Sarvee Helle

TER: 24943 » 443 [ACK] Seq=104 Ack=1380
TP 443 + J4053 [PEH, ACK] Seq=t 189 Ack
TCP: 4953 + 443 [ACK] Seqe104 Acks2THT
TLSWILY: Eoibificats, Soiver Kiy Exchangs, Sor.
TCP: 24053 + 487 |ACK] Seq=104 Ackz2507
TLGW1.2: Chent Ky Exchange, Change Cipher
TLEVIL2: Ehangs Ciphar Spee, Encrymed Hand
TGP; 4RGN -+ 487 [AGK] Seq=310 Ack=IG18
TLSV.2: Sarver Hello

TLSvLE: Eentificats

TLSIL2: Sarere Kay Exchange, Seever lpbia 0.
TCP: §1484 4 128 [ACK] Seq=B1 Acks1228
TP 1484 -+ 3128 [ACK] StqebE1 Acke2540.
TLEW.2: Ehost ey Exchangs, Ehangs Cishar
TGR: J128 -+ 01888 [AGK] SeqsT50 Ack=BEe
TLS¥A.2: Ehange Cigher Spee, Encrypied Hand

TOP: #1484 » 3128 [ACK] SeqrSi Acks 2801

Note: Asyou can seein transparent deployment for HTTPS traffic there are 2 lines in Accesslogs,
thefirst line iswhen the traffic is Encrypted and you can see CONNECT and the URL of the Web
Server starts with tunnel://. If Decryption is enabled in SWA, the second line contains GET and the

whole URL starts with HTTPS, which means the traffic has been decrypted.

Passthrough HTTPS Traffic

If you configured your SWA to passthrough the traffic, here isthe overall flow:



2024-01-25 13-21:4 2. [246086 7504 nancaaconds)
2024-01-26 13:21:42.12 79136812 nanoseconds)

2024-01-75 1321:42. (4235993424
2024-01-25 13:21:42. (2466178944 nancseconds)
2024-01-25 122142 (1892446712 nanaseconds)
2024-01-25 13:21:42.(1675493712 nancseconds)

2024-01-25 13:21:42. (3955843776 nanasecands)

2024-M-25 VR 2T4R[

2024-01-25 13-21:42 (16404504 32 nancseconds)
2024-01-26 13:21:42 (1261550018 nanoseconds)
2024-M-25 13:21:42. (1572160048 nancseconids]

2024-01-25 13:21:42.(1377394022 nanaseconds)
2024-01-2513:21:42.11401624876 nancseconds]
H)24-01-25 1321:42. [ 2565014860 nancseconds)
2024:01:26 13:21:42.(1431156304 nanoseconds)
2024-01-25 13:20:42.(2106897872 nancseconds)
H24-01-25 13:21:42 [IBATITOIRA nancdacends)
2024-01=25 13214 2. (3839993784 nanoseconds)
2024-01-25 13: 2142100611472 nanoseconds)
2024-01-25 13:21:42 (3650714362 nanasecands)
2024-01-25 12:2142.542323

2024-00-25 13:29:42, (2351706320 nanasacands)
2024-01-25 13:21:4 2. (4080650144 nanaseconds)
H24-01-35 13:21:42 (3133660336 nancseconds)
2024-01=25 13-21:42.(3354894 224 nancsecands)
2024-01-25 13-21:42.400703

2024-01-26 13:21:42. 367120

2024-01-25 132042, (2112667360 nanaseconds)

Time 10617023 RAREAEE 93.184.216.34

2024-01-25 133142 706645 J— :cuson N 20 Winz8S538 Leme ) WES=1260 WizB4 TSualz 341 E:m
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sonso 2202 1z i
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s :&! -+ 17517 [SYN, ACK) Seqe0 Acks! Wins85535 Len=0 MSS=1380 SACK_PERMW. | 411

2024-01-25 13- 20:42.402773 17577 (81228 AR |ACK) Seqs dcket winat}440 ned Tvalsg00HJN Tincreiig |
preeny HTTR{LY sstatisshed .
2024-01-25 13:21:42.094443 puasp S50 3138 [ALK) Sequ 3 hckedd Wins132EH Lond Tovala 341985080 Tha ) 1o
Bose L ana
onzsp 128+ 80250 [ACK] eqna0 AckepS Wi 64794 Lans0 ESals ISITIAZ0 TEe. yypy

' T ' Ll — ey

{ rran LT TACE) e hchegS) Wi 70 5 benn TReunIFREntades T bis

2024-01-25 13:21:42. 310233 i b Server Hella Eharge Cipher Spec, Appcation Dats e

i 1717 1TSA7 443 [ACK) SipaBl) sk 60 Wina11128 LeneO TSunls900013138 Thse |
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Image- HTTPS Passthroug

suzs0 & Ll 318

bo280 | L3 L 2 £
m‘h_nl 250 + 3126 [ACK] Seu1B01 Acke4Z10 Wina128064 Lensd TEvalsd41 38828 T, 4000
..... iTen &8I0 - [T .

h - Explicit - Flow

Hereisthe sample of Client Hello from SWA to Web server:

Transport Layer Security
TLSv1.3 Record Layer:
Content Type: Hands

Handshake Protocol: Client Hello
hake (22)

Version: TLS 1.8 (8x@381)

Length: 644
Handshake Protocol:

Client Hello

Handshake Type: Client Hello (1)

Length: 640

Version: TLS 1.2 (0x0303)

andom: Z2cC d

c9dbd80ea?1ad61035c786954ced2191e266ffOb92b%cl

Session ID Length: 32
Session ID: 86da348af5508fc24f18f3chd9829c7282b77e0499e5d238466ccchd66821e2
Cipher Suites Length: 34

-

Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
Cipher Suite:
\. Cipher Suite:

Cipher Suites (17 suites)

TLS_AES_128_GCM_SHA256 (0x1301)
TLS_CHACHA2@_POLY1305_SHA256 (8x1303)
TLS_AES_256_GCM_SHA384 (0x1302)
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (@xc82b)
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (Bxc@2f)
TLS_ECDHE_ECDSA_WITH_CHACHA2@_POLY13@5_SHA256 (@xccad)
TLS_ECDHE_RSA_WITH_CHACHA2@_POLY1305_SHA256 (@xcca8)
TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (@xc@2c)
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@xc030)
TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (0xc@0a)
TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA (0xc009)
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (@xc@13)
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (@xc@14)
TLS_RSA_WITH_AES_128_GCM_SHAZ56 (@xee9c)
TLS_RSA_WITH_AES_256_GCM_SHA384 (@x089d)
TLS_RSA_WITH_AES_128_CBC_SHA (0x@02f)

TLS_RSA WITH AES 256 CBC SHA (8x@@35)

Compression Methods Length: 1

Compression Methods (1 method)

Extensions Length: 533

Extension: server_name (len=16) name=example.com
Type: server_name (@)

Length: 16

Server Name Indication extension

Server Name
Server Name
Server Name

list length: 14
Type: host_name ()
length: 11

((server Name

: example.com )

Extension: extended_master_secret (len=@)

Extension:
Extension:
Extension:

renegotiation_info (len=1)
supported_groups (len=14)
ec_point_formats (len=2)

£

Ei

43

Comment

TEP: BO255 + 3128 [SYN] sl WinaBEEIS _
TCP: BI36 & 60050 [SYN, ACK] Seq=0 Ack=l
TGE: G067 + H1Z0 [AGK] Fege1 Ackst Wins)
HTTP: EOMNEET nimpis. 2om 843 HTTRALY
TCE: 2126 -+ BOI4G [ACK] Seasl AckaTIE Win,
TCP: 17647 + 443 [SYN] Seasd Winz12288 La.
TCP: 843 -+ 1767 [SYK, ACK] Seqsd Ackel Wi
FEB: 1717 - 443 [ACK] Seq=1 Ackst Winzi2_
WTTP: WTTRILY 200 Cannection satablahas
TCP: G050 -+ H126 [AC] Seqe2iz Ackedl W
TLE.3: Cllent Hells [$MInanample £am)

TCP: 120 - BOTH3 [ATK] 5aa:40 Ack=RE1 W,
TLS1E: Client Helks (S8 1nsuample.com)

FCE: 843 » 17617 [ACK] Seqn AtknS0 Wins_
TL5N1.3: Sarvar Hello, Change Clher 5aes, 4.
TEP. ATEIT -+ 443 [ACK] SeqsBED Ackel380
TR 843 o 17517 [PSH, ACK] Seqa1360 Acks_
TLSN1.2: Sarvar Hello, Change Cihar Spec, A2,
TCF: 17617 - 443 [ACK] SeqeB50 Acks 2737
TCP: 31286 -+ 60150 [PSH, ACK] Seqn1228 Ack
TEE: T1TW 4 BT8O [ACK] Seqs1400 AcksBg1
TCF: 3138 -+ G250 [PSH, ACK] Seqez b de.
TLil 5: Applcation Bata, Agplication Dats
TCR: 17817 4 447 [ACK] SeqzB80 Aekzd108
TLEwL3: Apgikianion Data
LS. 3: Apstlitation Dats

TL5w1.3; Apglication Data

TCP: 1TEI7 + 443 [ACK] Seq=BE0 Acks 4171
TLEw1.3: Apslieation Data

TCP: £4250 + II8 [ACK] S4qrBbl Ack=1218
TCP: BOIED -+ T2 [ACK] Sey2881 Arksd 0,
TER: [TEP Windew Updane] 80250 -+ 3128 (M



Image- HTTPS Passthrough - Explicit - SWA to Webserver - Client hello

Which is the same as the Client Hello from Client to SWA:

Transport Layer Security
TLSv1.3 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.0 (@x8301)
Length: 644
Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 640
(version: TLS 1.2 (0x0303) )
Random: 2c545a566b5b3f338dc9dbdB80ead1ad61835c786954ced2191e266Tf0b92b3cl
Session ID Length: 32
Session ID: 86da348af5508fc24718f3chd9829c7282b77e0499e5d2T38466ccchdb6821e2
Cipher Suites Length: 34
Cipher Suites (17 suites)
Cipher Suite: TLS_AES_128_GCM_SHA256 (@x1301)
Cipher Suite: TLS_CHACHA20_POLY13@05_SHA256 (0x1303)
Cipher Suite: TLS_AES_256_GCM_SHA384 (8x1302)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 (@xc@2b)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (@xc@2f)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_CHACHA2@_POLY1305_SHA256 (@xccaf)
Cipher Suite: TLS_ECDHE_RSA_WITH_CHACHA2@_POLY1305_SHA256 (@xcca8)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 (@xc@2c)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@xc@30)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_256_CBC_SHA (@xc@ea)
Cipher Suite: TLS_ECDHE_ECDSA_WITH_AES_128 CBC_SHA (@xc@@9)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA (8xc013)
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA (@xc@14)
Cipher Suite: TLS_RSA_WITH_AES_128_GCM_SHA256 (0x@09c)
Cipher Suite: TLS_RSA_WITH_AES_256_GCM_SHA384 (0x009d)
Cipher Suite: TLS_RSA_WITH_AES_128_CBC_SHA (@x@002f)
Cipher Suite: TLS_RSA_WITH_AES_256_CBC_SHA (@x8035)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 533
« Extension: server_name (len=16) name=example.com
Type: server_name (@)
Length: 16
Server Name Indication extension
Server Name list length: 14
Server Name Type: host_name (0)
Server Name length: 11
( Server Name: example.com )
Extension: extended_master_secret (len=@)
Type: extended_master_secret (23)
Length: @
Extension: renegotiation_info (len=1)

-,

Image- HTTPS Passthrough - Explicit - Client to SWA - Client hello

Hereis a sample Accesslog:

1706185288.920 53395 10.61.70.23 TCP_MISS/200 6549 CONNECT tunnel://www.example.com:443/ - DIRECT/www.e

S



Note: Asyou can seg, it isjust asingle line and the action is PASSTHRU.

Transparent Deployment

HTTP Trafficin Transparent Deployment Without Authentication
Client and SWA

Network traffic transpires between the | P address of the client and the IP address of the web server.

Thetraffic from client is destined to TCP port 80 (Not the Proxy Port)

» TCP Handshake
e HTTP Get from Client (Destination |P = Web server , Destination Port = 80 )
* HTTP response from Proxy ( Source IP = Web server )
» Datatransfer
» TCP connection termination (4-Way Handshake)
Mo Tima Sourch s MAC Dostiration dst MAC Protocal Lengt stream Info
7 2023-12-11 19:13:47. (372406256 192.168.1.10 Cisco_c9:cd: 71 93.184.216.34 Cisco_76:fb:15 TCP 66 @ 54468 = 80 [SYN] Seq=d Win=64249 Len=0 MS5=1460 WS=256 SACK_PERM
— 1023=12=11 19:13:47. (243565552 93.184.216.34 Cisco_76: fb:1s 192.168.1.10 Cisco_c:c@:7f TCP 66 @ 8@ - 54468 [57M, ACK] Seqe@ Ackel Wins65535 Lens@ M55s1468 WSsG4 SACK_PERM

= 2023-12-11 19:13:47, (267161713 192.168.1.18 Cisco_c9:cl:iTT 93,184,216.34 Cisco_76:fb:l5 TOP [ @ 54468 - 80 [ACK) Seq=1 Ack=1 Win=262656 Len=@

= 2023-12-11 19:13:47, (380964368 192.168.1.10 §3,184.216.34  Cisce _76:fb:25  HTTP 128 @ GET / HTTR/1.1

= 2023-12-11 19:13:47, 624692 93,184,216.34 192,168, 1.19 Cisco_c9:c@:vl  TOP 54 @ 80 - 58468 [ACK] Seq=l Ack=75 Win=65472 Len=0

— 2933-12-11 19:13:47. (285645684 53.184.216.34 197.168.1.18 Cisco_cB:ch:7f  TCP 1514 @ BB - 54468 [AK] Seq=1l Ack=T3 Win=65472 Len=1468 [TCP segment of & reassesbled PDA]
— 1023-13-11 19:13:47, (237549015 93.184.216.34 192.168.1.18 Cisco_c9:cB:7f HTTP EL3 @ HTTR/L1.1 208 OK  (text/himl)

= 2923-12-11 19:13:47.266087 197.168.1.18 (ST L 03.1B4.216.34 Cisce_76:fb:15  TOP B @ 54468 - 80 [ACK] Seq=75 Ack=17B8 Win=262656 Lén=0

— 2023-12-11 19:13:47,(353942364_ 192.168.1.18 Cisco_cOzcd:Tf G3.184.216.34  Cisco_76:fb:1% TCP Ed @ S4468 - 80 [FIN, ACK] Seqe7S Ack=1T88 Win=262656 Len=@

= 2023-12-11 19:13:47. (266665884 93.184.216.34 Cisco_76:Tbil5 197.168.1.18 Cisco_c9:c@: 71 TP 54 @ BB - 54468 [ACK) Seq=1788 Ack=T6 Win=65472 Len=@

— 2023-12-11 19:13:47. (111822518 53.184.216.34 Cisco_T6:fbi15 192.168.1.18 Cisco_c9:co:7f TCP 54 @ 80 = 54468 [FIN, ACK] Seq=1788 Ack=76 Win=65472 Lensd

= 2023-12-11 19:13:47. (166465673 192.168.1.18 Cisco_c9:cdi 7t 93,184,216,34 Cisco_76:7b:l5 TOP &8 @ 54468 - 80 [ACK) Seqe76 Ack=1769 Wins262656 Lensd

Image- Client to Proxy - HTTP - Transparent - No Auth

Hereis sample of HTTP Get from Client.

Frame 11: 243 bytes on wire (1944 bits), 243 bytes captured (1944 bits)
Ethernet II, Src: Cisco_76:fb:16 (70:70:8b:76:fb:16), Dst: Cisco_56:5f:44 (68:bd:ab:56:5f:44)
Internet Protocol Version 4, Src: 10.201.189.180, Dst: 93.184.216.34
Transmission Control Protocol, Src Port: 65132, Dst Port: 80, Seq: 1, Ack: 1, Len: 177
Hypertext Transfer Protocol

GET / HTTP/1.1\r\n

Connection: keep-alive\r\n

Host: example.com\r\n

User-Agent: curl/8.4.0\r\n

Accept: */%\r\n

X-IMForwards: 2@\r\n

Via: 1.1 wsa695948022.calolab.com:80 (Cisco-WSA/15.0.0-355)\r\n

\r\n

[Full request URI: http://example.com/]

[HTTP request 1/1]

[Response in frame: 15]




Image- Client to Proxy - HTTP - Transparent - No Auth - Client HTTP Get

SWA and Web Server

The network traffic occurs between the | P address of the Proxy and the | P address of the web server.

The traffic from SWA is destined to TCP port 80 (Not the Proxy Port)

» TCP Handshake
o HTTP Get from Proxy (Destination IP = Web server , Destination Port = 80)
» HTTP response from Web Server (Source IP = Proxy server)
» Datatransfer
» TCP connection termination (4-Way Handshake)
No.  Time Source srT MAC Dastination dst MAC Protoeol Longt stream Info
8 2023-12-11 19:13:47. (260946116 10.201.189.180 Cisco_76:Tb:16 93.184.216.34 Cisco_56:57:44 TOP 74 1 65132 - B0 [SvM] Seq=0 Win=12288 Len=8 MSS=1460 WS=64 SACK_PERM TSval=1558577835 TSecr=0
9 M23-12-11 15:13:47. (273148633 53.184.216.34  Cisco S56:5f:44  10.201.189.180 Cisco 76:fb:l6  TOP 74 1 80 = 65132 [5M, ACK] Seqe@ Ack=1l Win=63535 Lensd M55=1460 WS=G4 SACK_PERM TSwal=G873333 TSecr=
10 2023-12-11 19:13:47. (285000827 10.201.189.180 Cisco 76:7Di16 93,184,216.34 Cisco 56:57:44 TCP 66 1 65132 - 88 [ACK] Segel Acks=l Win=13184 Len=@ TSval=1559577035 TSecr=6873333
11 2923-12-11 19:13:47.(307381585. 19.201,189.180 Cisco_76:fb:l6 93.184,216.34 Cisco _56:5f:44 HTTP 243 1 GET / HTTP/1.1
12 1023-12-11 19:13:47. (016451681 93,184.216.34  Cisco 56:5f:44  10,201.189.180 Cisco 76:7bil6  TCP &6 1 80 - 65132 (ACK] Seqel Ackml78 WineG6360 Lenwd TSwvals6873333 TSecr=1550577035
13 2923-12-11 19:13:47. (200167872 93.184.216.34 Cisco 56:51:44 58.201.189.180 Cisco 76:fb:16 TOP 1514 1 88 - 65132 (ACK] Seq=l Ack=1T8 Win=66368 Len=1448 TSval=6873463 TSecr=1550577T035 [TCP segeent ¢
14 2023-12-11 19:13:47.837333 18.201.189.180 Cisco_T6:fb:16 53.184,216.34 Cisco 586:5f:44 TCOP [ 1 85132 - B3 [ACK] Seq=178 Ack=1445 Win=11776 Len=@ TSval=155557716%5 TSecr=6873483
15 2023-12-11 19:13:47. (276272012 93.184.216.34 Ciseo _56:51:44 10.201.189.180 Cisco _76:fb:16 HTTP 340 1 HTTR/1.1 200 OK (text/hisl)
16 2023-12-11 19: 47. (249979843 19.201.189.180 Cisco T76:fb:16 93.184,216.34 Cisco S6:5f:44 TCP 66 1 65132 - B3 [ACK] Seq=178 Ack=1732 Win=1152@ Len=@ TSval=1559577165 TSecr=6873463
1. W23=12=11 19:14:12. (270488529 19.201.189.180 Cisco _76:1b:16 §3.184.216.34 Cisco_S6:5f:44 TCP 66 1 65132 = 88 [FIM, ACK] Sequl?s Ackel732 Winel3184 Lens® TSvalwl550682815 TSecreS873463
1. 2923-12-11 19:14:12.236807 93.184.216.34 Cisco_56:5f:44 10.201.189.180 Cisco _76:fb:16 TCP 66 1 89 = 65132 [ACK] Seq=1732 Ack=179 Win=66368 Len=@ TSval=G508313 TSecr=1559602015
1. M23-12-11 19:14:12. (215970816 $3.184.216.34  Cisco S56:5f:44  10.201.189.180 Cisco 76:fb:16 TOP BE 1 80 = 65132 ([FIM, ACK] Seqell32 Ack=179 Win=G6368 Lens® TSvals6838313 TSecr=155560301%5
1= 2023-12-11 19:14:12. (216303316 10.201.189.180 Cisco_76:Tbil6 93.184,216.34 Cisco_56:57:i44 TOP 66 1 65132 - 80 [ACK] Seq=179 Ack=1733 Win=13120 Len=@ TSval=1559602015 TSecr=6898313

Image- Proxy and Web Server - HTTP - Transparent - No Auth

Hereis sample of HTTP Get from Proxy.

Frame 20: 128 bytes on wire (1024 bits), 128 bytes captured (1024 bits)
Ethernet II, Src: Cisco_c9:c@:7f (74:88:bb:c9:c0:7f), Dst: Cisco_76:fb:15 (70:70:8b:76:fb:15)
> Internet Protocol Version 4, Src: 192.168.1.10, Dst: 93.184.216.34
Transmission Control Protocol, Src Port: 54468, Dst Port: 8@, Seq: 1, Ack: 1, Len: 74

Host: example.com\r\n
User-Agent: curl/8.4.0\r\n

Accept: */#\r\n

\r\n

[Full request URI: http://example.com/]
[HTTP request 1/1]

[Response in frame: 23]

Image- Proxy to Web Server - HTTP - Transparent - No Auth - Proxy HTTP Get

This represents the entire flow of traffic from the client to the SWA, then to the web server, and finally back
to the client.



Ma. Time Source
7 2023-12-11 19:13:47. (372486256 192.168.1.198

IDestination dist MAC

Info
§3.184.216.34  Cisco_76:7b:15 54468 - 82 [SYM] Seqe@ Win=64240 Len=2 M55=1450 W5=156 SACK_PERM

8 2023-12-11 19 7. (260046116 10.201.189. 180 93.184.216.34  Cisco 56 TP 74 E5132 - 88 [SYN) Seq=2 Win=12288 Leén=0 M55=1460 WS=64 SACK_PERM TSwal=1559577835 TSecr=@

9 2923-12-11 19 L273148633. 93.184.216.34 18.2081.189. 189 Cisco 76 TP 74 B8 - 65132 [S'M, ACK] Seqs® Acks1l Win=65535 Lens@ M55=146@ WS=64 SACK_PERM TSvals=6873333 TSecr
18 2023-12-11 19 < ZB5000327_ 19.201.189. 188 93.184.216.34  Cisco 56 TP 6 E5132 - 89 [ACK] Seq=1 Ack=1 Win=13184 Len=8 TSval=1559577835 TSecr=E873333

11 023=12=11 19 (3073815685 18.201.189. 180 93.184.216.34  Cisco_56 HTTP 143 GET # HTTR/L.1

12 2023-12-11 19 «(11B451681_ 93.184.216.34 18.201.189.180 Cisco 76 TCR 66 B8 - 65132 [ACK) Seq=1 Ack=1T78 Win=G63G8 Len=9 TSval=6E73333 TSecr=13589577035

13 2023=-12=11 19 7. (09167872 93.184.216.34 18.201.189.188 Cisco_76 TCP 1514 B0 - 65132 [ACK]) Stqul AckwlT8 WinwB6368 Lenwld48 TSvaleGE73463 TSecre1550577035 ITCP segment
14 2023-12-11 637333 19,281,169, 180 93.184.216.34 Cisco_56 TP 66 65132 - 80 [ACK) Seq=178 Ack=1449 Win=11776 Len=@ TSval=1559577165 TSecr=G6873463

15 833-12-11 7.(276272012. 93.184.216.34 19.201.189.188 Cisco 76 HTTP 9 HTTRAL.1 200 0K  (text/html]

16 2923-12-11 A Z450TO343.  18.281.189. 188 93.184.216.34 Cisco 56 TP 66 65132 - 80 [ACK] Seq=178 Ack=1732 Win=11528 Len=8 T5val=1550577165 TSecr=6873463

18 2023-12-11 . (243585552 93.184.216.34 152.168.1.18 Cisco_cd TR 66 Bl - 54488 [SYN, ACK] Seqed Acksl Win=65535 Len=@ M55=1460 WS=64 SACK_PERM

19 2023-12-11 .(267161713 102.168.1.18 93.184.216.34  Ciseo_76 e (] 54468 - 80 [ACK) Seq=1 Ack=1 Win=162656 Len=0

20 2023-12-11 . (288984368 152.168.1.18 93.184.216.34  Cisco 786 HTTP 128 GET £ HTTP/1.1

21 2023-12-11 624602 93.184.216.34  Cisco_76:1 102.168.1.10  Ciseo_e9:e@:7f TCP 54 B0 - 54468 [ACK) Seq=1 Ack=75 Win=65472 Len=@

22 2023-12-11 L (285645604 92.184.216.34  Cisco_Té:fbrl3  182.168.1.18 Cisco_c9:c@:7f  TCP 1514 B8 = 54468 [ACK]) Seq=1 Ack=T5 Win=63472 Len=1464 [TCP segment of a reassesbled POU]
23 2023-12-11 .(237549915. 93.184.216.34 :fhil5  192.168.1.10  Cisco_c9:cB:7f HWITP 381 HTTR/1.1 208 0K  (text/html)

24 2023-12-11 12 192.168.1.19 Cisco_cO:c@:Tf  93.184.216.34  Cisco 76 15 TOP L] 54468 - 88 [ACK] Seq=75 Ack=1788 Win=262656 Len=9

15 023-12-11 . (353042364 192.168.1.18 Cisco_c9:c®:7f  93.184.216.34 Cisco_76:fb:15 TCP (1] 54468 - 80 [FIN, ACK] Seqe75 Ack=1788 Winel62656 Lens@

26 23-12-11 '« (Z6G6E58E4_ 93.184.216.34  Cisco Té:fb:i15  192.168.1.18 Cisco_c:c@: T TOP 54 BO ~ 54468 [ACK) Seq=1788 Ack=T& Win=65472 Len={

17 W23-12-11 . (111822518 93.184.216.34 192.168.1.19 Cisco_c9:c@:7f  TCP 54 80 - 54468 [FIN, ACK] Sequl788 Acks76 Win=E5472 Lened

28 2023-12-11 . (16845673 192.168.1.10 83.184.216.34 15 TEP [ 54468 - 80 [ACK] Seq=T6 Ack=1780 Win=262656 Len-@

1. 2023-12-11 .(270428529. 10.201.189,180 93.184,216. 34 4 TP 66 65132 - 89 [FIN, ACK] 5eqel?8 Ackwl732 Winwl3184 Lens® TSvalw1550602015 TSecrs6873463
1. 2023-12-11 236807 93.184.216.34 10.201.183. 189 16 TP 66 B0 - 65132 [ACK] Seq=1732 Ack=179 Win=G636B Len=@ TSval=GB98313 TSeer=1550602015

1. 2023=12=11 (215970816 93.184.216,34
1. 2923-17-11 19:14:12. (218303318 19.281.169. 188

18.201.189. 182
93.184.216.34 Cisco_56:57:d44 TOP 66

BB = 65132 [FIN, ACK] Sequl?32 Acks179 WinsS63E8 LensB TSval=S858313 TSecrs1559682815
65132 = 82 [ACK) Seq=179 Ack=1733 Win=13128 Len=8 TSval=1559682015 TSecr=6508313
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Image- Total Traffic - HTTP - Transparent - No Auth

Note: Each stream of traffic is distinguished by a different color; the flow from the client to the
SWA isone color, and the flow from the SWA to the web server is another.

192,168,190 10201189180

Tire

2023-12-11 1913:47.(3724062 560 nancseconds)
2023-12-11 15:13:47, (2609451168 nancseconds)
2023-12-1119:13-47. (2731486336 nanoseconds)
2023-12-11 18:13:47, (28500082 72 nanoseconds)

paagy 54488 + B0 [SYH] Soqed WineBA240 Lanet MES<1LBO WHS268 SACK PERM | o,

93.184.276.34

132 = B0 |51 Win=17288 Lansd MEE= 1460 WEsBS EACK PESU TSva |

= - 85132
g B #5132 [SYN, AGK] 50920 Ack= Wins $3535 Lena MFT=1000 W4 SATK | o1y

g SIS+ 80 JALK) Senet Aekat Wins 19188 Lt TEuila 1BEOETIONE TootralB | gy 1y

Commant

TGF: GA4GS -+ BO [5TN] Seqs0 WinsBAT40 Le
T 85152 » 80 [Svi] Seqnld Winet 1288 L
TCR; B0 & G132 [5TN, ACK] Seqs0 Ack=1 Wi
TGP 85132 -+ B0 |ACK] Seqe1 Acks Wins1H..

2023-12-11 19:13:47.{3073B15856 AAN0SESONTS] 80 ST | WTTRFLY - es12 HYTE: GET { HTTEAY
2023-12-11 191 3:47. (1184516816 nanoseconds) B M{ﬂw Bs1nz TGR; BO -+ GHIRZ [ACK) Seqst Acka1TH Winss.

2023-12-11 19:13:47, (2091678 720 nancsecends)
2023-12-11 19:13-47.637333

g 504 S5V [ACK] Semel Acks1TE WissAAIBA Lens1448 TEvalsAATIERN Thers | ooy
! =1, A5TTION TS

80 (ALK B Acks 1448 Winzil =0 T e

"0 HTTRHLA 350 Ok {tenijhimd)

TEP: BO -+ B51EE [ACK] Sequl AckelTh Wined.

TCP: 85132 B0 [ACK] Seq=178 Ack=1440 Wi

2023-12-11 19:12:47. (2762720128 nanosecands) : oo HTTPIHTTRIL 249 0K [testmime)
2023-12-1119:13:47,| 2499799432 nanosacords) i i [ROAAE =17 Acks1733 Wina1i5310 Lensd TSvalzi3S0577105 m— a5z TEP: 85152 + B4 [ACK] Seq 178 Aekst732 Wi
2023-12-11 19:13-47.{ 24 35665520 nanoseconds) Py Mw‘w&: { TCF: B0 % SAI0N [SYN, ACK] Seq Ack=1 Wi

20331211 181347 (261817136 nancsecends]

GET [ MTTRL

P 54488 -+ 80 [LEK) Seaet Arie] WinaDETE58 Lansd

2023-12-M ¥9:13:47.(3BE384 3660 nanoseconds)
2073-12-11 18:13:47.624692

80 -+ 54488 [A0K) Seqe! AcksTS Win=85473 Lan=D

4

20231210 19613:47.[ 2856456944 nancsoconds)

AckaTS Wins #5472 Lens 1460
HTTE11 700 OX flesihimt

2023-12-11 18:13:47(2375499152 nancseconds)

20231211 19:13:47. 266007
20231211 113:47.( 3539473648 nancsecends)
2023-12-10 1913:47. (2666658848 nancseconds)

4488 480 575 Ackui788 Wina2BIE58 Lensd
54458 -+ BO [Fd, ACK] Segs78 Acks1T88 Wins262056 Lansd.

BO -+ GA&RH [ACK] Seq=1TER AcksT0 Winz§3477 Len=0

2023-12-11 191 34T 1M182 25184 nanoseconds)

B0 -+ BELEE [FIN, ACK] Seae1TEE keke T8 WinahE472 Lenat)

EEERERECNE

2023-12-1118:13:47.{ 16846567 36 nanoaeconds)
2023-12-11 1 14AR 2

20230211 19194012, 236807
Z0ZF-12-11 1904221587 06160 nancseconds)
2023-12-11 1811412, { 2183023184 nancsecends)

Image- WCCP HTTP Flow

Hereis asample of Accesslogs:

1702318427.181 124 192.168.1.10 TCP_MISS/200 1787 GET http://www.example.com/ - DIRECT/www.example.com

Traffic With Cached Data

Wis=:

- 80
i 45132 - BO [FIN, ACK] S4qa178 Ack=1?33 Wine 13188 Lan0 T5vals 165802016 - oy 10

g B0 85132 [ACK) S69s1732 Acks 1T WinsBAI8A Lensd TSvals8494313 TSecrs

- 85132
L 85132

] i, £ 2 2 S ben=0
po 45132450 =170 Acke'733 Wina13150 Lansd TEvaleISSHROR0ME THRE. | gy 1y

o ¥ cx179 2

TGP 4468 -+ BO [ACK] Seqa Aoks) Wins26._.
WITR: GET { WTTRAL

TGF: B0 4 64408 [ACK] Sea=1 Acka7h Winsh,
TER B0 -+ 52468 [ACH] et AcksTS Winel_
HTTR: HTTALY 100 0K (text/hitml)

TCF: GA4GE -+ BO [ACK] Seqa76 Ack=1THE Wi,
TER BA4BE - BO [Fi, ACK] SeanT6 AtkatTa_
TEF: B0 4 G400 [ACK] Sea=17B8 AcksTh Wi
TCP: B0 -+ BALES [FIN, ATK] Sequ 785 AekeT..
TER: 4486 - B [ACK] SeqnT6 Acka1T80 Wi_
TGP GEIEZ 83 [FIN, ACK] 5492178 Ack=173,
TEP: B0 -+ BE3E [ACK] 54054732 Acks 170 Wi_
TCR B0 -+ 65132 [FIN, ACK] Seq= 1732 Acks1d.

TCP: BEIBE -+ B0 [ACK] Seq=i70 Ack=4733 Wi

This represents the entire flow of traffic from the client to the SWA, when the dataisin SWA Cache.



§ 2023-12-11 19:19:45. (111544768 18.201.189.180 Cisco 76:fb:16  83.184.216.34  Cisco S6:5f:4d TCP 74 1 13586 - 88 [SYN] Seq=d Win=12288 Len=8 M3S=1460 WE=64 SACK_PERM TSval=3178050248 TSecr=8
|11 2823-12-11 19:19:40. (250535026 192.168.1.10 Cisco_cO:c@:7f  03.184.216.34 Cisco_76:fb:15 TP 66 2 54487 - B8 [5YN] Seqed Win=B4242 Len=@ M55=1460 W5S=256 SACK_PEFM
|12 2023-12-11 19 93.184.216.34  Cisco T6:fb:i15  192.168.1.180  Cisco_eB:ed:?f  TOP 66 2 B0 - 54487 [SYN, ACK] Seq=8 Ack=1 Win=B5535 Len=@ MSS=1460 WS=64 SACK_PERM
|13 2023-12-11 19:18 - 192.168.1.18 Cisco_cf:c@:7f  63.184.216.34 Cisco_76:fb:15 TP 60 2 54487 - 80 [ACK] Sequl Ackel Winw262656 Lens@
| 14 2023-12-11 19: 192.168.1.00  Cisco_eQ:e@:7f  03.184.216.34  Ciseo_76:fb:ilS HITP 128 2 GET / HTTP/1.1
|15 2033-12-11 19: 93.184.216.34  Cisco_76:fb:15  192.168.1.18 Cisco_cf:cl:7f  TCOP 54 2 B8 = 54487 [ACK] Segq=l AcksT5 Win=65472 Len=@
|16 2023-12-11 19: 93.184.216.34  Cisco_76:fb:15  192.168.1.18  CiscocS:c@:7f TCP 1514 2 89 - S44B7 [ACK] Seq=1 Ack=75 Win=65472 Len=1468 [TCP segeent of a reassesbled FOU)
{17 2023-12-11 I.ill.!nl! um:szoa_ 53.184.216.34  Cisco 76:fb:15  192.168.1.18 Cisco_c8:c@:Tf  HITP £ 2 NTTR/1.1 288 OK (textShtmly
|18 2023=12=11 19:19:49. (270830524 192.166.1.18 Cisco_c@:c@:7f  93.184.216.34 Cisco 76:fb:15 TP L1} 2 54487 - B0 [ACK] Sequ?5 Acks1788 Wins26Z656 Lens@
|19 2023-12-11 19:19:43. (391010345 192.168.1.18  Cisco_e9:c0:7f  93.1B4.216.34  Cisco 76:fbil5 TCP 68 2 54487 ~ B8 [FIN, ACK] Seq=T5 Ack=1788 Win=262656 Len=d
|20 2023-12-11 19:19:45. (394258650 93.184.216.34  Cisco_T6:fb:i15  192.168.1.10  Cisco cdic@:7f  TCP 54 2 89 - 54487 [ACK] Seq=1788 AcksT6 Win=€5472 Lens@
|21 2823-12-11 19:19:49.5180%8 93.184,216.34  Cisco_76:fb:lS  192.168.1.18  Cisco_cSicl:?f  TCP 54 2 B - 54487 [FIN, ACK] Seq=1788 Ack=T6 Win=65472 Len=d
|22 2023-12-11 19:19:45. (179047075 192.168.1.18 Cisco_cBzc@:7f  53,184.216.34  Cisco_Té:fb:ls  TCP L] 2 54487 - B8 [ACK] Seq=T6 Ack=178% Win=282856 Len=0
23 2023-13-11 19:19:40. (372200046 03.184.216.34  Cisco_56:5f:44  18.201.180.180 Cisco_76:fb:16 TCP 74 1 88 -~ 13586 [SYN, ACK] Seq= Ack=1 Win=GS535 Len=f MS5=1450 WS=564 SACK_PERM TSval=4080954250 TSe
24 2023-12-11 19:19:45. (309178142 10.201.189.180 Cisco_ 76:fb:16  93.184.216.34  Cisco 56:5f:44 TCP &6 1 13586 - B8 [ACK] Seq=1 Ack=1 Win=13184 Len=d TSval=3178050246 TSecr=4080954250
I 25 2023-12-11 19:19:49, (226286480 10.201.189.180 Cisco 76:fb:16  03.184.216.34 Cisco 56:5f:44 WITP 293 1 GET / HTTR/1.1
26 11 4 10. Tep 66 1 89 - 13586 [ACK] Atk=228 Wir=66368 Len=0 TSval=4080054250 TSecr=31178050246
- 27 1. 439 1 HTTPR, 3 od
28 11 80 % 93. 1 13586 = B0 [ACK] B Ack=424 Win=12880 Len=0 TSval=3178058336 Tsecr=d@BR954361
29 2023-12-11 19:19:49.352537 10.201.189.180 Cisco 76:fb:16  93.184.216.34 Cisco 56:5f:44 TCP 66 1 13586 = B8 [FIN, ACK] Seq=228 Ack=424 Win=13184 Len=@ TSwal=3178858356 TSecr=4880954361
30 2023-12-11 19:19:49, (194154916 93.184.216.34  Cisco 56:5f:44  10.201,189,180 Cisco 76:fbil6  TCP &6 1 88 - 13586 [ACK] Seq=424 Acks=229 Wins=66368 Lensd TSval=4880954361 TSecr=3176050356
31 2023-12-11 19:19:49, (349158024. 93.184,216.34  Cisco_56:5f:i44  10.201.189.180 Cisco_76:fbil6 TCP &6 1 89 - 13586 [FIN, ACK] Seq=424 Ack=229 Win=G636E Len=0 TSwal=4880954361 TSecr=3178050356
L 32 2023-12-11 19:19:49, (103444086 10,201,189.180 Cisce_76:fb:i16  93.184.216,34  Cisco 56:5f:144 TCP 66 1 13586 - 86 [ACK] Seqs229 Acks425 Wins13120 Lensd TSvals3178050356 TSecr=4080954361

Image- Cached- Total Traffic - HTTP - Transparent - No Auth

Note: Asyou can see the Web Server returns HT TP response 304: Cache not Modified. (In this
example, Packet number 27.)

Hereis asample of HTTP Response 304.

Frame 27: 489 bytes on wire (3912 bits), 489 bytes captured (3912 bits)

Ethernet II, Src: Cisco_56:5f:44 (68:bd:ab:56:5f:44), Dst: Cisco_76:fb:16 (70:70:8b:76:fb:16)
Internet Protocol Version 4, Src: 93.184.216.34, Dst: 10.201.189.18@

Transmission Control Protocol, Src Port: 8@, Dst Port: 13586, Seq: 1, Ack: 228, Len: 423

Accept Ranges bytes\r\n

Cache-Control: max-age=604800\r\n

Date: Mon, 11 Dec 2023 18:22:17 GMT\r\n

Etag: "3147526947"\r\n

Expires: Mon, 18 Dec 2023 18:22:17 GMT\r\n
Server: ECS (dce/26C6)\r\n

Vary: Accept-Encoding\r\n

X=Cache: HIT\r\n

Last-Modified: Thu, 17 Oct 2819 ©7:18:26 GMT\r\n
Age: 492653\r\n

Via: 1.1 rtpl-lab-wsa-1.cisco.com:88 (Cisco-WSA/X), 1.1 proxy.rcdn.local:80 (Cisco-WSA/12.5.5-004)\r\n
Connection: keep—-alive\r\n

\r\n

[HTTP response 1/1]

[Time since request: 0.836615136 seconds]
[Request in frame: 25]

[Request URI: http://example.com/]

Image- Cached - HTTP response 304 - HTTP - Transparent - No Auth

Here isa sample of Accesslogs:

1702318789.560 105 192.168.1.10 TCP_REFRESH_HIT/200 1787 GET http://www.example.com/ - DIRECT/www.examp

HTTPs Trafficin Transparent Deployment Without Authentication



Client and SWA

Network traffic transpires between the IP address of the client and the | P address of the web server.

The traffic from client is destined to TCP port 443 (Not the Proxy Port)

» TCP Handshake

» TLSHandshake Client Hello - Server Hello - Server Key Exchange - Client Key Exchange
» Datatransfer

» TCP connection termination (4-Way Handshake)

No. Time Sowce src MAC Destination st MAC Protoced  Lengt | stream | Info

246 2023-12-11 19:36:24. (139334096 192.166.1.18 93.184.216.34 TCP 60 14 54515 - 443 [ACK] Seq=1 Ack=l Win=262656 Len=@

247 2023-12-11 19:36:24.(307154896. 192.168.1.18 o H 93.1B4.216. 34 L TLSvl. 242 14 Client Hello (SMI=example.com)

248 2023-12-11 19:36:24. (366528476 93.184.216.34 L H 192.168.1.18 i H e 54 14 443 - 54515 [ACK] Seq=1 Ack=180 Win=65408 Len=0
256 2023-12-11 19:26:24. (251614876 §3.184.216.34 | H 192.168.1.1@ _ H TLSvl.. 1514 14 Server Hello

257 2023-12-11 19:36:24. (195519830 03.184.216.34 . : 192.168.1.10 i H TLSv1. 1843 14 Certificate, Server Key Exchange, Server Hello Done
258 2023-12-11 19:36:24.(1B6747824. 192.168.1.18 93.1B4.216.34 . TP (] 14 54515 - 443 [ACK] Seq=1B9 Ack=2458 Win=262656 Len=0
259 2023-12-11 19:36:24. (193961315 192.168.1.18 93.184.216.34 TLsvi. 147 14 Client Hey Exchange, Change Cipher Spec, Encrypted Handshake Message
260 2023-12-11 19:36:24. (250163651 93.184.216.34 . 3 192,168.1.18 . : TCP 54 14 443 - 54515 [ACK] Seq=2450 Ack=282 Win=65344 Len=@
261 2023-12-11 19:36:24.(299229398. 93.184.216.34 | : 192.168.1.10 't 4 TLSv1l. 185 14 Change Cipher Spec, Encrypted Handshake Message
262 2023-12-11 19:36:24. (215995475 192.168.1.18 o 93.1B4.216.34 L TLsvl- 157 14 Application Data

263 2023-12-11 19:36:24. (299152051 93.184,216.34 | i 152.168.1.18 isco_ TCP 54 14 443 - 54515 [ACK] Seq=2501 Ack=385 Win=65280 Len=d
264 2023-12-11 19:36:25.529330 %3.184, 216,34 isco_; : 192.168.1.18 .t TLSvi. 188 14 Application Data

265 2023-12-11 19:36:25.994499 93.184.216.34 L H 192.168.1.18 1 TLSv1- 1514 14 Application Data

266 2023-12-11 19:36:25. (413207139 192,168.1.18 _ H 93.1B4.216. 34 ) Tcr 6a 14 54515 = 443 [ACK] Seq=3B5 Ack=4887 Win=262656 Len=8
267 2023-12-11 19:36:25. (201453891 93.184.216.34 | : 192.168.1.1@ isco_ TLSvl. 311 14 Application Data

268 2023=12=11 19:36:25. (181582688 192.168.1.18 _t - 93.184.216.34 1 TLSv1- a5 14 Encrypted Alert

269 2023-12-11 19:36:25. (404002854_ 03.184.216.34
107, 168, 1. 18
93.184.216.34

192.168.1.198 i TCP 54 14 443 - 54515 [ACK] Seq=4264 Ack=416 Win=65288 Len=0

271 2023-12-11 19:36:25. (370433091 Cisco_76:fb: 15 192.168.1.10 _c9:c@: TCP 54 14 443 - 54515 [ACK] Seul42 Acks417 Win=65280 Len=@

93.184.216.34 4 54515 - 443 [ACK] Seq=417 Ack=A265 Win=262480 Len=D

o
-y
b
=

273 2023-12-11 19:36:25.794348 192.168.1.18  Ciseo_edzed:7f Ciseo_76:

Image- Client to Proxy - HTTPs - Transparent - No Auth

Here are details of Client Hello from Client to SWA, as you can see in the Server Name Indication (SNI) the
URL of the webserver can be seen which in this example, is www.example.com.

Frame 247: 242 bytes on wire (1936 bits), 242 bytes captured (1936 bits)
Ethernet II, Src: Cisco_cB:cB:7f (74:88:bbicS:c@:7f), Dsk: Cisco_76:fb:15 (70:78:8b:76:fb:15)
Internet Protocol Version 4, Src: 192.168.1.18, Dst: 93.184.216.34
Transmission Control Protocol, Src Port: 54515, Dst Port: 443, Seq: 1, Ack: 1, Len: 188
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.2 (@x@303)
Length: 183
Handshake Protocol: Client Hello
Handshake Type: Client Helle (1)
Length: 179
Version: TLS 1.2 (@x@8303)
Random: 657756ab224a3f64600¢9917248d38f86bEEcTebdbbl21bf54d8c96540a0F5d
Session ID Length: @
Cipher Suites Length: 42
Cipher Suites (21 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 96
Extension: server_name (len=16) name=example.com
Type: server_name (@)
Length: 16
Server Name Indication extension
Server Name list length: 14
Server Name Type: host_name (@)
Server Name length: 11

P i
Extension: supported_groups (len=8)
Extension: ec_point_formats (len=2)
Extension: signature_algorithms {len=26)

Extension: session_ticket (len=f@)

Extension: application_layer_protecol_negotiation (len=11}

Extension: extended_master_secret (len=9)

Extension: renegotiation_info (len=1)

[JA4: t12d2108h1_T6e2@Bdd3e2?_2daedlcE9lec]

[Jad_r: t12d2188h1_Bada, 002f, 0835,003¢c,803d,000c, BA9d, 009e, 0991, cOY, cOBa, c813,cO14, 023,024, cB2T, 028, cO2b, cO2c, CO2T, cO30_00@a, B00L, 200, 2017, 8023, f101_0B04, 08B5, 0806, 0401, 0.
[JA3 Fullstring: 771,49196-49195-49200-49195-159-158-49188-49187-49192-49191-49162-49161-49172-49171-157-156-61-60-53-47-18, 8-18-11-13-35-16-23-65281, 29-23-24, 0]

[JA3: 74954a8c86284d0d6elcdefefed2b521]

Image- Client Hello - Client to Proxy - Transparent - No Auth



p Tip: You can use thisfilter in Wireshark to search for URL/SNI:
tls.nandshake.extensions_server _name == "www.example.com"

Hereis asample of Server Key Exchange.

Frame 257: 1843 bytes on wire {B344 bits), 1043 bytes captured (8344 bits)
Ethernet II, Src: Cisco_76:fb:15 (7@:7@:8b:76:fb:15), Dst: Cisco_cl:c@:7f (74:88:bb:cd:c@:Tf)
Internet Protocol Version 4, Src: 93.184.216.34, Dst: 192.168.1.18
Transmission Control Protocol, Src Pert: 443, Dst Port: 54515, Seq: 1461, Ack: 189, Len: 989
[2 Reassembled TCP Segments (2854 bytes): #256(1370), #257(675)]
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Certificate
Content Type: Handshake (22)
Version: TLS 1.2 (@x@3@3)
Length: 2849
Handshake Protocol: Certificate
Handshake Type: Certificate (11}
Length: 2845
Certificates Length: 2042
Certificates (2042 bytes)
Certificate Length: 1098
Certificate [truncated]: 30B82044630820320a0030201020214044090737912ad73d326830716d2a7ddf2bBe2a3RRdR6092 38645861 7TA0018100ASAA3040310030000603550406130255533110300e060355040..
signedCertificate
wersion: v3 (2)
serialNumber: Bx0448907379f2aad73d32683b716d2a7ddf2bBe2a
signature (sha2SeWithRSAEnCryption)
issuer: rdnSequence (@) -,
~ rdnSeguenc
RDNSequence item: 1 item (id-at—countryName=Us)
RONSequence item: 1 item (id-at-organizationName=wsatest) <
RONSequence item: 1 item (id-at-organizationalUnitMame=IT) —
RDNSequence item: 1 item [id-at-commonName=CISCOCALD)
validity
subject: rdnSequence (@)
subjectPublicKeyInfo
extensions: 5 items
algorithmIdentifier {sha256WithRSAEncryption]
Padding: @
encrypted [truncated]: 1db2a57aBbbfddef6blBdSeace5aTal?f27704e61b102113c20a696c0760f3eT736283d6cf fabc1d9417865baT f4d4663bd3677423996e23db7 F25d232eaa3110a24e72871dBcf2111d3..
Certificate Length: 938
Certificate [truncated]: 30B8203a63082028¢a003020102020000a447d8263a186121300406092a864586170401010005003040310630090603550406130255533110300¢060355840a138777736174657374310..
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Server Key Exchange
TLSv1.2 Record Layer: Handshake Protocol: Server Hello Done

[

Image- Server Key Exchange - Client to Proxy - Transparent - No Auth

Note: Asyou can see, the Certificate is the one which was configured in SWA as Decryption
certificate.

SWA and Web Server

The network traffic occurs between the | P address of the Proxy and the | P address of the web server.

The traffic from SWA isdestined to TCP port 443 ( Not the Proxy Port)

» TCP Handshake

» TLS Handshake Client Hello - Server Hello - Server Key Exchange - Client Key Exchange
o Datatransfer

» TCP connection termination (4-Way Handshake)



Ho. Time: Source snc MAC Duwstination dst MAC Profocol Lengt stream  Info
~ 278 2823-12-11 10:36:24. (251460652 10.201.189.180 Cisco 76:1b:16 03.164.216.34 Cllco_ﬁ 51'“ TP T4 17 47BEB - 443 |S'I'N| Seq=8 Win=12288 Len=8 MS5=1460 ﬁ!ﬁ Sw 'I'Sul-l_flﬁ]z!ﬁﬁ3 TSQCM

188 Z823-12-11 19:36:24. (162744564 10.201.1689.180 Cisco 76:1b:16 93.164.216.34 Ei!CD_SG‘ST.“ TP &6 17 lTﬂﬁB - u3 |I.Cl| Seq=l ﬂ(t-l Hj,nxl}lsl Lell!l rsvahls&:zms: TSeCﬂ}!DD}ﬁngl
281 2023-12-11 19: + (318198081 18.201.189.188 H 93.184.216.34 17 Client Hello (SMI=example.com)

82 2823-12-11 19 » (141189526 93.184.216.34 10,201,169, 150 17 443 -+ 47868 [ACK] Sequl Ack=l98 Win=65280 Lens=@ TSvals3088365294 TSecrs1563255033
283 2823-12-11 19 « (178552585 93.184.216.34 19,201,189, 188 17 Server Hello

84 2023-12-11 19 (177104873, 10.201.189.189 93.184,216.34 17 47858 - 443 [ACK] Seqelfd Ack=1449 Win=11776 Lensd T 5183 TSe
285 2823-12-11 19 « (304184451 93.184.216.34 19.201. 189,188 17 443 - 4TBER [ACK] Seq=1440 Ack=108 Win=65288 Len=1448 TSval=3080365444 'lSeEhlEG]ZSSUJ} ree
286 2023-12-11 19 (219683043 108.201.189. 188 93.184.216.34 17 4786 - 443 [ACK] Seq=198 Ack=289T Win=10368 Len=@ T 5193 TSecr

287 2823-12-11 19
288 2823-12-11 19
189 2023-12-11 19
298 2823-12-11 19
91 2023-12-11 19
292 2823-12-11 19
93 2023-12-11 19

«(314E859@4. 93.184.216.34
(143459748 18.281.189.188
. (200646796 10.201.169.160
(240102688 18,281, 189, 188
. (188262182 93.184.216.34
201537142, 93.184.216.34
896857 18,201,189, 180

19.201. 169, 188
93.184.216.34
93.164.216.34
93,184, 216,34
108,201,169, 180
19,2081, 189, 180
93.184,216.34

17 Certificate, Server Key Exchange, Server Hello Dene

1T a7BEB = 443 [ACK] Seq=198 Ack=3567 Win=9728 Len=@ T5val=1563235193 TSecr=3988365444

17 [TCP Window Update) 47868 - 443 [ACK] Seqe198 Acks3567 Wins=13184 Lens=® TSvalw=1563255193 TSecr
17 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message

17 443 -~ 47666 [ACK) Seqe3567 Ack=324 Win=65152 Lensd Tsm-}massasa Toecr=1563255193

17 Change Cipher Spec, Encrypted Handshake Message

17 A7HEE - 443 [ACK]) Seq=324 Ack=3618 Win=13184 Len=8 TSval=1563255233 Tecr=3902365453

325 2023-12-11 19:3 « (33257142 18.291.189.188 93.184.216.34 17 Application Data

326 2023-12-11 19:36:25. (162026084 93.184.216.34 19.201.189. 188 17 443 - 4TBER [ACK] Seq=361B Ack=369 Win=65152 Len=8 TSval=1S8@365883 TSecr=1563255613
327 2823-12-11 . (245545451 1@.281.189.188 93.184.216.34 17 Application Data, Application Data

328 2823-12-11 « (271978718 93.184.216.34 19.201.189. 188 17 343 = 4TB6E [ACK] Seq=3618 Ack=588 Win=64896 Len=8 TSval=198@365883 Tiecr=1563255623
329 2023-12=11 93.184.216.34 10,201, 169. 160 17 Application Data

338 ze23-12-11 18,281, 189, 180 93,164, 216,34 17 47868 = 443 [ACK] Seq=588 Ack=5866 Win=11776 Len=8 TSval=1563255673 TSecr=3980365933

331 2e23-12-11
332 2023-12-11
2023-12-11 19:

93,184,216, 34
10,201, 169, 160
10,201, 189, 188

19,2081, 189, 160 17 Application Data
93.184.216.34  Cisco_ 17 47868 - 443 [ACK] Seq=588 Ack=5267 Win=11584 Len=d TS Tsecr:
93.184.216.34 {i;qp_“:sf:-“ Encrypted Alert

19.201.189.188

- 03.184.216.34

2023-12-11

443 ~ 4TEER |lﬂ| Séq:&!ﬁ? lth—BlQ Hln-&d&ﬂﬁ Lh\:! TSval=. 19“166!34 TSeer=1563255773

336 2023-12-11 03.184.216.34 Eiscu:ﬁé:ﬁf:u 19.201. 189. 180 Clscn - b'lS TR 66 17 443 - 47868 [ACK] Soqubl67 AckeB2d Winw64806 Lensd TSvalw3SB0356034 TSecrw1563255773
338 7023-13-11 19:36:25, (423761784 10.291.189.189 Cisco_76:fb:16  93.184.216.34  Cisco 56:5f:44  TCP &6 17 4TBER = 443 [ACK] Seqe6i@ Ack=S268 Win=122B8 Lens8 TSvals1563255773 TSecr=3S80356034

Image- Proxy to Web Server - HTTPs - Transparent - No Auth

Hereis asample of Client Hello from SWA to Web Server.

Frame 247: 242 bytes on wire (1936 bits), 242 bytes captured (1936 bits)
Ethernet II, Src: Cisco_c9:c@:7f (74:88:bb:c9:c@:7f), Dst: Cisco_T6:fb:ilS (7@:7@:8b:76:fb:15)
Internet Protocol Version 4, Src: 192.168.1.18, Dst: 93.184.216.34
Transmission Control Protocel, Sre Port: 54515, Dst Port: 443, Seq: 1, Ack: 1, Len: 188
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Client Hello
Content Type: Handshake (22)
Version: TLS 1.2 (8x@393)
Length: 183
Handshake Protocol: Client Helle
Handshake Type: Client Hello (1)
Length: 179
Version: TLS 1.2 (9x0383)
Random: 657756ab224a3164600c99172a8d381BE0G6E9CTebabbl21b 154489654020 5d
Session ID Length: @
Cipher Suites Length: 42
Cipher Suites (21 suites)
Compression Methods Length: 1
Compression Methods (1 method)
Extensions Length: 96
Extension: server_name [len=18) name=example.com
Type: server_name (@)
Length: 16
Server Mame Indication extension
Server Name list length: 14
Server Name Type: host_name (B)
server Name length: 11
I srver Name: example.com
Extension: supported_groups {len=8)
Extension: ec_point_formats (len=2)
Extension: signature_algorithms {len=26)
Extension: session_ticket (len=@)
Extension: application_layer_protocoel_negotiation (len=11)
Extension: extended_master_secret (len=@)
Extension: renegotiation_info (len=1)
[JA4: t12d218Bh1_76e208dd3e22_2daedlchdlec]
[Jad4_r: t12d2103h1_20@a,082f, 8035, 803c, 8034, 080¢, 0094, 00092, 09F, cRBT, cO@a, c@13, cO14, 0023, c024, 0027, 2B, cO2b, cO2c, cB2f, cO30_000a, 08db, 2004, 0O17, 2023, FFO1_RE04, 0505, 0806 ,0401, 050
[JA3 Fullstring: 771,49196-49195-49200-40190-159-158-49188-49187-40192-49191-49162-49161-49172-40171-157-156-61-60-53-47-10,8-18-11-13-35-16-23-65281, 20-23-24,0]
[JA3: T495da0cB62B4d0dbelcdefefedzhizl]

Image- Client Hello - Proxy to Web Server - Transparent - No Auth

%

Note: The Cipher Suites observed here differ from the Cipher Suitesin the Client Hello from Client
to SWA, asthe SWA, configured to decrypt thistraffic, utilizesits own Ciphers.

p Tip: In the Server Key Exchange from SWA to Web Server, the Web Server certificate appears.
However, if an Upstream Proxy finds configuration for your SWA, its certificate shows up instead
of the Web Server certificate.



Hereis asample of Accesslogs:

1702319784.943 558 192.168.1.10 TCP_MISS_SSL/200 O TCP_CONNECT 10.184.216.34:443 - DIRECT/www.example.c
1702319785.190 247 192.168.1.10 TCP_MISS_SSL/200 1676 GET https://www.example.com:443/ - DIRECT/www.exal

S

Note: Asyou can see, in transparent deployment for HTTPS traffic, there are 2 linesin Accesslogs,
thefirst line iswhen the traffic is Encrypted and you can see TCP_CONNECT and the | P address
of the Web Server. If Decryption is enabled in SWA, the second line contains GET and the whole
URL starts with HTTPS, which means the traffic has been decrypted and SWA knowsthe URL.
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