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| ntr oduction

This document describes the steps to configure Secure Copy (SCP) to automatically copy logsin Secure
Web Appliance (SWA) to another server.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» How SCP works
e SWA administration
* Administration of Microsoft Windows or Linux Operating system

Cisco recommends that you have:

» Physical or Virtual SWA installed.



License activated or installed.
The setup wizard is completed.

Administrative Access to the SWA Graphical User Interface (GUI).
Microsoft Windows (at least Windows Server 2019 or Windows 10 (build 1809).) or Linux System
Installed.

Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

SCP

The behavior of Secure Copy (SCP) issimilar to that of Remote Copy (RCP), which comes from the
Berkeley r-tools suite (Berkeley university own set of networking applications), except that SCP relies on
Secure Shell (SSH) for security. In addition, SCP requires that authentication, authorization, and accounting
(AAA) authorization be configured so that the device can determine whether the user has the correct
privilege level

The SCP on Remote Server method (equivalent to SCP Push) periodically copieslog filesto aremote server
by using SCP to aremote SCP server. This method requires an SSH SCP server on aremote computer with
SSH2 protocol. The subscription requires a user name, SSH key, and destination directory on the remote
computer. Log files are transferred based on arollover schedule set by you.

SWA Log Subscription

Y ou can create multiple log subscriptions for each type of log file. Subscriptions include configuration
details for archiving and storage, including these:

* Rollover settings, which determine when log files are archived.

» Compression settings for archived logs.

» Retrieval settings for archived logs, which specify whether logs are archived onto aremote server or
stored on the appliance.

Archiving Log Files

AsyncOS archives (rolls over) log subscriptions when a current log file reaches a user-specified limit of
maximum file size or maximum time since last rollover.



These archive settings are included in log subscriptions:

Rollover by File Size
Rollover by Time
Log Compression
Retrieval Method

Y ou can also manually archive (rollover) log files.

Step 1. Choose System Administration > L og Subscriptions.

Step 2.Check the checkbox in the Rollover column of the log subscriptions to archive, or check the All
checkbox to select all the subscriptions.

Step 3.Click Rollover Now to archive the selected logs.

Log Subscriptions

Configured Log Subscriptions

| Add Log Subscription... ]
Rollover

Log Name Type Log Files Interval Deanonymization Delete
accesslogs Access Logs accesslogs None @
amp_logs AMP Engine Logs amp_Llogs None 7|
scpal Access Logs SCP (10.48.48.195:22) None 7|
shd_logs SHD Logs shd_logs None O &
sl_usercountd_logs SL Usercount Logs sl_usercountd_logs None ] 7]
smartlicense Smartlicense Logs smartlicense None O @
snmp_logs SNMP Logs Sr‘lll'lp_lOgS None O il
sntpd_logs NTP Logs sntpd_Llogs None O |
sophos_logs Sophos Logs sophos_logs None O 7}

SSE Connector
sse_connectord_l0gs | poanionl ogs sse_connectord_logs None O 7]
status Status Logs status None O 7]
system_logs System Logs system_logs None O 7]
trafmon_errlogs I;ZTC Monitor Error | 4 rafmon_errlogs None O 7]
trafmonlogs Traffic Monitor Logs  trafmonlogs None O 7]
uds_logs UDS Logs uds_logs None 0 ]
umbrella_client_logs | Umbrella Client Logs umbrella_client_logs None O i
updater_logs Updater Logs updater_logs None ] 7|
upgrade_logs Upgrade Logs upgrade_logs None O 7]
wbnp_logs WBNP Logs wbnp_Llogs None O i
webcat_logs L'-|‘u"megt|5 Categorization webcat_log s None 0O ]
webrootlogs Webroot Logs webrootlogs None 0O 7§
webtapd_logs Webtapd Logs webtapd_logs None O 7}

Welcome Page
welcomeack_logs Acknowledgement welcomeack_logs None O i

Logs

Image - Rollover now GUI




Configure Log Retrieval via SCP on Remote Server

There are two main steps to have log retrieval to aremote server with SCP from SWA:

1. Configure SWA to push the logs.
2. Configure remote server to receive the logs.

Configure SWA to Send the Logsto SCP Remote Server From GUI

Step 1. Log into SWA and, from System Administration, choose L og Subscriptions.
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Image- Choose Log Subscriptions

Step 2. On Log Subscriptions page, choose Add L og Subscription:

Log Subscriptions

Configured Log Subscriptions

Add Log Subscription... '
h.

All

Image - Choose Add Log Subscription

Step 3. Choose L og type. In this example, Access log has been selected.

Step 4. Enter aname for your Log Subscription .

Step 5. (Optional) Y ou can change the Rollover by File Size.

Step 6. From Retrieval method, choose SCP on Remote Server.

Step 7. Enter thisinformation for your Remote servers:

The SCP hostname or | P address

The listen port number on the Remote server listening to SSH ( Default is TCP/22)
Directory name

Username to connect to Remote server



New Log Subscription

Log Subscription

[ Access Logs

('—DQ Name: | |SCP Access Logs )
(will be used to name the log directory)
Rollover by File Size: |1UUDM Maximum
(Add a trailing K or M to indicate size units
Rollover by Time: | | None ~|
Log Style: | @) squid
() Apache

() Squid Details

Custom Fields (optional): I Custom Fields Reference =

File Name: |ac|0g

Log Compression: | [_| Enable

Log Exclusions (Optional): I

(Enter the HTTP status codes of transactions that should not be included in the
Access Log)

Enable Anonymization: O Enable

Passphrase for Anonymization: |7 Passphrase: l

Retype Passphrase: |

-
Retrieval Method: () FTP on None

Maximum Number of Files: | 100

(O | FTP on Remote Server
FTP Host:

Directory:

Username:

|
|
|
Passphrase: I

@  scP on Remote Server
SCP Host: | [10.48.48.195 SCP Port: |22

Directory: | [/Users/wsascp/wsa01

Username: stascp

Enable Host Key Checking

- @® Automatically Scan )
O Enter Manually

Image - Configure Log Parameters

Note: In this example, the username is wsascp and the remote server is Microsoft Windows
operating system. A folder wsa01 was created in the c:\users\wccpscp folder (which is the user
profile folder in Microsoft).



p Tip: You can smply type the folder name; in this example, it iswsa01l.

Step 8. Submit changes.

Step 9. Save the SSH key in atext file for further use on remote SCP server configuration section.

Note: You need to copy both lines starting with ssh- and ending with root @<SWA hostname> .

Log Subscriptions

Success — Log Subscription "SCP_Access_Logs" was added.

Please place the following SSH key(s) into your authorized_ke'

g A
ssh-dss

AAAAB3NzaC1kc3MAAACBAOUNX6TUOMzIWoIPKkVQ5I7LC/9?
root@122 le.com

Vv

T

_ ssh-rsa AAAAB3NzaC1lyc2EAAAADAQABAAABAQCwb]ziB4AE7F

Image - Save the SSH Key for further use.
Step 10. Commit changes.
Configure Microsoft Windows as SCP Remote Server

Step 11. To Create a user for your SCP service navigate to Computer Management:

Note: If you already have a user for SCP, skip to Step 16.

Step 12. Select L ocal Users and Groups, then choose User s from the left pane.

Step 13. Right-click on the main page and choose new user.



a‘- Computer Management

File Action View Help

L ol AR2) i [MERETN ? Mo

.'* (;ompmer Management (Local|| Name Full Name Description Actions
v [t System Tools Pl Administrator Built-in account for administering... Users
» G} Task Scheduler 3 Defaulta £ A t d by th
. Event Viewer 4 DefaultAccoun user account managed by the s... Mo Achions
P Guest Built-in account for guest access t...

> @ Shared Folders
&% Local Users and Groups)
E | Users )
~| Groups
> (8 Performance
:.-'.-_ Device Manager
~ 2 Storage
= Disk Management
> Fly Services and Applications

5 WDAGUtilityAccount

(

Mew User...

Refresh
Export List...

View

Arrange lcens

Line up lcons

Help

Image - Crate a User for SCP service.

Step 14. Enter the username and desired passwor d.
Step 15. Choose Password Never Expires.

Step 16. Click Create and then close the window.

A user account managed and use...




New User ? X

(User name: Wsascp J
Full name: WSA SCP|
Description: SCP usemame for SWA logs
Password: sssssssssene \
Confirm password: sessssssssee

User must change password at next logon
[] User cannot change password

Password never expires )
[ ] Account is disabled

I Help Create | Close

Image - Enter New user information.

Step 17. Log in to the Remote SCP server with the newly created user to have the profile directory created.

Note: If you have OpenSSL installed on your Remote SCP server, skip to step 19.

Step 18. Open Power Shell with Administrator privileges (Run as Administrator) and run this command
to check the prerequisites:



(New-Object Security.Principal.WindowsPrincipal([Security.Principal.WindowsIdentity]::GetCurrent())).Is

If the output is True, you can proceed. Otherwise, check with the Microsoft support team,

Step 19.To install OpenSSH using PowerShell with Administrator privilege (Run as Administrator), run:

# Install the OpenSSH Client
Add-WindowsCapability -OnTine -Name OpenSSH.Client~~~~0.0.1.0

# Install the OpenSSH Server
Add-WindowsCapability -Online -Name OpenSSH.Server~~~~0.0.1.0

Hereis a sample of successful results:

Path :
Online : True
RestartNeeded : False

LN Administrator: Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms/pscoreb

PS C:\Windows\system32>

>> Add-WindowsCapability OpenSSH.Client~~~~0.0.1.0
>>

>>

>> Add-WindowsCapability OpenSSH.Server~~~~9.0.1.0

Path -
Online ¢ True
RestarthNeeded : False

Path -
Online : True
RestartNeeded : True

Image- Install OpenSSH in Power Shell



Caution: If RestartNeeded is set to True, please reboot Windows.

For more information about the installation on other versions of Microsoft Windows, visit Get started with
OpenSSH for Windows | Microsoft Learn.

Step 20. Open anormal (non-elevated) Power Shell session and generate a pair of RSA keys by using the
command:

ssh-keygen -t RSA

After the command is finished, you can see the .ssh folder has created your user profile directory.

« v 4 > ThisPC » Local Disk (C:) » Users » wsascp » v Q

a

Marne

) EX Select Windows PowerShell
s Quick access

I Desktop
4 Downloads

ssh Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

J 3D Objects
AppData Try the new cross-platform PowerShell https

%/ Documents # Application Data

| Pictures [25] Contacts
J’ﬁ Music s Cookies
B Vvideos I Desktop
) %/ Documents Generating public/
@ OneDrive & Downloads Enter file in w
. Created direct Wsascp
B This PC ¢ Favorites Enter passphra mpty for no passphr
. ’ Links Enter same passphrase again:
§ 3D Objects 3 Your identification has been saved in C:\Users\ws -
# Local Settings Your public key has been saved in C:\Users\wsas /id_rsa.pub.
Il Desktop D Musi
usic
%] Documents ZolV61F5aXgSP1VIS1PRzuj5geQ wsascp@DESKTOP-MSQHP2U
. My Documents - o T
’ ndomart 1lmage 1s:
4 Downloads » NetHood
Jﬁ Music @& OneDrive
= Pictures &= Pictures
@ videos # PrintHoed
= : Recent
%, Local Disk (C3) *
- . #P Saved Games
E¥ DVD Drive (D:) CPB:
- Searches
¥ Network s SendTo
a1 Start Menu

Image - Generate RSA Key

Step 21. Start the SSH service from Power Shell with Administrator privilege (Run as Administrator).

Start-Service sshd


https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell
https://learn.microsoft.com/en-us/windows-server/administration/openssh/openssh_install_firstuse?source=recommendations&tabs=powershell

Step 22. (Optional but recommended) Change the service Startup type to Automatic, with Administrator
privilege (Run as Administrator).

Set-Service -Name sshd -StartupType 'Automatic'’

Step 23. Confirm the firewall rule to allow accessto TCP port 22 has been created.

if (! (Get-NetFirewallRule -Name "OpenSSH-Server-In-TCP" -ErrorAction SilentlyContinue | Select-Object N
Write-Output "Firewall Rule 'OpenSSH-Server-In-TCP' does not exist, creating it..."
New-NetFirewallRule -Name 'OpenSSH-Server-In-TCP' -DisplayName 'OpenSSH Server (sshd)' -Enabled Tru

} else {

Write-Output "Firewall rule 'OpenSSH-Server-In-TCP' has been created and exists."

}

Step 24. Edit the SSH configuration file located in : % programdata% \ssh\sshd_config in Notepad,
removing the # for both RSA and DSA.

HostKey __PROGRAMDATA__/ssh/ssh_host_rsa_key
HostKey __PROGRAMDATA__/ssh/ssh_host_dsa_key
#HostKey ___PROGRAMDATA__/ssh/ssh_host_ecdsa_key
#HostKey ___PROGRAMDATA__/ssh/ssh_host_ed25519_key

Step 25. Edit the connection conditions in % programdata% \ssh\sshd_config. In this example, the listen
addressisfor all interfaces address. Y ou can customize this setting based on your deployment design.

Port 22
#AddressFamily any
ListenAddress 0.0.0.0

Step 26. Mark these two lines at the end of the % programdata% \ssh\sshd_config file by adding # at the
beginning of each line:

# Match Group administrators
# AuthorizedKeysFile __PROGRAMDATA__/ssh/administrators_authorized_keys

Step 27. (Optional) Edit the Strict M odesin % programdata% \ssh\sshd_config, By default, thismode is
enabled and prevents SSH key-based authentication if private and public keys are not properly protected.

Un-comment the line #StrictM odes yes and change it to StrictM odes no:



StrictModes No

Step 28. Remove the # from this line to % pr ogramdata% \ssh\sshd_config to permit Public Key
Authentication

PubkeyAuthentication yes

Step 29. Create atext file authorized keysin .ssh folder and paste the SWA public RSA key (which was
collected on step 9):

| N X % = | ssh — o x
File Edit Format View Help “ Home Share View 9
ssh-rsa AAAAB3INzaClyc2EAAAADAQABAAABAQDSDIM3Y/LifKnML = . -
+dFBUNN1SHG1]: HGaYmIVYfiex]F = Ci\sers\wsascpl.ss “|U | Search.ssh P
H9+QhkiW1gabIM r5NYoB+Von9ek o
+45FJUhx [kr 7Vt # Cuick access
+cxvgllsNaB3l TY1XotT2yImUNG | authorized_lkeys
ShyPSNUYES root@WSA187. example. com B Desktop * e
‘ Downloads o || vd_rsa.pub
|5 Decuments 4
== Pictures -
.ssh *
J Music
B videos
& OneDrive
3 This PC
¥ Network
<
Ln1, Col1 100%  Windows (CRLF) UTF-8 Jitems  1item selected 406 bytes

Image - SWA Public Key

S

Note: copy the whole line, starting with ssh-rsa and ending with root@<your _SWA_hostname>.

p Tip: Since RSA isinstalled on the SCP server, there is no need to paste the ssh-dss key.

Step 30. Enable the OpenSSH Authentication Agent in Power Shell with Administrator privilege (Run
as Administrator).

Set-Service -Name ssh-agent -StartupType 'Automatic'
Start-Service ssh-agent



PS C:\WINDOWS\system32> Set-Service ssh-agent
PS C:\WINDOWS\system32> Start-Service ssh-agent

PS C:\WINDOWS\system32> _

Image - Enable Open SSH Authentication Agent

Step 31. (Optional) Add this lineto % programdata% \ssh\sshd_config to permit key types:
PubkeyAcceptedKeyTypes ssh-ed25519-cert-v0l@openssh.com,ssh-rsa-cert-v0l@openssh.com,ssh-ed25519,ssh-rs

Step 32. Restart the SSH service. You can use this command from Power Shell with Administrator
privilege (Run as Administrator).

restart-Service -Name sshd

Step 33. To test if the SCP push is correctly configured, rollover the configured logs, you can do it from
both GUI or CLI (rollover now command):

WSA_CLI> rollovernow scpal

Note: In this example the log name is scpal.

Y ou can confirm the logs are copied to the defined folder, which in this example was
c:/User swsascp/wsa0l.

Push SCP Logsto Different Drive

In case you need to push the logs to a different drive other than C, create alink from user profile folder to
desired drive. In this example the logs are pushed to D:\WSA_L ogs\W SA01.

Step 1. Create the foldersin desired drive.
Step 2. Open the Command Prompt with Administrator privilege (Run as Administrator).

Step 3. Run this command to create the link:



mk1link /d c:\users\wsascp\wsaOl D:\WSA_Logs\WSAO1

= | wsam - o
~ “ Home Share View
[
# Quick access
aclog @20240103T1113500.s

i OneDrive
B This PC

B 3D Objects

I Deskiop

| Decuments

& Downlcads

& Music

= Pictures

B Videos

s Local Disk (C:)

8 DVD Dvive (E;) CPBA_

¥ Network

Note: In this example, SWA is configured to push the logs to WSAOL folder in C:\Users\wsascp ,
and the SCP server has the WSAO1 folder as Symbolic link to D:\WSA_Logs\WSAOL.

For more information about Microsoft Symbol Link please visit : mklink | Microsoft Learn

Troubleshoot SCP Log Push

View Logsin SWA
To troubleshoot the SCP log push, check the errorsin:
1. CLI > displayalerts

2. System_logs

Note: To read system_logs, you can use the grep command in the CLI . Choose the number
associated with system_logs and answer the question in the wizard.

View Logsin SCP Server


https://learn.microsoft.com/nl-nl/windows-server/administration/windows-commands/mklink

Y ou can read the SCP server logs in Microsoft Event Viewer, in Applications and Services L ogs >

OpenSSH > Operational:

(8] Event Viewer - m] x
File Action View Help
=% =M |3
7] Event Viewer (Local) Operational  Number of events: 273 (f) Mew events available Actions
Custom Views N
) : Wiidows Logs Level Date and Time Source EventID Task Category Operational -
(v [ Applications and Services Logs ) i} Information 02 BPM 4 None = Open Saved Leg...
[s] Hardware Events (@D Information  1/2/2024 4:25:17 BM OpenSSH 4 MNone ¥ Create Custom View...
[+] Internet Explorer (@ Information  1/2/2024 &25:17 PM OpenssH 4 MNone Import Cuztorn View
] Key Management Sesvice (D) information  1/2/2024 42517 PM OpenssH 4 MNone
> [ Mieroseft (@DInformation  1/2/2024 4:24:35 PM QpensSH 4 None Clear Log...
v | OpenSSH (i) Information  1/2/2024 42417 PM OpenSsH 4 MNone ¥ Filter Current Log...
s | Admin (D information  1/2/2024 4:24:17 PM OpenSSH 4 None ] Properties
(@ Information  1/2/2024 4:23:16 M OpenSSH 4 Nane S
+ d ell = . . y Disable Log
o @In‘fnrmaunn 1/2/2024 42316 PM OpensSH 4 MNone
<3 Subscriptions (@ information  1/2/2024 £22:16PM Open3sH 4 None 88 Find..
(@ Information  1/2/2024 £:22:16 PM OpenSSH 4 None I Save AllEvents As...
@In‘fomaunn 1/2/2024 42116 PM OpenSSH 4 MNone Attach 3 Task To this Log...
(@ information  1/2/2024 421:15 PM OpenSSH 4 None
(@ Information  1/2/2024 4:20:15 PM OpenSSH 4 Mone View +
(@ Information  1/2/2024 4:20:15 PM OpenSSH 4 None G| Refresh
G}In‘{mmalinn 1/2/2024 £1%15PM OpenS5H 4 None Help »
@In‘formal.inn 1/2/2024 41%15PM OpenSSH 4 MNone
(@ Information  1/2/2024 418:14PM OpenSSH 4 MNone Event 4, OpenSSH ™
@In‘fnrmalinn 1/2/2024 1814 PM DOpens5H 4 MNone _‘ Event Properties
Dinformation  1/2/2024 417:14PM OpensSH 4 None E] Attach Tesk To This Event..
@)IMozmalion 1/2/2024 £1T14 PM OpensSSH 4 MNone
(R E 10000 AA1ABA EN—— 2 5 Copy L4
Event 4, OpenSSH '3 I Save Selected Events...
General Details G Refresh
H Hep »

sshd: Connection closed by 10.48,48.165 port 48702 [preauth] J

Logged:

1/2/2024 4:25:18 PM

Task Category:  Neone

Keywords:
Computer

Log Name: OpenSSH/Operational
Source: Open35SH

Event ID: 4

Level: Information

User SYSTEM

OpCode: Info

More Information:  Event Leg Online Help

DESKTOP-MSOHP2U

Image - PreAuth Failed

"Host Key verification failed."

This error indicates that the SCP server public key stored in SWA isinvalid.

Hereisasample of error from displayalerts output in CLI:

02 Jan 2024 16:52:35 +0100
Last message occurred 68 times between

Log Error: Push error
Last message occurred

for subscription
46 times between

Log Error: Push error
Last message occurred

for subscription
68 times between

Log Error: Push error
Last message occurred

for subscription
22 times between

Tue Jan 2

scpal: SCP
Tue Jan 2

scpal: SCP
Tue Jan 2

scpal: SCP
Tue Jan 2

15:53:01 2024 and Tue

failed to transfer to
16:30:19 2024 and Tue

failed to transfer to
15:53:01 2024 and Tue

failed to transfer to
15:53:01 2024 and Tue

Log Error: Push error for subscription scpal: SCP failed to transfer to 1

Jan 2 16:52:31 2024.
10.48.48.195:22: Host key verif
Jan 2 16:52:31 2024.
10.48.48.195:22: lost connectio
Jan 2 16:52:31 2024.
10.48.48.195:22: ssh: connect t
Jan 2 16:29:18 2024.



Here are some samples of the error in system logs:

Tue Jan 2 19:49:50 2024 Critical: Log Error: Push error for subscription scp: SCP failed to transfer t
Tue Jan 2 19:49:50 2024 Critical: Log Error: Push error for subscription scp: SCP failed to transfer t
Tue Jan 2 19:49:50 2024 Critical: Log Error: Push error for subscription scp: SCP failed to transfer t

To solve thisissue, you can copy the Host from SCP server and paste it in SCP logs subscription page.
Refer to step 7 in Configure SWA to Send The Logsto SCP Remote Server From GUI or you can
contact Cisco TAC to remove the Host Key from backend.

"Permission denied (publickey,password,keyboard-interactive)."

This error usually indicates that the username provided in SWA isinvalid.

Hereisasample of error log in system_logs:

Tue Jan 2 20:41:40 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer
Tue Jan 2 20:41:40 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer
Tue Jan 2 20:41:40 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer

Hereisasample of error from SCP server: "Invalid user SCP from <SWA_IP address> port <TCP port
SWA connects to SCP server>".



[8] Event Viewer - [m] x
File Action View Help

«=| 2@ B
2] Event Viewer (Local) | Operational Number of events: 212 () New events available Actions
Custom Views -
:_ Windows Logs Level Date snd Time Source Event D Task Category ~ | | Operational -
w |7 Applications and Services Logs -:.3 Information  1/2/2024 T:41:13 PM OpenSsH 4 Mone @5 Open Saved Log...
[5] Hardware Events (D nformation  1/2/2024 T:41:13 PM OpenSSH 4 MNone ¥ Craste Custom View...
r : X
[] Internet Explorer \ﬂD\Inﬁarma:pn 1/2/2024 TALI3PM OpenSSH 4 Mone Import Custom View..
[¢] Key Management Service (Dinformation  1/2/2024 T:41:13 PM OpenSSH 4 Mone
| Micraseft (@information  1/2/2024 T:d1:13 PM OpenssH 4 MNone Clear Log...
v O_P"‘SSH (Dnformation  1/2/2024 74113 PM OpenSSH 4 Mone ¥ Filter Current Log...
5] Admin ([Dinformation  1/2/2024 T:41:13 PM OpenSSH 4 Nune 1 Properties
[ | Operstional (Dinformation  1/2/2024 T-41:13 PM OpensSH 4 Mone .l
[&] Windows PowerShell - Disable Log
. Subseriptions Event 4, OpenSSH ¥ |0 Find..
General  Details bed Save Al Events As...
- - Attach 2 Task To this Leg...
sshd: Imvalid user scp from 10.48.48.165 port 63177 J View v
& Refresh
H Help »
Event 4, OpenSSH -
=] Event Properties
T Attach Tesk To This Event...
hed SaveSelected Events...
5 Copy 3
G Refresh
Log Name: OpenS5H/Operational —
e B Lo Help (3
Source: OpenssH Logged: 172/2024 T41:13 PM
Event ID: 4 Task Category: MNone
Level: Information Keywords:
User SYSTEM Computer: DESKTOP-MSQHP2U
OpLode: Info
More Information:  Event Leg Online Help

Image- Invalid User

To solve this error, please check the spelling and verify that the user (configured in SWA to push thelogs) is
Enabled in SCP server.

"No such file or directory."

This error Indicates that the path provided in SWA logs subscription section is not valid,

Hereisasample of error from system_logs.

Tue Jan 2 20:47:18 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer
Tue Jan 2 20:47:18 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer
Tue Jan 2 20:47:18 2024 Critical: Log Error: Push error for subscription scpal: SCP failed to transfer

To solvethisissue, verify the spelling and make sure the path is correct and valid in SCP server.

"SCP failed to transfer."

This error could be an indicator of acommunication error. Here is the sample of error:

03 Jan 2024 13:23:27 +0100 Log Error: Push error for subscription scp: SCP failed to transfer to 10.



To troubleshoot the connectivity, use the telnet command in SWA CLI:

SWA_CLI> telnet

Please select which interface you want to telnet from.
1. Auto

2. Management (10.48.48.187/24: SWA_man.csico.com)
[1]> 2

Enter the remote hostname or IP address.
[]> 10.48.48.195

Enter the remote port.
[23]> 22

Trying 10.48.48.195. ..

In this example the connection is not established. The successful connection out is like:

SWA_CLI> telnet

Please select which interface you want to telnet from.
1. Auto

2. Management (10.48.48.187/24: rishi2Man.calo.lab)
[1]> 2

Enter the remote hostname or IP address.

[1> 10.48.48.195

Enter the remote port.

[23]> 22

Trying 10.48.48.195...
Connected to 10.48.48.195.
Escape character is 'A]'.
SSH-2.0-0penSSH_for_Windows_SCP

If the telnet is not connected:

1. Check If the SCP server firewall is blocking the access.

2. Check if there are any firewalls in the path from SWA to SCP server blocking the access.
3. Check if the TCP port 22 isin alisten state in SCP server.

4. Run packet capture in both SWA ans SCP server for further analysis.

Hereis a sample of Packet Capture of successful connection:



ha. Time Source Drestination Protacal Lengt stream linfa
= 1 Z024-81-83 13:42:47.547636 18.48. 48. 187 18,48, 48,105 TCF T4 @ 32726 - 22 |[SYN] Win=65535 Len=8 M55=1460 WS=64 SACK_PERM TSval=1305225444 TSecr=0
| 2 2024-91-83 13:42:47.543180 18.48.48.195 19,48, 48,187 TCR (1] B 22 - 32726 |[SYN, ACK] Ackel Wins65535 Lens MS5=1460 W5=256 SACK_PERM
3 2024-81-03 13:42:47.548194 10.48. 48,187 10.48.48.195 TP 54 0 32726 - 22 |[ACK] Seq=) Ack=1 Win=65664 Len=0
4 2024-81-83 13:42:47.548628 10.48. 48,187 10.48.48.195 SSHv2 «2 Client: Protocol [S5A-2.0-0penssh_7.5 FreeBsn-20178903
5 2024-81-03 13:42:47.500566 10,48, 48,195 10.48. 48,187 SSHV2 87 Server: Protocol (55H-2.8-OpenssH_for_Windows 8.1
6 024-91-03 13:42:47.500589 10,48, 48,187 10.48.48.195 TcR 54 @ 32726 - 37 (MKl 56q=39 Ack=24 Win=65664 Len=8
7 2024-81-03 13:42:47.590881 10.48. 48,187 10.48.48.195 SSH2 1110 icuem: Key Exchange Init
8 2024-91-3 13:42:47.633579 10,48, 48,195 10.48. 48,187 SSHV2 1102 Server: Key Exchange Init
9 2024-91-03 13:42:47.633618 10.48.48.187 10.48, 48,195 TcR 54 ® 32726 = 22 [ACK] 5q=1095 Ack=1082 Win=64648 Lensd
10 2024-81-03 13:42:47.635881 10.48. 48,187 10.48.48.195 SSHy2 102 @ (Tlient: ELLiptic Curve DLffie-Hellman Key Exchange Init
11 Z024-01-03 13:42:47.667123 10.48. 48,195 10.48.48.187 S5HZ 1106 G[Scrwer: Elliptic Curve Diffie-Hellman Key Exchange Reply, New Keys ]
12 2024-81-83 13:42:47.667150 10.48. 48.187 10,45, 48,155 TCR 54 ﬂwﬁuﬂ Ack=2134 Win=64648 Lensd
13 2024-91-03 13:42:47.669319 18,48, 48,187 10,48, 48,195 SSHv2 78 o (Client: New Keys )
14 2024-81-03 13:42:47.713510 10,48, 48,195 10.48.48.187 TP 60 ® 22 = 32726 [ACK] Seqs=2134 Ack=1159 Win=2101246 Lens=d
15 Z024-01-93 13:42:47.713547 18,48, 48.187 19,48, 46,195 S5HV2 L] ® Client:
16 2024-91-03 13:42:47.713881 10,48, 48,195 10,48, 48,187 SSHv2 98 @ Server:
17 2024-81-03 13:42:47.713992 10,48, 48,187 10.48.48.195 TP 54 0 32726 - 22 [ACK] Seq=1203 Ack=2178 Win=65600 Len=d
18 024-91-93 13:42:47.714078 10,48, 48, 187 10,48, 48,195 55Hv2 12 @ Client:
19 2024-81-03 13:42:47.729231 10,48, 48,135 19,48, 48,187 S5Hv2 138 @ Server:
20 2024-081-03 13:42:47.729253 10,48, 48,187 10,48, 48,195 TP 54 0 32726 - 22 [ACK] Seq=1271 Ack=2254 Win=65600 Len=0
21 2024-01-03 13:42:47.729357 10,48, 48,187 10,48, 48,195 55Hv2 426 0 Client:
22 2024-81-03 13:42:47.732044 10.48. 48,195 10.48. 48,187 SSH2 386 @ Server ¢
23 2024-81-03 13:42:47.732060 10.48. 48,187 10.48.48.195 P 54 0 32726 - 22 [ACK] Seq=1643 Ack=2585 Win=65344 Len=0
24 2024-81-03 13:42:47.734405 18,48, 48,187 10.48. 48,195 SSHv2 706 0 Client:
25 2024-81-03 13:42:47. 760459 10.48.48.195 10.48. 48,187 S5Hy2 82 0 Server:

Image - Successful Connection Packet Capture

"No matching host key type found"

This error indicates that the Host Key Algorithms, provided by SWA in the Client Key Exchange phase, has
no match in the SCP server.

Wed Feb 12 20:21:40 2025 Critical: Log Error: Push error for subscription al: SCP failed to transfer to
Wed Feb 12 20:21:40 2025 Critical: Log Error: Push error for subscription al: SCP failed to transfer to
Wed Feb 12 20:21:40 2025 Critical: Log Error: Push error for subscription al: SCP failed to transfer to

To resolve thisissue, you can use these steps:

Step 1. Start apacket capturein SWA and filter for the SCP server | P address.

Step 2. Rollover the log file to make sure SWA is sending the files to the SCP server.

Step 3. Stop the packet capture and open thefile.

Step 4. In the capture file, look for a packet with Client: Key Exchange Init in the Info section.

Step 5. Expand the SSH Protocol, and navigate to the Algorithms section.

Step 6. Check the server_host_key algorithms string (for example: server_host_key agorithms string:
ssh-rsa)

Step 7. Navigate to the SCP server and edit the sshd_config file.

Step 8. Find aline that starts with HostK eyAlgorithms and add the supported host key mentioned in Step
6 to thefile. (In this Example: HostK eyAlgorithms ssh-rsa)



% Note: If there are no lines started with HostK eyAlgorithms, you can add the line to the end of the
file.

Step 9. Save the changes and restart the SSHD service.
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