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| ntroduction

This document describes the steps to customize and restore the Secure Web Appliance (SWA) dashboard.

Prerequisites

Requirements

Cisco recommends knowledge of these topics:



» Access To Graphic User Interface (GUI) of SWA

* Administrative access to the SWA.

Components Used

This document is not restricted to specific software and hardware versions.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

My Dashboard

By Default, the SWA landing page is My-Dashboard, which is the page that displays when the user logs into
the appliance. My Dashboard contains two main sections:

» System Overview
» Time Range

Y ou can customize various properties of these statistics and reports, such as.

Data Type

Time Range

Position to show on the page
Show and hide data sets

Default view

By default, the reports and statistics in My-Dashboard are:

e System Overview
» Overview > Web Proxy Traffic Characteristics
» Overview > System Resource Utilization
» TimeRange
Overview > Total Web Proxy Activity
Overview > Web Proxy Summary
Overview > Layer 4 (L4) Traffic Monitor Summary
Overview > Suspect Transactions
Overview > Suspect Transactions Summary
Top URL Categories. Total Transactions
Top Application Types: Total Transactions
Top Maware Categories. Monitored or Blocked



» Top Users: Blocked or Warned Transactions

System Overview n

Overview > Web Proxy Traffic Characteristics Overview > System Resource Utilization

Average transactions per second in past minute:
cpu: 15.6% [

rRAM: 18.7% [l
Reporting / logging disk: 12.7% [

Average bandwidth (bps) in past minute:
Average response time (ms) in past minute:

o O o o

Total current connections:

System Status Details

L —

21 Mar 2023 21:00 to 22 Mar 2023 21:21 (GMT)

Overview > Total Web Proxy Activity ] Overview > Web Proxy Summary
No data was found in the selected time range No data was found in the selected time range
Overview > L4 Traffic Monitor Summary

No data was found in the selected time range

Overview > Suspect Transactions Overview > Suspect Transactions Summary

No data was found in the selected time range No data was found in the selected time range

Top URL Categories: Total Transactions Top Application Types: Total Transactions

No data was found in the selected time range No data was found in the selected time range

Top Malware Categories: Monitored or Blocked Top Users: Blocked or Warned Transactions

No data was found in the selected time range No data was found in the selected time range

Image - SWA Dashboard

Web Proxy Traffic Characteristics

Web Proxy Traffic Characteristics lists statistics about transaction:

Average transactions per second in past minute: XX
Average bandwidth (bps) in past minute: XX
Average response time (ms) in past minute: XX



Total current connections; XX

System Resour ce Utilization

System Resource Utilization lists current Overall Central Processing Unit (CPU) Load, Random Access
Memory (RAM) and Report / Log disk usage.

Click System Status Detailsto switch to the System Status page.

(Usethe Reporting > System Status page to monitor the System Status. This page displays the current
status and configuration of the Secure Web Appliance.).

Note: The CPU utilization value shown on this page and the CPU value shown on the System
Status page can differ dightly because they are read separately, at different moments.

Total Web Proxy Activity

Y ou can view the web proxy activity that is reported by the Secure Web Appliances that are currently
managed by the Security Management appliance.

This section displays the actual number of transactions and the approximate date that the activity occurred in
graphical format.

Y ou can also view the percentage of web proxy activity that are suspect, or clean proxy activity, include the
total number of transactions.

Web Proxy Summary

Allows you to view the percentage of Web Proxy activity that are suspect or clean Web Proxy activity.

L4 Traffic Monitor Summary

You can view any L4 traffic that is reported by the Secure Web Appliances that are currently managed by
the Security Management appliance, in graphical format.

Suspect Transactions

Y ou can view the web transactions that have been labeled as suspect by the administrator in a graphical
format.
This section displays the actual number of transactions and the approximate date that the activity occurred,



in graphical format.
Suspect Transactions Summary

Y ou can aso view the percentage of blocked or warned transactions that are suspect.

Y ou can see the type of transactions that have been detected and blocked, and the actual number of times
that this transaction was blocked.

Top URL Categories: Total Transactions
Y ou can view the top URL Categories that are visited on the sitein a graphical format.
Top Application Types: Total Transactions

Y ou can view the top application types that are blocked, which aso includes the name of the actual
application type and the number of times the specific application has been blocked, in graphical format.

Top Malware Categories. Monitored or Blocked
Y ou can view all the Malware categories that have been detected in graphical format.
Top Users: Blocked or Warned Transactions

Y ou can view the actual users that generated the blocked or warned transactions, in graphical format. Users
can be displayed by |P address or by user name.

Modify Time Range

To modify time range date from Day to Hour, Week, 30 days, Y esterday:
Step 1: Choose Option (top right)

Step 2: Choose Per for mance.

Step 3: Click Edit Preferences.

Step 4: Change Reporting Time Range Displayed (default) to one of the available options.



Step 5: Submit. Thereisno need to commit the changes.
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Image - Sepsto edit default time range in My-Dashboard

Modify Data Sets

Y ou can add and remove data sets and reports in the My-Dashboard page. Use the plus sign ( + ) to add
additional reports, and use X sign on top right of each reports to remove them.

System Overview

Overview > Web Proxy Traffic Characteristics Overview > System Resource Utilization [

Average transactions per second in past minute:
cpu: 10.9%

RAM: 6.5% |
Reporting / logging disk: 12.7% [

Average bandwidth (bps) in past minute:

Average response time (ms) in past minute:

o o o o

Total current connections:

System Status Details

Image - Add and Remove reports in My-Dashboard.

Caution: Changes take effect as soon as you change them. There is no need to Submit.

Change Dashboard Design

Y ou can change the order of each data setsin My-Dashboard page. Click on the blue ribbon at the top of
each reports, then change the place or that report.

Restore My Dashboard to Default

To restore My-Dashboard to default value, manually edit the configuration file, with these steps:

Step 1: From the GUI, navigate to System Administrations.



Step 2: Select Configuration File.

Step 3: Download the latest Configuration file.

~

Note: Select Encrypt passwords in the Configuration Files.

Step 4: Modify the XML file by removing everything between <user_reports> and </user_reports>.

-
<user_reportss 3365
<USEI_Feports 3866 - “USe
=user_report_key=user_report-adein-coeus</user_report_key= 3T - </user_reports>
“User_Feport_usersadmine/user_report_users ML~ eJTRpOTT
<user_report_titleMy-Dashboard=/user_report_title= £
<user_report_report_type>coeus<fuser_report_report_types a7 ~
<user_report_search_widgetsfe/user_report_search_widgets 1871
<user_report_containers_orders 3872
<user_report_container_name>dashboard</user_report_container_names 3873
user_report_container_namesstandalone</user_report_container_nases i - -
cuser_report_container_nasesdate_range_bexe/user_report_container_nases 75
=user_report_container_nase>search_page</user_report_container_nases 3aTE
=fuier_report_containers_orders 7
<user_report_repart_def initions> 1878
<user,_repart_report_definition= 3879 - <user_dashboard_map>
<user_report_report_definition_key>3d536953c4cT78ad42675c886¢251dTec</user_report_repart_defini B8 - <user_objectss
=user_report_report_def_id»wia_system_status</user_report_report_def_id» a8 =User_nascrpdmin</user_namex
<user_report_sections> 34 - </wser_sbjects>
<USer_report_sectionsss @ 0_l<fuser_report_sections 383 ~  <fuser_dashbosrd_maps
<user_report_section»ss_@_8_@<fuser_report_sections 1484 = <wga_contigs
<fuser_report_sections= 3345 <coeus_whnp_excluded_dosains=</coeus_ whnp_excluded_desains>
<fuser_report_report_sefinitions L zcoeus_whng_extra_samplings2S</coeus_whnp_extra_sasplings
<user_repart_report_definitions 1337 <coews_whnp_feedback_saspling>109«</coeus_wbnp_feedback_sampling>
=user_report_report_definition_key»72066471d3d8f1fa73de4d210f 06 bed</user_report_report_defini = 3333 <corus_whng_max_stats_sizc-184857608</cocus_whnp_max_stats_sizer
<uger_report_report_def_id-wsa_web_sites</user_raport_report_def_id- 3340 <conus_whnp_stats_server_hostewbap. Lronport. com/cosus_whnp_stats_server_hosts
=user_report_sectionss s <CoRus_whnp_sTats_server_po A3 coeus_whnp_stats_server_ports
<user_report_section=ss_B 8 <fuser_report_sections a9 <coias_whnp_upload_interval>380</coeus_wbnp_uplead_interval>
<fuger_report_tectionas 1852 <eoeis_whnp_uplosd_Levels1</cosus_whip_uplasd_levels
</fuser_report_report_sefinition> 1893 <coeus_whnp_user_sianpling>108</coeus_whnp_user_saspling>
<user_report_report_definition= 3894 <coeus_whnp_verbose_logging>#</corus_whnp_verbose_logging>
<user_report_report_definition_key> 6350128133F1141 wser_report_report_defini 3395 <coeuslog_reporting_average_http_object_size»12288</coeuslog_reporting_average_http_object_sizes
<user_report_report_def_idswsa_monitor_overviews/user_repart_report_def_id» 3396 <merlin_config_domain_blocking_match»18@«/merlin_conf ig_demain_blocking_matchs
<yser_report_sections> a9 =meriin_config_enable_comain_level_blocking=@</merilin_config_enable_demain_level_blocking>
<uSer_report_section=ss_0_0_l<fuser_report_sections Jase <merlin_config_threat_risk_threshold=08-</serlin_config_threat_risk_thresholds
=user_repert_sectionsss_@_8_=</user_repert_sections 1899 =serlin_config_scan_eviction_verdictsunscannable=/merlin_confip_scan_eviction_verdiets
<user_report_section=ss_1_4_8<fuser_report_section= 3900 <fireasp_config write_to_file=1</fireasp_config write_to_file=
<uter_report_section»ss 1 4 l<fuser_report_section> § s <fireasp_config_content_buffer_timeout>88</fireasp_config_content_buffer_timecuts
<user_report_section=ss_1_3 @<fuser_report_sections 1992 <hybridd_config_cws_company_name</hybridd_conf ig_cws_company_namex
<user_report_section=ss_1_3_l<fuser_report_section= 3903 <hybridd_config_health_upl_interval=20</hybridd_config_health_upl_intervals
<user_report_section=ss_1_2_@</user_report_sections 14 <hybridd_contig_hybrid_device_descrme/hybridd_contig_hybrid_device_descr=
=yser_report_section=ss_1_2_l=fuser_report_sections 1908 <hybridd_contig_hybrid_emabled>@</hybridd_config_hybrid_enabled>
<user_report_section=ss_1_8_l<fuser_report_section= 1906 <hybridd_config_reg_sve_host=api-sse.cisco.cos</hybridd_config_reg_sve_hast=
<user_report_section=ss_1_1_#<fuser_report_section> EL T <hybridd_config_reg_sve_port=dd3</hybridd_config_reg_sve_port>
<uter_report_sectionsse 1 0 _@<fuser_report_sections 1508 <esid_config_csid_datapush_interval>14408</caid_config_ceid_datapush_interval>
SUser_report_sect ion=ss_1_5_@<fuser_report_section= 3999 =scsid_config_csid_enabled=l</csid_config_csid_enableds
<fuser_report_sections> 3918 <csid_config_csid_optouts8</csid_config_csid_optout=
<fuser_report_report_definitions o <sse_connactord_config_cloud_service_snabled»@</sse_connectord_config_cloud_service_smableds
<user_report_report_definition= 3912 <0L5pd_ocspd_ocsp_enabled=1</ocspd_ocspd_ocsp_enableds
=yser_repert_report_definition key-ddf8fa537002123ad5550ddchc 775485 user_report_report_defind i3 - <gespd_vcspd_upstreas_proxy_config=
<uERF_report_report_def_idswes user_coumt=/user_report_report_def_ids 2514 <nespd_oespd_iapstreas_proxy_enabledsde/ocspd_nespd_upstress_proxy_ensbleds
<uSEr_report_sectionss 3915 <ocspd_ocspd_spstrean_proxy_group></ocspd_ocspd_upst reas_proxy_groups

Image - Sample configuration fileswith customized dashboard (right) and Default configuration file (Left).

Step 5: From Configuration file page, in L oad Configuration section, select Load a configuration file
from local computer.

Step 6: Upload the modified XML file.

Step 7: Click on Load and commit changes.
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