Configure | Pv6 Enabled RAVPN with AAA
Authentication on FTD Managed by FDM
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This document describes the steps for configuring |Pv6 enabled remote access VPN with AAA
authentication on FTD managed by FDM.

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

 Cisco Secure Firepower Device Manager (FDM) Virtual
» Cisco Secure Firewall Threat Defense (FTD) Virtual
* VPN Authentication Flow

Components Used

The information in this document is based on these software and hardware versions:

» Cisco Secure FDM Virtua 7.6.0
» Cisco Secure FTD Virtual 7.6.0

¢ Cisco Secure Client 5.1.6.103

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.



Background I nfor mation

IPv6 remote access VPN (RAVPN) is becoming increasingly important as the world transitions from 1Pv4 to
|Pv6 as |Pv4 addresses are limited and have been nearly exhausted, while |Pv6 offersavirtually limitless
address space, accommodating the growing number of internet-connected devices. As more networks and
services moveto |Pv6, having IPv6 capability ensures that your network remains compatible and accessible.
IPv6 RAVPN helps organizations prepare for the future of networking, ensuring secure and scalable remote
connectivity.

In this example, the client communicates with the VPN gateway using an 1Pv6 address provided by the
service provider but receives both IPv4 and | Pv6 addresses from the VPN pools, utilizing the Cisco Identity
Service Engine (ISE) as authentication identity source. The ISE is configured with IPv6 address only. The
inside server is configured with both 1Pv4 and 1Pv6 addresses, representing dual-stack hosts. The client can
access internal resources using either the IPv4 or IPv6 VPN address as appropriate.
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Configurations on FDM

Step 1. It isessential to ensure that the preliminary configuration of 1Pv4 and |Pv6 interconnection between
nodes has been duly completed. The gateway of Client and FTD isrelated ISP address. The gateway of
server isinside IP of FTD. The ISE islocated in DMZ area of FTD.
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Step 2. Download the Cisco Secure Client package namecisco-secur e-client-win-5.1.6.103-webdeploy-
k9.pkg from Cisco Software Download and ensure the file is good after download by confirming md5
checksum of the downloaded file is the same as the Cisco Software Download page.

Step 3. Verify that RAVPN related licenses are enabled on FTD.
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Monitoring Policies Objects fdv760 *

FUBSHCRPTION LICENSES INCLUDED
IPS DNSABLE Malware Defense DISABLE
@ ]
This License allkows you 1o perlonm intnusion detection and prevention and fle control. You This license lets you perform matware defense. You must have this icense 1o apply fle policies
frust hirve this icense 1o apply intrusion policies in acoess rules. You also must have this that detect and block malware in fes transmitted over your network
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includes: Uy File Poscy
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than by individual URL alono. You must have this boense 1o daploy 8ccess rules that filer web Secure Firewall device manager Joes ndl Support sy of the advanced festuees covered by the
traffic based on category and reputation. Advamage license.

Includos: URL Reputation Inclades: RA-VPN
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Step 4. Create VPN address pool.

Step 4.1. Create |Pv6 and |Pv4 address pool by creating network objects. Navigate to Objects >
Networ ks and click the + button.
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Proset filters:

1 IPvd-Private-10.0.0.0-8 NETWORE 10.0.0.0/8

2 IPva-Private-172,16.0.0-12 NETWORK 172.16.0.0/12

3 IPv4-Private-192.168.0.0-16 MNETWORK 192.168.0.0/16

4 any-ipwd MNETWORK 0.0.0.0/0

5 any-ipvl NETWORK o

& IPvd-Private-All-RFC1918 Group IPvd-Private- 10.0.0.0-8, IPvd-Private-172.16.0.0-12, IPwd-Private-152.168.0.0-16

Create VPN_Address Pool_1

Step 4.2. Provide necessary information of each network object. Click theOK button.

For IPv4 pool, object type can be chosen with Network or Range. In this example, the object type Network
is chosen for demo purposes.

* Name: demo_ipv4pool
» Type: Network
* Network: 10.37.254.16/30



Add Network Object

Name

demo_ipvédpool

Description

(Type
(@) Netw ) Host ") FQDN ) Range

.

(Network

10.37.254.16/30

Create VPN_Address Pool_2 |Pv4

For IPv6 pool, object type can only be chosen with Network as of now.

* Name: demo_ipv6pool
* Type: Network
* Network: 2001:db8:1234:1234::/124



Add Network Object

ame

demo_ipv6pool

Description

Type

@ Network| () Host () FQDN  (O) Range

\.

(Network

L 2001:db8:1234:1234::/124

e.g. 192.168.2.0/24 or 2001:DB8:0:CD30::/60

Create VPN_Address Pool 2 IPv6

Step 5. Create the inside network for NAT exempt.

Step 5.1. Navigate to Objects > Networks and click the + button.
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1 IPvd-Private-10,0.0.0-8 NETWORK 10.0.0.0/8
 Application Filtlers

2 IPvd-Private-172.16.0.0-12 METWORK 17216.0.0012
& URLs

3 IPva-Private-192,168.0.0-16 NETWORK 192.168.0.0/16

4 any-ipvd NETWORK 0.0.0.0/0

5 any-ipv6 NETWORK 210

& IPvd-Private-All-RFC1918 Graup IPvd-Private-10.0.0.0-8, IPv4-Private-172.16.0.0-12, IPvd-Private-192.168.0.0-16




Create NAT_Exempt_Network_1
Step 5.2. Provide the necessary information of each network object. Click the OK button.
In this example, both IPv4 and 1Pv6 networks are configured.

* Name: inside_net_ipv4

» Type: Network
* Network: 192.168.50.0/24

Add Network Object

Name

inside_net_ipv4

Description

r
Type

Network Host FQDN Range
@ &, O O

,
Network
192.168.50.0/24
\_
e.g. 192.168.2.0/24 or 2001:DB8:0:CD30::/60

Create NAT_Exempt_Network 2_IPv4

* Name: inside net_ipv6
» Type: Network
* Network: 2001:db8:50::/64



Add Network Object

Name

inside_net_ipv6

Description

ype

@ Network O Host O FQDN O Range
N

Network
2001:db8:50::/64
N

- 109 160 9 N/9A4 2007 -NRG-1-
e.g. 192.168.2.0/24 or 2001:0B6

CANCEL

Create NAT_Exempt_Network 2_IPv6

Step 6. Create certificate used for RAVPN. Y ou have two options: you can either upload a certificate signed
by athird-party Certificate Authority (CA) or generate a new self-signed certificate.

In this example, a new self-signed certificate is used with customized content of certificate for demo
purposes.

Step 6.1. Navigate to Objects > Certificates. Click the + button and choose Add Internal Certificate.
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1 NGFW-Detault-IntermalCa Internal CA

4 AAA-Cortificate-Services Trusted CA Canificate

5 ACCVRAIZ Trusted CA Canificate

i Actalis-Authentication-Rool-CA Trusted CA Cenificate

7 AffirmTrust-Commencial Trusted GA Cenificate

8 AffirmTrust=-Networking Trusted CA Cenificasn

9 AffirmTrast-Promism Trusted GA Cenificate
10 AffirmTrast-Prembem-EGC Trusted CA Cenificate
11 Amazon-Root-CA-1 Trusted CA Cenifica e
12 Amazon-Root-CA-2 Trusted CA Certificate
13 Amazon-Root-CA-3 Trusted CA Cenificate
14 Cisco-Trusted-Authorities Trusted CA Group

Create Certificate_1

Step 6.2. Click Self-Signed Certificate.

Choose the type of internal certificate you want
to create

Upload Certificate and Key

Create a certificate from existing files.
PEM and DER files are supported.

{8} Self-Signed Certificate

Create a new certificate that is signed
by the device.
- 24

¥

Step 6.3. Click General tab and provide the necessary information.
Name: demovpn

Key Type: RSA

Key Size: 2048



Validity Period: Default
Expiration Date: Default

Validation Usage for Special Services: SSL Server

Add Internal Certificate

Q Search for attribute Name
demovpn
—
RovTvoe ) -
D Key Type Key Size
Issuer
Subject —

Validity Period

By Date By Number of Days

Expiration Date
(UTC+08:00) Asia/Hong_Kong Set default

02/15/2027

Default: 02/15/2027 (calculated based on 825 days according to Apple requirements [9)

Validation Usage for Special Services

SSL Server ~

e

Create Certificate 3

Step 6.4. Click I'ssuer tab and provide the necessary information.
Country: United States (US)

Common Name: vpn.example.com



Add Internal Certificate

Q Search for attribute Country State or Province
United States (US) v
General
i Locality or City
Subject
Organization Organizational Unit (Department)

Common Name

vpn.example.com

You must specify a Common Name to use the certificate with remote access VPN.

Create Certificate 4
Step 6.5. Click Subject tab, provide necessary information, and then click SAVE.
Country: United States (US)

Common Name: vpn.example.com



Add Internal Certificate

Q Search for attribute Distinguished Name
General

Country State or Province
Issuer

=0 N —— V

Locality or City

Organization Organizational Unit (Department)

Common Name

vpn.example.com

You must specify a8 Common Name to use the certificate with remote access VPN.

e ()

Create Certificate 5

Step 7. Create radius server identity source.

Step 7.1. Navigate toObjects > | dentity Sour ces, click + button, and chooseRADIUS Server.
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Create Radius Source 1

Step 7.2. Provide necessary information of radius server. Click the OK button.
Name: demo ise

Server Name or |P Address: 2001:db8:2139::240

Authentication port: 1812 (default)

Timeout: 10 (default)

Server Secret Key: cisco

Interface used to connect to Radius server: Manually choose interface. In this example, choose dmz
(GigabitEthernet0/8).



Add RADIUS Server

’
Name

demo_ise
N

-
Server Name or IP Address Authentication Port

2001:db8:2139::240 1812

.

Timeout

10 seconds

1-60

Server Secret Key

(A) RA VPN Only (if this object is used in RA VPN Configuration)

N
Redirect ACL

Please select W

FEABEABE RN

Interface used to connect to Radius server

T

O Resolve via route lookup

@ Manually choose interface

dmz (GigabitEthernet0/8) v

.

Create_Radius_Source 2

Step 7.3. Navigate toObjects > I dentity Sour ces. Click the + button and choose RADIUS Server Group.



Create Radius Server Group
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Administrator

Object Types & Identity Sources
Prasat filers: RADIUS, AD Rasbn. SAML, Dus LDAP
T R O == B
1 LocalldentitySource LOCAL AD Realm
2 demo_ise RADIUS 2001 :db8:2139::241 AD Realm S
idantty Sevvices Engine
SAML Senver

Create_Radius_Source_3

Step 7.4. Provide necessary information of radius server group. Click the OK button.
Name: demo_ise _group

Dead Time: 10 (default)

Maximum Failed Attempts. 3 (default)

RADIUS Server: Click the + button, select the name created in Step 6.2. In thisexampleit is demo_ise.



Add RADIUS Server Group

Name

demo_ise_group

Dead Time Maximum Failed Attempts
10 minutes 3

Dynamic Authorization (for RA VPN only)
Port

1700

Realm that Supports the RADIUS Server

Please select v

RADIUS Server

o The servers in the group should be backups of each other

6

Y Filter

B demo_ise (i ]

demo_ise

Create new RADIUS Server

Create_Radius_Source 4



Step 8. Create group policy used for RAVPN. In this example, customized banner and timeout setting are
configured for demo purpose. Y ou can modify based on your actual requirement.

Step 8.1. Navigate to Remote Access VPN > View Configuration. Click Group Policiesin the |eft sidebar
and then click the + button.

A o 3= == ® @@ i == v el cpeine
Maritoring Policies Objects Device: dv760 . Administrator oo 2ELUR

Device Summary
Group Policies

Connection Profiles
2 objects Y Filter +

d Group Policies
- ACTIONS

CAMI IPV4 SPUIT TUNNELING PVE SPUIT TUNNELING SECURE GLIENT PROFILES
B samL Senver

1 DfMGrpPolicy Allowe all traffic Allow all traffic

Create_Group_Policy 1

Step 8.2. ClickGeneral and provide the necessary information.
Name: demo_gp

Banner Text for Authenticated Clients; demo banner

Add Group Policy

Q, Search for attribute MName
demo_gp

Basic
e — Description
General
Session Settings
A
Advanced
DNS Server
Address Assignment
Select DNS Group v

Split Tunneling

Banner Text for Authenticated Clients
This massage will be shown to successfully afthanticated endpoints in the beggining of thair VPN sassion

Secure Client

Traffic Filters demo banner|

Windows Browser Proxy

Default domain

Secure Client profiles

s D

Create Group_Policy 2

Step 8.3. Click Secure Client and provide the necessary information.

Check Enable Datagram Transport Layer Security (DTLS).



Q Search for attribute SSL SETTINGS

Enable Datagram Transport Layer Security (DTLS)

Basic
General DTLS Compression
Session Settings SSL Compression
Advanced Disabled v

Address Assignment
S5L Rekey Method SSL Rekey Interval
Split Tunneling

Traffic Filters

CONNECTION SETTINGS
Windows Browser Proxy

Ignore the DF (Don't Fragment) bit

Client Bypass Protocol

MTU
CANCEL

Create Group_Policy 3
Check Keepalive M essages Between Secure Client and VPN Gateway (Default value).
Check DPD on Gateway Side Interval (Default value).

Check DPD on Client Side Interval (Default value).



Ignore the DF (Don't Fragment) bit s
Q, Search for attribute

Client Bypass Protocol

Basic

MTU
Sdd] 1406 bytss
Session Settings 576 - 1462
Advanced
Keepalive Messages Between Secure Client and VPN Gateway
Address Assignment
9 20 seconds
Split Tunneling s - 60 efauit: 20)
Secure Client
DPD on Gateway Side Interval
Traffic Filters
30 seconds

Windows Browser Proxy

DPD on Client Side Interval

\ 30 seconds /
v

Create_Group_Policy_3 Cont

Step 9. Create RAVPN connection profile.

Step 9.1. Navigate toRemote Access VPN > View Configuration. Click Connection Profile from the left
sidebar and then click the + button in order to start the wizard.

Config RAVPN Connection Profile

L Firewall Device Manager - 0’ S @ @ @ . o ~ "g'.','é'," SECURE
1 Maonitoring Policies Objacts Devica: MavT60 . Administrator S

Device Summ

Remote Access VPN Connection Profiles

GROUP POLICT

CREATE CONMECTION PROFILE

Create RAVPN_Wizard 1

Step 9.2. Provide necessary information in the Connection and Client Configuration section and click
the NEXT button.



Connection Profile Name: demo_ravpn

Group Alias: demo_ravpn

[Connection and Client Configuration]

Connection Profile Name

demo_ravpn

Group Alias (one per line, up to 5) Group URL (one per line, up to 5)
demo_ravpn
Add Another Group Alias Add Another Group URL

Create RAVPN_Wizard_2_Conn_Name
Primary Identity Source > Authentication Type: AAA Only

Primary Identity Source > Primary Identity Source: demo _ise group (the name configured in Step 7.4.)
Fallback Local Identity Source: LocalldentitySource

Authorization Server: demo_ise _group (the name configured in Step 7.4.)

Accounting Server: demo_ise_group (the name configured in Step 7.4.)



Primary Identity Source

Authentication Type

AAA Only s
Primary Identity Source for User Authentication Fallback Local Identity Source
demo_ise_group B LocalldentitySource

¥ o,
™) Advanced

Secondary ldentity Source
Secondary Identity Source for User Authentication

Please Select Identity Source v

@) Advanced

Authorization Server Accounting Server

demo_ise_group v demo_ise_group

Create RAVPN_Wizard_2 |dentity Source

IPv4 Address Pool: demo_ipv4pool (the name configured in Step 4.2.)

IPv6 Address Pool: demo_ipv6pool (the name configured in Step 4.2.)



Client Address Pool Assignment

IPv4 Address Pool IPv6 Address Pool

Endpoints are provided an address from this pool Endpoints are provided an address from this poo
+ +
T demo_ipvapool Ty demo_ipv6pool

DHCP Servers
+

Step 9.3. Choose the group policy configured in Step 8.2. in Remote User Experience section and click
the NEXT button.

Create RAVPN Wizard 2 Address Pool

— o o
i'7]  Firewall Device Manager = o o~ = @ @ : ekrin v i SECURE
il h Monitoring Policios Objects Device: frdv760 T Administralor - o

[Remote User E><|Jer'[ence]

View Group Policy
demo_gp -

Policy Group Brief Details

oo < savorn |

DHS Sorver

Banner Text for Authenticated Clients: dema baneer - fdm
Masienuen Conneetion Time | Aleet Interval Unlirnibed [ 1 Minubes
i Tirmen [ Alert interval 20/ 1 Minutes
Sirmultanecus Login pes User ¥

Create RAVPN Wizard 3
Step 9.4. Provide necessary information in Global Setting section and click the NEXT button.
Certificate of Device Identity: demovpn (the name configured in Step 6.3.)

Outside interface; outside



[Global Settings]

These settings control the basic functioning of the connection. Changes to any of these options apply
to all connection profiles; you cannot configure different settings in different profiles.

ertificate of Device Identity Outside Interface
demovpn (Validation Usage: SSL Server) v outside (GigabitEthernet0/0) v
Fully-qualified Domain Name for the Outside Interface Port

443

e.g. ravpn.example.com

Create RAVPN Wizard 4

Access Control for VPN Traffic: Check Bypass Access Control policy for decrypted traffic (sysopt
per mit-vpn).

Access Control for VPN Traffic

Dezryptad VPN tratiic

I8 sS4 led] Lo BcCess coritre

palicy for decrypted trathc

ang the authoqaration ACL dov

[ Bypass Access Control policy for decrypted traffic (sysopt permit-vpn) ]

Create RAVPN_Wizard 4 VPN_ACP
NAT Exempt: Click the slider to the Enabled position
Inside Interfaces: inside

Inside Networks: inside_net_ipv4, inside_net_ipv6 (the name configured in Step 5.2.)



NAT Exempt

nside Interfaces Inside Networks
The interfaces through which remote access VPN users The internal networks remote access VPN users are
can connect to the internal networks allowed to use. The IP versions of the internal networks
and address pools must match, either IPv4, IPv6, or
i both.
@) inside (GigabitEthernet0/1) 23

'ty inside_net_ipvd

T inside_net_ipv6

Create RAVPN Wizard 4 VPN _NATExempt

Secure Client Package: Click UPL OAD PACK AGE and upload the package accordingly. In this example,
windows package is uploaded.

Secure Client Package

If a user does not already have the right secure client package installed, the system will launch the secure client

installer when the client authenticates for the first time. The user can then install the package from the system

You can download secure client packages from software.cisco.com [£.
You must have the necessary secure client software license

Packages

UPLOAD PACKAGE v

Windows: cisco-secure-client-win=5.1.6.103-webdeploy-k9.pkg

BACK NEXT

Create RAVPN_Wizard 4 Image

Step 9.5. Review the summary. If anything needs to be modified, click the BACK button. If everything is
good, click the FINISH button.

Step 10. Create local user if Fallback Local Identity Sourceis chosen with L ocall dentitySour cein Step
9.2. The password of the local user needs to be the same as configured on ISE.
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2 objects

B
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2 instest

e,
Name

isetest

B IKE Policies

I

Confirm Password

Identity Sources

|

~

Create Local User

Step 11. Deploy the configuration changes.
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Deploy_Changes
Configurationson I SE

Step 12. Create network devices.

Step 12.1. Navigate to Administration > Networ k Resour ces > Network Devices, click Add, provide
the Name, | P Address and scroll down the page.



= lub- |dentity Services Engine Administration / Network Resources

) Bookmarks MNetwork Devices Metwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences External MDM
-
- Dashboard Natwark Dy a8

Motwork Dovice: 1 Mow Network Device

Izl Context Visibility PERDTEN Network Devices
i

Device Security Settings

'\ Operations
Name

demo_fid ]

| Policy

Description
4. Administration

Al Work Centers
[ H At L 2001:db8:2139::237 I 128 ]

Iinteractive Help

Create Network Devices

Step 12.2. Check the checkbox of RADIUS Authentication Settings. Provide the Shared Secret and
click Submit.

v |dentity Services Engine Administration / Network Resources

sl
ciseo

P! Bookmarks Metwork Devices Metwork Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences External MDM

2% Dashboard Network Devices

2l context Visibility DeurDence [ RADIUS Authentication Settings ]
Device Security Settings
A Operations RADIUS UDP Settings
U Policy Protacal RADIUS
4 Administration [Shu red Secret enene| ]
Al Work Centers [ use Second Shared Secrat

Second Shared
Secret

Interactive Halp
CoA Part 1700 Set To Defauilt

Create_Network_Devices Cont

Step 13. Create network access users. Navigate to Administration > Identity Management > | dentities.
Click Add in order to create anew user. The password is the same with FDM local user created in Step 10.
in order to ensure the fallback works.

= duhe Identity Services Engine Administration / Identity Management
)|  Bookmarks Identities Groups External ldentity Sources Identity Source Sequences Settings
BT  Dpashboard
R et s Network Access Users
A Operations
l Palicy

Status Usernama Description First Nama Last Nama Email Address User ldentity Groups  Admin

& Administration
[[_] B Enabled § isetest ]

Work Centers
Interactive Help
Create ISE User

Step 14. (Optional) Create a new policy set with customized authentication rule and authorization rule. In
this example, the default policy set is used for demo purposes.



tuea |dentity Services Engine Policy / Policy Sets

J  Bookmarks Policy Sets Reset Palicy Set Hit Gounts
5% Dashbeard
) Status  Policy Set Name Description Conditions. Allowed Protocols | Server Sequence  Hits  Actions  View
1! Context Visibility .
Q
A, Oparations
&  sear @ RadusHAS-IP-Agdress EQUALS 10.48 26 61 ol ault Network Acce o & »
I Policy
A A ration &  wiea @ DEVIGE:Device Type EQUALS AN Device TynessSwitch ofault Network Acce o & »
Al Work Centers (-] Firewsit Mo Patture & DEVICE Device Typs BQUALS AN Device TypesaFinswsdl_NoPostuns @ -3
e Posture B OEVCE Device Typé DOUALS A8 Dvica Typa il lrewall Dafault Network Acce o £ »
7 Imteractive Help
[ ©  ODetaun Defauht policy set Dl ault Network Acce i 4 » ]

ISE_Default_Policy_Set
Verify

Use this section in order to confirm that your configuration works properly.

Step 15. Connect the VPN gateway through 1Pv6 address on the Client. The VPN connection is successful.

& Cisco Secure Client — X

n AnyConnect VPN:

p Connected to vpn.example.com.
~——

04:42:53 IPv6

Verify_Connection_Successful

Step 16. Navigate to the CLI of FTD via SSH or console. Run command show vpn-sessiondb detail
anyconnect in FTD (Lina) CLI in order to check the VPN session details.

<#root>

ftdv760# show vpn-sessiondb detail anyconnect

Session Type: AnyConnect Detailed

Usernane : isetest

Index : 2

Assigned | P : 10.37.254.17



Public IP : 2001: db8: 10: 0: a8ab5: 6647: b275: acc2

Assigned | Pv6: 2001: db8:1234:1234::1

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-128 DTLS-Tunnel: (1)AES-GCM-256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA256 DTLS-Tunnel: (1)SHA384
Bytes Tx : 15402 Bytes Rx : 14883

Pkts Tx : 10 Pkts Rx : 78

Pkts Tx Drop : 0 Pkts Rx Drop : 10

Group Policy : demo_gp Tunnel Group : demo_ravpn

Login Time : 05:22:30 UTC Mon Dec 23 2024

Duration : Oh:05m:05s

Inactivity : 0h:00m:00s

VLAN Mapping : N/A VLAN : none

Audt Sess ID : c0a81e0a000020006768f396

Security Grp : none Tunnel Zone : 0

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:
Tunnel ID : 2.1

Public IP : 2001: db8: 10: 0: a8ab: 6647: b275: acc2

Encryption : none Hashing : none

TCP Src Port : 58339 TCP Dst Port : 443

Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 24 Minutes
Client OS : win

Client OS Ver: 10.0.19042

Client Type : AnyConnect

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.6.103
Bytes Tx : 7421 Bytes Rx : 0

Pkts Tx : 1 Pkts Rx : O

Pkts Tx Drop : 0 Pkts Rx Drop : 0O

SSL-Tunnel:
Tunnel ID : 2.2

Assigned | P : 10.37.254.17

Public IP : 2001: db8: 10: 0: a8ab: 6647: b275: acc2

Assigned | Pv6: 2001: db8:1234:1234::1

Encryption : AES-GCM-128 Hashing : SHA256
Ciphersuite : TLS_AES_128_GCM_SHA256

Encapsulation: TLSv1l.3 TCP Src Port : 58352

TCP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 25 Minutes
Client OS : Windows



Client Type : SSL VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.6.103
Bytes Tx : 7421 Bytes Rx : 152

Pkts Tx : 1 Pkts Rx : 2

Pkts Tx Drop : O Pkts Rx Drop : O

DTLS-Tunnel:
Tunnel ID : 2.3

Assigned | P : 10.37.254.17

Public I P : 2001:db8: 10: 0: a8a5: 6647: b275: acc2

Assigned | Pv6: 2001:db8:1234:1234::1

Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-ECDSA-AES256-GCM-SHA384
Encapsulation: DTLSv1l.2 UDP Src Port : 58191

UDP Dst Port : 443 Auth Mode : userPassword

Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client OS : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 5.1.6.103
Bytes Tx : 560 Bytes Rx : 14731

Pkts Tx : 8 Pkts Rx : 76

Pkts Tx Drop : 0 Pkts Rx Drop : 10

Step 17. Ping test on the Client. In this example, the client successfully pings both the IPv4 and 1Pv6
addresses of the server.



Command Prompt

admlr,
\admin>ping 2001:db8:50::20

Pinging 2001:db8:50::20 with 32 bytes of data:
Request timed out.

Reply from 2001:db8:50::20: time=4ms

Reply from 2001:db8:50::20: time=4ms

Reply from 2001:db8:50::20: time=3ms

or 2001:db8:50::20:
t = 4, Received = 3,
Approximate round trip times in milli-s
Ulnlmum = 3ms, Maximum = 4ms, Average

dmin>
dmln\plmg 192.168.50.20

of data:
time=3ms TTL=64
time=3ms TTL=64
time=3ms TTL=64
time=4ms TTL=64

Pinging 192. lUu. .

Reply from 192.168.50.20:
Reply from 192.168.50.20:
Reply from 192.168.50.20:
Reply from 192.168.50.20:
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192.168.50.20:
Received = 4, Lost
rip times in milli-seconds:
Maximum = 4ms, Average

Step 18. ISE radius live log shows successful authentication.



Overview

Event 5200 Authentication succeeded
Username isetest

Endpoint Id 52:54:00:16:12:64 ©

Endpoint Profile Windows10-Workstation
GUIhEhIiCBtiDn Policy Default >> Default

Authorization Policy Default >> Basic_Authenticated_Access
&uthorizatiun Result PermitAccess

Authentication Details

Source Timestamp 2024-12-09 10:56:38.389
Received Timestamp 2024-12-09 10:56:38.389
Policy Server cmlise-psn

Event 5200 Authentication succeeded
Username isetest

User Type User

Endpoint Id 52:54:00:16:12:64

Calling Station Id 192.168.10.1

Endpoint Profile Windows10-Workstation

Authentication Identity

Internal Users
Store

ISE_Authentication_Success Log

Step 19. Test FTD authentication goes to LOCAL when FTD cannot reach ISE.



Step 19.1. When FTD authentication goesto | SE, run the command show aaa-server in FTD (Lina) CLI in
order to check the statistics.

In this example, there are no counters for LOCAL, and authentication is directed to the RADIUS server.

<#root>

ftdv760# show aaa-server

Server Group: LOCAL
Server Protocol: Local database
Server Address: None

Server port: None

Server status: ACTIVE, Last transaction at 08:18:11 UTC Fri Dec 6 2024
Number of pending requests 0

Average round trip time Oms

Number of authentication requests 0

Number of authorization requests 0

Number of accounting requests 0

Number of retransmissions 0

Number of accepts 0

Number of rejects 0

Number of challenges 0

Number of bad authenticators 0

Number of timeouts 0

Number of unrecognized responses 0

Server Group: demo_ise_group

Server Protocol: radius

Server Address: 2001:db8:2139:: 240

Server port: 1812 Cauthentication), 1646(accounting)
Server status: ACTIVE, Last transaction at 02:56:41 UTC Mon Dec 9 2024
Number of pending requests 0

Average round trip time 100ms

Nurmber of authentication requests 1 <== Increased
Nunmber of authorization requests 1 <== Increased
Nunmber of accounting requests 1 <== Increased
Number of retransmissions 0

Nunmber of accepts 2 <== Increased
Number of rejects 0

Number of challenges 0

Number of bad authenticators 0

Number of timeouts 0

Number of unrecognized responses 0

Step 19.2. Shutdown | SE interface to ssmulate that FTD cannot receive any response from I SE.



<#root>

ftdv760# ping 2001: db8: 2139:: 240

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 2001:db8:2139::240, timeout is 2 seconds:
77?7

Success rate is 0 percent (0/3)

Step 19.3. Client initiates the VPN connection and input the same username password created in Step 10, the
VPN connection is still successful.

Run command show aaa-server in FTD (Lina) CLI again in order to check the statistic, the authentication,
authorization, and accepts counters for LOCAL have now increased. The accepts counter for the RADIUS
server has not increased.

<#root>

ftdv760# show aaa-server

Server Group: LOCAL

Server Protocol: Local database
Server Address: None

Server port: None

Server status: ACTIVE, Last transaction at 03:36:26 UTC Mon Dec 9 2024
Number of pending requests 0

Average round trip time Oms

Nurmber of authentication requests 1 <== Increased

Nunmber of authorization requests 1 <== Increased

Number of accounting requests 0

Number of retransmissions 0

Nunmber of accepts 2 <== Increased
Number of rejects 0

Number of challenges 0

Number of bad authenticators 0

Number of timeouts 0

Number of unrecognized responses 0

Server Group: demo_ise_group

Server Protocol: radius

Server Address: 2001:db8:2139::240

Server port: 1812 Cauthentication), 1646(accounting)
Server status: ACTIVE, Last transaction at 03:36:41 UTC Mon Dec 9 2024
Number of pending requests 0

Average round trip time 100ms

Number of authentication requests 2

Number of authorization requests 1

Number of accounting requests 6

Number of retransmissions 0

Nunmber of accepts 2 <== Not increased



Number of rejects

Number of challenges

Number of bad authenticators
Number of timeouts

Number of unrecognized responses
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Troubleshoot

This section provides information you can use in order to troubleshoot your configuration.

Y ou can run these commands on FTD Linain order to troubleshoot the VPN section.

debug webvpn 255
debug webvpn anyconnect 255

You can collect aDART file from the client for VPN troubleshooting in order to determineif theissueis
with the Secure Client. For guidance, refer to the relevant CCO document Collect DART Bundle for Secure
Client.

Y ou can run these commands on FTD Linain order to troubleshoot the Radius section.

ftdv760# debug radius ?

all A1l debug options

decode Decode debug option
dynamic-authorization CoA Tistener debug option
session Session debug option

user User debug option

<cr>

ftdv760# debug aaa ?

accounting
authentication
authorization
common
condition
internal

shim
url-redirect
<cr>

Y ou can review these in order to troubleshoot the traffic related problem after VPN connection successfully.

1. Capturetraffic on FTD Linain order to seeif Lina drops the traffic, refering to this CCO


https://www.cisco.com/c/en/us/support/docs/security/secure-client/221919-collect-dart-bundle-for-secure-client.html
https://www.cisco.com/c/en/us/support/docs/security/secure-client/221919-collect-dart-bundle-for-secure-client.html

document; Use Firepower Threat Defense Captures and Packet Tracer - Cisco.

2. Review the access control policy in order to ensure the related VPN traffic is allowed to pass
if Bypass Access Control policy for decrypted traffic is disabled.

3. Review the NAT exemption in order to ensure that VPN traffic is excluded from NAT.

Related | nfor mation

FDM Configuration Guide of RAVPN - Cisco

Collect DART Bundle for Secure Client - Cisco

Use Firepower Threat Defense Captures and Packet Tracer - Cisco
Troubleshoot Cisco Secure Client - Cisco

Cisco Technical Support & Downloads



https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/760/fdm/fptd-fdm-config-guide-760/fptd-fdm-ravpn.html
https://www.cisco.com/c/en/us/support/docs/security/secure-client/221919-collect-dart-bundle-for-secure-client.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/en/us/td/docs/security/vpn_client/anyconnect/Cisco-Secure-Client-5/admin/guide/b-cisco-secure-client-admin-guide-5-0/troubleshoot-anyconnect.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

