Configure Dual ISP on FTD Using FDM
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This document describes how to configure Dual Internet Service Provider (ISP) failover using Firewall
Device Manager (FDM) for Secure Firewall Series.

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

» Basic Routing
» Firewall Device Manager dashboard knowledge

* Atleast 2 Internet Service Providers connected to the Secure Firewall.

Components Used

The information in this document is based on these software and hardware versions:
» Cisco Secure Firewall running 7.7.X version or higher versions.
* Secure Firewall 3130 with 7.7.0 version.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configure

Step 1.

Log into the FDM on the Secure Firewall, and navigate to the interfaces section by selecting the View All
I nter faces button.
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Step 2.

To configure the interface for the Primary ISP connection, start by selecting your desired interface. Selecting
the corresponding inter face button to proceed. In this example, the interface used is Ethernetl/1.
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Step 3.

Configure the interface with the correct parameters for your Primary ISP connection. In this example, the
interface is outside_primary.



Ethernet1/1

Edit Physical Interface

Interface Mame Mode Status

‘ outside_primary ‘ ‘ Routed - ‘ @

Most features work with named interfaces only, although some

require unnamed interfaces.

Description

ISP Primary @

IPvd Address IPvE Address Advanced

Type

‘ Static - ‘

IP Address and Subnet Mask

255.255.255.0

172.16.11 ‘ /

e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

Standby IP Address and Subnet Mask

‘ /

Configuration of primary ISP interface
Step 4.

Repeat the same process for the secondary ISP interface. In this example, the interface Ethernetl/2 is used.



Ethernet1/2
Edit Physical Interface

Interface Name Mode Status

‘ outside_backup ‘ ‘ Routed - ‘ @

Maost features work with named interfaces only, although some

require unnamed interfaces.

Description

ISP Backup @

IPvd Address IPv6 Address Advanced

Type

‘ Static - ‘

IP Address and Subnet Mask

172.16.2.1

/ ‘ 255.255.255.0

e.g. 192.168.5.15/17 or 192.168.5.15/255.255.128.0

Standby IP Address and Subnet Mask

Configuration of secondary | SP interface

Step 5.

After configuring the two interfaces for the I SPs, the next step isto set up the SLA Monitor for the primary

interface.

Navigate to the Obj ects section by selecting the Objects button located at the top of the menu.
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Configured Interfaces
Step 6.

Sedlect on the left column, the SL A Monitor s button.

Firewall Device Manager ~ Monitering  Policies  Objects Device: SF3130 @ @ @ ' admin
. . = Administrator

Network Objects and Groups

8 abjects Y Fiter

Preset fitters: Sysiem defined, User defingd

B HAME TYRE VALUE
Geolocati
1 IPv4=Private-All-RFC1918 Group IPyd=Private=10.0.0.0-8, IPv4=-Private=172.16.0.0=12, IPv4-Private-192,168.0.0-16
Syslog Servers
2 Gateway-Outside-1 HOST 172,16.1.254
RELE 3 IPua-Private=10.0.0.0-8 NETWORK 10.0.0.0/8
4 IPvad-Private-172.16.0.0-12 NETWORK 172.16.0.0/12
5 IPva-Private-192.168.0.0-16 NETWORK 192.168.0.0/16
6 Inside NETWORK 192.168.1.0/24
T any-ipvd NETWORK 0.0.0.0/0
8 any-ipvé NETWORK =0

Objects Screen

Step 7.

Create anew SLA Monitor by selecting the Create SL A Monitor button.
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SLA Monitor Section
Step 8.

Configure the parameters for the Primary 1SP connection.



Add SLA Monitor Object

Mame

‘ Qutside_Primary_ISP ‘

Description

‘ Manitor for ISP Primary

Monitor Address

‘ Gateway-0Outside-1 - ‘

Target Interface

‘ outside_primary (Ethernet1/1) - ‘

IP ICMP ECHO OPTIONS

ﬂ Following properties have following correlation: Threshold = Timeout = Frequency

Threshaold Timeout
5000 ‘ milliseconds 000 milliseconds
0- 2147483647 0 - 604800000
Frequency
‘ a0000 ‘ milliseconds
1000 - 604800000, multiple of 1000
Type of Service Number of Packets Data Size
0 | | 1 ‘ 28 ‘ oytes
0 - 255 Q=700 0 - 16384

CANCEL OK



S A Object Creation
Step 9.

Once the object was created, the static route for the interfaces must create it. Navigate to the main
dashboard by selecting the Device button.

Firewall Device Manager ~ Menitoring  Policies  Objects @ @ ® '-'Idmi;fs”wr * iy SECURE

SLA Monitors

B Security Zones

1 object Y Faer +
" NAME MONITORLD ADDRESS TARGET INTIRFACE ACTIONS
I Outside_Primary ISP Gateway-Outside-1 oulside_primary

g Event List Filters

% SLA Monitors

SLA Monitor Created

Step 10.

Navigate to the Routing Section by selecting the View Configuration in the Routing Panel.
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Step 11.



On the Static Routing tab, create the 2 default static routes for both ISPs. To create a new Static Route select
the CREATE STATIC ROUTE button.

1
Firewa vice Manager Monitoring Pobicies Objects Device: SF3130 admin el
il | : : L Administrator SRS =
Routing
Add Multiple Virtual Routers w ». Commands v ¥3 BGP Global Settings

Static Routing BGP OSPF EIGRP ECMP Traffic Zones

'CREATE STATIC ROUTE

Satic Routing Section

Step 12.

First, create the Static Route for the Primary | SP. At the end, add the SL A monitor object that was
created on last step.



Add Static Route

Mame

‘ Route_ISP_Primary ‘

Description

‘ Static Route for ISP Frimary

Interface

‘ outside_primary (Ethernet1/1) - ‘

Protocol

@ IPv4 O IPvE

Metworks

+

T any-ipvd

Gateway Metric

‘ Gateway-Outside-1 v‘ ‘ 1 ‘

SLA Monitor Applicable only for IPv4 Protocol type

‘ Cutside_Primary_ISP

k i

Satic Route For Primary ISP

Step 13.



Repeat the last step and create a default route, for the | SP secondary with the proper gateway and different
Metric. In this example, it was increased to 200.

Add Static Route

Mame

‘ Route_ISP_Backup ‘

Description

‘ Static Route for ISP Backup

Interface

‘ outside_backup (Ethernet1/2) - ‘

Protocol

@ IPv4 O IPvE

Metworks

+

T any-ipvd

Gateway Metric

‘ Gateway-Outside-2 v‘ ‘ 200

SLA Monitor Applicable only for IPv4 Protocol type

‘ Please select an SLA Monitor - ‘

CANCEL OK




Satic Route For Secondary ISP
Step 14.

Once both static routes are created, a Security Zone must be created. Navigate to the Obj ects section by
selecting the Obj ects button on the top.

Firewall Device Manager Menitoring Pokcies Device: SF3130 @ @ @ @ H :d::'lisrfatm »  tety SECURE

Deviee Summary

Routing

Add Multiple Virtual Routers v »- Commands  ~ 3 BGP Global Settings
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2 routes b L +
L] NAME INTERFACE PTYPE NETWORKS GATEWAY 1P SLA MONITOR METRIC ACTIONS
1 Route_ISP_Primary outside_prirmary IPvd 0.0.0.0/0 172.16.1.254 Outsiche_Primary_ISP 1
2 Route_ISP_Backup outgide_backup IPd 0.0.0.0/0 172.16.2.254 200

Satic Routes Created
Step 15.

Navigate to the Security Zones section by selecting on the left column the Security Zones button, and then
create anew zone by selecting the CREATE SECURITY ZONE button.
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Step 16.

Create the Outside Security Zone with the both outside interfaces for the | SPs connections.

Add Security Zone

Mame

‘ outside_zone ‘

Description

QOutside Zone

Mode

@ Routed O Passive O Inline

Interfaces

+

() outside_backup (Ethernet1/2)

() outside_primary (Ethernet1/1)

CANCEL

ke i

Security Zone Outside

Step 17.

After the security zoneis created, aNAT must be created. Navigate to Policies section by selecting the
Policies button on the top.
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Firewall Device Manager Monitaring Objects
1=

Object Types Security Zones
T Networks 2 objects
[] AN
1 outside_rone
 Application Filters 2 inside_zone

& URLs

Security Zones Created

Step 18.

Bevice: SF3130 QRO @ e e T W sEcure

T +
MODE INTERFACES ACTIONS
Routed outside_backup, outside_primary
Routed inside

Navigate to the NAT section by selecting the NAT button, and then create a new rule by selecting the

CREATE NAT RULE button.

L Firewall Device Manager Monitoring Pobcies Objects
& Security Policies
n MAmME TPE | INTERFACES
NAT Section

Step 19.

Bevice: SF3130 QRO @ e e T W sEcure

o O nar @ Access Contral B Intrusion
T +
ORIGINAL PACKET TRANSLATED PACEET
SOURCE AD DESTINATIO SOLECE PORT DESTINATIO) SOURCE AD. DESTINATIOL SOURCE PORT DESTIMNATIO ACTIONS

For the ISP failover, the configuration must have 2 routes via outside interfaces. First, for the Primary
Outside interface connection to the Primary 1SP.



Add NAT Rule X

Title Create Rule for Status

‘ To_Internet ‘ ‘ Auto NAT - ‘ Q

Auto MAT rules translate a specified host or network address regardless of its appearance as the source or destination address of a

packet. These rules are automatically ordered and placed in the Auto NAT section.
Placement Type
Automatically placed in Auto NAT rules Dynamic -

Packet Translation Advanced Options

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface

‘ inside - ‘ ‘ outside_primary - ‘
Original Address Original Port Translated Address Translated Port

‘ Inzide - ‘ ‘ Any - ‘ ‘ Interface - ‘ ‘ Any - ‘

Show Diagram @ CAMNCEL OK

NAT For Primary |SP
Step 20.

Now, asecond NAT for the Secondary | SP connection.

%‘ Note: For the original address, same network cannot be used. In this example, for the secondary ISP,
the Original Addressis the object any-ipv4.



Edit NAT Rule

Title Create Rule for Status

To_Internet_Backup Auto MAT - Q

Auto NAT rules translate a specified host or network address regardless of its appearance as the source or destination address of a

packet. These rules are automatically ordered and placed in the Auto NAT section.

Placement Type

Automatically placed in Auto NAT rules Dynamic -

Packet Translation Advanced Options

B —

ORIGINAL PACKET TRANSLATED PACKET

Source Interface Destination Interface

‘ inside hd ‘ ‘ outside_backup hd ‘
Original Address Original Port Translated Address Translated Port

‘ any-ipvd hd ‘ ‘ Ay hd ‘ ‘ Interface hd ‘ ‘ Ay hd ‘

Show Diagram @ CANCEL

NAT For Secondary ISP

Step 21.

After creating both NAT rules, an Access Control Rule must be established to allow outbound traffic. Select
the Access Control button.
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Step 22.
To create the Access Control Rule, select the CREATE ACCESS RUL E button.
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Access Control Section

Step 23.

Sdlect the zones and networ ks desired.



Add Access Rule

Order Title Action
1 - To_lInternet
Source/Destination Applications URLs Users ® Intrusion Policy File policy Logging
SOURGE DESTINATION
Zanes +  Networks +  pons +  SGT Groups Zones +  Networks +  Pors +  SGT Groups
G inside_zone D Inside ANY ANY B outside_zone ANY ANY ANY
Show Diagram ()
SOURCE DESTINATION
users () Apglicatiens [T
Networks () >.O O O ..) (IC1EY any |
Geolocations [ ones ([ zones [ Networks [T
. m Geolocations m
Parts (1

Access Control Rule

Step 24.

Once the Access Control Ruleis created, proceed to deploy all changes by selecting the Deploy button on

the top.
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Step 25.

Verify the changes and then select the Deploy Now button.

Pending Changes

Q Last Deployment Completed Successfully
10 Jun 2025 12:35 PM. See Deployment History

Deployed Version (10 Jun 2025 12:35 PM) Pending Version @ Lecenp

o Access Rule Added: To_internet

- logFiles: false

- eventLogAction: LOG_MONE
- ruleld: 268435458

- name: To_Internet

sourceZones:
- inside_zone
destinationZones:
- outside_zone
sourceNetworks:
- Inside
o Security Zone Added: inside_zone
- mode: ROUTED

- description: Inside Zone
- name: inside_zone
interfaces:

= inside

o SLA Monitor Added: Outside_Primary_ISP

- slaOperation.frequency: 60800

= slaOperation.threshold: 5800

- slaOperation.dataSize: 28

= slaOperation.numOfPackets: 1

- slaOperation.typeOfService: 0

- slaOperation.timeout: 5000

- description: Monitor for ISP Primary

— mamas Nutrida Deimaea TOD

| MORE ACTIONS | CAMCEL DEPLOY NOW

Deployment Verification

Network Diagram



Secure Firewall

ISP-1

ISP-2

D02

=1

Network Diagram

Verify

<#root>
>

system support diagnostic-cl

Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.

Type help or '?' for a 1list of available commands.

SF3130#

show i p

System IP Addresses:
Interface Name IP address Subnet mask  Method
Ethernetl/1 outside_primary 172.16.1.1 255.255.255.0 manual

------------ > THE PRI MARY | NTERFACE OF THE ISP IS SET

Ethernetl/2 outside_backup 172.16.2.1 255.255.255.0 manual

------------ > THE SECONDARY | NTERFACE OF THE ISP IS SET

Ethernetl/3 inside 192.168.1.1 255.255.255.0 manual

SF3130#

show interface ip brief
Interface IP-Address O0OK? Method Status Protocol
Ethernetl/1 172.16.1.1 YES manual up up

------------------- > THE | NTERFACE 1S UP AND RUNNI NG

Ethernetl/2 172.16.2.1 YES manual up up

\/

Internet




------------------- > THE | NTERFACE 1S UP AND RUNNI NG

Ethernetl/3 192.168.1.1 YES manual up up

SF3130#

show route

Gateway of Tast resort is 172.16.1.254 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 172.16.1.254, outside_primary

----> THE DEFAULT ROUTE | S CONNECTED THROUGH THE PRI MARY | SP

C 172.16.1.0 255.255.255.0 is directly connected, outside_primary
L 172.16.1.1 255.255.255.255 is directly connected, outside_primary
C 172.16.2.0 255.255.255.0 is directly connected, outside_backup
L 172.16.2.1 255.255.255.255 is directly connected, outside_backup
C 192.168.1.0 255.255.255.0 is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside

SF3130#

show run route

72.16.1.254 1 track 1
72.16.2.254 200

route outside_primary 0.0.0.0 0.0.0.0 1
route outside_backup 0.0.0.0 0.0.0.0 1
SF3130#

show sl a nonitor configuration

---> CHECKI NG THE SLA MONI TOR CONFI GURATI ON

SA Agent, Infrastructure Engine-II

Entry number: 539523651

Owner:

Tag:

Type of operation to perform: echo
Target address: 172.16.1.254

Interface: outside_primary

Number of packets: 1

Request size (ARR data portion): 28
Operation timeout (milliseconds): 3000
Type Of Service parameters: 0x0

Verify data: No

Operation frequency (seconds): 3

Next Scheduled Start Time: Start Time already passed
Group Scheduled : FALSE

Life (seconds): Forever

Entry Ageout (seconds): never

Recurring (Starting Everyday): FALSE
Status of entry (SNMP RowStatus): Active
Enhanced History:

SF3130#

show sl a nonitor operational -state



Entry number: 739848060

Modification time: 01:24:11.029 UTC Thu Jun 12 2025
Number of Octets Used by this Entry: 1840

Number of operations attempted: 0

Number of operations skipped: 0

Current seconds Teft in Life: Forever

Operational state of entry: Pending

Last time this entry was reset: Never

Connection loss occurred: FALSE

Timeout occurred: FALSE

---------------------------- > THE ISP PRIMARY IS IN A HEALTHY STATE

Over thresholds occurred: FALSE
Latest RTT (milliseconds) : Unknown
Latest operation return code: Unknown
Latest operation start time: Unknown

AFTERARGBSETHBNDGFSHNDFGSDBFB

SF3130#

show interface ip brief

Interface IP-Address O0OK? Method Status Protocol
Ethernetl/1 172.16.1.1 YES manual down down

------------------- > THE PRI MARY | SP |'S DOM

Ethernetl/2 172.16.2.1 YES manual up up
Ethernetl/3 192.168.1.1 YES manual up up
SF3130#

show rout e

Gateway of last resort is 172.16.2.254 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [200/0] via 172.16.2.254, outside_backup

--------- > AFTER THE | SP PRI MARY FAI LS, | NSTANTLY THE | SP BACKUP IS FAILOVER AND IS I NSTALL IN THE ROUTI

172.16.2.0 255.255.255.0 is directly connected, outside_backup
172.16.2.1 255.255.255.255 s directly connected, outside_backup
192.168.1.0 255.255.255.0 is directly connected, inside
192.168.1.1 255.255.255.255 is directly connected, inside

roOrr N

SF3130#

show sl a nonitor operational-state

Entry number: 739848060

Modification time: 01:24:11.140 UTC Thu Jun 12 2025
Number of Octets Used by this Entry: 1840

Number of operations attempted: 0

Number of operations skipped: 0

Current seconds left in Life: Forever

Operational state of entry: Pending



Last time this entry was reset: Never
Connection loss occurred: FALSE
Timeout occurred: TRUE

------------------------------------- > AFTER THE DOWNTI NE OF THE PRI MARY | SP THE TI MEQUT |'S FLAGGED

Over thresholds occurred: FALSE
Latest RTT (milliseconds) : Unknown
Latest operation return code: Unknown
Latest operation start time: Unknown

SF3130#

show route

Gateway of last resort is 172.16.1.254 to network 0.0.0.0

S* 0.0.0.0 0.0.0.0 [1/0] via 172.16.1.254, outside_primary

------------ > AFTER A FEW SECONDS ONCE THE PRI MARY | NTERFACE |I'S BACK THE DEFAULT ROUTE | NSTALLS AGAI N I T

C 172.16.1.0 255.255.255.0 is directly connected, outside_primary
L 172.16.1.1 255.255.255.255 1is directly connected, outside_primary
C 172.16.2.0 255.255.255.0 is directly connected, outside_backup
L 172.16.2.1 255.255.255.255 1is directly connected, outside_backup
C 192.168.1.0 255.255.255.0 1is directly connected, inside

L 192.168.1.1 255.255.255.255 is directly connected, inside



