Migrate FTD HA (Failover) to Another FMC
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| ntroduction

This document describes the procedure to migrate an FTD HA from an existing FMC to another FMC.

For a standalone firewall migration to anew FMC check
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall -threat-def ense/222480-migrate-an-ftd-
from-one-fmc-to-another-f.htmil

Abbreviations

ACP = Access Control Policy

ARP = Address Resolution Protocol

CLI = Command Line Interface

FMC = Secure Firewall Management Center

FTD = Secure Firewall Threat Defense


https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html
https://www.cisco.com/c/en/us/support/docs/security/secure-firewall-threat-defense/222480-migrate-an-ftd-from-one-fmc-to-another-f.html

GARP = Gratuitous ARP
HA = High Availability
MW = Maintenance Window

Ul = User Interface
Prerequisites
Before starting the migration process, ensure that you have these prerequisitesin place:

* Ul and CLI accessto both the source and destination FMCs.

Administrative credentials for both FMCs and firewalls.

Console access to both firewalls.

Access to the L3 upstream and downstream devices (in case you need to clear the ARP cache).
Ensure that the destination/target FM C has the same version as the source/old FMC.

Ensure that the destination/target FM C has the same licenses as the source/old FMC.

Ensure you arrange a MW to perform the migration since it is going to impact the transit traffic.

Components Used

The information in this document is based on these software and hardware versions:

» Cisco Secure Firewall 31xx, FTD version 7.4.2.2.

» Secure Firewall Management Center version 7.4.2.2.

» Theinformation in this document was created from the devicesin a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is
live, ensure that you understand the potential impact of any command.
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For this scenario we consider these states:
FTD1: Primary/Active

FTD2: Secondary/Standby
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,& Caution: You must ensure to consider changes related to FTD HA unregistration and registration in
versions 7.4 and |ater.

Consider Changes Related to FTD HA Unregistration and Registration in Versions 7.4
and L ater

Before you continue with the steps you must familiarize with these important points:

1. In software versions 7.4 and later, FTD in HA can be registered to FM C without breaking the HA first.
The user must always register the primary FTD to FMC. During the registration of the primary unit, the
FMC automatically discovers and registers the secondary unit.

Refer to the section "Delete (Unregister) a High Availability Pair and Register to a New Firewall
Management Center" in the Cisco Secure Firewall Management Center Device Configuration Guide, 7.4.

2. In software versions earlier than 7.4, the HA must be broken in the source FMC and units must be
independently registered to the target FMC. Then the user can configure HA in the target FMC.

3. If you migrate devices running software versions earlier than 7.4, then continue with the steps starting
from "Step 1. Export the Device Configuration from the Primary Firewall".

4. 1f you migrate devices running software versions 7.4 and later, then you have 2 options:

« a) Continue with the steps but skip the steps that involve breaking and creating HA. Thisimplies that
without breaking HA, FTD HA asawhole is unregistered from the source FMC, and registered to the


https://www.cisco.com/c/en/us/td/docs/security/secure-firewall/management-center/device-config/740/management-center-device-config-74/high-availability.html

target FMC as shown in point 1.
* b) Continue with al the steps. Thisimplies HA must be broken in the source FMC, units must be
independently registered to the target FMC and HA must be created in the target FMC.

5. Both options have advantages and disadvantages. This table summarizes the 2 options:

Options Advantages Disadvantages

» Lack of granular control
during migration. The HA as a
whole must be degistered
from the source FMC and
registered to the target FMC.

* Immediately after the
registration to the target FMC,
certain configuration elements
and policies can miss on the
FTD resulting in impact.
Example are zone to
interfaces mapping, routing,
and so on. To minimize the
impact, the user must add the
missing configuration either
manually or apply the
imported policies and devices
configuration as soon as
possible.

» Shorter duration of migration
and less impact due to
skipping breaking and
creating HA.

a) Do not break HA, unregister
HA from the source FMC and
register to the target FMC

» The user has granular control
over migration. The units can » Breaking and re-creating HA
be moved between FMCs one takes additional time that

by one. contributes to the total
* One unit remains registered duration of migration.

b) Break HA in the source FMC, tothesource FMC. Incaseof| « Breaking and creating HA
register units to the target FMC rollback due to failures (for immediately restarts the Snort
and create FTD HA example, registration failures process on the primary and

between the remaining unit secondary devices,

and the target FMC) the user temporarily interrupting

can register the remaining traffic inspection on both

unit back to the source FMC devices.

and create HA.

6. If you opted for option a, then proceed with the steps with these adjustments:

Skip steps 2-4.

At step 6 unregister the FTD HA from the source FMC.

At step 8 register the primary FTD HA to target FMC. The FMC discovers and automatically registers
the secondary unit.

Skip steps 12-14.



Step 1. Export the Device Configuration from the Primary Firewall

On the FMC1 (source FMC) navigate to Devices > Device M anagement. Select the FTD HA pair and
select Edit:
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Navigate to the Device tab. Ensure that the Primary/Active FTD (FTD1 in this case) is selected and select
Export to export the Device configuration:

Firewall Mgnaggm_ent CenFer Overview  Analysis  Policies Devices  Objects  Integration  Deploy Q ‘.9 i+ 0 admin ~  dele

—
Cisco Secure Firewall 3120 Threat Defense
Surmmany High Availability Device Interfaces Inling Sets Routing DHCP VTEP
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General Faaay System [ Yol
Mame: FTD1 Madeal: Ciseo Secure Firewall 3120 Threat Defense
Troubleshoot: Serial: FJZ254600FPB
Mode: Routed Time: 2025-03-07 07:51:23
Compliance Mode: MNone Time Zone: UTC (UTC+0:00)
TLS Crypto Acceleration: Enabled Version: 7.4.2.2

Time Zone setting for Time based
. " "o ! UTE (UTC+0:00)
p— Rules:
Device Configuration: nport || Export
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OnBoarding Method: Registration Key

% Note: The Export option is available as of 7.1 software release and later.

Y ou can navigate to Notifications > Tasks page to ensure that the export has completed. Then, select the
Download Export Package:




Deploy Q Gﬂ

Deployments Upgrades O Health Tasks

0 waiting 0 runring 0 retrying 20+ success 0 faul

Device Configuration Export

Export file created successfully
Download Export Package

Alternatively, you can click the Download button in the General area. You get an sfo file, for example
DeviceExport-cc3fdc40-f9d7-11ef-bf 7f-6c8e2fc106f6.5fo

The file contains device-related configuration such as:

* Routed Interfaces
* Inline Sets

* Routing
 DHCP

« VTEP

» Associated objects

Note: The exported configuration file can be imported back only to same FTD. The UUID of the FTD must
match with imported sfo file' s content. The same FTD can be registered on another FMC and sfo file can be
imported.

Reference: 'Export and Import the Device Configuration’
https://www.cisco.com/c/en/us/td/docs/security/secure-firewal |/management-center/device-
config/760/management-center-device-config-76/get-started-device-
settings.html#Cisco_Task.dita_7ccc8e87-6522-4ba9-bb00-eccc8b72b7¢8

Step 2. Makethe Secondary FTD Active

Navigate to Devices > Device Management, select the FTD HA pair, and select Switch Active Pair:
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Theresult isFTD1 (Primary/Standby) and FTD (Secondary/Active):
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Step 3. Break the FTD HA

FTD2 (Secondary/Active)

Licesaes

Essonoais, IFS (2 more_)

Essontisis, IPS (3 mere.)

Navigate to Devices > Device Management and Break the FTD HA:
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Coanfirm Break

Breaking the High Avadabaity pair "FTD3100_HA™ will erase all
configuration except the Access Contral and Flex Config policy from

| ,__-rJ standby peer. This oparation might al=o restan Snom processes of prirmanry
and secondary devices, temporarily causing traffic interruption, Are you

Sure you want o break the pair?

Breaking High Availability pair when Secondary device is active may cause
A extended netaork disruption fod MAT trafic. Plaase ansure 1S parformm clear
arp on upstream and downstream devices 1o restore connectivity,

Force break, if standby peer does not respond

-] |

N Note: At this point you can experience some traffic interruption for afew seconds since the Snort
engine restarts during the HA break. Also, as the message mentions, if you use NAT and experience a
prolonged traffic outage consider clearing the ARP cache on upstream and downstream devices.

After breaking the FTD HA, you have two standalone FTDs on FMC.

From configuration point of view, the FTD2 (ex-Active) still has the configuration in place except the
failover-related configuration and is handling the traffic:

<#root>

FTD3100-4#

show fail over

Failover Off

Failover unit Secondary

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1288 maximum

MAC Address Move Notification Interval not set

<#root>

FTD3100-4#

show interface ip brief

Interface IP-Address OK? Method Status Protocol
Internal-Data0/1 unassigned YES unset up up
Port-channell unassigned YES unset up up
Port-channell.200 10.0.200.70 YES manual up up

Port-channell.201 10.0.201.70 YES manual up up



The FTD1 (ex-Standby) has al the configuration removed:

<#root>

FTD3100-3#

show fail over

Failover Off

Failover unit Secondary

Failover LAN Interface: not Configured

Reconnect timeout 0:00:00

Unit Poll frequency 1 seconds, holdtime 15 seconds
Interface Poll frequency 5 seconds, holdtime 25 seconds
Interface Policy 1

Monitored Interfaces 1 of 1288 maximum

MAC Address Move Notification Interval not set

<#root>

FTD3100-3#

show interface ip brief

Interface IP-Address OK?
Internal-Data0/1 unassigned YES
Ethernetl/1 unassigned YES
Ethernetl/2 unassigned YES
Ethernetl/3 unassigned YES
Ethernetl/4 unassigned YES
Ethernetl/5 unassigned YES
Ethernetl/6 unassigned YES
Ethernetl/7 unassigned YES
Ethernetl/8 unassigned YES
Ethernetl/9 unassigned YES
Ethernetl/10 unassigned YES
Ethernetl/11 unassigned YES
Ethernetl/12 unassigned YES
Ethernetl/13 unassigned YES
Ethernetl/14 unassigned YES
Ethernetl/15 unassigned YES
Ethernetl/16 unassigned YES

Method
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset
unset

Step 4. Isolatethe FTD1 (ex-Primary) data inter faces

Disconnect the data cables from the FTD1 (ex-Primary). Leave only the FTD management port connected.

Status

up

admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin

down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down

Protocol
up
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
down
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Step 5. Export the FTD Shared Policies

Navigate to System > Tools and select | mport/Export:

Deploy @ @ 1 @ edminv Wl cpeip
A,
Configuration Health Manitaring
Users Maonitor Audit
Domains Policy Syslog
Product Upgrades Events Statistics
Content Updates Exclude
m | Monitor Alens Tools
Liconses Backup/Restore
Smart Licenses Scheduling
Classic Licenses
Data Purge
gone

Export the various policies attached to the device. Ensure you export al the policies attached to the FTD
such as:

» Access Control Policy (ACP)

* Network Address Tranglation (NAT) policy
» Health Policy (if custom)

* FTD Patform Settings

and so on.



Firewall Management Center

= Access Control Policy
FTDI00_ACP
& Contextual Cross-launch
* Custom Table View
* Custom Workflow
+ Dashioard
+ Health Policy
~* NAT Threat Defense
matl
~ Platform Settings Firepower
firepower_test_palicy
' [Platform Settings Thieat Defends

FTD3100_P5

+ Report Template

Orervienw Anabysis

Podicies

Dewices Ohjects

Access Control Palicy

MAT Thieat Dafenss

Platferm Settings Firgpower

Integration

Pattorm Settngs Thresl Delense

% Note: At the time of thiswriting, exporting VPN-related configuration is not supported. Y ou need to
manually reconfigure the VPN on the FMC2 (target FM C) after the device registration.
Related enhancement Cisco bug ID CSCwf05294 “..

The outcome is an .sfo file, for example ObjectExport_20250306082738.sf0

Step 6. Delete/Unregister the FTD1 (ex-Primary) from the old/source FMC

~L  Firewall Management Center

Cvorview Analysis
: Group -
£ (4) ® Error (0} ® Warning (0} Offline (0} # Mormal (4)
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FTD1 Snort 3

A FTD2 Snort 3

3 Ungrouped (1)

Confirm the device deletion:
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=
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Delete
Packet Tracer
Packet Capture
fevert Upgrade

Heaith Monitor

Troubdeshoot Files


https://tools.cisco.com/bugsearch/bug/CSCwf05294

Confirm Delete

Are you sure you want o delete the
device, "FTD1*?

FTD1 CLI verification:

<#root>
>

show nanagers

No managers configured.

>

The current status after the FTD1 device deletion:
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Step 7. Import the FTD Policy configuration object into the FM C2 (target FM C)

% Note: The document focuses on the migration of asingle FTD HA pair to anew FMC. On the other
hand, if you plan to migrate multiple firewalls that share the same policies (for example, ACP, NAT)
and objects and you want to do thisin phases you need to consider these points.

- If you have an existing policy on the target FM C with the same name, you are asked if you:



% a. Want to replace the policy or
b. Create a new one with a different name. This creates duplicate objects with different names (suffix
1).

- If you go with option 'b', in Step 9 ensure you reassing the newly-created objects to the migrated
policies (ACP Security Zones, NAT Security Zones, Routing, Platform Settings, and so on.).

Login to the FMC2 (target FMC) and import the FTD Policies sfo object that you exported in step 5:

Deploy Q @ £+ @ adminw b cpcuRE

Configuration Health Monitoring
Users Monitor At
Domains Policy Syslog
Lrost Product Upgrades Events Statistics
Lo Content Updates Exclude
Cros! Monitor Alerts Teols
Bros: Licenses Backup/Restore
Fros: Smart Licenses Scheduling
Pro Classic Licenses ImportfExport
e Data Purge

Select Upload Packege:

Depoy Q @ £ @ admin~ dul cprpe

Upload Package

Upload thefile:

F'r'_‘:"w‘a” Managgm-..a-l_"lt F:Eh[er Orverview Analysis Palicies Devices Objects

Package Name '| Chaosa File 4o fie chosen

Upload 2-.1 ncel

Import the policies:



o EII‘EWEI” Management Center TP il Policies Devices Oblects —

ystem [ Tools | Package Import
“ Access Control Policy
FTD3100_ACP Access Controd Policy

“ NAT Threat Defense
natl MAT Threat Defense

“ Platform Settings Threat Defense
FTD3100_PS Platform Settings Threat Defense

Import ] | Cancel

Create the Interface Objects/Security Zones on the FMC2 (target FMC):

. Firewall Management Center P B - "

Import Manifest
Mabwork and Port objects will be reusad if nama and content maichses with axisting objects, in all other cases objects with duplicats namas are imported as now objects with a numbar appendad 1o
il NAD.

FTDI0_ACP [Access Contiol Polcy]
neat] (NAT Threat Defensa)
FTD3100_PS (Platform Somings Theoat Doloenso)

w Imterface Objects
INSIDE_ZONE_3100 (Routed) » Sacurity Zones Solecl.. Ll
OUTSIDE_TOME_3100 (Rowted) b Socusity Zonos Sobect..., -

Impaort Cancel

Y ou can give the same names they had on the FMCL1 (source FMC):

Mew Security Zone

Plsasé ailar & fname

l OUTEIDE_ZONE_3100

Cancel m

Once you select Import, a Task starts to import the related policies into the FMC2 (target FMC):

» Interface Objects

INSIDE_ZONE_3100 (Routed) » Security Zones INSIDE_ZONE_3100 L

OUTSIDE_ZONE_3100 (Routed) » Security Zones OUTSIDE_ZONE_3100 v

| Import | | Cancel |




The Task is done:

© Import

Import FTD3100_ACP (Access Control Policy), FTD3100_PS (Platform Settings Threat Defense), 45 X
nat1 (NAT Threat Defense)
View Report

Step 8. Register the FTD1 (ex-Primary) intothe FMC2

Go to the FTD1 (ex-Primary) CLI and configure the new manager:

<#root>

>

configure manager add 10. 62. 148. 247 ci sco

Manager 10.62.148.247 successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.

>

Navigate to the FMC2 (target FMC) Ul Devices > Device Management and Add the FTD device:

Firewall Management Center
o g . Overview  Analysis  Policies Devices Objects Integration Deploy O @ 4+ @ admin ~  alelh ool pg
Migrate Deployment History
View By: Group v
All (0) ® Error (0) ® Warning (0) Offline (0) ® Norrmal (0) Deplayment Pending (0) ® Upgracde (0) Q,, Search Device m
——
Collapse All
High Availability
Cluster
. . . Access Control
Name Model Ver... Chassis Licenses Palicy Auto Rolll Chassis
Group
Ungrouped (0)

If the device registration fails refer to this document to troubleshoot the problem:
https://www.cisco.com/c/en/us/support/docs/security/firepower-nafw/215540-configure-verify-and-
troubl eshoot-firep.html

Assign the Access Control Policy you imported in the previous step:


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215540-configure-verify-and-troubleshoot-firep.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215540-configure-verify-and-troubleshoot-firep.html

Add Device [7]

Select the Provisioning Method:
& Registration Key ! Serial Mumber

CDO Managed Device

Haost:t

10.62.184.84
Display Name:

Registration Key:*

Group:
Mone -

Access Controd Policy:*

FTD3100_ACP v

Apply the needed licenses and register the device:

Smart Licensing

Mobe: Al virtuad Firewall Theeat Defense devices require 8 performance tier liconse,

Make sure your Smart Licensing account containg the avallable Brenses you need,

It's imporam 1o choose the tier that matches the lisense you have in your account.

Click here for information about the Firewall Threat Defense performance-tiened licensing.
Until you choose a ter, your Firewall Threat Defense wiriual defaults to the FTOWED selection.

Performancea Tier (only for Firewall Threat Defensa virteal 7.0 and abova):
Select a recommended Tier -

Camicr

Mahvare Defense

=]

1
Advanced

Unigue MAT ID:t

Transter Packats

The result:
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Step 9. Import the FTD Device configuration object into the FMC2 (target FMC)

Login to the FMC2 (target FMC), navigate to the Devices > Device Management and Edit the FTD device
that you registered in the previous step.

Navigate to the Device tab and Import the FTD Policies sfo object that you exported in step 2:

Firewall Management Center

Crarview Analysis Paolicies Devices
—
FTD1
Cisco Secure Firewall 3120 Threat Defense
Dt Interfscas Irling Setls RaLting DHCP VTEP
General LT Licens|
Mame: FTD1 Eszentiyg
Transfer Packas: i Export-1
Troubleshoot: Malward
Blcche; Rowted PS5
Compliance Mode: None Carrier:
Performance Profile: Default LIRL:
TLS Crypto Acoelaration: Enabiled Senire |
Secure |
Denvice Configuration: Senzure |

CnBoarding Method;

Registration Key

% Note: Incasein Step 7 you went with option ‘b’ (Create a new policy), ensure you reassing the newly-



% created objects to the migrated policies (ACP Security Zones, NAT Security Zones, Routing, Platform
Settings, and so on.).

Device Configuration Import

This will replace current device configuration with new
configuration from imported fle. Do you want 1o continue?

(] I

An FMC task isinitiated.

© Device Configuration Import

Device configurations imported successfully 7z X
View Import Report

The device configuration is applied on the FTD1, for example, Security Zones, ACP, NAT, and so on:

Firewall Management Center

»orecm  Anahyss  Poboes  Doeors Obmos indcgrater oty O @ G @ | eam
—
FTD1 =l
Cinco Secure Frewsl 1120 Thvest Deterse
Device  iderdaces  iinc Sets Routng
—
B e ", Sasven by nasma PreTe—
et kel M v . -
B ererrent T e P
e .
i ’
v ’
e e ’
B e ’
Birre - o
[ i ,
B . ,
e 1 e P
e ke ’
Wren matind s
a -l X w3 e o . atia £u
il 2 TS - P

,& Caution: If you have an ACP that expands to many Access Control Elements, the ACP compilation
process (tmatch compile) can take time several minutes to complete. Y ou can use this command to
verify the ACP compilation status:

<#root>

FTD3100-3#

show asp rul e-engi ne

Rule compilation Status:

Conpl et ed



Step 10. Finish the FTD Configuration

At this point the goal is the configure all the features that can be still missing from FTD1 after the
registration to the FMC2 (target FMC) and the import of the Device policy.

Ensure that policies like NAT, Platform Settings, QoS, and so on. are assigned to the FTD. Y ou see that the
policies are assigned but pending deployment.

For example, Platform Settings are imported and assigned to the device, but pending the deployment:

Firewall Management Center

Overview Analysis Policies Devices Objects Integration Deploy Q @ {'} o admin ~ 'E'-';'EIS'

—
Jbject Management
Platform Settings Davice Type Status
3 Targeting 1 devices =
FTD3100_PS Threat Defense Out-of-date on 1 targeted devices B

If NAT is configured, the NAT policy isimported and assigned to the device, but pending the deployment:

Firewall Management Center

L i i , . il
Overview  Analysis  Policies  Devices  Objects  Integration  Deploy Q) d) o @ admin ~ il

— |
N ronpions | o Pt |
NAT Policy Davice Type Status
; ) Targeting 1 devices =
natl Threat Defense Out-of-date on 1 targeted devices Eh E S

Security Zones are applied to the interfaces:




Firewall M?n B_Q'.Emem Center Cherview Analysis Palicies Devices Objects integration Doy’ Q ¢' o e admin e
) —
FTD1 =
Cisco Secure Firewall 3120 Theeat Defense
Device Intertaces Infing Sets Reuting DHGF WTEF
m e —— 0, Search by name A IMedTaces v
ntorface Legical Name Type MAG Addross (A WP Address Path Monitoring | Rotter
Ethemet! /5 Piysical Disabiéd g -
| [E Physical Disabies) s
[ Exheers1 7 Physical Disabied s
[FEsheematy Priysical Disabled .
[Eememen o Physical Disabled i
[ Etheenet1 10 Physical Disabied V'
[ Erneenet 111 Physical Disabist s
[HEthamatijiz Physical Disabled rd
[BEtnamat1 13 Physical Disabied &
[B Erneemat1 14 Physical Disabied rd
[@ Erneeret’ 15 Physical Disablesd r
[HEthemet1fiG Pysical Disabied i
W Port-channed! ExherChanmel Disabied s u
[ Pont-chanaall 200 INSIDE Sublintertsce || INSIDE_ZONE_3100 10.0.200.70/24(S1 Disabied Global a1
[H Pon-channell 201 OUTSHDE Sublinterface || OUTSIDE_ZOME_3100 10.0.201.70/24(5 Drsabied Glabal rE
Dispia 20 of 20 inte 1 o
Routing configuration is applied to the FTD device:
] Flre\.'.'aII.Ma.n_agn.ament Center Cvarview Anadysis Policies Dewices Objects Iintegration Daploy Q d" o e adienin
FTD1 =3
Cisco Secure Firewndl 3120 Throat Defenso
Davics IFlErSces Infine Sets Routing DHCP VTEP
Manage Virtual Routers + Add Route
Netwark interface i Gateway Tunnaled Motric Tracked
¥ [Pvd Routes
Byl QUTSIDE aaal 10.0.201 .60 talss 1 ]
¥ IPvE Routes

% Note: Now is the time to configure the policies that could not be migrated automatically (for example,

VPNs).



:ﬁnﬂﬁis

Create New VPN Topology

Topology Namea:*
YPNIT100
w Policy Based (Crypto Map) Route Based (VTI)

Metwork Topology:

(SRS T Hub and Spoke Full Mesh

IEE Version:® IKEv1 [ IKEw2

Endpoints IKE IPsec Advanced

—

Moada A
Device Name VPN Interface Protected Networks
FTD FTDA QUTSIDE [ 1000.201.70) ned_ 10.0.200.0

Mode B
Davicn Morme VPN Interfoce Profected Networks
Exfrarsat Romata_FW 10,0, 201,60 ned_10.0.202.0

i . Ensure the protected networks are allowed by access control policy of each device

\,
L[}

,
T

ted: 09

% Note: If the FTD that is migrated has S2S VPN peers that are also migrated to the target FMC, you

have to configure the VPN after moving all FTDsto the target FMC.

Deploy the pending changes:

. Firewall Management Center

L o

-

- =

Cverview Analysis Palicies Devices Objects

Step 11. Verify the deployed FTD Configuration

Deploy

Ready for Doploymant

At this point the goal isto check from the FTD CLI that al the configuration isin place.

The suggestion is to compare the ‘ show running-config’ output from both FTDs. Y ou can use tools like
WinMerge or diff for the comparison.



Differences that you see and are normal are:

» Device Serial Number

* Interface descriptions

* ACL rule-ids

» Configuration Cryptochecksum

Step 12. Do the Cutover

At this step the goal is to switch the traffic from the FTD2 that is currently handling the traffic and is still
registered to the old/source FMC, to the FTD1 that is registered to the target FMC.

Before:

FTO1 (Ex-Standby)

FMC
o T

gmt IP
mgmit 1P
062184121
| E—
—
—

.62 184.84
Regitealies  New Registration

Registraticn
— magmt 1P
10.62 148 247
| e— |
—
mgmi 1P
FMCH 10.62.184 .8
(targat)

Traffic

FTD2 (Ex-Active)

After:



FTD1
- —T
(sourca) N —
shgmt IP
L p—— 06218484
=& 0 IE'...'Et 184 121 ;K"
— H\ fj
\\ Fuegintraton
X
ry M,
r y /'” Haq.%lr:unn
= ! 4
— % mgmt IP \H\
10,652,148 247 \
—1 AY
—
mgmt I\I;}\
FMC1 10.62.184 85,
{target) N
AW
FTDZ2

_& Caution: Arrange aMW to do the cutover. During the cutover you are going to have some traffic
interruption until all the traffic is diverted to the FTD1, VPNs are re-established, and so on.

_& Caution: Do not initiate the cutover unless the ACP compilation is completed (see step 10 above).

A Warning: Make sure you either disconnect the data cables from the FTD2 or shutdown the related
switchports. Otherwise, you can end-up with both devices handling the traffic!

_& Caution: Since both devices use the same I P configuration there is aneed for the ARP cache of the
adjacent L3 devices to be updated. Consider clearing manually the ARP cache of the adjacent devices
to expedite the traffic cutover.

Tip: You can also send a GARP packet and update the ARP cache of the adjacent devices using the
FTD CLI command:

<#root>

FTD3100-3#
debug nenu ipaddrutl 5 10.0.200.70

Gratuitous ARP sent for 10.0.200.70

Y ou have to repeat this command for every |P the FW owns. Thus, it can be faster to just clear the ARP



cache of the adjacent devices than sending GARP packets for every IP the firewall owns.

Step 13. Migratethe second FTD tothe FMC2 (target FM C)

Thelast item isto reform the HA pair. To do this, you first need to delete the FTD2 from the FMC1 (source
FMC) and register it to the FMC2 (target FMC).

Before:
FTD1
- ::l_—rm\
(sourca) —
gt 1P
l: — 062 18484
—=[p 062,184, 121
i .
e R
— A
1-.__1‘. /.-
X
) LY
Py
\'-\.
Regaarston
mgmi 1P N
10062 148 247 M,
'\.‘1
x-\.
mgmt 1P,

10,62 184 85,

FTD2

After:



FTDA

FMC1 —
{source) :
il 1P
] mgmt IP 62.154.04
062 184121
PRogiali abon

mgmt I
10062 148,247

e

T~ mamt IP
FMCA oo 184,85
{target)

L&

FTD2

If you have a VPN configuration attached to the FTD2, you have to removeit first before deleting the FTD.
In different case, amessage similar to thisis shown:

Error

The Device ‘FTD2" cannot be deleted
because the following WPN
Configuration{s) refer this device.
Site to Site : VPN3100

Please editfremove the VPN
configuration(s) to delete the device.

CLI verification:

<#root>
>

show nanagers

No managers configured.

It isagood practice to wipe-out all the FTD configuration before registering it to the target FMC. A quick
way to do thisisto switch between the firewall modes.



For example if you have routed mode, switch to transparent and then back to routed:

<#root>
>

configure firewall transparent

And then:

<#root>
>

configure firewall routed

Then, register it to the FMC2 (target FMC):

<#root>
>

configure manager add 10.62. 148. 247 ci sco

Manager 10.62.148.247 successfully configured.
Please make note of reg_key as this will be required while adding Device in FMC.
>



Add Device )

Select the Provisioning Method:
@ Registration Key () Serial Number

| CDO Managed Device

Host:t

10.62.184.85

Display Name:
FTD2

Registration Key:*

Group:
Mone v |

Access Control Palicy:*
| FTD3100_ACP v

Smart Licensing

MNote: All virtual Firewall Threat Defense devices require a performance tier license.

Make sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the license you have in your account.

Click here for information about the Firewall Threat Defense performance-tiered licensing.
Until you choose a tier, your Firewall Threat Defense virtual defaults to the FTDvED selection.

Performance Tier {only for Firewall Threat Defense virtual 7.0 and above);
Select a recommended Tier L4
| Carrier
Malware Defense
IPS
URL
Advanced
Unigue NAT ID:t

Transfer Packets

Cancel ]
[n] Flrel\!ifallI:.l!f!'lEE_e"Tf[l.t Center Crerien Analysis Pobeies Dewices Oijeens Inegraten Depoy O @ & @ somn.  E cocupe
. —
Migrate | Depioyment Hissary
Miew By: | Geoup
A2 ®Eror(l)  ®Wameg(t) - Ofine(t)  ®Memal{l)  ® Deployment Pending (1) ®Upgrade(2) @ Snort3(2) aseecvecs | (KD
—
Eodlansa Al Dowmioad Device Lt Heoor
Nassas Wisdel Verasin Chassis Lssnses Ao Control Py Bt BB sk
~ Ungrouped {2]
“ m; ,m’ [ Frenesil 3120 Thront Dulorese 7422 Manage Essantiats, IPS (2 moro..) FIDY100_ACH P P
@ FTie Snond Firerweail 3120 Theoat Dolurese 7422 Essornisly, IPS (2 mese..) FIDa100_ACE L H
10,62.184.85 - Fouted Manage ' ] r

Step 14. Re-form the FTD HA

Note: Thistask (as any HA-related task) must also be performed during a MW. During the HA negotiation
thereis going to be atraffic outage for ~1 minute since the data interfaces go down.

On the target FMC navigate to Devices > Device M anagement and Add > High Availability.

‘& Caution: Ensure that you select as Primary Peer the FTD that is handling the traffic (FTD1 in this
scenario):



Add High Availability Pair
Name:;*
" FTD3100_HA

Device Type:

Firewall Threat Defense

Primary Peer:

FTD

Secondary Peer:
| FTD2 v

D Threat Defense High Availability pair will have primany
configuration. Licenses from primary peer will be
converted to their high availability versions and applied
on both peers.

Reconfigure the HA settings including Monitored Interfaces, Standby IPs, virtual MAC addresses, and so
on.

Verification from FTD1 CLI:

<#root>
FTD3100-3#

show fail over | include host

This host: Primary - Active
Other host: Secondary - Standby Ready

Verification from FTD2 CLI:

<#root>
FTD3100-3#

show fail over | include host

This host: Secondary - Standby Ready
Other host: Primary - Active

FMC Ul verification:



Integration

. Fin Il Managemen nter
ewall Ma 1ageme [ Cente Overview  Analysis Poiicies  Devices  Objeets
—
Misgrar
View By: | Group -
Al(2)  ®@Emor(D) @ Wamning (0) Offine (0) @ Mormal (2) Deplayment Pending (0) @ Upgrade (2] ® Snort 3 (2) &, Search Device m
Colsasn A
Nsme Modal Version Chassis Licensss Aecesa Controd Policy  Auto RolBak
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FTD3100_HA Py
" High Awailabality H
T‘I'm[l rienary, Active) SRS Firawail 3120 Throat Dafonse 7422 Essariiats, IFS (2 mor..)  FTDA100_ACP
0.62.184.84 - R
‘IIDR'*E"'”"""S“"’U"] ERTY Firmwall 3120 Threat Datonse 7422 iR Essantials, IPS (2 moee..)  FTDI100_ACP
62.184.85 £

Finally, bring up/reconnect the data interfaces of the FTD2 device.

FTD (Prmany/Activey

FMC1
{sourca)
e
—_ mgmi IP 62184 .84
— hogz 184 124
— e Bl
= mgmi P
10.62.148.247
\\m mgmit P

FMC1 L 10.62.184.85
{target) \J\

FTD2 (Secondary/Standby)
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