Configure AsyncOS Exter nal Authentication with
|SE (RADIUYS)
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| ntroduction

This document describes configuring RADIUS External Authentication between Cisco Secure Email
Gateway and Cisco ldentity Services Engine.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

Authentication, Authorization, and Accounting (AAA)

RADIUS CLASS Attribute.

Cisco | SE Identity Management and Authorization Policies.

Cisco Secure Email Gateway (ESA) and Secure Email and Web Manager (SMA) user roles



Components Used

The information in this document is based on these software and hardware versions:

» CiscolISE2.4
» Cisco Secure Email Gateway (ESA) 13.5.1, 13.7.0
 Cisco Secure Email and Web Manager (SMA) 13.6.2

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Related Products

Versions outside those listed in the Components Used section were not tested.

Background Information

RADIUS Class Attribute

The Class attribute is an arbitrary value that the RADIUS server returns in the Access-Accept response and
includes in accounting packets. It is configured in Cisco | SE on a per-group basis.

When a user matches an | SE group that has Attribute 25 tied to it, | SE returns the Class value on Access-
Accept. The Secure Email Gateway then reads that value and applies the local role defined in its mapping
table.

Note: In the ISE Authorization Profile, the ASA VPN common task is used as the container that
populates RADIUS Attribute 25 (Class). The value entered there is what the appliance reads for
role mapping.

Configure

Network Diagram
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Cisco Identity Services Engine accepts authentication requests from the appliance and matches them against
auser identity and group.

Step 1. Create an I dentity Group for Authentication

Logintothe | SE server. Navigate to Administration > | dentity Management > Groups > User |dentity
Group and create an identity group.

[] &% ESA_Admin
[J st ESA DEMO

N Note: Cisco recommends one identity group in ISE for each appliance role to be assigned.

Step 2. Create Local Usersfor Authentication

Create new users, or assign existing users, to the identity group created in Step 1. Navigate to
Administration > Identity Management > | dentities and create or assign users to the group.



Network Access Users List > New Network Access User

» Network Access User

* Name | ESA_admin

Status Enabled =

Email | admins@example.com

« Passwords

Password Type: Internal Users

Password

Re-Enter Password

* Login Password | seessnssesseny

| |

I | Generate Password

Enable Password |

| | Generate Password

» User Information

First Name |

Last Name I

+ Account Options
Description —

Change password on next login

= Account Disable Policy

O Disable account if date exceeds

« User Groups

User Groups

( L)

if

5% ALL_ACCOUNTS (default)
£ Anyconnect

I Dot1x

£1 Employee

£ ESA_Admin

£ ESA_DEMO

£ ESA_Diego_Admins

£1 ESA_Monitor

£ GROUP_ACCOUNTS (default)
& GuestType_Contractor (default)
£ GuestType_Daily (default)

1 GuestType_Weekly (default)

ry-mm-dd)

[select an item

(Ganel

Step 3. Create Authorization Profiles

RADIUS authentication can succeed without an authorization profile; however, no roles are assigned. To
assign roles, navigate to Policy > Policy Elements > Results > Authorization > Authorization Profiles.

% Note: Create one authorization profile per role to be assigned.



Authorization Profiles > Aavega_ESA_Admin

Authorization Profile

*Name | ESA_Admin |

£

Description l
*Access Type |ACCESS_ACCEPT v |
Network Device Profile ails Cisco | » |

Service Template )
Track Movement 7] ;

Passive Identity Tracking [

+ Common Tasks

(L] web Authentication (Local Web Auth)

() Airespace ACL Name

ASA VPN Administrators

(L] AvC Profile Name

v Advanced Attributes Settings

Select an item |

% Note: Ensure to use radius class attribute 25 and give a name. This name must match with the
configuration on AsyncOS (ESA/SMA). From Figure 3 Administrators is the CLASS attribute name.

Step 4. Create an Authorization Policy

This step lets | SE identify log in attempts and map them to the correct authorization profile. On a successful
match, |1SE returns Access-Accept along with the Class value defined in the profile.

Navigate to Policy > Policy Sets and select Add (+ symboal).



+  Swatus  Policy Set Nama Dascription Conditicrs Allowed Protocols | Server Sequence  Hits  Actions  View

. @ hew Poicy Set 1 + -+ & >

Assign aname and select the plus symbol to add the required conditions. This lab environment uses a
Radius NAS-1P-Address condition. Save the new policy.

Homa » Conbaxd Vigibling + Oparations

Policy Sots ~ Profiling  Postare  Clenl Provisioning  # Policy Ebements
(Click P 10 80 sty Setup Do fict s this again
Policy Sets Resat Policysat Hitcounts
+ Status  Policy Set Name Description Conditions Allowed Profocols | Server Sequence Hits  Actions  View
@  EsA_Pokcy G Hetwork Acosss Devicn IP Addeess EQUALS 1000w Darlanit Metwork Aocess = » i 18 o 4 >

To match the authorization requests correctly, add the conditions. Select the symbol > and add conditions.
This lab environment uses I nter nalUser -l dentityGroup and matches each authorization profile.

W Authorization Policy (5)

Results
+
Status  Rule Name Conditions. Profiles Security Groups Hits  Actions
@ ESA Monilor A InternalUserldentityGroup EQUALS User dentity Groups:ESA_Monitor * ESA_Monitors + Salact from v % o
@ ESA HelpDesk A InternalUser ldentityGroup EQUALS User Identity Groups-HelpDaesk = ESA_admin + Select from ~ |+ (V]

Step 5. Enable External Authentication on the Appliance

Log in to the appliance. Navigate to System Administration > Users> External Authentication and select
Enable External Authentication.

Edit External Authentication

External Authentication Settings
Enable External Authentication

Enter these values:

- RADIUS server hostname
- Port

- Shared secret

- Timeout Vaue (in seconds)



- Authentication protocol

Select Map exter nally authenticated usersto multiplelocal roles (recommended).

Edit External Authentication

External Authentication Settings

Enable External Authentication

Authentication Type: RADIUS B

RADIUS Server Information: | | pap1ys server Port Shared Secret Timeout | Authentication | Add Row
Hostname Value protocol
(in
seconds)
I)(.X.X.XI 1812 sssssses |5 PAP ﬁ

External Authentication Cache Timeout: (7! Ig seconds

Group Mapping: (O Map externally authenticated users to multiple local roles. (recommended)

RADIUS CLASS Attribute Role ! ? Add Row I
|Administrators Administrator a i
|Monitors Operator & w

RADIUS CLASS attributes are case-sensitive.

Map all externally authenticated users to the Administrator role.

% Note: The RADIUS Class value must match the value defined in Step 3 (entered under the ASA
VPN common task), including case.

Note: The Authentication Protocol selected here (for example, PAP) must match the alowed
protocolsin the ISE Policy Set. A mismatch causes authentication to fail.

Submit and commit the changes.

Verify
Use this section to confirm your configuration works properly.

1. Log in to the appliance with an externally authenticated user.

2. Confirm access is granted.
3. Confirm the assigned role matches the role expected from the returned Class value.
4. In ISE, confirm the expected authorization rule was hit and the correct Class value was returned

(Operations> RADIUS > Live Logs).



.0 | ’ -ll - CiSCO COOOV Email Security Appliance is getti

CisCco Email Security Virtual Appliance

N Monitor

My Dashboard

I Printable PDF (&

Attention — 4 You can customize this "My Dashboard" page by adding report modules from different reports.
Some modules are added for you by default. The Overview page can be accessed from Monitor

> Overview.

System Overview
Overview > Status Overview > Quarantines - Top 3 by Disk Usage (Policy and Virus)
System Status: Online No quarantines are available

Incoming Messages per hour: 0
Messages in Work Queue: 0
System Status Details Local Quarantines

This section provides the information you can use to troubleshoot your configuration.

Symptom: Login fails on the appliance with the message "Invalid username or password".

Likely cause: A mismatch in the authorization policy, the returned Class value, or the authentication
protocol.

Resolution:

1. In the appliance External Authentication settings, temporarily selectM ap all externally
authenticated usersto the Administrator role.(Image 11)

2. Submit and commit the changes, then attempt a new login.

3. If login now succeeds, theissueisin role mapping. Recheck the | SE Authorization Profile (Class/
Attribute 25) and the Authorization Policy setup.

4. ReviewOperations > RADIUS > Live L ogsin I SE to confirm which authorization profile was
matched and what Class value was returned.

RADIUS CLASS attributes are case-sensitive.

Map all externally authenticated users to the Administrator role.

Related Information

e |SE 2.4 Userquide
* AsyncOS Userquide



https://www.cisco.com/c/en/us/support/security/identity-services-engine/series.html#id_23312
https://www.cisco.com/c/en/us/td/docs/security/esa/esa13-5/user_guide/b_ESA_Admin_Guide_13-5.html

