Configure Secure Access for Universal ZTNA with
On-Prem managed FM C on SCC
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This document describes how to configure Universal ZTNA with Secure Access and virtual FTD managed
by an On-Prem virtual FMC.

Prerequisites

» Firewall Management Center (FMC) and Firewall Threat Defense (FTD) needs to be deployed using
7.7.10 or higher software version.

» Firewall Threat Defense (FTD) must be managed by Firewall Management Center (FMC)

» Firewall Threat Defense (FTD) must be licensed with crypto (strong encryption has to be enabled
with export-feature enabled), IPS and Threat licenses required for security contorls

» Basic configuration on Firewall Threat Defense (FTD) has to be performed from Firewall
Management Center (FMC) such asinterface, routing and so on.



» DNS configuration needs to be applied on device from FMC’ s to resolve app’s FQDN

* Cisco Secure Client version needsto be 5.1.10 or higher

 Security cloud control is provisioned to customers with Firewall and Secure Access Micro Apps and
UZTNA feature flags enabled

Requirements

» All Secure Firewall Management Center (FMC) including cdFMC and Firewall Threat Defense (FTD)
devices must run software version 7.7.10 or later.

» Firewall Threat Defense (FTD) must be managed by Firewall Management Center; local manager
Firewall Defense Manager (FDM) is not supported

» All Firewall Threat Defense (FTD) devices must be configured for routed mode; transparent mode is
not supported.

» Clustered devices are not supported.

» High Availability (HA) devices are supported; they are displayed as one entity.

» Secure Client version 5.1.10 or later

Components Used

The information in this document is based on

» Security Cloud Control (SCC)

» Secure Firewall Management Center (FMC) version 7.7.10

» Secure Firewall Threat Defense (FTD) virtual -100 version 7.7.10
* Secure Client for Windows version 5.1.10

» Secure Access

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Network Diagram
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Brackground I nformation

Supported Devices

Supported Secure Firewall Threat Defense models:

* FPR 1150

FPR 3105, 3110,3120,3130,3140

FPR 4115,4125,4145,4112

FPR 4215,4225,4245

Firewall Threat Defense (FTD) virtual with minimum 16 CPU cores

Limitations

Object sharing

IPv6 is not supported.

Only global VRF is supported.

Universal ZTNA policies are not enforced on the site-to-site tunnel traffic to adevice..
Clustered devices are not supported.

FTDs deployed as containers on 4K and 9K firepower series are not supported

» Universal ZTNA sessions do not support jumbo frames



Configure

Check FMC Version

Verify the Firewall Management Center and Firewall FTD running on supported software version for
universal ZTNA (can be 7.7.10 or higher):

* Click on A right top corner) and click on About

About | Tools On-screen Assistance
Firewall Migration Tool Page-level Help
Product Content Application Detectors How-Tos

Secure Firewall on Cisco.com

Documentation on Cisco.com Support & Downloads What's New
Secure Firewall on YouTube Ask Cisco Community Release Highlights
Secure Firewall Essentials TAC Support Cases All New and Deprecated Features

Partner Ecosystem Software Downloads



‘dsce’ SECURE
Firewall Management Center

Version 7.7.10 (build 8)

Model Cisco Secure Firewall Management Center for VMware
Serial Number None

Snort Version 2.9.24 (Build 96)

Snort3 Version 3.3.5.1000 (Build 10)

Rule Pack Version 3115

Module Pack Version 3505

LSP Version Isp-rel-20250430-1826

VDB Version build 400 (2024-11-26 19:30:49)
Rule Update Version 2025-04-30-001-vrt
Geolocation Version 2025-04-19-097

oS Cisco Firepower Extensible Operating System (FX-0S)
82.17.30 (build 3)
Hostname firepower

For technical/system questions, email tac@cisco.com phone: 1-800-553-2447 or
1-408-526-7209. Copyright 2004-2025, Cisco and/or its affiliates. All rights reserved.

Copy Close

Secure Firewall Management Center - Software Version

Check FTD Version

Navigate to FMC UI:

» Click on Devices > Device Management

alapi.  Firewall Management Center
1560
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Analysis
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Secure Firewall Threat Defense - Software Version

Verify FTD Licenses



» Click on Setting Icon > Licenses > Smart Licenses

Configuration
Users

Domains

Product Upgrades

Content Updates

Licenses

Smart Licenses

Smart Licenses

License Type/Device Name

Firewall Management Center Virtual (2)
Essentials (2)

FTD-HA(2)
Cisco Secure Firewall Threat Defense for ViMware Threat Defense High Availability

Malware Defense (2)

FTD-HA(2)
Cisco Secure Firewall Threat Defense for Vidware Threat Defense High Availability

1P5 (2)

FTD-HA (2)
Cisco Secure Firewall Theeat Defense for Viware Threat Defense High Availability

URL (2)

FTD-HA (2)
Cisco Secure Firewall Threat Defense for ViMware Threat Defense High Availability

Carier (0)

Health
Monitor
Policy
Events
Exclude

Monitor Alerts

License Status

L
In-Comgpliance

In-Cor

L o
In-Compliance

@ out of Compliance
@ out of Compliance
9 out of Compliance
@ out of Compliance
9 out of Compliance

Q outof Compliance

Monitoring
Audit
Syslog

Statistics

Tools
Backup/Restore
Scheduling
Import/Export

Data Purge

Filter Devices.

Device Type Domain

High Availability - Cisco Secure Firewall Threat Defense for iy Global
High Availability - Cisco Secure Firewall Threat Defense for Vv Global

High Awailability - Cisco Secure Firewall Threat Defense for Vv Global

) Edit Performance Tier

Group

NiA

N/A



Check Platform Settingsan DNS Properly Configured
Logging tothe FTD viaCLI:

* Run the command to verify if DNS s configured:

show run dns

Inthe FMC:

* Click on Devices > Platform Settings , edit or create a new policy

ilisls.  Firewall Management Center
(T —— .

Platiorm

Policies
Dewices
" Platform_Policy
Home Endier Description
= Paliey Assignemants (1)
Overview DS Settings  Trusted DNS Servers
ul A DNS Resolution Settings
2 Specify NS s6rvrs Group and devics inter 18065 10 reach them
o Oues D) Enasio DS narmw esohsion by divice
External Authantication .
Picies e Edit DNS Server Group
Fragment Settings DHS Server Groupe
= HTTP Acorss - Select DS Group™
Eae KNP Actiss any Lab-OMS New Gronp
. NP
Oheces S5H Access
SMTP Sorver
-3 SHP
Integration
551
Sysiog
Expiry Entry Tier:
Timsouts 1 -
. _ ' oo (B3
ima Syrchionization
Ty Zone Poll Timer:
UCAPLICE Campiancs 240
Pertormance Profie

Interface Objects

Davices vwill uss specifiod inberlacs objects for connecting with DNS Servers.

foadatia interTace Objests atected nerface Cojects
@ Semch inside a
outside
tunnell ™

Verify viaFTD cli that you can ping the private resources | P address and FQDN (if you want to access PR
using its FQDN).



Create a Security Cloud Control Tenant on CDO

Note: If you aready have a SCC tenant configured then you do not have to create a new tenant.

Navigate to Security Cloud Control:

» Click onorganization > Create new organization

‘ties Security Cloud Control

Select an

organization
Clsea-jaiynany - Usited
States

- rganizat

% Home
5 In your organiza

Cisco- jaiyada - United 2 nyourorg
States

¢ Click on create

Tte  Security Cloud Control

Claim subscription

A Create new organization

i ceganiEation Akme

Region deploymen *
%s Snared Objects £ INTEQRATE IDENTITY PROVIDER (109) : {ETMAT LaNoIHG PAGE
1550} B sct Page 5o view st when you enter the organization.

O Puatfoem Mansgement ot

5 1he Sepitymant for sl products and Servces sssed
ot anization Read documentation
cancy
() GNBOARD FIRTWALL DEVIGES

Once the SCC tenant is created , gather the tenant information to enable Firewall and Secure Access
microapp and to enable UZTNA.

Ensure SCC Firewall General Settings are Configured

Navigate to CDO/SCC:

» Click on Administration > General Settings
» Make sure Auto onboard On-Prem FMCs from Cisco Security Cloud Option is enabled.


https://security.cisco.com/
https://us.manage.security.cisco.com/

Note: The user trying to access the Secure Access MicroApp must have Secure Access and Security Cloud

Control admin roles.

aluilis
CIsCO

Security Cloud Control

Administration

Fa
Dashboard General Settings

User Managemeant

Matification Settings

Insights & Reports »
Integrations
£ Events & Logs »
Secure Conneclors
Manage Firewall Management Center
- Multicloud Defense
Objects Managament
sm Security Devices
*°  Secure Connections »

©

Administration

‘wies Security Cloud Conitrol

Administration

Dashboard Sonaral Settings General Settings

Wb Anshytics

Ao onboard On-Prem FMC: from Cleco Security Cloud

Enabie event data sharing with Talos

L

to Cisco Sacuity Cloud
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Verify your Secure Access Tenant and Security Control Firewall Management Base

Integration
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Once you complete step Create a Security Cloud Control Tenant on CDO and Cresate a Security Cloud
Control Tenant on CDO then you can be able to see Firewall and Secure Access micro apps on SCC
dashboard:

s Security Clowd Control

Security Devices
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Generate Firewall Threat Defense (FTD) CA signed certificate

Note: You can aso user FTD self-signed certificate FTD Certificates ( refer Generating Self-
Signed Internal and Internal CA Certificates section). Cerficiate must in PK CS12 format and must
be present in user machine store under trusted root CA.

In order to generate a CA signed certificate using FTD in build opensd feature:

* Navigateto FTD
* Run expert command

* Generate CSR and key using openss|
> OpenSSL command:

openss1 req -newkey rsa:2048 -nodes -keyout cert.key -out cert.csr


https://www.cisco.com/c/en/us/td/docs/security/firepower/70/fdm/fptd-fdm-config-guide-700/fptd-fdm-certificates.html

Certificate Sgning Request
» Copy the CSR and get a CA signed certificate

» Use FTD CA signed certificate and key and convert certificate into PK CS12 format

- OpenSSL command:

openss1 pkcsl2 -export -out ftdcert.pl2 -in cert.crt -inkey cert.key

» Export the certificate using SCP or other tool.

Onboard On-prem Firewall Management Center to Security Cloud Control
Navigate to the FMC:

» Click on Integration > Cisco Security Cloud

o] Iintegration
Homa:
" Dynamic Attributes Connectar e Intelligence
Overdew
Cisoo Security Cloud Incidanis
nl 1 Security Analytics & Logging Sources
Analyisn
Crther Integrations Elemnernts
=
Podici | Sattings
AP
o
Davices AMP Managemant

Dynamic Analysis Connections

Firewall Mangement Center and SCC Integration

» Choose the Cloud Region and then click on Enable Cisco Security Cloud



Firewall Management Center

Cisen Security Cloud

Cisco Security Cloud Integration
Hame
.
Ovorvien
bl Integration
Analysis
Cisca Sacurity Cloud  Currant Cloud Region 8 Sscurity Services Exchange Tenont  Cloud Onboarding Status
o .
= tes-east-1 (U5 Region)
Policis .
= Enable Clsco Security Cloud 17
Dewices
. Settings
Otjecis ity Slawd Suppart
A oy
Intageation
Fibe and malwars avents + [ Erable Cisco Success Metwork
B comection everss + B Enable Clsco Support Dlagnostics

Cizee KOR Abor

Clico Al Assistant for Security

Zera-Toush Praviskaning (ZTR)

Bolicy Analyzer and Cptimizer

It will open anew browser tab, on the new tab:

* Click on continue to Cisco SSO

Note: Make sure, you are logout from SCC and do not have any other tabs open.
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CISCO

Welcome to the Cisco Security Cloud
Delivered through Security Cloud Control (SCC)

Staying on top of security is easier than ever. Security Cloud Control helps
you consistently manage policies across your Cisco security products. It is a
cloud-based application that cuts through complexity to save time and keep
your organization protected against the latest threats.

SCC complements FMC by allowing you to:
» Drive consistent policy through shared object management with FMCs
+ Enable Zero-Touch Provisioning of FTDs
+ View events in the cloud
» Get a centralized view of inventory across FMCs
+ Leverage cloud CSDAC and Cloud Delivered FMC
* and more

To continue with cloud registration of your FMC, you will need a Cisco
Security Cloud Sign On (SSO) user account.

If you don't already have a Cisco SSO account, please proceed below and
Sign Up for free. Note that you will need to restart the cloud registration from
your FMC after your new SSO account is created.

If you already have a Cisco SSO account, please proceed below to choose or
create a free SCC account to register your FMC.

Let's get started!

1 2

Sign Up/Sign In with Cisco SSO Register FMC with a SCC Tenant
Continue to Cisco SSO

Firewall Mangement Center Onboarding to SCC

» Choose your SCC tenant and click on Authorize FMC



FMC.

Welcome to Security Cloud Control
ﬁ To proceed with the registration of your FMC, please select a

SCC tenant or enterprise to register with the FMC and verify
the code displayed below matches the user code from your

@ Select Tenant C' Create Tenant

1T
CISCO

(s

[ cisco-jaiyadav

cisco-ngfw-us-sspt
cisco-vibobrov

default_enterprise

The FMC wil

Compare the code below to the authorization code shown in the FMC tab. If
the codes match, authorize the FMC to complete the registration.

FMC would like access to your SCC tenant cisco-jaiyadav.

* Users:
SCC tenant.

» Data: FMC will be able to collect data using SCC APls.

Grant Application Access

If the codes do not match, cancel registration.

8ABA15B5

Allinternal users in FMC will have read-only access to this

Firewall Mangement Center Onboarding to SCC

* Click on save

he registerad with tenant cisco-jaiyadav

]
Anabysis

Pusliges,

Integration

Cisee Seeurity Cloud  Current Cloud Reghen 0 Zecurity Services Exchange Tenant  Cleud Onbearding Status
& Erabled
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The status of Cloud Onboarding Status must change from Not Available tO Onboarding then oOnline.

il Firewall Management Center
e

Clsco Security Cloud Integration
[
.
Owerview
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Cisco Security Cloud  Current Clowd Region B
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» Navigate to SCC and check the FTD status under Platform Services > Security Devices

tnco’ Security Cloud Condrol

Security Devices
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O Symead

Enroll Universal Zero Trust Network Access (UZTNA) settingson FTD

Navigate to SCC:

» Click on Platform Services > Security Devices > FTD > Device Management > Universal Zero Trust Network Access
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Secure Firewall Threat Defense - Universal ZTNA Configuration

* Fill out the information and upload the FTD certificate generated in the step Generate Firewall Threat
Defense (FTD) CA signed certificate
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Secure Firewall Threat Defense - Universal ZTNA Configuration
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Secure Firewall Threat Defense - Universal ZTNA Configuration

Note: When you enable uZTNA on FTD HA , it will deploy the changes and reboot both Firewall
Threat Defense (FTD) units at the same time. Make sure to schedule a proper maintenance

window.

* Click on workflow to check the logs
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Under Transcript Details you are able to see Policy Deployment Status and changes on FMc.

Transcript Details

FMC = vpn-sddr-ssaign locsl

FMC >» accass-group CSM_PW_ACL_ giobal

FMC >> 26r0-rust- iyl

FRIC >3 Eston-interface cutside
FMC >3 Estan-interface inside
FMC >3 prcory-fodn fid taclab com
FMC > it

PR > falovge

FMC 35 chhai configustion biidion

snanesses INFRASTRUGCTURE MESSAGES = ==ssases

By ¥ L]
AppfSensor config Switch Successid in ActivedControl Noda;
Finalizn in Data/Standty Mode's App Config - Success:- Mode 10 [1]

Secure Firewall Management Center - Policy Deployment Status



Enroll the client with uZTNA

Secure Access Configuration

S

Note: Y ou can use SSO or a Certificate based ZTA enrollment. The nexts, are the steps for
Certificate based ZTA enrollment

Navigate to Secure Access Dashboard:

» Click on Connect > End User Connectivity > Zero Trust Access
* Click on Manage

‘Duie Secure Access

End User Connectivity & Cisco Secure Client | | Manage servers ~

mel. Help &

Zero Trust Access Virtual Private Network Internet Security
Enroliment methods
" el P rization hare, Help 3
4 Windows and macl$ devices enrcll using: S50 Asthentication | Certificstes
Connect
-

» Upload the Root CA certificate and download enrollment configuration file

Hite Secure Access

# Zero Trust Access
Enroliment methods

Windows and macOS devices

Use S50 Authentication

Enroliment requires user action.

te chain must be able to validate identity certificates on endpoint devices during zero trust enrollment and renewal

CA Certificates

Ho CA certificates ¢ & Upload a CA Certificate |

2. Download the enroliment configuration file

T wew CA certificate is uploaded

eploy this file to

| & Download

m L


https://dashboard.sse.cisco.com/

» Click on save
Client Configuration

Copy the enrollment configuration file to c:\ProgramData\Cisco\Cisco Secure Client\ZTA\enrollment_choices

" enrollment_choices X + - = o
&« ' h ] |;| » - Cisco » CiscoSecureClient > ZTA > enrollment_choices Search enrollment_choices Q
i
|
@ New ~ N sort v = vView - 0 Details |
~ 1
Mame Date modified Type Size |
— ]
B Desktop  # I [7] 8295509_2TA_Enroll_Cert 5/10/2025 11:22 AM JSON File 3KB
+ Downloads #
& Documents #
 Create aClient certficiate, which must have UPN in SAN filed
i File Action View Faverites Window Help
|2 &L XD HE
;Eonsalzlloq't lssued To h lssued By Expitation Date  Intended Purposes  Friendly Name Status  Centificate Te...
v (G Certificates - Current User Bgljaiyadav taclab-AD-CA 5/29/2026 Client Authentication <Nane> user enroll

v [ Personal

| Certificates
~ ] Trusted Root Certification Authorities
| Certificates & | Certificate ¥
» ] Enterprize Trust
> ] Intermediate Certification Authorities General Detsis Certificaion Path
» ] Active Directory User Object
» ] Trusted Publishers Show:  <hll> hd
3 ] Untrusted Cenificates
> ] Third-Party Root Certification Authorities Field Ve
> ] Trusted People [i5] nppieation Pobeies [1]Appheation Certificate Poe. .
5 7] Client Authentication lssuers {4 |sMIME Capabitties []SMIME Capabiity: Object I...
5 (] Other Pasple Ly subject Key Identifier 531991688c292bbThesh741c2. ..
> ] Local NanRemavable Certificates Austherity Key Identfier KeyID=f7effbadb3sbabr1edf. .
3 ] Certificate Enrollment Requests {1y cAL Distribution Paints [1]CRL Distribution Peint: Distr...
» [E] Smart Card Trusted Roots fi | ssthority Information Access [ {]autherity Infio Access: Act...
- 21| Subjpect Alternative Name Ohver Mame:Princpal Name=j...
[lisaiasannses 3 wFanwosnsshosning
[Other Name:
Prinzipal Name =jsiyada Btacsb com

Edit Properties... Copy to File...

(o ]

Certificate Installation

» Start/ Restart Cisco Secure Client - Zero Trust Access Agent



© Services (Local)
s
Cisco Secure Client - Zero Trust Mame Description Status
). Capability Access Manager Service rovides fac... Runnin
Access Agent £} Capability Access Manager 5 Provides fac.. Running
.{?._" . -
Start the service ?:!;Capturefnervfce_'l'laﬂbf Enables opt!...
- CaptureService_ nables opti...
&k CaptureS 86240d Enables opti
). Cellular Time IS SEMVICE ..,
Lk Cellular T Th
[égscngtmn: Client Zero Trust A i), Certificate Propagation Copies user .. Running
A:;:r?t SEECHL:EE tent Zero Trust Access %Cisco Secure Client - AnyConnect VPN Agent Cisco Secur..  Running
). Cisco Secure Client - ThousandEyes Endpoint Agent cusandE... unnin
g c 5 Cl Th dEyes Endpoint Ag Th dE R g
). Cisco Secure Client - Umbrella Agent I5C0 SECUr.., unnin
g c 5 Cl Urmnbrella Ag C S R g
%Cisco Secure Client - Umnbrella SWG Agent Cisco Secur.,
1.‘2? Cisco Secure Client - Zero Trust Acd Start Cisco Secur...
i), Client License Service (Cli : Provides inf...
& Cl L 5 (ClipsVC)
% Clipboard User ervice_1la SIop IS USEF SE.., unnin
&k Clipboard User S Mallbf . Th R g
% Clipboard User EMVICE_ Pause IS USEF SE.., unnin
&k Clipboard User S 86240d Th R g
'-fz!} Cloud Backup and Restore Service_” Resume Manitaors th..
'-.‘z& Cloud Backup and Restore Service ! Restart Manitaors th..
3 solation 3 e.. Runnin
5 CNG Key Isol The CNG k R g
3 + Ewvent System upparts y.. unnin
T}CGM E Sy All Tasks > Supp Sy R g
'-.‘:!;CGM+ Systern Application Refresh Manages th...
%Connected Devices Platform Service This service ..  Running
1. Connected Devices Platform User S Properties IS USEF SE... unnin
g C dD Platf User 5 pe Th R g
%Connected Devices Platform User 5 This user se..  Running
i€} Connected User Experiences and Te A The Connec..  Running
Fetended 4 Standard £

Windows Services

* Verfiy the ZTA module status

8 Cisco Secure Client

AnyConnect VPN
Ready to connect.

NN :
asco. Secure Client

= Auto Select Nearest Location G
General Zero Trust Access

Statistics Advanced Configuration Message History

Status Overview
Zero Trust Access:
Zero Trust ACcess is active, Zero Trust Access Enrollments:
To unregister from the Zero Trust Access service, chck the Unenrol button, This will initiate the
process of unregistering your acoount and remaving any assodated configuration from the
Zero Trust Access service.

AnyConnect VPN

Umbrella Unenro This setting is managed by your administrator.

Colect diagnostic information for all
installed components.

Dragnastas

Secure Access - ZTA Certificate Enrollement Satus
Verify

Use the next command to verify the uZTNA configuration on Firewall Threat Defense (FTD):



show allocate-core profile
show running-config universal-zero-trust

Related | nfor mation

e Cisco Technical Support & Downloads
» Cisco Secure Access Help Center
¢ Cisco SASE Design Guide



https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://docs.sse.cisco.com/
https://www.cisco.com/c/en/us/solutions/collateral/enterprise/design-zone-security/sase-design-guide.html

