Configure Secure Email Encryption Service
SAML SSO with Duo
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This document describes how to integrate Cisco Secure Email Encryption Service (formerly Cisco
Registered Envelope Service [CRES]) with Duo for Security Assertion Markup Language (SAML) single
sign-on (SSO).

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

Administrative access to the Cisco Secure Email Encryption Service administration portal.
Administrative access to the Duo Admin Pandl.

Administrative access to the Microsoft Azure portal.

Enroll usersin the Duo Admin Panél as described in Duo user enrollment documentation.

Components Used

The information in this document is based on SAML 2.0.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.


https://res.cisco.com/admin/
https://admin.duosecurity.com/
https://portal.azure.com/
https://duo.com/docs/enrolling-users

Configure

Use this procedure in order to configure SAML SSO between Cisco Secure Email Encryption Service, Duo,
and Microsoft Azure Active Directory. After the configuration is complete, users assigned to the enterprise
application can authenticate to the Cisco Secure Email Encryption Service portal with Duo.

Step 1. Log in to the Duo Admin Panel.

Step 2. Navigate to Applications.

Step 3. Choose Protect an Application.

Step 4. Choose Generic SAML Service Provider, and then click Protect.

Step 5. Copy the Single Sign-On URL.

Step 6. Choose Download Certificate.

Step 7. Choose Download XML.

Step 8. In Service Provider > Entity ID *, enter Cisco Secure Email Encryption Service entity 1D.

Step 9. In Service Provider > Assertion Consumer Service (ACS) URL *, enter Cisco Secure Email
Encryption Service ACSURL.

Step 10. In Settings > Name, enter a name for the new application, and then choose Save, as shown in the
image:


https://admin.duosecurity.com/
https://res.cisco.com/websafe/root
https://res.cisco.com/websafe/ssourl
https://res.cisco.com/websafe/ssourl

Dashboard * Applications » CISCO CRES

CISCO CRES Authentication Log | E{ Remove Application

See the Generic S50 documentation 7 to integrate Duo into your SAML-enabled service provider.
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Step 11. Log in to the Cisco Secure Email Encryption Service administration portal.

Step 12. Navigate to Accounts, and then choose the hyperlink for the Account Number .

Step 13. In the Details tab, set Authentication M ethod to SAML 2.0.

Step 14. Leave SSO Alternate Email Attribute Name blank.

Step 15. In SSO Service Provider Entity ID, enter Cisco Secure Email Encryption Service entity ID.

Step 16. In SSO Customer Service URL, enter the URL copied in Step 5.


https://res.cisco.com/admin/
https://res.cisco.com/websafe/root

Step 17. Leave SSO L ogout URL blank.

Step 18. In Current Certificate SSO I dentity Provider Verification Certificate, click Choose File, and
then upload the certificate downloaded in Step 6., as shown in the image:



1T

CIsCoO

HnmeT Users T Reports [ telal il
Manage Accounts Manage Registered Envelopes |

[ Details ]f Groups ]fTﬂkenS ]f BCE Config ]fnddin Config ]f Branding

Account Number A_ 1w
Account Name™® | ERESADOMAIN
Description | EERESADOMAIN
Status Active bl

Enable Auto Provisioning D
RuleSet All W

Enable Sender D
Registration

Make Secure Compose

Avallable

Suppress Java Applet in

Envelope

Account Certificate Regenerate

On TLS failure choose one of the following delivery preferences
@ Fallback to Registered Envelope Delivery

() Bounce Messages

If TLS failure delivery preference is set to Registered Envelope, please remembs
change the TLS delivery option to TLS Preferred on yvour in house mail server.

Authentication Method SAMLZ20w

S50 Enable Date 0Ff07/2023 06:14:48 AM GMT
550 Email Name ID t iant
Format ransien

550 Alternate Email | |
Attribute Mame

S50 Service Provider
Entity ID*

S50 Customer Service
URL*

550 Logout URL | |

| https://res.cisco.comy |

| https://ss0- kel . sco.duocsecuri |

S50 Service Provider

Verification Certificate Lol

550 Binding HTTP-Redirect, HTTP-POST

aif Assertion Consumar https://res.cisco.com/websafe/ssourl

Current Certificate CH=DikbaEtbbibiabeiel), O=Duo Security

550 Identity Provider ch Fil No file ch
Verification Certificate® gose TTe | Ne Tlechosen

Save Back to Accounts List

Step 19. Log in to the Microsoft Azure portal.



https://portal.azure.com/

Step 20. Navigate to Azure Active Directory > Enterprise Applications > New application > Create
your own application.

Step 21. Enter an application name, choose | ntegrate any other application you don't find in the gallery
(Non-gallery), and then click Create.

Step 22. Choose Assign user s and groups, add the users that require access to Cisco Secure Email
Encryption Service, and then click Assign.

Step 23. Choose Single sign-on > SAML > Upload metadata file, and then choose the file downloaded in
Step 7., as shown in the image:
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Verify that the SAML SSO configuration works as expected by confirming that an assigned user is

redirected to Duo for authentication and then returned to the Cisco Secure Email Encryption Service portal
after successful authentication.

Step 1. Log in to the Cisco Secure Email Encryption Service portal, as shown in the image:

Secure Emaill
Encryption Service

Username®

cresduo@mexesa.com

OR

& Sign in with Google

Step 2. Complete Duo passkey authentication, as shown in the image:


https://res.cisco.com/
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Step 3. After the correct passkey is entered, confirm that the user can log in to the Cisco Secure Email
Encryption Service portal successfully, as shown in the image:
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Common Errors

Review these common errorsif SAML SSO to Cisco Secure Email Encryption Service does not complete
successfully.

1. If the user is not assigned under User s and Groupsin the Enterprise Application, this error appears, as
shown in the image:

a8 Microsoft

DUO SSO

Sorry, but we're having trouble signing you in.

AADSTS50105: Your administrator has configured the application DUO SS0O
('7aB68b56-7641-407-06f6-f9808c0ead2e’) to block users unless they are
specifically granted ('assigned') access to the application. The signed in user
‘cresduc@mexesa.com’ is blocked because they are not a direct member of a
group with access, nor had access directly assigned by an administrator. Please
contact your administrator to assign access to this application.

Troubleshooting details 4
If you contact your administrator, send this info to them.

Copy info to clipboard

Request Id: 0e61cd84-ceel3-4923-0d33-217471760500

Correlation Id: d6M8d134-0823-deue-a908-a3ada942191 1

Timestamp: 2023-07-12T03:54:137

Message: AADSTS50105: Your administrator has configured the application DUQ S50
('7aBEBb56-764f-4071-96f5-f9B08c0ead2e') to block users unless they are specifically granted
(‘assigned’) access to the application. The signed in user 'cresduc@mexesa.com’ is blocked
because they are not a direct member of a group with access, nor had access directly
assigned by an administrator. Please contact your administrator to assign access to this
application.

Flag sign-in errors for review: Enable flagging

If you plan on getting help for this problem, enable flagging and try to reproduce the error
within 20 minutes. Flagged events make diagnostics available and are raised to admin
attention.



2. If the user isremoved from Usersin the Duo Admin Panel, this error appears, as shown in the image:

I
CISCO

Q Account disabled

Your Duo account is disabled and cannot

access this application. Please contact your IT
help desk.

Secured by Duo

3. If the user isnot enrolled in the Duo Admin Panel, this error appears, as shown in the image:



Secure Emaill
Encryption Service

Username®
amacorra@mexesa.com

€) You entered an incorrect email address.

OR

& Sign in with Google

Related I nfor mation

Refer to the following resources for additional configuration details and product documentation:

Cisco Secure Email Encryption Service administration portal
Duo Admin Panel

Microsoft Azure portal

Duo user enrollment documentation

Cisco Technical Support & Downloads



https://res.cisco.com/admin/
https://admin.duosecurity.com/
https://portal.azure.com/
https://duo.com/docs/enrolling-users
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

