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| ntroduction

This document describes how to troubleshoot and renew an expired Cisco Identity Services Engine (1SE)
Admin Certificate.

Prerequisites

Requirements

Cisco recommends that you have the knowledge of these topics:

* Cisco I SE Deployment.
* Certificate Management in Cisco ISE.

Components Used

The information in this document is based on these software version;



* Cisco Identity Services Engine (ISE) version 3.3 Patch4.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background Information

This document focuses on the distributed deployment; however, you can use the same troubleshooting plan
on standalone node.

In ISE Distributed Deployment, the node is either Primary Admin Node (PPAN) or secondary.

This document uses | SE Admin certificate as a self-signed certificate in order to demonstrate the impact of
certificate expired, but this approach is not recommended for a production system. It is better to
use authority-signed certificate for admin usage.

% Note: Cisco recommends you to keep your Admin certificate in health state and plan the renewal in
advance, find this guide to help you track and renew |SE System Certificates (Configure Certificate
Renewals on ISE).

| SE Admin Certificate (Expired)

Validate Admin Certificate Status

Step 1. Check the deployment status. Navigate to Administration > System > Deployment.

Y ou can check the secondary nodes status, as shown, the three secondary nodes are (Not in Sync).


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/217191-configuration-guide-to-certificate-renew.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/217191-configuration-guide-to-certificate-renew.html
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Step 2. Review the Alarms. Navigate to Dashboard > Alarms > (Certificate Expired).

To confirm which node and which certificate is expired.

% Note: If the Primary Admin Node (PPAN) expired before any secondary node you can not see any
alarms from that node, that is what happened for Secondary Admin Node (SPAN) in this alarm.

= bk |dentity Services Engine

@ Alarms: Certificate Expired

J|  Bookmarks
8%  Dashboard
I Contaxt Visibility

A, Operations

1 Py
2. Administration
Al Work Centers

Time Stamp Dascription Details

interactive Features Jan 33 2025 18:00:13.488 PAl

Alarms (Certificate Expired)

Step 3. Check the admin certificate status. Navigate to Administration > System > Certificates >



Certificate Management > System Certificates > Expand node.

1. Primary Admin Node (PPAN):
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2. Secondary nodes.

For the secondary nodes it could be 1 of 2 options and in both cases you must apply the same action plan:

A. Can Expand the node system certificate and confirm that the admin certificate is expired:
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Secondary Node Admin Certificate Status

B. Throw error ("Error loading certificates. Node not reachable at thistime. Try again later.") as shown for
(ise-psn2).

Error
Esror laading certificates. Mode not reachable a1 this time. Try again later

Secondary Node Not Reachable

Action Plan

After you confirm the admin certificate expired for all 4 nodes, you must apply these steps:

Step 1. Deregister all secondary nodes from the distributed deployment (only if the admin certificate is
expired).

Navigate to Administration > System > Deployment > Check [ V ] of the secondary nodes and click Der egister.

%‘ Note: Deregister the node means it moved to standalone. Then, you can renew the admin certificate
on this node.
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% Note: Remember to deregister only secondary nodes where the admin certificate is already expired
and to keep the rest. In this document, all the secondary nodes are expired.

= b |dentity Services Engine Administration / System

P! Bookmarks Daploymaent Licensing Cortificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

B%  Dashboard

1 Context Visibaity Deplayment Deployment Nodes
A Operations Salocted § Totad 1
& Deployment
N} Poicy
L PAN Failover
ds Adminktration (] Hastname Personas Rolu{s) Services Nodo Status
. () 3000 Administration, Moritoring PRI, PRIM) NOME a
Al Work Conters

?) Interactive Fealures

All Secondary Nodes are Deregistered

Step 2. Renew admin certificate of the Primary Admin Node (PPAN).

1. Navigate to Administration > System > Certificates > Certificate M anagement > System
Certificates. Click +Generate Self Signed Certificate:



Bookmarks [+] nt L i r Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

B2  Dashboard
Gemificate Managemant

System Certificates .o w1 rcommensod o R PR ———

12l Context Visibility oy

A Operations Admin Certificie Hede

Trusted G s

Frisndly Mams Usad By Portal graip tig Isgised Ta Iagiiad By Valid Froem Expiration Dt Statis

Policy OCSP Cliest Profis

Cortificate Signing Reguoats

4. Administration

Gertiicase Paviodia Ghack: 5 so-ppsn kisblocal s T o
A Work Centers
AuTrEntcaTian, Expirsd
Conificats Aushority 3 FaleUs Is
T P — o W, Mon, 21 Jan 7030 B
Active
ca padnd s0-ppan kiab2. local op Tus, 21 Jan 2025 Tug, 22 Jun 2030
Active
pan tdlab koca  15C Messaging s0-ppan kBabl tocal  Certificase Sorvicos € T 5]
QUSISE Massaging Serv Sarvice ub CA - I3-ppan
s emCembame Sarices £ A

Generate new Self-Sgned Admin Certificate

2. Select the Primary Admin Node (PPAN) (ise-ppan) and fill the certificate infor mation:
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Select the Primary Admin Node (PPAN)

3. Check [ v ] the Admin usage.
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Admin Usage

4. Set the Restart Time to Restart Now for the Primary Admin Node (PPAN). Set all nodes on the
deployment either to Restart Now or Restart L ater.

After you renew an admin certificate (a certificate configured for admin usage) on the Primary Admin Node
(PPAN), all the nodes in your deployment must be restarted.

Set Restart Time

Scheduber

Curron] admin coERcats B sapiod , henca you will nol be abla 15 schodula restant al laer lims

Set Restart Time to Now

5. Click Submit.



N Note: After you renew an admin certificate (a certificate configured for admin usage) on the Primary
Admin Node (PPAN) all the nodes in your deployment must be restarted. Y ou can either restart each
node immediately or schedule the restarts later. This feature allows you to ensure that no running
processes are disrupted by the automatic restarts, giving you greater control over the process.

Y ou can view and edit the scheduled restarts in the Administration > System > Certificates> Admin
Certificate Node Restart window, which is available from Cisco | SE Release 3.3.

6. Verify the new admin certificate of the Primary Admin Node (PPAN).

Navigate to Administration > System > Certificates > Certificate Management > System Certificates >
Expand (ise-ppan).
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Step 3. Renew admin certificate of the secondary nodes.

1. Confirm the secondary node on standal one deployment after deregistered from the distributed
deployment.

Browse the node via GUI (https://[<FQDN/IP>) and navigate to Administration > System > Deployment.
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2. Navigate to Administration > System > Certificates > Certificate Management > System
Certificates. Click +Generate Self Signed Certificate.
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3. Select the (ise-span) and fill the certificate infor mation.
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%4 Note: Changing the certificate of the admin role certificate on | SE node restarts services.

5. Click Submit.

6. Verify the new admin certificate on (ise-span).



Navigate to Administration > System > Certificates > Certificate Management > System Certificates >
Expand (ise-span).
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Step 4. Register the secondary nodes to the distributed deployment.

Set up your deployment personas and roles as it was before (Admin, MNT, PSN, etc).

1. From Primary Admin Node (PPAN) GUI. Navigate to Administration > System > Deployment. Click
Register.
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2. Enter the FQDN and credentias of the secondary node (User Name/Passwor d).

Enter the DNS-resolvable fully qualified domain name (FQDN) of the standalone node that you are going to
register. The FQDN of the (PPAN) and the node being registered must be resolvable from each other.
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Enter Secondary Node Access

3. Enable the correct persona and services.
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Step 5. Verify the deployment status.



Navigate to Administration > System > Deployment.
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Troubleshoot
Use Case 1. Deregistered Secondary Node Stuck on Distributed State (ise-psnl)

Validate the Status

Step 1. Confirm the distributed deployment status.

From Primary Admin Node (PPAN) GUI. Navigate to Administration > System > Deployment. Y ou can
confirm this node (ise-psnl) is aready deregisted.
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Step 2. Confirm the (ise-psnl) node status.
Browse the secondary node via GUI (KD lab local) and navigate Log in > About | SE and Server.

About ISE and Server

SERVER

Host is-psnl System Tima: Jan 23 2026 11:41:67 AM
Eurcipe/Warsaw

Personas: Palicy Service, puGrid

(SESSION._PROFILER) FIPS Mode: Disabled

Rola: Varsion: 3.3.0.430

Patch Information: 4

CISCO I5E

Preduct ldenifier (PID} ISE-VM-Ko Sarial Number (SN) P —

Warsion [dantifier (VIDY) Vot ADE-0S Version 330181

0 2023 Cistco Systems ine. Ciseo, CiSco Systems and Ciseo Sysiems lo0o e regstensd wademanks of CHeo Systems,inc.
andjor its affiliates in the U.S and certain othes countries. Cleco ISE ulilizes open source saltware from various
COMpONENts. View third-party licenses and notices.

Provide Feedback

Secondary Node (ise-psnl) Stuck on Distributed Deployment Status

Workaround

Step 1. Deregister the (ise-psnl) node manually.

Enforce the (ise-psnl) node to standal one deployment via GUI (Der egister Node).
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Deregister the Node Manually - GUI

Step 2. Verify the (ise-psnl) now on standal one deployment.
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(ise-psnl) on Standalone Deployment

Step 3. Once you can confirm the node on standal one status, proceed with the same stepsin Action Plan
section:

1. Renew admin certificate of the (ise-psnl) Node.
2. Register the(ise-psnl) node to the distributed deployment.
3. Verify the deployment status.

a
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(ise-psnl) Added to the Deployment

Use Case 2: Deregistered Secondary Node GUI Unreachable (ise-psn2)

Validate the Status

Step 1. Confirm the distributed deployment status.

From Primary Admin Node (PPAN) GUI. Navigate to Administration > System > Deployment. Y ou can
confirm this node (ise-psn?2) is already deregisted.

dentity Services Engine Administration / System

J|  Bookmarks Daploymant Licensing Cartificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings

8%  Dashboard

Lt Context Visibility Deployment Deployment Nodes
A Operations Selected 0 Towal 3
# Deployment
' EoRey, s+ PAN Fallgwer
4. Administration (m) Hostname Parsonas Role{s) Services Node Status
Agministration, Menitoring PRNA), SECIM]  NONE a8
'.'|| Woark Conters
SESSION PROFILER B
: Agminkstration, Monitoring SEC(A), PRI(M) NONE a8

¥ Interactive Foatures

(PPAN) Deployment Nodes



Step 2. Confirm the (ise-psn2) node status.

Due to the admin certificate is expired in some cases you can hit these symptoms:

* (ise-psn2) GUI unreachable.

* (ise-psn2) CLI (show application statusise) | SE application is stuck on (initializing or not
running).

* (ise-psn2) CLI (show tech) the node aready on standal one deployment.

PA4MN,MNT, PSH STANDATLONE ACTIVE 5YHNC COMPLETED

Workaround

Step 1. Renew admin certificate of the (ise-psn2) Node.

1. Loginto (ise-psn2) viaCLlI.

2. Enter application configureise.

3. Enter 31 ([31] Generate Self-Signed Admin Certificate)).

4. Do you want to continue? y/[n]: y

5. Do you want to replace existing certificate after generation? y/[n]: y



UL L1+
Jadmigfapplication configure ise
configuration option
M&T S5ession Database
Indexes
urge M&£T Operational Data
M&T Database
Database Statistics
Profiler Statistics

CA Store

o b

m
Hi
m

m
H

O o e W e e
]

[ L

ChA Store
Config Indexes
Indexes
¥y EPM Stats
Stats for last 3§ Weeks
]Enable/Disakble Counter Attribute Collection
]¥iew Admin Users
]Get all Endpoints
]JEstablish Trust with controller
0]Beset C

Context Visibility
l]Synchronize Context

T =]

Vigibility With Database

]Force Backup Cancellation
ES5E 5521 I0OS Crash
undotakblespace
Upgrade Tables

Temp tablespace

]Recreate REPLOGHS
iew Hative IPS5ec status
lEnakble/Disakble/Current status of Aundit-Session-ID Uniqueness
]Check and Repailr Filesystem
R5A P55 signature for EAP-TLS

he I = Will restart

After this operation,
Do you want to contin
Certificate Subject
*Common Name (CH) : ise-psnd.kdlak2.local
Enter Organization Unit (OU) : Tech
Enter Organization (0Q) : ED
Do you want to replace existing if3] ? v/ 0
01ld Memory Size

T
ue

6. Verify the new admin certificate on (ise-psn2).
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New Admin Certificate (ise-psn2)

Step 2. Register the (ise-psn2) node to the distributed deployment.

Step 3. Verify the deployment status.
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The Deployment in Sync Again!

Related | nfor mation

* Deployment of Cisco ISE
» Certificate Management in Cisco |SE

Backup & Restare
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/b_ISE_admin_33_deployment.html#ID193
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3/b_ISE_admin_33_basic_setup.html#concept_8B6D9760C14344EC972B2DD81876328B

» Configure Certificate Renewals on ISE



https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/217191-configuration-guide-to-certificate-renew.html

