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This document describes an example for TACACS+ over TLS with Cisco Identity Services Engine (I1SE) as
server and a Cisco NX-OS device as client.

Overview

The Terminal Access Controller Access-Control System Plus (TACACS+) Protocol [RFC8907] enables
centralized device administration for routers, network access servers, and other networked devices through
one or more TACACS+ servers. It provides authentication, authorization, and accounting (AAA) services,
specifically tailored for device administration use cases.

TACACS+ over TLS 1.3 [RFC8446] enhances the protocol by introducing a secure transport layer,
safeguarding highly sensitive data. This integration ensures confidentiality, integrity, and authentication for
the connection and network traffic between TACACS+ clients and servers.

Using this Guide

This guide divides the activities into two parts to enable I SE to manage administrative access for Cisco NX-
OS based network devices.

* Part 1 — Configure ISE for Device Admin

* Part 2 — Configure Cisco NX-OS for TACACS+ over TLS

Prerequisites
Requirements

Prerequisites to configure TACACS+ over TLS:

» A Certificate Authority (CA) to sign the certificate used by TACACS+ over TLSto sign the
certificates of |SE and network devices.
» Theroot certificate from the Certificate Authority (CA).

* Network devices and I SE have DNS reachability and can resolve hostnames.
Components Used

The information in this document is based on these software and hardware versions:

* ISE VMware virtual appliance, Release 3.4 patch 2.
* Nexus 9000 switch model C9364D-GX2A, Cisco NX-OS version 10.6(1)+.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Licensing
A Device Administration license allows you to use TACACS+ services on a Policy Service node. In ahigh

availability (HA) standal one deployment, a Device Administration license permits you to use TACACS+
services on asingle Policy Service node in the HA pair.



Configure | SE for Device Admin

Generate Certificate Signing Request for TACACS+ Server Authentication

Step 1. Log in to the | SE admin web portal using one of the supported browsers.

By default, | SE uses a self-signed certificate for all services. Thefirst step isto generate a Certificate
Signing Request (CSR) to have it signed by our Certificate Authority (CA).

Step 2. Navigate to Administration > System > Certificates.
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Step 3. Under Certificate Signing Requests, click Gener ate Certificate Signing Request.
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Step 4. Select TACACS in Usage.



Usage

Certificate(s) will be used for TACACS e

Allow Wildcard Certificates L (1]

Step 5. Select the PSNs that has TACACS+ enabled.

Node(s)
Generate CSR's for these Nodes:

Node CSR Friendly Name

ISE1 ISETHTACACS

Step 6. Fill the Subject fields with the appropiate information.

Subject

Commaon Name (CN)

SFODNS

QOrganizational Unit (OU)
CX

QOrganization (O)
Cisco

City (L)
Raleigh

Stata (ST)
Morth Garolina

Country (C)
us

Step 7. Add the DNS Name and | P Address under Subject Alternative Name (SAN).

DNES Hama ISETN.lab

1P Address 10.225,253.209

Step 8. Click Generate and then Export.



Succaessfully generated C5R(s)

Certificate Signing request(s) genarated:
ISETHTACACS

Click Export to download CSR(s) or OK to return to list of C5R{s) screen

Now, you can have the certificate (CRT) signed by your Certificate Authority (CA).
Upload Root CA Certificatefor TACACS+ Server Authentication

Step 1. Navigate to Administration > System > Certificates. Under Trusted Certificates, click Import.
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Step 2. Select the certificate issued by the Certificate Authority (CA) that signed your TACACS Certificate
Signing Request (CSR). Make sure that the Trust for authentication within | SE option is enabled.

Import a new Certificate into the Certificate Store
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Click Submit. The certificate must now appear under Trusted Certificates.
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Bind the Signed Certificate Signing Request (CSR) to I SE
Once the Certificate Signing Request (CSR) is signed, you can install the signed certificate on I SE.

Step 1. Navigate to Administration > System > Certificates. Under Certificate Signing Requests, select
the TACACS CSR generated in the previous step and click Bind Certificate.
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Step 2. Select the signed certificate and ensure the TACACS checkbox under Usage remains selected.
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Step 3. Click Submit. If you receive awarning about replacing the existing certificate, click Y esto proceed.
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Warning

The cerificate you are importing or generating malches an existing certificate. (Both
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The certificate must now be correctly installed. Y ou can verify this under System Certificates.
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EnableTLS 1.3

TLS 1.3 isnot enabled by default in ISE 3.4.x. It must be manually enabled.

Step 1. Navigate to Administration > System > Settings.
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Step 2. Click Security Settings, select the check box next to TL S1.3 under TLS Version Settings, then,
click Save.

Security Settings

TLE varsions Seltings
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War ning: When you change the TL S version, the Cisco | SE application server restarts on all the
Cisco I SE deployment machines.

Enable Device Administration on | SE

The Device Administration service (TACACS+) is not enabled by default on an | SE node. Enable
TACACS+ on aPSN node.

Step 1. Navigate to Administration > System > Deployment. Select the check box next to the I SE node
and click Edit.
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Step 2. Under General Settings, scroll down and select the check box next to Enable Device Admin

Service.
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Step 3. Save the configuration. Device Admin Service is now enabled on I SE.

Enable TACACSOver TLS

Step 1. Navigate to Work Centers > Device Administration > Overview.
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Step 2. Click Deployment. Select the PSN nodes where you want to enable TACACS over TLS.
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Step 3. Keep the default port 6049 or specify adifferent TCP port for TACACS over TLS, then click Save.
| SE Prerequisitesand Miscellaneous Tasks

Networ k Device and Network Device Groups

| SE provides powerful device grouping with multiple device group hierarchies. Each hierarchy represents a
distinct and independent classification of network devices.

Step 1. Navigate to Work Centers> Device Administration > Network Resource. Click Network Device
Groups.
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All Device Types and All Locations are default hierarchies provided by ISE. Y ou add your own hierarchies
and define the various components in identifying a Network Device which can be used later in the Policy
Condition.

Step 2. Now, add a NS-OX device as a Network Device. Navigate to Work Centers> Device
Administration > Networ k Resour ces. Click Add to add a new Network Device POD2IPN2.
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Step 3. Enter the | P addr ess of the Device and make sure to map the L ocation and Device Type for the
Device. Finally, enablethe TACACS+ over TL S Authentication Settings.
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p Tip: It isrecommended to enable Single Connect Mode to avoid restarting the TCP session each
time acommand is sent to the device.

Configure ldentity Stores

This section defines an Identity Store for the Device Administrators, which can be the ISE Internal Users
and any supported External Identity Sources. Here uses Active Directory (AD), an External Identity Source.

Stepl. Navigate to Administration > Identity Management > External |dentity Stores > Active
Directory. Click Add to define anew AD Joint Point.
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Step 2. Specify the Join Point name and the AD domain name and click Submit.
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Step 3. Click Y eswhen prompted “Would you like to Join all ISE Nodes to this Active Directory Domain?’

®

Information

Would you like to Join all ISE Nodes to this Active Directory Damain?

-

Step 4. Input the credentials with AD join privileges, and Join ISE to AD. Check the Status to verify it
operational.



Join Domain
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Step 5. Navigate to the Groups tab, and click Add to get al the groups needed based on which the users are
authorized for the device access. This example shows the groups used in the Authorization Policy in this
guide.

= il Identity Services Engine

"

Administration / Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings
) Connection Allowed Domains PassivelD Groups Attributes Advanced Settings
External Identity Sources e
B &
4 Add -~

» [ Certificate Authenticat...
5 [ Active Directory

5 LDAP

1 ODBC

1 RADIUS Token

= RSA SecurlD

9 SAML Id Providers

1 Social Legin

1 REST

~ SID
Select Groups From Directory

Add Group

No data available



Select Directory Groups

This dialog is used to select groups from the Directory.

Domain svs.lab

Nz?me Dovica ¥ _SID 5 T_ype i
Filter Filter Filter
2 Groups Retrieved.
O Name ~  Group SID Group Type
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Configure TACACS+ Shell Profiles

Unlike Cisco |10S devices, which use privilege levels for authorization, Cisco NX-OS devices implement
role-based access control (RBAC). In ISE, you can map TACACS+ profilesto user roles on Cisco NX-OS
devices using Nexus-type Common Tasks.

The predefined roles on NX-OS devices differ among NX-OS platforms. Two common ones are:

» network-admin — predefined network admin role has compl ete read-and-write access to all commands
on the switch; available in the default virtual device context (VDC) only if the devices (for example,
Nexus 7000) have multiple VDCs. Use NX-OS CLI command show cli syntax roles networ k-
admin to see the full command list available for thisrole.

» network-operator — predefined network admin role has complete read access to all commands on the
switch; available in the default VDC only if the devices (for example, Nexus 7000) have multiple
VDCs. Use NX-OS CLI command show cli syntax roles networ k-oper ator to see the full command
list available for thisrole.



Next, it is defined two TACACS Profiles— NXOS Admin and NXOS HelpDesk.
NX-OS Admin

Step 1. Add another profile and name it NX-OS Admin.

Step 2. Select Mandatory from the Set attributes as drop down. Select Administrator from Networ k-role
option under Common Tasks.
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Step 3. Click Submit to save the profile.
NX-OS HelpDesk

Step 1. From ISE Ul, navigate to Work Centers > Device Administration > Policy Elements > Results >
TACACSProfiles. Add anew TACACS Profile and name it NXOS HelpDesk. Go to the Common Task
Type drop down and choose Nexus.

Y ou can see the template changes specific to user role. Y ou can select these options corresponding to the
user role you want to configure.

Step 2. Select Mandatory from the Set attributes as drop down. Select Operator from Network-role
option under Common Tasks.
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Step 3. Click Saveto save the profile.
Configure Device Admin Policy Sets

Policy Sets are enabled by default for Device Administration. Policy Sets can divide polices based on the
Device Types so to ease application of TACACS profiles. For example, Cisco |OS devices use Privilege
Levels and/or Command Sets whereas Cisco NX-OS devices use Custom Attributes.

Step 1. Navigate to Work Centers> Device Administration > Device Admin Policy Sets. Add anew
Policy Set NX-OS Devices. Under condition, specify DEVICE:Device Type EQUAL S All Device
Types#NXOS. Under Allowed Protocols, select Default Device Admin.
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A Swtus  Policy Set Name Description Gonditions Allowed Protocols | Server Sequence  Hits  Actions  View
1
2 = - - 0
© A0S Devices T DEVICE Device Typs EQUALS All Device TypesHNXDS Default Device Admin Rt »

Step 2. Click Save and click theright arrow to configure this Policy Set.

Step 3. Create the Authentication Policy. For Authentication, you use the AD asthe ID Store. Leave the
default options under If Auth fail, If User not found and If Processfail.



Work Centers / Device Administration
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Step 4. Define the Authorization Policy.
Create the authorization policy based on user groups in Active Directory (AD).

For example:
» Usersin the AD group Device Admin are assigned the NXOS Admin TACACS Profile.
» Usersin the AD group Device RO are assigned the NXOS HelpDesk TACACS Profile.

wAuthorization Policy(3)}

Results

Status  Rule Name Gonditions Command Sets Shell Profiles

-] Authorization Rule RO svs.lab ExernalGroups EGUALS Sws kab/Users/Device RO
svilab ExternalGroups EQUALS SwS.Lab fUsors/Device
® Authorization Rule AW s cx
Admin
-] Detauit

Configure Cisco NX-OSfor TACACS+over TLS

Note: For further details, please refer to NX-OS Security Configuration Guide -
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& &

=
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https://www.cisco.com/c/en/us/td/docs/dcn/nx-05/nexus9000/106x/configuration/security/cisco-

nexus-9000-seri es-nx-0s-security-configurati on-qui de-rel ease- 106x/m-configuri ng-tacacs.html

Verify Software Version and Base Configurations

On Nexus 9000 switches, TACACS+ over TLS 1.3 is supported from NX-OS release 10.6(1)F. Make sure

that the current software version aligns with this.

<#root>

Software
BIOS: version 01.18


https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/configuration/security/cisco-nexus-9000-series-nx-os-security-configuration-guide-release-106x/m-configuring-tacacs.html
https://www.cisco.com/c/en/us/td/docs/dcn/nx-os/nexus9000/106x/configuration/security/cisco-nexus-9000-series-nx-os-security-configuration-guide-release-106x/m-configuring-tacacs.html

NXCOS: version 10.6(1) [Feature Rel ease]

Host NXOS: version 10.6(1)

BIOS compile time: 04/25/2025

NXOS image file is: bootflash:///nxos64-cs.10.6.1.F.bin
NXOS compile time: 7/31/2025 12:00:00 [08/12/2025 21:18:15]
NXOS boot mode: LXC

Caution: Ensure that the console connection is reachable and functioning properly.

p Tip: It isrecommended to configure atemporary user and change the AAA authentication and
authorization methods to use local credentials instead of TACACS while making configuration
changes, to avoid being locked out of the device.

TACACS+ Server Configuration

Step 1. Initial configuration.

POD2IPN2# sho run tacacs
feature tacacs+

tacacs-server host 10.225.253.209 key 7 "Flwhg.123"
aaa group server tacacs+ tacacs2

server 10.225.253.209

use-vrf management

Method 1 - Device Generated Key-pair

This method uses device generated key-pairs for certificate management. Thisinvolves generating akey on
the device, generating CSR (certificate signing request) and once the CSR is signed, installing the signed
certificate on the device, including installing the trusted CA certificate.

If you wish to use CA generated key-pair method (PFX install method), pelase refer Method 2.



Trustpoint Configuration

Step 1. Create akey label, in your case, use ecc key pair.

<#root>

POD2IPN2(config)#

crypto key generate ecc | abel ec521-1abel exportabl e nodul us 521

Step 2. Associate this with atrustpoint.

<#root>

POD2IPN2(config)#

crypto ca trustpoint ec521-tp

POD2IPN2 (config-trustpoint)#

ecckeypair ec521-1 abe

Step 3. Install the CA public key.

<#root>

POD2IPN2(config)#

crypto ca authenticate ec521-tp

input (cut & paste) CA certificate (chain) in PEM format;
end the input with a 1line containing only END OF INPUT :

MIIFTDCCA3ygAwIBAgIIIM10AsTaN/UwDQYJIKoZIhvcNAQELBQAwajELMAKGALUE
BhMCVVMxFzAVBgNVBAgTDk5vcnRoIENhcm9saW5hMRAWDgYDVQQHEwWdSYWx 1aWdo
MQ4wDAYDVQQKEwVDaXNjbzEMMAOGALUECXMDU1ZTMRIWEAYDVQQDEW1TVIMgTGF1
QOEwHhcNMjUWNDI4MTcwNTAWWhcNMzUWNDI4MT cwNTAwWjBgMQswCQYDVQQGEwWIV
UzEXMBUGALUECBMOTm9ydGggQ2Fyb2xpbmExXEDAOBgNVBACTB1IhbGVpZ2gxDjAM
BgNVBAOTBUNpc2NvMQwwCgYDVQQLEWNTV1MxEjAQBgNVBAMTCVNWUYBMYWIDQTCC
AiIwDQYJKoZIhvcNAQEBBQADggIPADCCAgoCggIBAIvZUOyn2vIn6gKbx3M7vaRq
2YjwZ1zSH6EKEVXnITy+kksiFD33GyHQepk7vfp4NFU50tQ4HC7t/AO0vIgrDa3Qw
VwvV4MBbJhFM3s0] /ejgDYcMZhIAaPy0Zo5WLboOkXEiKjPLatkXojB8FVrhLF30
jMBSqwa4/W1niy5S+7s4FFxsCf20COWfBAsnrsOtatIThmcnx+VLIP7MRm8fOw4m
mutNo7IhbJSrgAFXmj1bBjMmgspObULo/wxMHdThbtPBf11HRHTKNIo3qy04UADL2
WpoGhgT/FaxxBo2UBcnYVaP+3jjREONYT973MCbVAAXtNVU6GbEBROZ+LWniACzupm
+gh23SL43uW5A31iSw/BuU1lE9p7B0e80oDNKU6gXT0ojKyLP/gC7j8AeP031 r+KZuis8
b8X41iYn/67SbzZFhwxn3chkW4JYhQ4AImW1An2Q1+DMoZL7zRtSqQ39g9ZqRIMzQN
gJ+kQXe7QtT/ubmlMrtjE3gAEVPL334rTIxy9hpKZIkB861t2ZA3IX8CLsbhCal3sA
z1XCoONX+6alekmXuAOI+t3c1sNbN2AtFi4cJovTAO1xh60I4QnK+MNQKpTjt/E4
ydHTOrrurXsZummj9QBnkX4pqY7cDLHhdMKpbjDwg7jVL1783nTcO9wYptQEP1i 5sw
8399EMgKVOARIiVUa/qTAgMBAAG]PjASMAWGALUdEWQFMAMBATSWEQYJYIZIAYb4
QgEBBAQDAgAHMBkGCWCGSAGG+EIBDQQMFgpTVIMgTGFi IENBMAOGCSqGSIb3DQEB


] /2WsgPgdRcjkvnyURk4Ix+Ib
xDrmo7e0XPpSW4172a6K18CR3U2Cr4wsuvndPEq/qd2NRSBWfFOXE/AJHQG7STT
HaXLU9r2Ko6030ecu8ysGTwL1It/9T1/FObOxZRugWcplrVoTgDGuA==

————— END CERTIFICATE-----

END OF | NPUT

Fingerprint(s): SHAl
Fingerprint=0E:B1:81:E9:5A:3E:D7:80:3B:C5:A8:05:9A:85:4A:95:(C8:3A:(7:37

Do you accept this certificate? [yes/no]:yes
POD2IPN2(config)#
POD2IPN2(config)#

show crypto ca certificates ec521-tp

Trustpoint: ec521-tp

CA certificate O:

subject=C = US, ST = North Carolina, L = Raleigh, O = Cisco, OU = SVS, CN = SVS LabCA
issuer=C = US, ST = North Carolina, L = Raleigh, O = Cisco, OU = SVS, CN = SVS LabCA
serial=20CD7402C4DA37F5

notBefore=Apr 28 17:05:00 2025 GMT

notAfter=Apr 28 17:05:00 2035 GMT

SHA1 Fingerprint=0E:B1:81:E9:5A:3E:D7:80:3B:C5:A8:05:9A:85:4A:95:C8:3A:(7:37
purposes: sslserver sslclient

POD2IPN2(config)#



Step 4. Generate switch identity certificate request (CSR).

<#root>

POD2IPN2(config)#

crypto ca enroll ecb21l-tp

Create the certificate request ..

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.
For security reasons your password will not be saved in the configuration.
Please make a note of it.
Password:Clsco.123

The subject name in the certificate will be the name of the switch.

Include the switch serial number in the subject name? [yes/no]:

yes

The serial number in the certificate will be: FD026490P4T
Include an IP address in the subject name [yes/no]:

yes

ip address:10.225.253.177
Include the Alternate Subject Name ? [yes/no]:

no

The certificate request will be displayed...

MIIBtjCCARCcCAQAWKTERMAS8GAIUEAWWIUE9EMk1QTjIxFDASBgNVBAUTCOZETZI2
NDkwUDRUMIGbMBAGBYqGSM49AgEGBSuUBBAAjA4GGAAQBGYTOiw70vqIKQ/a22Lkg



Na9ThgWQvetjxKg4859qTSBEo6LzpkOhPAGE4jBveNHxYeIA7PfNWvI7xTBWjDNX
/IYBM6E7Hd7q420mCe8Mef+bqIBdI9wzpyEjhI21IIoXt4814nBx0ObkIWWyR5cZN
TiXTLk8P4IMZvPq8jRNELRxd8RGGSTAYBgkghkiGI9w0BCQcxCwwIQzFzY28uMTIz
MCOGCSqGSIb3DQEID;jEgMB4wHAYDVRORAQH/BBIWEIIIUE9EMk1QTjKHBArh/bEw
CgYIKoZIzjOEAWIDgYWAMIGIAKIAtzQ/knrW2ovCVoHAuqlv2crOn3NenS/441ul
+3H1y52vn4Rm4CGU3wkzXU3qGO3YjhNjCXjhp3+uN2afFf1Wf3ECQgC4bumHVsTj
b5rwPIC5tvXS/A8upgqlzqcOyt30hpaDDOTWzzvZY7qFf1C0O15p6pvUpHigqoZNg5
9xhNdM1CQSykOg==

————— END CERTIFICATE REQUEST-----

Step 5. Sign the CSR with CA and import the switch identity certificate signed by CA.

<#root>

POD2IPN2(config)#

crypto ca inport ecb52l-tp certificate

input (cut & paste) certificate in PEM format:

MIIDzTCCAbWgAWIBAgIIC6zS76XYDm8wDQYJKoZIhvcNAQELBQAwajELMAKGALUE
BhMCVVMxFzAVBgNVBAgTDk5vcnRoIENhcm9saW5hMRAWDgYDVQQHEwdSYWx 1aWdo
MQ4wDAYDVQQKEwVDaXNjbzEMMAoGALUECXMDU1ZTMRIWEAYDVQQDEW1TVIMgTGF1
QOEwHhcNMFUWNTA3MTkxMDAwWWhcNMj YWNTA3MTkxMDAwWj ApMREwDwYDVQQDDAhQ
TOQySVBOMjEUMBIGA1UEBRMLRKRPMjYOOTBQNFQwgZswEAYHK0ZIzjOCAQYFK4EE
ACMDgYYABAEZhPSLDs6+0gpD9rbYuSA1r0iGpZC962PEqrjzmCpNIESjovOmQ6ES
AYTiMG940fFh4gDs981a8nvFMFaMM1f8hgCboTsd3urjY6YJ7wx5/5uokFOn3D0n
ISOEjaUgihe3jzXicHE5uQhZbJH1xk01iJdMuTw/ggxm8+ryNGcQtHF3xEaNAMD4w
HgYJYIZIAYb4QgENBBEWD3hjYSBjZXI0aWzZpY2FOZTACBgNVHREBAF8EEjAQgghQ
TOQySVBOMocECuH9sTANBgkghkiG9wOBAQs FAAOCAgEANWGb6zm9TDPaM1yhPMx7
8uai/pF7VQCENSCAOKqr4w4+695ZjJuzqFL3msod0QKOEdgxpQ4+pEa5msRtK0i8
mms2X/Px3/EShxoHrZO1PUXNTyZ1idXpGd/yTrdQAT15]zpW4pEudrbCIMZEEYtqoP
wD+40E8VvKoYEgyW1DrpRZ0ZGlusZczuUhLZ8orkjXMhWC26Q5aqiCKkyglONt6nb
1iToeYy2Q0cTesSZCKvRBV6EwW]5JuSLemURYB4GHY+LT+A9UNmEUM2n+0OSVEL329
3hS0qd/YVaEuxjj1g7jNiZb+UsW7IRx3Q8Rouo++ISACpH/PJI61LnTVxhXombiS6



INoaOGVQONrT1+1FT8ADIdAZ/Ukd5Ubhc9bh/sYzf4MWtkK1wVO16Hv7vGpSMYonD6
a271im+tIPyKnnezQ60ykz1GqsL/Ta630dip/fEYp8UMRG9InDh23gDjqrojwWL7k
1R/bZpc+baMyYXd/2pohHMSNOSKN3zNrJT1nuk5KCqFx//4P7mAoyZYiTIDplpkYS
VK65 fIKD+pYXIhSPIWN8 rnwtzSCWb0Z78sg006Y6wIXyTPOUB3FWhD+GxtTkmEce
ZnAQbgxpgrg5ThpAEVabpC/zRU4UzTuBmv/WoY12zwXCr5WLXEOWtIe8CwFjSnch
1fKuuebdZkbwz72r70yyX/U=

————— END CERTIFICATE-----

POD2IPN2(config)#

Verify the switch identity certificate is enrolled.

<#root>

POD2IPN2(config)#

show crypto ca certificates ec521-tp

Trustpoint: ec521-tp

certificate:

subject=CN = POD2IPN2, serialNumber = FD026490P4T

issuer=C = US, ST = North Carolina, L = Raleigh, O = Cisco, OU = SVS, CN = SVS LabCA
serial=0BACD2EFA5D80EGF

notBefore=May 7 19:10:00 2025 GMT

notAfter=May 7 19:10:00 2026 GMT

SHA1 Fingerprint=CA:B2:BF:3F:ED:2F:06:0B:C1:E4:DC:21:9F:9D:54:61:98:32:(5:13
purposes: sslserver sslclient

CA certificate O:

subject=C = US, ST = North Carolina, L = Raleigh, O = Cisco, OU = SVS, CN = SVS LabCA
issuer=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
serial=20CD7402C4DA37F5

notBefore=Apr 28 17:05:00 2025 GMT

notAfter=Apr 28 17:05:00 2035 GMT

SHA1 Fingerprint=0E:B1:81:E9:5A:3E:D7:80:3B:C5:A8:05:9A:85:4A:95:C8:3A:(7:37
purposes: sslserver sslclient



POD2IPN2(config)#

Method 2 - CA Generated Key-pair (PFX Method)

If we are importing the keys as well as device and CA certificates directly in a PK CS#12 format instead of
CSR method, we can use this method.

This method can be useful if certificates and keys are being managed from a certralized public key
infrastructure (PK1) certificate authority as it can reduce the operational overheadsin managing the
certificates.

Trustpoint Configuration

Step 1. Create client trustpoint.
POD2IPN1(config)# crypto ca trustpoint svs

Step 2. Copy the PK CS#12 file (PFX format) into bootflash and import the file using the crypto ca import
command.

Note: Ensure that PK CS#12 file contains the compl ete certificate chain and the private key as
encrypted file

p Tip: Verify the PKCS#12 file using these commands on a bash-shell.

openss1 pkcsl2 -info -in <pfx file> -nodes



file <pfx file> ---> should say data

<#root>

POD2IPN1(config)#

crypto ca inport svs pkcsl2 bootflash: pod2i pnl- new. pfx <password>

POD2IPN1#
POD2IPN1#

show crypto ca certificates svs

Trustpoint: svs

certificate:

subject=C = US, ST = NC, L = RTP, 0 = Cisco, OU = SVS, CN = pod2ipnl, emailAddress = test@cisco.com
issuer=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
serial=35BBC2517EEA3EF5

notBefore=May 20 20:16:00 2025 GMT

notAfter=May 20 20:16:00 2026 GMT

SHA1 Fingerprint=AA:4A:11:7A:97:B8:E4:B8:C6:F6:F0:94:29:F3:5F:AE:AB:95:6A:E3

purposes: sslserver sslclient

CA certificate O:

subject=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
issuer=C = US, ST = North Carolina, L = Raleigh, 0 = Cisco, OU = SVS, CN = SVS LabCA
serial=20CD7402C4DA37F5

notBefore=Apr 28 17:05:00 2025 GMT

notAfter=Apr 28 17:05:00 2035 GMT

SHA1 Fingerprint=0E:B1:81:E9:5A:3E:D7:80:3B:C5:A8:05:9A:85:4A:95:C8:3A:(7:37
purposes: sslserver sslclient

Step 3. Configure TLSfor Tacacs, server groups and AAA configurations as mentioned in Method 1.

TACACS+ TL S Configuration



Caution: Perform these configuration changes through console with local credentials.

Step 1. Configure global tacacstls.

<#root>
POD2IPN2 (config)#

tacacs-server secure tls

Step 2. Change the I SE port to TLS port that | SE server is configured with.

<#froot>
POD2IPN2(config)#

tacacs-server host 10.225.253.209 port 6049 tinmeout 60 single-connection

Step 3. Associate the ISE server configure on the switch to the trust point for TLS connection.

<#root>
POD2IPN2(config)#

tacacs-server host 10.225.253.209 tls client-trustpoint ec521-tp

Step 4. Create tacacs server group.

<#root>

POD2IPN2(config)#

aaa group server tacacs+ tacacs2

POD2IPN2 (config-tacacs+)#

server 10.225. 253. 209

POD2IPN2 (config-tacacs+)#

use-vrf managenent

Step 5. Verify the configuration.



<#root>

POD2IPN2#

sho run tacacs

feature tacacs+

tacacs-server secure tls
tacacs-server host 10.225.253.209 port 6049 timeout 60 single-connection
tacacs-server host 10.225.253.209 tl1s client-trustpoint ec521-tp
aaa group server tacacs+ tacacs2
server 10.225.253.209
use-vrf management

Step 6. Test the remote user before configuring AAA authentication.

<#root>
POD2IPN2#

test aaa group tacacs2 <username> <password>

user has been authenticated
POD2IPN2#

AAA Configuration

Caution: Ensure remote user authentication is successful before proceeding with AAA
configurations.

Step 1. Configure AAA remote authentication.

<#root>
POD2IPN2 (config)#

aaa aut hentication login default group tacacs2

Step 2. Configure AAA remote authorization after testing the command.



Caution: Ensure that you see authorization-status' as"AAA_AUTHOR_STATUS PASS ADD.

<#root>

POD2IPN2#

test aaa authorization conmand-type config-comands default user <usernanme> conmmand "feature bgp"

sending authorization request for: user: pamemart, author-type:3, cmd "feature bgp"
user pamemart, author type 3, command: feature bgp, authorization-status:0x1(AAA_AUTHOR_STATUS_PASS_ADD

Step 3. Configure AAA command and config-command authorization.

<#root>

POD2IPN2(config)#

aaa aut horization config-commands default group tacacs2 | ocal

POD2IPN2(config)#

aaa aut horization conmands default group tacacs2 |oca

Certificate Renewal Process

This section describes the certificate renewal process when the configured certificates need to be replaced or
are nearing expiration.

Note: Trust point does not need to be removed from TACACs configuration during renewal.

Step 1. Verify certificate validity dates

<#root>

POD2IPN2#

show crypto ca certificates <trustpoint name>

Trustpoint: KF_TP

certificate:

subject=CN = POD2IPN2.svs.lab

issuer=C = US, 0 = Keyfactor Command, OU = Certification Authorities, CN = Test
Drive Sub CA G1



serial=09DD28B44BDA6FFA4D261926A4B54DD45C8B8F4E

not Bef ore=Jul 17 02:52:28 2025 GMI

not After=Jul 17 02:52:27 2026 GVI

SHA1 Fingerprint=AE:12:62:D4:73:BB:4B:77:B5:E2:B5:71:91:0B:38:AC:8F:42:F6:41
purposes: sslserver sslclient

<snip>

Step 2. Delete certificates and keypairs from the trust point.

Caution: Deletion steps must be performed in this order.

<#root>

POD2IPN2(config)#

crypto ca trustpoint KF_TP

POD2IPN2 (config-trustpoint)#

delete certificate force

POD2IPN2 (config-trustpoint)#

no rsakeypair KF_TP

POD2IPN2 (config-trustpoint)#

del ete ca-certificate

POD2IPN2 (config-trustpoint)# exit
POD2IPN2(config)#

no crypto key generate rsa | abel KF_TP exportabl e nodul us 4096

POD2IPN2 (config-trustpoint)#

show crypto ca certificate KF_TP



Trustpoint: KF_TP
POD2IPN2 (config-trustpoint)#

Step 3. Import new certificates from PFX file.

<#root>

POD2IPN2(config)#

crypto ca inport <TP nanme> pkcsl2 bootfl ash: <new pfx fil e> <passphrase>

Step 4. Verify new certificates

<#root>

POD2IPN2(config)#

show crypto ca certificates <trustpoint name>

Trustpoint: KF_TP

certificate:

subject=C = us, ST = nc, L = rtp, O = cisco, OU = svs, CN = pod2ipn2.svs.lab
issuer=C = US, 0 = Keyfactor Command, OU = Certification Authorities, CN = Test
Drive Sub CA G1

serial=6D6171F6DB2DD08C613937887E631D5CD35EDA1S8

not Bef or e=Aug 14 13:52:52 2025 GMVI

not After =Aug 14 13:52:51 2026 GMI

SHA1 Fingerprint=4E:8A:CA:C7:E4:9D:05:83:6A:A7:27:FD:10:02:75:35:3F:05:37:96
purposes: sslserver sslclient

<snip>



Step 5. Test AAA authentication

<#root>

POD2IPN2#

test aaa group <tacacs group> <usernane> <password>

user has been authenticated

Test and Troubleshoot User Accessfor NX-OS

Validations

NX-OS Configuration Validation.

POD2IPN2# show crypto ca certificates
POD2IPN2# show crypto ca trustpoints
POD2IPN2# show tacacs-server statistics <server ip>

To show the user connections and role(s), use these commands.

show users

show user-account [<user-name>]

A sample output is shown below:

POD2IPN1# show users

NAME LINE TIME IDLE PID COMMENT

Admin-ro pts/5 May 15 23:49 . 16526 (10.189.1.151) session=ssh *
POD2IPN1# show user-account Admin-ro

user:Admin-ro

roles:network-operator

account created through REMOTE authentication

Credentials such as ssh server key will be cached temporarily only for this user account
Local Togin not possible...

Troubleshooting



These are useful debugsin troubleshooting TACACS+:

debug TACACS+ aaa-request

2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016
2016

Enable SSL debug.

Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan
Jan

11
11
11
11
11
11
11
11
11
11
11
11
11
11
11
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11
11
11
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03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.
08.

652514
652543
652552
652559
652568
652677
652699
653919
653930
653938
653945
653952
654004
655054
655065
656023
656216
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679815

TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:
TACACS[6288]:

process_aaa_tplus_request:Checking for state of mgmtO0 port w
process_aaa_tplus_request: Group demoTG found. corresponding
process_aaa_tplus_request: checking for mgmtO vrf:management
process_aaa_tplus_request:port_check will be done

state machine count 0

is_intf_up_with_valid_ip(1258):Proper IOD is found.
is_intf_up_with_valid_ip(1261):Port is up.
debug_av_1ist(797) :Printing Tist

35 : 4 : ping
36 : 12 : 10.1.100.255
36 : 4 : <cr>

debug_av_1ist(807) :Done printing Tist, exiting function
tplus_encrypt(659) :key is configured for this aaa sessin.
num_inet_addrs: 1 first s_addr: -1268514550 10.100.1.10 s6_a
non_blocking_connect(259) :interface ip_type: IPV4
non_blocking_connect(369): Proceeding with bind
non_blocking_connect(388): setsockopt success error:22
non_blocking_connect(489): connect() is in-progress for serv
tplus_decode_authen_response: copying hostname into context

Caution: Bash-shell must be enabled, and user must have bash permissions.

touch '/bootflash/.enable_ss1_debugs'

Show debug file contents.



cat /tmp/ssl_wrapper.log.*

From the ISE GUI, navigate to Operations> TACACS Livelog. All the TACACS authentication and
authorization requests are captured here, and the detail s button provides detailed information about why a
particular transaction passed/failed.

o ldentity Services Engine Operations / TACACS
] Live Logs
-
7
Ratrasn Shum Withis
¥ Evary 10 s8c.. » Latest 20 reco.~ Last 3 hours
2 Logged Time Srats Detalls  ldenthy Type Authentication Palicy Authorization Pollcy lne Mode Hetwork Devic..  Netwerk Dy
* w ey w Authentication Policy Authorization Posicy 15 Mode Wetwork Device . Metwork Den
nl
Mgy 15, 2028 67:39:87.081 PM B & Adrmin-ro Austhartzation Tast NAOS »> Awthorization Rsle RO 1821 POO2IPNI 10,225 2531
May 15, 202% O7:39:57.081 PM a a Admin-ro Authentication Test NXOS >> Detawlt =3 PODAPN 10.22%.353.1
Miay 15, 2025 07:39:54 482 PM -] & pamemart Authorization Test NXIOS »> Authorization Fle FW 1551 POO2IFN 10.225.353.1
Miay 15, 2005 07:33:54_443 P & pamesart Authenticaion Test NXOS > Deduslr (53] POOPHI 10.225.353.1

For historic reports: Navigate to Work Centers> Device Administration > Reports > Device
Administration to get the authentication, authorization, and accounting reports.

. Identity Services Engine Work Centers / Device Administration

| Overview Identities User Identity Groups Ext |d Sources Metwork Resources Policy Elements Device Admin Policy Sets Reports Settings
u=
= Export Summary
TACACS Authentication At 10 My Reports  Export To Sehedule
g sy Reports »
From 0250515 DO,00:00.0 To 20F5-05-15 20000450
Bapans sxpentad in st T das O
- Rapsns -
[ Deviee Agmisistriation Repors
Authentication *Redrosn
2 Semmany
TAGACS Acceunting Lagged Time Status Detalls Idenitity Authentlcation Polley I5E Node Motwork Dovico Hamo Hotwork Device P Fallur
L
TACACS Authorization F0I5-05-15 19:39:57.061 B 5 Admi-ro
YACADS: Bornentad Tost MXOS 5> Dafau 1981 PODZIENT 10,229.253.176
Accounting
Top N Asthentication F025-05-15 19:35:54.44 pamemar
by Falbee Reassn T A a a . !
Todt MEDS 5> Datauh 19E1 PODZIBH 10,325.253.178
Top N Authentication
by hetwork Device
A — H0I5-05-15 19:3542.001 B & pamemart
by Ahser Tost MXOS »» Defauh 18E1 PODZIPNI 10,225, 353178
Sehbsuled Repoims 3
P I075-03-15 19:1% 70808 B 3 pamemart
Teat MEDS »» Defaul 1SE1 PODZIPHI 10.225.253.178
2075-09-15 18:45:71.209 B a pamemart
Teat HXDS »> Defauh 1SE1 PODZIPHT 10.225.253.178
2025-09-15 10:45:10.307 B & e

Test NXOS »» Detault ISE PODZIPHT 10.225. 352,176



