Configure Switch with SXP and IBNS 2.0 for
| dentity-Based Networks
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| ntroduction

This document describes procedures to configure Cisco Switches with SXP and IBNS 2.0 for Identity-Based
Networking.

Prerequisites

Components Used

The information in this document is based on these software and hardware versions:

* ldentity Services Engine (ISE) version 3.3 patch 4
 Cisco Catalyst switch 3850

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background Information

Identity control policies define the actions that the Access Session Manager performsin response to specific
conditions and endpoint events. Using a consistent policy language, various system actions, conditions, and
events can be combined to form these policies.

Control policies are applied on interfaces and are primarily responsible for managing endpoint
authentication and activating services on sessions. Each control policy is made up of one or more rules and a



decision strategy that determines how those rules are evaluated.

A control policy ruleincludes a control class (aflexible condition statement), an event that triggers the
condition evaluation, and one or more actions. While administrators define which actions are triggered by
specific events, some events come with predefined default actions.

Authenticate via 802.1x

Session-started @~———— Always

Vo Terminate 802.1X

AAA-Server-Down -@
/ ™ Authorize Port

Authentication-failure -@-& No-Response ————— Assign Guest VLAN

\ 802.1X-Failure = = Assign Guest VLAN

EVENT CLASS ACTION

Identity Control Policy
I dentity Control Policy Configuration Overview

Control policies define system behavior using an event, a condition, and an action. Configuring a control
policy involves three main steps:

1. Create control classes:
A control class defines the conditions required to activate a control policy. Each class can have
multiple conditions that evaluate as true or false. Y ou can set whether all, any, or none of the
conditions must be true for the class to be considered true. Alternatively, administrators can use a
default class that has no conditions and always evaluates as true.

2. Create the control policy:
A control policy contains one or more rules. Each rule includes a control class, an event that triggers
the condition check, and one or more actions. Actions are numbered and executed in order.

3. Apply the control policy:
Finally, apply the control policy to an interface to activate it.



Defined under
class-map
command

Defined under

POLICY » policy-map
command
Applied with
= * service-policy
F A command
( INTERFACE | |

Identity Control Policy Configuration

The authentication display new-style command converts the legacy configurationsin to new style.

switch#authentication display new-style




e iber POLICY Gi
A Sassion it would meds a new MAC policy-map type control subscriber POLICY_Gi1/0/1

address learnt on the port event session-started match-all .
10 class always do-until-failure
10 authenticate using dot1x priority 10
* Do 802.1X authentication, Preceding ' T 7 b
*10" indicates sequence no.of this action. | « event authentication-failure match-first
« The do-untill-failure + authenticate + 10 class DOT1X_NO_RESP do-until-failure

dot1x means: No matter the endpoint is
capable of 802.1X or not unconditionally
expect for EAPOL frames.

10 terminate dot1x

20 authenticate using mab priority 20

20 class MAB_FAILED do-until-failure o
10 terminate mab

If MAC Authentication fails, then strop 20 authentication-restart 60

MAB and initialize authentication restart
timer to 60 seconds.

30 class always do-until-failure
10 terminate dot1x
20 terminate mab

This event activates when the switch 30 authentication-restart 60

receives an EAPoL frame. This statement event agent-found match-all
is useful when dot1x times-out and later =, .

the end host initiates an EAP session. A5t s vl
10 terminate mab

20 authenticate using dot1x priority 10

| » 10 is sequence number of this class.

* “always” means execute following
actions unconditionally.

| * “do-untill-failure” executes actions
| sequentially until any one fails on its way.

| An Authentication failure event to activate

this section. Match first exits the event

| processing once a match is made.

| On no response from the end-point,

terminate 802.1X and attempt for MAB

| authentication with priority 20

| If both 802.1X and MAB authentication

fails per session, then terminate both

| authentication methods and wait for 60

seconds to retry an authentication

' Similar to authentication priority dot1x

mab command, if EAP frames received
after MAB, then stop MAB and do 802.1X

Interpreting Identity Control Policy

Configure

Switch Configuration
WS-C3850-48F-E#show run aaa

!

aaa authentication dot1x default group radius local
aaa authorization network default group radius local

username admin password 0 XXXXXX

radius server ISE1
address ipv4 10.127.197.xxx auth-port 1812 acct-port 1813

pac key xxxx@123




|
I
aaa group server radius | SE2
server name ISE1
|
|
|
!
aaa new-model
aaa session-id common
I
aaa server radius dynamic-author
client 10.127.197.xxx server-key xxxx@123
dot1x system-auth-control
I
WS-C3850-48F-E#show run | in POLICY _Gi1/0/45
policy-map type control subscriber POLICY _Gi1/0/45
service-policy type control subscriber POLICY _Gi1/0/45
WS-C3850-48F-E#show run | sec POLICY_Gi1/0/45
policy-map type control subscriber POLICY _Gi1/0/45
event session-started match-all
10 class always do-until-failure
10 authenticate using dot1x priority 10
event authentication-failure match-first
5 class DOT1X_FAILED do-until-failure
10 terminate dot1x
20 authentication-restart 60
10 class DOT1X_NO_RESP do-until-failure

10 terminate dot1x



20 authenticate using mab priority 20
20 classMAB_FAILED do-until-failure
10 terminate mab
20 authentication-restart 60
40 class always do-until-failure
10 terminate dot1x
20 terminate mab
30 authentication-restart 60
event agent-found match-all
10 class always do-until-failure
10 terminate mab
20 authenticate using dot1x priority 10
event authentication-success match-all
10 class always do-until-failure
10 activate service-template DEFAULT LINKSEC POLICY MUST_SECURE
service-policy type control subscriber POLICY _Gi1/0/45
WS-C3850-48F-E#show run interface gigl/0/45
Building configuration...
Current configuration : 303 bytes
I
interface GigabitEthernet1/0/45
switchport access vlan 503
switchport mode access
access-session host-mode single-host
access-session closed
access-session port-control auto
mab
no cts role-based enforcement

dot1x pae authenticator



service-policy type control subscriber POLICY _Gi1/0/45

end

WS-C3850-48F-E#show run cts

!

cts authorization list 1ISE2

cts sxp enable

cts sxp connection 10.127.197.xxx password none mode peer speaker hold-time 0 0
cts sxp default source-ip 10.196.138.yyy

cts sxp default password xxxx@123
| SE Configuration

Step 1. Create Authentication and Authorization policieson | SE

Status  Rule Marmé Canditisns Profiles Seeurity Greups

Step 2: Configurea SXP Deviceon |SE

Hits  Actions



Overview Components TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Settings

—
SXP Devices

SXP Devices > SXP Connection

All SXP Mappings » Upload from a CSV file

~ Add Single Device
Input fields marked with an asterisk (*) are required.

MName
switchb)|

IP Address*
10.196.138.132

Peer Role*

LISTENER %

Connected PSNs*®

isesec =

N
SXPF Domains*
default = .
Status®
Enabled £
Passwaord Type*
NONE A4

Password

Step 3: Configure Global Password under SXP Settings

dis Identity Services Engine ‘Work Centers / TrustSec

P! Bookmarks Owverviaw Componeants TrustSec Policy Policy Sets SXP Integrations Troubleshoot Reports Sattings

=
S2 Dashboard General TrustSec Settings

SKP Settings

T rix Sentin
11 Context Visibility rustec Matrix Settings
TCIE Smcem SR B Fublisn 5xP bindings on axGria [ Add Radius and Passiveld mappings into SXP IP SGT mapging table
\ Oparations

SXP Sorings
U Policy ACI Settings Global Password
&, Administration
rﬂ Work Centers This global password will be overriden by

the device specific passward

Timers

Verify

W S-C3850-48F-E#show access-session interface gigl/0/45 details

Interface: GigabitEthernet1/0/45



[IF-1D: Ox1A146F96
MAC Address: b496.9126.decc
IPv6 Address: Unknown
IPv4 Address: Unknown
User-Name: divyal23
Status: Authorized
Domain: DATA
Oper host mode: single-host
Oper control dir: both
Session timeout: N/A
Common Session ID: 000000000000000B95163D98
Acct Session ID: Unknown
Handle: Ox6f000001
Current Policy: POLICY_Gi1/0/45
Local Policies:
Service Template: DEFAULT_LINKSEC_POLICY _MUST_SECURE (priority 150)
Security Policy: Must Secure
Security Status: Link Unsecured
Server Policies:
Method status list:
Method State
dot1x Authc Success
WS-C3850-48F-E#
W S-C3850-48F-E(config)#do show cts sxp conn
SXP : Enabled
Highest Version Supported: 4
Default Password : Set
Default Key-Chain: Not Set

Default Key-Chain Name: Not Applicable



Default Source IP: 10.196.138.yyy

Connection retry open period: 120 secs

Reconcile period: 120 secs

Retry open timer is running

Peer-Sequence traverse limit for export: Not Set
Peer-Sequence traverse limit for import: Not Set

Peer |IP :10.127.197.xxx

Source |P :10.196.138.yyy

Connstatus : On

Connversion :4

Conn capability : IPv4-1Pv6-Subnet

Conn hold time : 120 seconds

Local mode  : SXPListener

Connection inst# : 1

TCPconnfd :1

TCP conn password: none

Hold timer isrunning

Duration since last state change: 0:00:00:22 (dd:hr:mm:sec)
Total num of SXP Connections= 1

OXFF8CBFC090 VRF:, fd: 1, peer ip: 10.127.197.xXx
cdbp:OxFF8CBFC090 <10.127.197.145, 10.196.138.yyy> tableid:0x0
WS-C3850-48F-E(config)#

The live log report shows SGT tag Guest applied:



O rdiew
Derggr ey (mal
Event 200 At at eded
Received RADIUS Access-Request
1
S 23 RADIUS cromad & nuw $033i0n 0
B4:96:01:26.DE:CC Evaluating Policy Growp 70
g Evalunting Serice Selection Policy 1
Intel-Dovice
Extracted EAR-Response /Identity 22

Hew Policy Se1 1_copy »» Authentication Rule 1

Prepared EAP-Request propesing EAP-TLS with challenge 2

N Proficy Sat 1 _eopy = Aulborization s 1 Valid EAP-Key-Name attribute recaived 0
Returned RADIUS Accoss-Chalonge 0
PormIACcoss 9
Recelved RADIUS Access-Request 16
RADIUS &5 ro-using an oxisting aession 0
Extracted EAP-Response[MAK requesting to wse PEAP o
Authantization Datails instead
Prepared EAP-Requost praposing PEAP with challange 0
2025-06-2F 14:01:01.632
Vialig EAP=Kiy=N tribute rocaived 0
02E-08-22 14:0100.82 feturned RADILS Access-Chasenge 0
isasac Received RADIUS Access-Roquest 5
RADIUS is re-using an existing session o
Extractod EAP-Respons containing PEAP challenge - :
dhvyan 23 response and sccepting PEAD as negotiated
Oipen $ocun Connection TLS par 1
User
Successtully negotisted PEAP version 0 0
B4:96:01:26:DE:CC Extracted fiest TLS record; TLS handshake stanad 2
Bd=96-01-76-DE-CC Exiracied TLS CleniHelle message 1
Prepared TLS ServerHallo message o
Enapcint Prafile Inte-Device
Frepared TLS Certificate message 0
Intermal Usors Prepared TLS ServerkeyExchange message 18
Prepared TLS Sorve message 0
oup Frofiled Propared EAP-Requoat with anothes PEAP chall 0
At Session i 000000000000000RSS 163098 Retumed RADILES Seosss=Chnllsngs g
Racwmbuned BANIIS frraee. R net 4
Prapaced TLS Sorve mesaage o
Inted - Dovice
Prepared TLS Centificate massage a
[T 12808 Prepared TLS ServerKeyExchange message 8
2810 Pregared TLS ServarDane mussage ]
Froliled 12305 Prapaded EAP-Figusest with anothad PEAP chal o
B000OMCIO000IEES 1 63098 11006 Retumnod RADILES Access-Chalionge ]
1001 Recoived RADIUS Accosa-Request &
doilx
LILTES RADIVS I8 ra-using o 3 385800 [
PEAP (EAP-MECHAPYE] o Extracted EAP-Response containing PEAP chalienge - 1
=== fesponse
Sarvice Type Framed
Prepared EAP-Request with another PEAR challenge [
Hgiwerk D switghb 11006 Returnad RADILS Access-Challangs a
10.196.138.132 1o Recuived RADIUS Access-Request -]
RADIUS |5 re-using an exisiing session [
GigabiiEthemat1 /45
Extesctod EAP-Responss cantaining PEAP challange -
2304 ]
Ethornet respanse
12305 Prepared EAP=Request with snothes PEAR challenge [
PeamiAccess
Retumed RADIUS Access-Challangs [
Gty 11001 Received RADIUS Access-Request -1
322 milissconds nma RADIUS |5 re-using an axisting session [
oo Extracted EAP-Response containing PEAP challenge - i
- respanse
zang Successiully negotiatod PEAP version 0 [

Troubleshoot

Enable this debug on the switch to troubleshoot dot1x issues:

» debug dotlx all
L og Explanation

dot1x-packet:EAPOL pak rx - Ver: 0x1 type: Ox1 >>>>> EAPoL packet received by switch
dot1x-packet: length: 0x0000

dot1x-ev:[b496.9126.decc, Gigl/0/45] client detected, sending session start event for
b496.9126.decc >>>>> dot1x client detected

dot1x-ev:[b496.9126.decc, Gigl/0/45] Dotlx authentication started for 0x26000007
(b496.9126.decc)>>>>> dot1x started

%AUTHMGR-5-START: Starting 'dot1x’ for client (b496.9126.decc) on Interface Gigl/0/45
AuditSessionID 0A6A 258E0000003500C9CFC3



dot1x-sm:[b496.9126.decc, Gigl/0/45] Posting 'EAP_RESTART on Client 0x26000007
[>>>>> Requesting client to restart the EAP Proces

dot1x-sm:[b496.9126.decc, Gigl/0/45] Posting RX_REQ on Client 0x26000007 >>>>> waiting fot the
EAPoL packet fromt he client

dot1x-sm:[b496.9126.decc, Gigl/0/45] Posting AUTH_START for 0x26000007 >>>>> Starting
authentication process

dot1x-ev:[b496.9126.decc, Gigl/0/45] Sending out EAPOL packet >>>>> | dentity Request
dot1x-packet:EAPOL pak Tx - Ver: 0x3 type: 0x0

dot1x-packet: length: 0x0005

dot1x-packet:EAP code: Ox1 id: Ox1 length: 0x0005

dot1x-packet: type: Ox1

dot1x-packet:[b496.9126.decc, Gigl/0/45] EAPOL packet sent to client 0x26000007

dot1x-ev:[Gigl/0/45] Received pkt saddr =b496.9126.decc , daddr = 0180.c200.0003, pae-ether-type =
888e.0100.000a

dot1x-packet:EAPOL pak rx - Ver: Ox1 type: 0x0 // Identity Response

dot1x-packet: length: OxO00A

dot1x-sm:[b496.9126.decc, Gigl/0/45] Posting EAPOL_EAP for 0x26000007 >>>>> EAPoL packet(EAP
Response) received, preparing request to server

dot1x-sm:[b496.9126.decc, Gigl/0/45] Posting EAP_REQ for 0x26000007 >>>>> Server response
received, EAP Request isbeing prepared

dot1x-ev:[b496.9126.decc, Gigl/0/45] Sending out EAPOL packet

dot1x-packet:EAPOL pak Tx - Ver: 0x3 type: 0x0

dot1x-packet: length: 0x0006

dot1x-packet:EAP code: 0x1 id: OXES5 length: 0x0006

dot1x-packet: type: OXD

dot1x-packet:[b496.9126.decc, Gigl/0/45] EAPOL packet sent to client 0x26000007 >>>>> EAP request
sent out

dot1x-ev:[Gigl/0/45] Received pkt saddr =b496.9126.decc , daddr = 0180.c200.0003, pae-ether-type =
888e.0100.0006 //EAP response received

dot1x-packet:EAPOL pak rx - Ver: Ox1 type: 0xO

dot1x-packet: length: 0x0006

I
|| Here alot of EAPOL-EAP and EAP_REQ events occur as alot of information is exchanged between the

switch and the client
|| If the events after this do not follow, then the timers and the information sent till now need to be checked

I
dot1x-packet:[b496.9126.decc, Gigl/0/45] Received an EAP Success >>>>> EAP Successrecieved from

Server

dot1x-sm:[b496.9126.decc, Gigl/0/45] Posting EAP_SUCCESS for 0x26000007 >>>>> Posting EAP
Success event

dot1x-sm:[b496.9126.decc,Gigl/0/45] Posting AUTH_SUCCESS on Client 0x26000007 >>>>> Posting



Authentication success

%DOT1X-5-SUCCESS: Authentication successful for client (b496.9126.decc) on Interface Gigl/0/45
AuditSessionID 0A6A 258E0000003500C9CFC3

dot1x-packet:[b496.9126.decc, Gigl/0/45] EAP Key data detected adding to attribute list >>>>> Additional
key data detected sent by server

%AUTHMGR-5-SUCCESS: Authorization succeeded for client (b496.9126.decc) on Interface Gigl/0/45
AuditSessionID 0A6A 258E0000003500C9CFC3

dot1x-ev:[b496.9126.decc, Gigl/0/45] Received Authz Success for the client 0x26000007 (b496.9126.decc)
>>>>> Authorization Success

dot1x-ev:[b496.9126.decc, Gigl/0/45] Sending out EAPOL packet >>>>> Sending EAP Successto the
client

dot1x-packet:EAPOL pak Tx - Ver: 0x3 type: 0x0

dot1x-packet: length: 0x0004

dot1x-packet:EAP code: 0x3 id: OXED length: 0x0004

dot1x-packet:[b496.9126.decc, Gigl/0/45] EAPOL packet sent to client 0x26000007



