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| ntroduction

This document describes the steps required to set up EAP-TL S authentication with OCSP for real-time client
certificate revocation checks.



Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» Configuration of Cisco Identity Services Engine (ISE)
» Configuration of Cisco Catalyst
* Online Certificate Status Protocol

Components Used

The information in this document is based on these software and hardware versions:

Identity Services Engine Virtual 3.2 Patch 6
C1000-48FP-4G-L 15.2(7)E9

Windows Server 2016
Windows 10

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Network Diagram

This image shows the topology that is used for the example of this document.
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Network Diagram

Background I nformation

In EAP-TLS, aclient presentsits digital certificate to the server as part of the authentication process. This
document describes how the I SE validates the client certificate by checking the certificate common name
(CN) against the AD server and confirming whether the certificate has been revoked by using Online
Certificate Status Protocol, which provides real-time protocol status.

The domain name configured on Windows Server 2016 is ad.rem-xxx.com, which is used as an example in
this document.

The Online Certificate Status Protocol (OCSP) and Active Directory (AD) server referenced in this
document are used for certificate validation.

» Active Directory FQDN: winserver.ad.rem-xxx.com
* CRL Distribution URL: http://winserver.ad.rem-xxx.com/ocsp-ca.crl
» Authority URL: http://winserver.ad.rem-xxx.com/ocsp

Thisisthe certificate chain with the common name of each certificate used in the document.

CA: ocsp-ca-common-name

Client Certificate: clientcertCN

Server Certificate: ise32-01.ad.rem-xxx.com

OCSP Signing Certificate: ocspSignCommonName

Configurations


http://winserver.ad.rem-system.com/ocsp-ca.crl
http://winserver.ad.rem-system.com/ocsp

Configuration in C1000

Thisisthe minimal configuration in C1000 CLI.

aaa new-model

radius server ISE32
address ipv4 1.x.x.181
key ciscol23

aaa group server radius AAASERVER
server name ISE32

aaa authentication dotlx default group AAASERVER

aaa authorization network default group AAASERVER

aaa accounting dotlx default start-stop group AAASERVER
dotlx system-auth-control

interface Vlanl2
ip address 192.168.10.254 255.255.255.0

interface Vlanl4
ip address 1.x.x.101 255.0.0.0

interface GigabitEthernetl/0/1
Switch port access vlan 14
Switch port mode access

interface GigabitEthernetl/0/3
switchport access vlan 12
switchport mode access
authentication host-mode multi-auth
authentication port-control auto
dotlx pae authenticator
spanning-tree portfast edge

Configuration in Windows PC

Step 1. Configure User Authentication

Navigate toAuthentication, checkEnable | EEE 802.1X authentication and select Microsoft: Smart Card
or other certificate.

ClickSettingsbutton, checkUse a certificate on this computer, and select the trusted CA of Windows PC.
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Enable Certificate Authentication

Navigate toAuthentication, checkAdditional Settings. SelectUser or computer authenticationfrom drop-

down list.

Smart Card or other Certificate Properties

When connecting:
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Soecify Authentication Mode

Step 2. Confirm Client Certificate

Navigate to Certificates - Current User > Personal > Certificates, and check the client certificate used

for authentication.
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Confirm Client Certificate

Double click the client certificate, navigate to Details, check the detail of Subject, CRL Distribution

Points, Authority Information Access.

» Subject: CN = clientcertCN

* CRL Distribution Points; http://winserver.ad.rem-xxx.com/ocsp-ca.crl

 Authority Information Access: http://winserver.ad.rem-xxx.com/ocsp
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Configuration in Windows Server

Step 1. Add Users

Navigate toActive Directory Usersand Computers, clickUsers. Add clientcertCN as user logon name.
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Step 2. Confirm OCSP Service



Navigate to Windows, click Online Responder M anagement. Confirm the status of OCSP server.
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Satus of OCSP Server

Click winserver .ad.rem-xxx.com, check the status of OCSP signing certificate.
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Configuration in I SE



Step 1. Add Device

Navigate toAdministration > Network Devices, clickAddbutton to add C1000 device.
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Add Device

Step 2. Add Active Directory

Navigate toAdministration > External |dentity Sources > Active Directory, clickConnectiontab, add
Active Directory to I SE.

* Join Point Name: AD_Join_Point
 Active Directory Domain: ad.rem-xxx.com
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Check Cert Publishers

Step 3. Add Certificate Authentication Profile

Navigate to Administration > External Identity Sources > Certificate Authentication Profile, click Add

button to add a new certificate authentication profile.

Name: cert_authen_profile test
|dentity Store: AD_Join_Point
Use Identity From Certificate Attribute: Subject - Common Name.
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Step 4. Add I dentity Sour ce Sequence

Navigate toAdministration > I dentity Sour ce Sequences, add an | dentity Sour ce Sequence.

* Name: Identity AD
» Select Certificate Authentication Profile: cert_authen profile_test
» Authentication Search List: AD_Join_Point

Match Client Certificate Against Certificate In Identity Store: Only to resolve identity ambiguity.
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Step 5. Confirm Certificatein | SE

Navigate to Administration > Certificates > System Certificates, confirm the server certificate is signed
by the trusted CA.

= Cisco ISE

Craplery mint

Cartilicats bassgement

st

Frusted Con
OCSP Clam Profis
Cersficate Signing Requests

Corificans Poriodic Check Se.

Carmficats Authority

Licensing

GConificates

Logaing

Dalaust nelf-nigrod sami sermr con

Mairtenance

Upgrade

SaML

Health Ghecks

Administration - System

Backup & Restong

Admin Actess

Sattings

SAML_ing17-01.adremery am.co  SAML_ise)3-01adrem-gy  meo

CMvisa)-01 adrem-¥  emcom, 156 Mewsaging Service 203301 adrpm-w; | mgom Cortificata Services npoin: Seb ©

CUHEE Messaging ServcenCaninic A - Ise23-01

Boe Services Ensionin Sub CA = e

22-01e0000

CHvisgd-21 adrem-w, 1 meom,  Nodinusg 303701 adrpm-g @M com Cortificata Services Endpoin: Seb €
i Services Syasem Do A - Isa23-01

" atn Services Endpo

it S G - 15072~ 01800002

CMuisadI-01 sdrem-g, | FmcomE Ports Dotauss Portal Cortificass Gooup (7] 8932-01.3dapn-gy  smcom TOStCAC pmmontiame:

oot AT mmon HameSON0L

- Berere - fpndly-rama Aemin, GAP 3201 s rmn-p @ msom EBp-Ea- -y

Athammicasion,

EEADIUS DTLS, gt
Porta

Thu, 7 May 2006

Woed, 1 May 2074

e, 1 May 2074

Toe, 4 Jan 2034

Tow. 4 Jen 2034

Tue, 1 May 2019

Wed, 7 My 7038

Wed. 7 My 7078

Wed, 4 Jun 2073

Wed & Jun 2035

Active

Active

Active

Active

Active



Server Certificate

Navigate to Administration > Certificates> OCSP Client Profile, click Add button to add a new OCSP
client profile.

* Name: ocsp_test_profile
» Configure OCSP Responder URL: http://winserver.ad.rem-xxx.com/ocsp

= Cisco ISE Administration - System
Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
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OCSP Client Profile

Navigate to Administration > Certificates > Trusted Certificates, confirm the trusted CA isimported to
ISE.
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Check the CA and click Edit button, input the detail of OCSP configuration for Certificate Status

Validation.
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Certificate Satus Validation

Step 6. Add Allowed Protocols

Navigate to Policy > Results > Authentication > Allowed Protocols, edit the Default Networ k
Access service list and then check Allow EAP-TLS.
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Step 7. Add Policy Set

] Allow Authenbication of expired cerificates io aliow cerdificabe renewal in Austhoriragion Policy

) Require cryptobinding TLY
() Allow FEAPYD only tor legacy chents

Navigate to Policy > Policy Sets, click + to add a policy set.

* Policy Set Name: EAP-TLS-Test
» Conditions. Network Access Protocol EQUALS RADIUS
» Allowed Protocols/ Server Sequence: Default Network Access
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Step 8. Add Authentication Policy

Navigate to Policy Sets, click EAP-TL S-Testto add an authentication policy.

* Rule Name: EAP-TLS-Authentication
» Conditions. Network Access EapAuthentication EQUALS EAP-TLS AND Wired 802.1 X
* Use: Identity AD

Add Authentication Policy

Step 9. Add Authorization Policy

Navigate to Policy Sets, click EAP-TL S-Test to add an authorization policy.

* Rule Name: EAP-TLS-Authorization
» Conditions: CERTIFICATE Subject - Common Name EQUALS clientcertCN
* Results: PermitAccess

Add Authorization Policy
Verify

Step 1. Confirm Authentication Session

Runshow authentication sessions interface GigabitEthernet1/0/3 details command to confirm authentication session in
C1000.

<#root>

Switch#



show aut hentication sessions interface G gabitEthernetl/0/3 details

Interface: GigabitEthernetl/0/3
MAC Address: b496.9114.398c
IPv6 Address: Unknown

IPv4 Address: 192.168.10.10
User-Name: clientcertCN
Status: Authorized

Domain: DATA

Oper host mode: multi-auth
Oper control dir: both
Session timeout: N/A
Restart timeout: N/A
Periodic Acct timeout: N/A
Session Uptime: 111s

Common Session ID: 01C20065000000933E4E87D9

Acct Session ID: 0x00000078
Handle: 0xB6000043
Current Policy: POLICY_Gil/0/3

Local Policies:

Service Template: DEFAULT_LINKSEC_POLICY_SHOULD_SECURE (priority 150)

Server Policies:

Method status Tist:
Method State

dotlx Authc Success

Step 2. Confirm RadiusLive Log

Navigate to Operations> RADIUS > Live Logsin ISE GUI, confirm the live log for authentication.
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Endpoint_.  Authentication Policy

Cliont Stopped Responding Repeat Counter

0 0

Authorization Palicy Authorizatio... 1P Address

Radius Live Log

Confirm the detailed live log of authentication.
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Troubleshoot

1. Debug Log

This debug log (prrt-server.log) help you to confirm the detailed behavior of authentication in ISE.

e runtime-AAA

<#root>

// OCSP request and response
Crypto,2024-06-05 09:43:33,064,DEBUG,0x71f9822961700,NIL-CONTEXT,Crypto: :Result=0, CryptoLib.CSSL.OCSP C

starting OCSP request to primary

,SSL.cpp:1444
Crypto,2024-06-05 09:43:33,064,DEBUG,0x71f9822961700,NIL-CONTEXT,Crypto: :Result=0, Crypto.OcspClient::pe

Start processing OCSP request

URL=http://w nserver.ad. rem xxx. conf ocsp

, use nonce=1,0cspClient.cpp:144

Crypto,2024-06-05 09:43:33,104,DEBUG,0x71f9822961700,NIL-CONTEXT,Crypto: :Result=0, Crypto.OcspClient::pe

Recei ved OCSP server response

,0cspClient.cpp:411
Crypto,2024-06-05 09:43:33,104,DEBUG,0x71f9822961700,NIL-CONTEXT,Crypto: :Result=0, Crypto.OcspClient::pe

Crypto,2024-06-05 09:43:33,104,DEBUG,0x71f9822961700,NIL-CONTEXT,Crypto: :Result=0, Crypto.OcspClient::pe
Crypto,2024-06-05 09:43:33,104,DEBUG,0x71f9822961700,NIL-CONTEXT,Crypto: :Result=0, Crypto.OcspClient::pe

Crypto,2024-06-05 09:43:33,104,DEBUG,0x71f9822961700,NIL-CONTEXT,Crypto: :Result=0, Crypto.OcspClient::pe
Crypto,2024-06-05 09:43:33,104,DEBUG,0x71f9822961700,NIL-CONTEXT,Crypto: :Result=0, Crypto.OcspClient::pe

Crypto,2024-06-05 09:43:33,104,DEBUG,0x71f9822961700,NIL-CONTEXT,Crypto: :Result=0, Crypto.OcspClient::pe

User certificate status: Good

,0cspClient.cpp:598
Crypto,2024-06-05 09:43:33,104,DEBUG,0x7f9822961700,NIL-CONTEXT,Crypto: :Result=0, CryptoLib.CSSL.OCSP C

perform OCSP request succeeded


http://winserver.ad.rem-system.com/ocsp

, status: Good,SSL.cpp:1684

// Radius session
Radius,2024-06-05 09:43:33,120,DEBUG,0x7f982d7b9700, cntx=0000017387,sesn=1se32-01/506864164/73,CPMSessi

Code=1( AccessRequest)

Identifier=238 Length=324
[1] User-Name - value: [

clientcertCN

]

[4] NAS-IP-Address - value: [1.x.x.101]

[5] NAS-Port - value: [50103]

[24] State - value: [37CPMSessionID=01C20065000000933E4E87D9;31SessionID=1se32-01/506864164/73;]
[87] NAS-Port-Id - value: [GigabitEthernetl/0/3]

Radius,2024-06-05 09:43:33,270,DEBUG,0x7f982d9ba700, cntx=0000017387,sesn=1se32-01/506864164/73,CPMSessi
Code=2( AccessAccept)

Identifier=238 Length=294
[1] User-Name - value: [clientcertCN]

Radius,2024-06-05 09:43:33,342,DEBUG,0x7f982d1b6700,cntx=0000017401,sesn=1se32-01/506864164/74,CPMSessi
Code=4( Account i ngRequest)

Identifier=10 Length=286

[1] User-Name - value: [clientcertCN]

[4] NAS-IP-Address - value: [1.x.x.101]

[5] NAS-Port - value: [50103]

[40] Acct-Status-Type - value: [Interim-Update]

[87] NAS-Port-Id - value: [GigabitEthernetl/0/3]

[26] cisco-av-pair - value: [audit-session-id=01C20065000000933E4E87D9]
[26] cisco-av-pair - value: [method=dotlx] ,RADIUSHandler.cpp:2455

Radius,2024-06-05 09:43:33,350,DEBUG,0x7f982elbe700,cntx=0000017401,sesn=1se32-01/506864164/74,CPMSessi
Code=5( Account i ngResponse)

Identifier=10 Length=20,RADIUSHandler.cpp:2455

2. TCP Dump

In the TCP dump in I SE, you expect to find information about the OCSP response and Radius session.

OCSP request and response:



LIETS
Time 1dentffication Source
Suce

o+ 141 2024-96-25 09:43:33,104108 o017 (279) 1.1 7 .57

Ho.
-|- I 142 2024-06-05 oe:d;:aa.os?u 95 (861) 1.1, . .181

25844 1.0

&8 1.1 ..

-181

262

1671

TCP.Se Net s¢ TCP.AC Info

1197 1 Request
1 1607 197 Response

Packet Capture of OCSP Reguest and Response

» Frame 141: 1671 bytes om wire (13368 bits), 1671 bytes captured (13368 bits)

» Ethermet II, Src: VMware_98:c9:91 (89:50:56:98:c9:91), Dst: VMware_98:57:1c (@9:58:56:98:57:1c)

» Imternet Protocol Version 4, Src: 1.7

Online Certificate Status Protocol
responseStatus: successful (@)
v responseBytes

- L57, Dst: 1..3".".181
Trantmizsion Contrel Protocel, Src Port: B8, Dst Port: 215844, Seq: 1,

ResponseType Id: 1.3.6.1.5.5.7.48.1.1 (id-pkix-ccsp-basic)

~ BasicOCSPREsponse
w thsResponseData
¢ responderlD: byKey {2)
producedat: Jun 5, 2024 #9:43:33.000000008
~ responses: 1 ltem
~ SingleResponse

nextUpdate: Jul 4, 2824 16:65:68. 80080008
w responsefxtensions: 1 item

Capture Detail of OCSP Response

Radius session:

146 2824-06-05 99:43:33.11817% oxdbok {32878)
18% 2824-06-05 9214333270244 Buwesld (829)
187 2024-06-05 B):43:33.341233 Bx9be7 (39879)
188 2824-96-0F #9:43:33.35093% ex@37a (850}
267 2024-96-05 #0:43:136.35%621 @xabcd (32880) s
268 2024-D6-05 BB:43:36.365035 BuwddBd (1161) 1.1 ¥ .18

Packet Capture of Radius Session

Related I nfor mation

Configure EAP-TLS Authentication with ISE

Configure TLS/SSL Certificatesin ISE

67181 1.7%..0.281
67181 1.
1646 1 B
1645 1.0 7 ... 181
1646 1.10.4.181
1646 1.17% 5101

ack: 197, Len: 1685

1645
1845
1646
1545

1646

255 RADIUS
B4 RADIVS
255 RADIVS
&4 RADIVS
255 RADIUS
B4 RADIVS

Access-Request 1d-238
Access-Accept ide23E
Aceounting-Request ide=19
Accounting-Response 1d=10
Accounting-Request id=11
Accounting-Response ide1l


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/214975-configure-eap-tls-authentication-with-is.html#toc-hId--350427298
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/215621-tls-ssl-certificates-in-ise.html

