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This document describes how to configure Microsoft Entra D asa SAML identity provider for the Cisco
|SE Sponsor Portal.



Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

* Microsoft EntralD

* Cisco Identity Services Engine (ISE) 3.0

» Basic knowledge on Security Assertion Markup Language (SAML) Single Sign-On (SSO)
Deployments

Components Used

The information in this document is based on these hardware and software versions:

» Cisco ISE 3.4 (the procedure appliesto Cisco ISE 3.1 and later)
e Microsoft EntralD

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

High-Level Flow Diagram
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Encoded SAML Response is returned along with assertion data
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SAML Response is sent to Service Provider (ISE)

ISE confirms successful authentication as a result
of SAML Response parsing, browser is redirected
to the next page in the flow (e.g. AUP)

. SAML Request, Identity Provider (Azure AD) authenticates the user

Configure

Step 1. Configure SAML Identity Provider and Sponsor Portal on | SE
Add the SAML Identity Provider

1. On ISE, navigate to Administration > Identity Management > External | dentity Sources> SAML Id
Providersand click the Add button.

2. Enter the I D Provider Name and click Submit to saveit. The ID Provider Nameis significant only for
I SE as shown in the image.



Identities Groups External Identity Sources Identity Source Sequences

Identity Provider List Entra_SAML

External Identity Sources

- SAML Identity Provider
5 .
B9 Certificate Authenticat... General Identity Provider Config.
—

Settings

Service Provider Info

] Active Directory
ID Provider Name =  Entra_SAML

3 LDAP
Description
1 ODBC

1 RADIUS Token

3 RSA SecurlD

| > © saML1d Providers |

1 Social Login

2 REST

Configure Sponsor Portal totheidP

Groups

1. Navigateto Work Centers> Guest Access > Portals & Components> Sponsor Portals and select

your Sponsor Portal. In this example, Sponsor Portal (default) is used.

Reports

Guest Portals

esiTypen Sponsor Portals

Sponsor Groups

I Sponsor Portals

Create

Sponsor Portal (default)

You can edit and customize the default sponsor portal and create additional ones.

Default portal used by sponsors to create and manage accounts for authorized

visitors to securely access the network

2. Expand Portal Settings and select the new SAML Identity Provider in I dentity Sour ce Sequence.

Configure the Fully Qualified Domain Name (FQDN) for the sponsor portal and note the HTTPS port (8445

is the Sponsor Portal default). Click Save.



HTTPS port: * 8445

Allowed interfaces: * Make selections in one or both columns based on your PSN configurations.
If bonding is not con{igured@ If bonding is I:onfigured@
on a PSN, use: on a PSN, use:
Eﬁigabit Ethernet 0 Bond 0
Dﬁigabil Ethernet 1 Uses Gigabitl Ethernet 0 as

rimary, 1 35 backup.
E]Gugabul Ethernet 2 e ¥ P

DGigabir Ethernet 3 Daonu 1

D‘Eigabit Ethernet 4 Uses Gigabit Ethernet 2 as
primary, 3 as backup.

DBund 2

Uses Gigabit Ethernet 4 as
primary, 5 a5 backup.

Dﬁigabil Ethernet 5

Certificate group tag:* Default Portal Certificate Group~

Configure certificates at:

Work Centers > Guest Access > Administration > System Certificates

Fully gualified domain names

{(FQDN) and host names: sponsor.n3tgeek.com

Identity source sequence: * Entra_SAML v @

Configure authentication methods at:

Work Centers > Guest Access > |dentities > |dentity Source Sequences

Work Centers > Guest Access > Ext Id Sources > SAML Identity Providers

[ Allow Kerberos SS0()
Idle timeout: * 10 (0-20 min)

Display language: © Use browser locale

Fallback language:
English - English “

O Always use: ltalian - Italiano v

SS5IDs available to sponsors:

Export Service Provider Information

1. Navigate back to the SAML provider and open the Service Provider Info tab. Confirm the Sponsor



Portal appears under "Includes the following portals' — the portal must be bound to the IdP befor e the
export, or the metadata does not include it. Click Export.

dentity Provider List » Entra_SAML

SAML |dentity Provider

General Identity Provider Config. Service Provider Info. Groups Attributes Advanced Settings

Service Provider Information

Add a load balancer 1o optimize the load on Cisco ISE nodes and simplify
configuration in the identity provider.

(] Load balancer

Export Service Provider Information

To generate and download an XML file of the service provider information to use in the
identity provider, click Export

‘ Export

Includes the following portals:

I Portals: Sponsor Portal (default) I

2. From the downloaded XML, note:

 entityl D: For example, http://Ciscol SE/1f789a00-ad9d-4ec0-9a47-ce4909a65db2.

» Every AssertionConsumer Service Location (one per node name/lP — a standal one node produces
three; multi-node deployments produce more).

» The Singlel ogoutService Responsel ocation: Sponsor Portal - Logout Response

<?xml version="1.0" encoding="UTF-8"7>
<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
entityID="http://CiscoISE/1f789a00-ad9d-4ec0-9a47-ce4909a65db2">
<md:SPSSODescriptor AuthnRequestsSigned="false" WantAssertionsSigned="false" ...>
<md:KeyDescriptor use="signing">
<ds:X509Certificate>MIIFUDCC...(ISE portal signing certificate)...</ds:X509Certificate>
</md:KeyDescriptor>
<md:SinglelLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://sponsor.n3tgeek.com:8445/sponsorportal/SSOLogoutRequest.action?portal=1f789a0
ResponselLocation="https://sponsor.n3tgeek.com:8445/sponsorportal/SSOLogoutResponse.action"/>
<md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</md:NameIDFormat>
...(additional NameIDFormat entries)...
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://sponsor.n3tgeek.com:8445/sponsorportal/SSOLoginResponse.action" index="0"/>
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://192.168.1.204:8445/sponsorportal/SSOLoginResponse.action" index="1"/>
<md:AssertionConsumerService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://prox-ise04.n3tgeek.com:8445/sponsorportal/SSOLoginResponse.action" index="2"/
</md:SPSSODescriptor>
</md:EntityDescriptor>


https://sponsor.n3tgeek.com:8445/sponsorportal/SSOLogoutResponse.action

Caution: The XML also contains an SSOL ogoutRequest.action?portal=... URL in the Location
attribute. That is not the value to use as the Log out URL in EntralD — using it causes the "SSO
Logout failed" error described in the Troubleshoot section. The correct value endsin

SSOL ogoutResponse.action.

Note: Re-export and re-import this metadata whenever any of these changes: anew ISE nodeis
registered, a node hostname or |P changes, the Sponsor portal FQDN changes, port or interface
settings change, or aload balancer is associated. If the |dP keeps stale metadata, it rejects
authentication reguests. The exported ZIP also includes a Readme file with per-1dP configuration
instructions.

According to the XML file:

Singlel ogoutService

Responsel ocation=https.//sponsor.n3tgeek.com:8445/sponsorportal/SSOL ogoutResponse.action
entityl D="http://Ciscol SE/1f789a00-ad9d-4ec0-9a47-ce4909a65db2"

AssertionConsumer Service

L ocation="https://sponsor.n3tgeek.com:8445/sponsorportal/SSOL oginResponse.action”
AssertionConsumer Service

L ocation="https.//192.168.1.204:8445/sponsorportal/SSOL oginResponse.action”
AssertionConsumer Ser vice L ocation="https://prox-
ise04.n3tgeek.com:8445/sponsorportal/SSOL oginResponse.action”

% Note: Thislab usesasingle | SE node, so the exported XML contains only that nodes three
AssertionConsumerService entries: the Sponsor portal FQDN, the node I P, and the node FQDN. In
amulti-node deployment, the XML lists the entries for every node that serves the Sponsor portal
(the portal FQDN, plusan IP and an FQDN for each node). Add all of these as Reply URLSIn
EntralD, not just those of one node. If anode's URL is missing from the Reply URLSs,
authentication fails when the user is redirected to that node.

Step 2. Configure Microsoft Entra D

Createan Azure AD User

1. Log into the Microsoft Entra Admin Center.



Microsoft Entra admin center

Iﬂ‘ Home

*

Favorites et

Entra ID M
Cwenview

Users

GIoups

Devices

Agents

Ertérprise apps

App registrations

Rodes & admins

Delegated admin partners

Tenant governance

O« &£ & B 8 B & 2 © O ¢

Domain services

&

Conditional Access

Multifactor authentication

[=I o]

Id@ntity Secure Scont

2. Navigateto Entra ID > Users > New user > Create new user an

f Home
% Favorites
| & EntralD
@ overview
o Groups
&£ Devices
E3d  Agents

Enterprise apps

B  App registrations

33 Roles & admins

2% Delegated admin partners
e Tenant governance

B Domain services

S

Microsoft Entra

Directorio predeterminado

Tenant 1D 76125 I (|
Primary domain _ 0

o 3 Oo 3

= View users © View grougs
1 4

3 e B

Shortcuts

Add - User sign-ins Audit logs

Authentication Methods

admin: I

b32663ea-S06e- I ©

(= View user profile

My role assignments
.

@ High privileged role assignments

View my roles

Blocked users Domain names Unused service principals

Get the most out of your licenses and subscriptions

Deployment guides

View high risk users

Manage tenants

Users at high risk

No detections '

No user detections with risk leve

days.

MNamed loc

Microsoft Entra plan

Entra ID Premium P1

Use these deployment guides to plan, configure and deploy Microsoft Entra capabilities

Home Users

Create new user

Create a new internal user in your organization

Basics  Properties

Create a new user in your organization. This user will have a user name like alice@contoso.com. Learn more 2

Identity

Assignments

Review + create

d create a cloud-only test user.

User principal name *

alice @| lab.n3tgeek.com v | [y

Domain not listed? Learn more O3

Mail nickname *

Display name *

Denive from user principal name

Password *

Account enabled (O

[5]
(o

Auto-generate password

Note: Use a cloud-only member user, not an invited guest — guests authenticate against their home
tenant and the resulting Namel D format prevents | SE from extracting the username. A new user must
change the password at first sign-in, and tenants with security defaults also require MFA registration;

complete both once before the Verify section.



2. Createa Group and Add the User

1. Navigate to Entra D > Groups > New group.

ﬁ Home
% Favorites

& EntralD

@ overview

A users

B Devices

B Agents

B  Enterprise apps

B App registrations

& Roles & admins

= Delegated admin partners

& Tenant governance

Home . Users . Create new user

&a Groups | All groups

Directosio predeterminado

@ overview

Groups

" MNew group : Download groups

&8 All groups

fid Insights (Preview)

&b Deleted groups

A Diagnose and sclve problems

Settings

23 General

8} Expiration

o3 Naming policy

Activity

& Privileged |dentity Management
ACCSS Meviews

H Auditlogs

Search

Search mode m Contains

3 groups found

[ ] MName T

' AAD DC Administrators
. Sponsor Group

i
m

-Lab-Davices

00O

O

f_) Refresh

15} Manage view &7 Got feedback?

5 Add filter

Object Id {

€5487779-9219-41ab-9dbd-3202a5004975 H

0a56679C-9393-4396-2249-2b56d2dd TTaa ]

48f07fce-26e5-41e5-382b-ed095b32babs ]

2. Keep Group type as Security. Configure Group name as shown in the image:

ft Home

*

Favorites

Entra ID

Overview

Users

Groups

Devices

Agents

Enterprise apps

App registrations

Roles & admins

# & B B8 @ & X O O ¢

Delegated admin partners

%

Tenant governance

Domain services

Conditional Access

Multifactor authentication

Microsoft Entra admin center

Users

Home

New Group

& Got feedback?

Create new user

Groups | All groups

Q Searchr

Group type * ()
Security

Group name * ()
Sponser Group]

Group description ()

Enter a description for the group

Microsoft Entra roles can be assigned to the group

(D
Membership type * ©

Assigned

Owners

Mo owners selected

Members

No members selected



3. Open the group Members page, click Add members, search for the test user, select it, and click Select.

Microsoft Entra admin center

A Home
W Favorites

' & EntralD
@ oveniew
8 users
2 Devices
B Agents
B  Enterprise apps
B App registrations
f?- Roles & admins
8% Delegated admin partners
&  Tenant governance
B Domain senvices

& Conditional Access

Home : Users : Groups | All groups

Sponsor Group

&a Sponsor Group | Members

z‘; Bulk operations :_:' Refresh E% Manage view

Group

@ Overview
# Diagnose and solve problems

Manage

11! properties

&8 Owners

» Roles and administrators

[

A Administrative units

o3 Group memberships

m

B

Applications
@ Licenses

Azure role assignments

Activity

&8 Privileged Identity Management

ACCess reviews

W Auditlogs

Direct members All members

Search N Add filter

1 group member found

D MName 1

() Search resources, services, and doct

Email

||:| . Alice

A Got feedt

4. Make anote of Group Object ID, in thisscreen, it is 48f07fce-26e5-41e5-a82b-ed095b32bab8 for the

Sponsor Group.

Group

O overview

Manage
ill properties
&2 Members

& Cwners

& Administrative units
{# Group memberships
B Applications

Licenses

Ees

Activity

3. Create an Entra Enterprise Application

# Diagnose and solve problems

at, Roles and administrators

Azure role assignments

2 privilened Identity Mananement

Home - Users » Groups | All groups

Sponsor Group #

& ]ﬁ Delete

Overview

Basic information

&7 Got feedback?

Iy

Sponsor Group 3

Membership type Assigned
Source Cloud
Type Security
I Object ID 48f07fce-26e5-41e5-a82b-ed095b32babs Ejl
Created on 8/19/2026, 1:30 PM

Total direct members

User(s)

Group(s)

Device(s)

Other(s)

[=]



1. Navigate to Entra I D > Enterprise apps > All applications > New application.

Microsoft Entra admin center

A

Home : Users . Groups | All groups > Sponsor Group  Enterprise applications

' Home . . . . .
z Enterprise applications | All applications
Directorio predeterminado
% Favorites N
l‘_:' Refresh = Download (Export) o Preview info == Columns

Overview
> EntralD ~

O Overview View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenar
@ Overview i - — — i - .

X Diagnose and solve problems The list of applications that are maintained by your organization are in application registrations.
A users :

Manage L Search by application name, application template 1D or object ID Application type == Enter
o Groups i All applications 2 applications found

B oo Name T Object 1D Application ID
I Devices El  Private Metwork connectors ¢ g PP

&F User settings | 1 | ISE-Lab 2af98614-54a3-47ac-8936-197093... Oc3%edTa-2cac-409a-8dfd
& & g

B App launchers ISE_Sponsor_Portal 73c4c1Te-eb08-4790-234b-Teabs..  dfgefsaf-1754-4b0e-af70-

! Custom authentication extensions

B  App registrations

Security
e Roles & admins % cConditional Access

2. Select Create your own application.

k2

Microsoft Entra admin center

Y
A Home - Users . Groups | All groups - Sponsor Group - Enterprise applications | All applications
Home
Browse Microsoft Entra App Gallery
% Favorites ~
Create your own application T publish to the app gallery ~~ }? Got feedback?
I & EntralD fa The Microsoft Entra App Gallery is a catalog of thousands of apps that make it easy to deploy and configure single sign-on (550) and automated ust
application you have developed into the Microsoft Entra App Gallery for other organizations to discover and use, you can file a request using the pre
@ Qverview
Q > Search application Single Sign-on : All User Account Management : All Categories : All
Users
£ Groups Cloud platforms
D Devices Amazon Web Services (AWS) Google Cloud Platform Oracle
E3J Agents
Enterprise apps aWS
M Ann reaistrations “

3. Enter aname, select " I ntegrate any other application you don't find in the gallery (Non-gallery)" and
click Create.



Create your own application X

;"1’? Got feedback?

If you are developing your own application, using Application Proxy, or want to integrate an
cure  application that is not in the gallery, you ¢an create your own application here.

what's the name of your app?

| Input name

What are you locking to do with your application?
O Configure Application Proxy for secure remote access to an on-premises application

O Register an application to integrate with Microsoft Entra ID (App you're developing)

@ Integrate any other application you don't find in the gallery (Non-gallery) I

4. Assign the Group (or User) to the Application

1. In the application, navigate to Users and groups > Add user/group and assign the group created
previoudly.

Home : Users : Groups | All groups : Sponsor Group : Enterprise applications | All applications : Browse Microsoft Entra App Gallery » Enterprise applications | All applications

g2 ISE_Sponsor_Portal | Overview

Enterprise Application

i ovenview Properties
[ oeployment Plan Name O
X Diagnose and solve problems | ISE_Sponsor_Portal iy]

Application ID O

Manage

9 | dfsefosf-1784-4b0e-af70-4... [y
Il eroperti
Kl EYORSEES ObjectiD @
& Owners | 73c4c Te-eb08-4790-aadb-... [
&, Roles and administrators

Getting Started

8 Users and groups
D single sign-on
& {Provisioning & 1. Assign users and groups —3 2. Set up single sign on @ 3. Provisi
E% Application proxy Provide specific users and groups access Enable users to sign into their application Automatic
& sof ) to the applications using their Microsoft Entra credentials accounts i
Self- -

elisenice Assign users and groups Get started Get startey

Security

- — = WWh=¢'s Maar

Add User/Group:

Note: If your tenant is on Microsoft Entra | D Free, group assignment is unavailable — assign the



test user directly instead; every other step isidentical.

Home > Users - Groups | All groups > Sponsor Group > Enterprise applications | All applications : Browse Microsoft Entra App Gallery : Enterprise ap

&a ISE_Sponsor_Portal | Users and groups
Enterprise Application

] Remove assignment % Update credential () Refresh 3% Mai

“« + Add user/group | £ 7 Edit assignment

o

B Overview

Deployment Plan R

#{ Diagnose and solve problems Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the zppli

Manage | O First 200 shown, search all users & groups

i Properties

Display name Object type
4 Owners
&. Roles and administrators D . Sponsar Group Group
&% Users and groups

(0]

Single sign-on

Provisioning

% Note: It isup to you to select the right set of users or groups to apply access.

1. Asaresult, the Users and groups menu for your application must be populated with the selected Group.

Home : Users » Groups | All groups > Sponsor Group » Enterprise applications | All applications » ISE_Sponser_Portal

&2 ISE_Sponsor_Portal | Users and groups

Enterprize Application
=+ add userfgroup &7 Edit assignmer | Remov gnment € redential () Refresh 5% Manage view & Got fee
B overview

@ The application will appear for assigned users within My Apps. Set ‘wisible to users?' to no in properties to prevent this.

[ Deployment Plan

X Diagnose and solve problems Assign users and groups to app-roles for your application here. To create new app-roles for this application, use the application registration
Manage A2 First 200 shown, search all users & groups
I eroperties
Display name Object type
& Owners
& Roles and administrators l:l . Spensor Greup Group
—
&2 Users and groups
3 single sign-on

@ Provisioning

Application proxy

o =’

Self-service

Step 3. Configure SAML Single Sign-On in EntralD

1. In the application, navigate to Set up Single sign-on.



Home - Users » Groups | All groups © Sponsor Group - Enterprise applications | All applications - ISE_Sponsor_Ponal

g ISE_Sponsor_Portal | Overview
" Enterprise Application

B overview Properties
[ Ceployment Plan Hame @
# Diagnose and solve problems ISE_Sponser_Portal D
Application 1D (D

Manage r .

dfgef@af-1784-4bbe-af70-4.. [y
11! eroperties -
g pe Objectin @
& Owners T3cdc1Te-eb08-4790-aadb-..
&b Roles and administrators R

Getting Started
£ Users and groups
D single sign-on
- -
< Provisioning a 1. Assign users and groups —3 2. Set up single sign on :’(?j 3. Provision User Accounts
£ application proxy Provide specific users and groups access Enable users to sign into their application Automatically create and delete user
. . to the applications using their Microsoft Entra credentials accounts in the application
C self-service i i
Aszign users 3 Get started Get started

Security
B randitianal Anencs What's New

2. Select SAML and click Edit next to Basic SAML Configuration.

Home : Users : Groups | All groups » Sponseor Group - Enterprise applications | All applications - ISE_Sponsor_Portal

ISE_Sponsor_Portal | SAML-based Sign-on

Enterprise Application

« “T‘ Upload metadata file 9 Change single sign-on mode #= Test this application }'3\_"‘ Got feedback?

B Overview

Deployment Plan Set up Single Sign-On with SAML

% Diagnose and solve problems An S50 implementation based on federation protocols impraves security, reliability, and end user experiences and is easier to

implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpeniD Connect or QAuth, Learmn

Manage more.
1] .
il properties Read the configuration guide  for help integrating ISE_Sponsor_Portal.
42 Owners
o I Basic SAML Configuration I f Edit
& Roles and administrators :
2 d Identifier (Entity D) http://CiscolSE/1789300-ad9d-4ec0-9a47-ced909a65db2
Users.and groups Reply URL (Assertion Consumer Service URL)  https://sponsor.n3tgeek.com:8445/sponsorportal/SSOLog
3 single sign-on _ |nRgspOIjse.adlon
Sign on URL Optional
& Provisioning Relay State (Optional) Optional
o Logout Url (Optional) https://sponsorn3tgeek.com:8445/sponsorportal /SSOLog
£ Application proxy outResponse.action
C self-service

3. Populate Identifier (Entity 1 D) with the entityl D value from the ISE SP metadata XML, and Reply
URL with each AssertionConsumer Ser vice Location listed there. For L ogout Url, use the

Singlel ogoutSer vice Responselocation value. Leave the Sign-on URL and Relay State empty, then click
Save.



Basic SAML Configuration

E| Save F? Got feedback?

Identifier (Entity ID) * ©
The unigue 1D that identifies your application to Microsoft Entra ID. This value must be unigue across all applications in your
Microsoft Entra tenant. The default identifier will be the audience of the SAML response for IDP-initiated S50.

Default

http://CiscolSE/1f782300-adod-4ecD-9a47-ce4909a65db2 v | \:' @ f

Add identifier

Reply URL (Assertion Consumer Service URL) * &

The reply URL is where the application expects to receive the authentication token. This is also referred to as the “Assertion
Consumer Service™ (ACS) in SAML,

Index Default
| https://prox-ise04.n3tgesk.com:8445/sponsorportal/SSOLoginResponse.action " | | ~ | |:| O 1]
| https://192.168.1.204:8445 /sponsorportal/550LoginResponse.action ~ | | b | D 0] 0}
| https://sponsor.n3tgeek.com:8445/sponsorportal /SSOLoginResponse.action ~ | | " | \:| O] ]i[

ROa Teply WAL

Sign on URL (Optional)
Sign on URL 1s used if you would like to perform service provider-inttiated single sign-on. This value s the sign-in page URL for
vour gpplication. This field (s unnecessary if you want to perform (dentity provider-initiated single sign-on.

Enter a sign on URL vy

Relay State (Optional) ©

The Relay State instructs the application where to redirect users after authentication 15 completed, and the value iz typically a
URL or URL path that takes users fo a specific location within the application.

Enter a relay state

Logout Url (Optional)
This URL (s used to send the SAML logout response back fo the application.

| https://sponsor.n3tgeek.com:8445/sponsorportal /SSOLogoutResponse.action vy

N Note: Reply URL acts as a pass list, which allows certain URL s to act as a source when redirected to
the |dP page.



2. Configure Entra Group Attribute

1. Click Edit next to Attributes & Claims.

Home : Users : Groups | All groups : Sponsor Group : Enterprise applications | All applications - ISE_Sponsor_Portal

ISE_Sponsor_Portal | SAML-based Sign-on

Enterprise Application

« % Upload metadata file '9 Change single sign-on mode = Test this application PT' Got feedback?
B Ooverview

[ Deployment Plan Set up Single Sign-On with SAML
# Diagnose and solve problems An S50 implementation based on federation protocols improves security, reliability, and end user experiences and is easier to
implement. Choose SAML single sign-on whenever possible for existing applications that do not use OpeniD Connect or OAuth. Leamn
Manage more.

1 .
il properties Read the configuration guide @ for help integrating 1SE_Sponsor_Portal.
& Owners o
Basic SAML Cenfiguration 2 dit
i, Roles and administrators E
& 4 Identifier (Entity 1D) http://CiscolSE/1789a00-ad9d-4ec0-9a47-ce4909a65db2
Users and groups Reply URL (Assertion Consumer Service URL)  hitpsy//sponsor.n3tgeek.com:8445/sponsorportal/S50Log
3 sin gle sign-on . |nRgsponse.act|on
Sign on URL Optional
@ Provisioning Relay State (Optional) QOptional
o Logout Urd (Optional) https://sponsor.n3tgeek.com:8445/sponsarportal/SSOLog
£ Application proxy outResponse.action
€ Self-zervice
C (2] I Attributes & Claims I 7 tat
Security givenname user.givenname
" surname user.surname
& cConditional Access } .
emailaddress user.mail
2. Permissions name user.userprincipalname
Unique User |dentifier user.userprincipalname
@ Token encryption groups user.groups

Activity

2. Then Add a group claim.



Home : Users : Groups | All groups : Sponsor Group - Enterprise applications | All applications > ISE_Sponsor_Portal | SAML-based Sig

Attributes & Claims

Add new claim | -+ Add a group claim Columns 87 Got feedback?

Required claim

Claim name Type Value

Unigue User Identifier (Mame D) SAML user.userprincipalname [.. ==

Additional claims

Claim name Type Value

http://schemas.xmlscap.org/ws/2005/05/identity/claims/emailadd... SAML user.mail L
http://schemas.xmlscap.org/ws/2005/05/identity/claims/givenname  SAML User.givenname wes
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML user.userprincipalname wes
http://schemas.xmlscap.org/ws/2005,/05/identity/claims/surname SAML User.surname wes

~  Advanced settings

3. Select Security groups with Source attribute Group 1D and click Save. Leave everything else at their
defaults.

Group Claims X

i ] d by Microsoft Entra 1D to populate SAML tolens issued to your app

Which groups associated with the user should be returnved in the claim?
) Neme
Q All groups
| (®) Security groups I
C- Directory roles

G' Groups assigned to the application

Source attribute *

Group ID o

Ernit group name for cloud-only groups ©

w  Advanced options

Caution: Do not check "Customize the name of the group claim™. Renaming the claim would
require the same custom name in the | SE Group Membership Attribute field, and the rest of this
document assumes the default claim name.

4. If you want to customize it anyway, you can, but the same custom name must be entered in the Group
Membership Attribute field in ISE. For example, if you enter Sponsor Group in EntralD, the ISE field



must contain exactly Sponsor Group

Souree altnbute *
Group 1D

Emit group nama for cloud-only groups
~ fudvanced options

|:| Filter growps

Artribute to match
Match wath
Stnng

B customize the name of the groug claim

Hame (reguired)

. InEntralD, the setting looks like this:

| Lpormor 5|-r.|u|:l

Mamaspace [ophcnal)

D Emit groups as rode claims
D Apply regex replace to groups dlaim content

[] Expose claim in IWT tokens in addition to SAML &

5. Make a note of the Claim namefo

Attributes & Claims

Add new claim Add

(V=)
=]

Required claim

okend

r the group.

Columns P\'j Got feedback?

Claim name Type

Unique User Identifier (Name 10) SAML
Additional claims

Claim name Type

http://schemas.microsoft.com/ws/2008/06/identity/claims/groups SAML

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress SAML

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname SAML
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name SAML
http:/fschemas.xmlsoap.org/ws/2005/05/identity/claims/surname SAML

~  Advanced settings

Value

user.userprincipalnam...

Value

user.groups [SecurityG...
user.mail
user.givenname
user.userprincipalname

user.surname

san



3. Download the Feder ation M etadata XML File

1. Click Download against Federation Metadata XML inthe SAML Signing Certificate.

o SAML Certificates

Token signing certificate

. f " Edit
Status Active
Thumbprint 8952CAET49600D41F1920335151ABATDI1079603C1
Expiration 8/19/2029, 2:07:40 PM
Maotification Email admin@lab.n3tgeek.com
App Federation Metadata Url https://legin.microsoftonline.com,/78fa5321-c47d-... Iy
Certificate (Basesd)
Certificate (Raw)
Federation Metadata XML
Verification certificates (optional) f it
Reguired Mo oo
Active 0
Expired 0

2. The downloaded federation metadata is signed by Microsoft and carries everything | SE needs; the IdP
entity ID, the SSO/SL O endpoints and the token signing certificate (abbreviated here):

<EntityDescriptor entityID="https://sts.windows.net/<Tenant-ID>/">
<Signature>...(signed by Microsoft)...</Signature>
...(WS-Fed RoleDescriptor sections — not used by ISE)...
<IDPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol">
<KeyDescriptor use="signing">
<X509Certificate>MIIC8DCC...(Entra ID token signing certificate)...</X509Certificate>
</KeyDescriptor>
<SingleLogoutService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://login.microsoftonline.com/<Tenant-ID>/sam12" />
<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect"
Location="https://login.microsoftonline.com/<Tenant-ID>/sam12"/>
</IDPSSODescriptor>

</EntityDescriptor>

3. On import (Step 4), these fields become the Single Sign-On/Sign-Out URL s and the Signing Certificates
entry in the Identity Provider Config tab.

Note: The EntralD token signing certificateisvalid for three years. When it rotates, download the
Federation Metadata XML again and re-import it into | SE, or SSO stops working abruptly. Configure
the Notification Email on the certificate to get an expiration warning.



Step 4. Upload MetaData from Entrato | SE

Import the Federation M etadata

1. Navigate to Administration > Identity Management > External Identity Sources> SAML Id
Providers> [your provider], open the I dentity Provider Config tab, click Choose File, select the
Federation Metadata XML and click Save. The Single Sign-On/Sign-Out URL s and the signing certificate
popul ate.

% Note: The Provider ID field remains blank in this tab even after the metadatafile isimported and
saved. Thisisadisplay-only issue tracked by Cisco bug ID CSCvv74517. The IdP entity ID is stored
correctly and used at run time, and can be confirmed in the ise-psc.log debug output as strong>ldP
URI.

Identities Groups External Identity Sources Identity Source Sequences Settings

Entra_SAML

External Identity Sources

SAML Identity Provider

Genaral Identity Provider Config. Service Provider Info Groups Attributes Advanced Sottings

Cartificate Authenticat...

Active Directory

Identity Provider Configuration

“§ SRV-2022
Accepted file type: XML
ODBC
RADIUS Token | Want Authentication Requests Signed
RSA SecurlD

SAML Id Providers

Sin ign-On URL hitps://login microsoftonllne.com}P—hd'.!lsis."saml;:
1gle Sign-Out URL (Redirect) hitps:/flogin.microsoftonline corrlf?_ihrl?ﬁﬂ!smnl?

nira_SAML
| Logir
REST Signing Certificates
Subject Issuer Valid From Valid To (Expira... Serial Number
Microsoft Azure Federated S50 C CM=Microsoft A Wed Aug 19 20 Sun Aug 19 20 41 36 D& 3E 90 18

Note: The SP metadata that current | SE rel eases export declares WantA ssertionsSigned="false" (older
releases declared true); the attribute now trails the Require Assertions Signed checkbox in the
Advanced Settings tab, which is unchecked by default. This does not mean unsigned assertions are
accepted. | SE always requires at least one signature on the SAML response or on the assertion, even
with both checkboxes unchecked.

Optional Advanced Settings Tab: Identity Attribute (default: Subject Name) selects where the
username is taken from; the Email attribute must be configured if sponsorsfilter the list of guests
pending approval; Sign Authentication Request controls request signing and takes precedence over the
read-only "Want Authentication Requests Signed” checkbox of the previous tab.


https://tools.cisco.com/bugsearch/bug/CSCvv74517

] ldentities Groups External ldentity Sources ldentity Source Sequences Settings

50 ¢ Entra_SAML
o External ldentty Sources . .
SAML Identity Provider
.J\ Y Cerificate Authentlcat General dentity Provider Config Service Provider Info. Groups Attributes Advanced Settings
( ) Active Directory Advanced Settings
3 & SRV-2022 Selact the atribute that contains the identity of the user that is being authenticated
identity Attribute
1 LDAP
A © Subject Name
&5 opBC

) Artribute

1 RADIUS Taken

53 RSA SecurlD
1 SAML 1d Providers Multi-value attributes
Some Identity Providers return multiple values of the same auribute in separate XML elements. Other [dentity Providers return them in the same XML element s
“} Entra_SAML
= © Each value in a arate XML element
1 Social Login ) Multiple values in a single XML element separated by
1 REST

Authentication Settings
ISE 1o sign authentication requests with defined comificate. SAML signing cerificate should be properly defined
Reguést

D Sign authentication request |

Configure SAML Groupson ISE

1. Open the Groupstab and in the Group Member ship Attribute, paste the Claim name from Step 3:
http://schemas.microsoft.com/ws/2008/06/identity/claims/groups

2. Click Add. In Namein Assertion, enter the group Object ID captured in Step 2 (this value must match
exactly). In Namein | SE, enter any meaningful local label (afree-form alias used only inside | SE menus).
Click OK, then Save.

SAML Identity Provider

General Identity Provider Config. Service Provider Info. Attributes Advanced Settings

Groups
Group Membership Attribute \
- http://schemas.microsoft.com/ws/2008/06/id .
entity/claims/groups
A

L Add

O Name in Assertion ~  MName in ISE

|:| 48f07fce-26e5-41e5-a82b-ed095b32bab8 Entra Sponsor Group

3. This creates a mapping between the Group in Entra and Group name which can be used on I SE.



Step 5. Configure Sponsor Group Mapping on | SE

1. Navigateto Work Centers> Guest Access > Portals & Components > Sponsor Groups and select the
Sponsor Group to map. In thisexample, ALL_ACCOUNTS (default).

= Cisco |SE

Portals & Components

Sponsor Groups

A sponsor is assigned the permissions from all matching sponsor groups (muitiple matches are permitted)

Enabled Name Member Groups

ALL_ACCOUNTS (default)

L

GROUP_ACCOUNTS (default)
[

OWN_ACCOUNTS (default)
L

2. Click Members..., move the IdP:Namein | SE entry to Selected User Groups, click OK, then Save.



Select Sponsor Group Members

Select the user groups who will be members of this Sponsor Group

Available User Groups Selected User Groups
=2
Name ~ MName ~
ALL_ACCOUNTS (default) - Entra_SAML:Entra Sponsor
Group
Employee

GROUP_ACCOUNTS (default)
LOCALTEST

OWN_ACCOUNTS (default)

lI

<

SRV-2022:n3tgeek.com/Users/Al
TACACS

SRV-2022:n3tgeek.com/Users/Al
TACACS

SRV- -
4 [=

Note: A sponsor is assigned the permissions of all matching Sponsor Groups. Map the Entra ID group
to asingle Sponsor Group unless permission accumulation is intended.

Verify

1. Launch the Sponsor Portal from the Portal Test URL link. ISE redirects to the Microsoft sign-in page;
authenticate with the test user credentials.



B® Microsoft
Sign in

alice@Enitgetkcom

CaNT BO0EES YOUT BLO0UN T

{Rkl Sign-mn optons

% Note: A new user isforced to change the user password upon first login. And Accept the AUP
Verification Steps does not cover it. Verification covers the scenario where userslog in after the first

time, and AUP was already accepted once by the Sponsor (alice).

2. After authentication, the browser returnsto the portal and AUP is displayed. After acceptance, the
sponsor has the mapped Sponsor Group permissions.

atlvan],
CiIsCco

Create Accounts Manage Accounts (10) Pending Accounts (0) Notices (0)

Create, manage, and approve guest accounts.

Sponsor Portal

Guest type:
Contractor (default)
E I Maximur
Guest Information Access Information

First name:

Duration:*

[ T

I ast nama-

3. Sign-Out from the Welcome Menu ends both the portal session and the SSO session cleanly.



e Microsoft

You signed out of your account

It's a good idea to close all browser windows.

IdP-Initiated SSO Is Not Supported: Cisco ISE does not support IdP-initiated SAML. The Test Single
Sign-On button (" Test this application™) in Microsoft Entra ID always fails for thisintegration — the IdP-
initiated POST reaches SSOL oginResponse.action and the portal returns HT TP [400] Bad Request ("The
request isinvalid due to malformed syntax or invalid data"). This is expected behavior, not a
misconfiguration. Always verify from the Sponsor portal side.

@ Emor

hitps (sponsor.n3tgeek.coom:Gd

[ 400 ] Bad Request

The request is invalid due to malformed syntax or invalid

data

Troubleshoot

SAML authentication happens between the browser and Microsoft Entra ID; errors can surface directly from
the IdP before ISE isinvolved at all.



I ssue 1 — Wrong Password

B Microsoft
« alice@lab.n3tgeek.com

Enter password

Your account or L?F.S‘i.'.-.':ffi IS Incorrect. .'.".'ﬁ... don't
remem ber YOur password, reset it now.

F¢ rﬁi". my password

The error appears on the Microsoft sign-in page; no user data has reached I SE. On the | SE side, the logs
show only the outbound leg and then nothing. In the guest.log, the portal flow reaches SSO_LOGIN, builds
the SAML request, redirects the browser to the IdP, and the session never returns:

<#root>

01:20:46 DEBUG StepExecutor -- StepTran for Step=INIT => tranEnum=PROCEED_SSO, toStep=SSO_LOGI

01:20:46 DEBUG SSOLoginConfigHandler -- Redirect to IDP:
https://Togin.microsoftonline.com/<Tenant-ID>/sam]12?SAMLRequest=jZNRc6IwWFIX. ..

01:20:46 INFO ISEPortalControllerUtils -- forwarding to: pages/ssolLoginRequest.jsp

(the portal session ends here --

no SSCLogi nResponse is ever POSTed back

Theise-psc.log tells the same story from the SAML framework side:

01:20:46 DEBUG SAMLFacadeImpl -- SAML request - providerId (as should be found in IdP
configuration): http://CiscoISE/1f789a00-ad9d-4ec0-9a47-ce4909a65db2

01:20:46 DEBUG SAMLFacadeImpl -- SAML request - spUrlToReturnTo:
https://sponsor.n3tgeek.com:8445/sponsorportal/SSOLoginResponse.action

01:20:46 DEBUG SAMLFacadeImpl -- SignAuthenRequest configuration is - off

01:20:46 DEBUG MessageComposer -- local cert is null, request won't be signed

(capture ends here -- ISE never receives a SAML response)

Issue 2 — User Not Assigned to the Application (AADST S50105)



EntraID blocks the sign-in before any SAML response isissued.

o5 Microsoft

ISE_Sponsor_Portal

Sorry, but we're having trouble signing you in.

AADSTS50105: Your administrator has configured the application
ISE_Sponsor_Portal ("df8ef38f-1784-4b0e-af7/0-47b069536a40") to block users
unless they are specifically granted ("assigned’) access to the application. The
signed in user "alice@lab.n3tgeek.com’ is blocked because they are not a direct
member of a group with access, nor had access directly assigned by an
administrator. Please contact your administrator to assign access to this
application.

Troubleshooting details pe
If you contact your administrator, send this info to them.
Copy info to clipboard

Request Id: 4587726d-74e1-4135-3803-463430d7af01

Correlation Id: 66204a93-51d3-4510-8a64-d4faBa01516d

Timestamp: 2026-08-27T16:50:447

Message: AADSTS50105: Your administrator has configured the application ISE_Sponsor_Portal
('df8ef88f-1784-4b0e-af70-47b069536a40") to block users unless they are specifically granted
("assigned’) access to the application. The signed in user ‘alice@lab.n3tgeek.com’ is blocked
because they are not a direct member of a group with access, nor had access directly assigned
by an administrator. Please contact your administrator to assign access to this application.

Flag sign-in errors for review: Enzble flagging
If you plan on getting help for this problem, enable flagging and try to reproduce the error
within 20 minutes. Flagged events make diagnostics available and are raised to admin attention.

The nguest.log shows only the redirect being prepared, and ise-psc.log shows no SAML activity at al. The
failureison the IdP side:

<#root>

16:50:21 INFO 1ISEPortalControllerUtils -- forwarding to: pages/ssolLoginRequest.jsp
(nothing follows --



the user never returns fromthe |dP

Fix: Assign the user or group to the enterprise application (Step 2.4).

Issue 3— Sign Out Fails (" SSO L ogout failed")

CISCO Sponsor Portal

Error

S50 Logout failed.

There was a problem to logout from your SSO session. Flease contacl help desk for assistance

This occurs when the log out URL in the Entra ID was configured with the
SSOL ogoutRequest.action?portal=... URL instead of SSOL ogoutResponse.action. In guest.log, the log
out isinitiated and the returned response cannot be processed:

16:54:12 INFO ISEPortalControllerUtils -- forwarding to: /pages/ssoLogoutRequest.jsp
16:54:13 ERROR SponsorSSOLogin -- SAML Response 1is invalid or subject is NULL!
16:54:13 INFO ISEPortalControllerUtils -- forwarding to: pages/error.jsp

Fix: correct the log out URL in the Basic SAML Configuration.
Issue 4 — Signing Certificate Rotated (" Authentication failed")

When the Entra ID token signing certificate rotates (three-year lifetime), a new certificate is activated, and
the Federation Metadata XML is not re-imported into ISE, EACH login fails with a generic
" Authentication failed" on the portal, even IF nothing visibly changed on either side.



]

cI1Sco Sponsor Portal

Error

Authentication failed

Theise-psc.log states the real cause explicitly:

16:58:30,429 WARN apache.xml.security.signature.XMLSignature -- Signature verification failed.
16:58:30,430 ERROR cpm.saml.framework.impl.SAMLFacadeImpl -- SAML Response: processing failed:
com.cisco.cpm.saml.exceptions.SAMLException: Assertion signature did not validate

against the IdP signature certificate
Caused by: org.opensaml.xml.validation.ValidationException: Signature did not validate

against the credential's key

Fix: Re-download the Federation Metadata XML from EntraID and re-import it in I SE.

I ssue 5 — Session Expires Quickly

The portal SSO session idle timeout defaults to 5 minutes (configurable per portal and this lab uses 10). A
"Sign On Again” button can be added to the portal Error page via the Optional Content field.

Client Troubleshooting

Because the SAML messages travel through the browser, the browser developer tools (F12 > Network Tab)
displays the whole exchange. Reproduce the login with the Network tab open and look for the POST to
SSOL oginResponse.action. The moment the browser delivers the SAML assertion to | SE:



| | Welcoma alice@ekomeyccisco. onmicrosofl.oom = §
sl el
cisco Sponsor Portal

Manage Accounts (0) Pending Accounts (D) Noticas (0)

Croato, manage. and approve JUest accounts.
Guest type:
Contrbetior (dateu)

Guest Information Access Information
End of bush
won ==
First nama:
& © inspoctor  [E) Gonsole O Debugger  {) StyleEdior € Porformance i Memory T Motwork [ Storage K Accessibiity 7§ whatstiew (@ Adbiock Plus B 4] - %
2] I Q@ & Al HIML CSS J5 XHR Fonis Images Meda WS Ot Persist Logs | Disable Cache Mo Thrtlling & HAR
Suus Method  Domain File Cause Type Tranafemed Size El Heasers Goskies  Patars  Resperse  Timings  Securiy

181.38 KB

0B = Form data
GET 8104823868448 deskiop-logoprg img g f03 KR a.80 KB

GET B 104573 88445 mokile: i0go.ong img g ZTEKE ZNIKE

GET 10.48.23.86:3445 ac
B 10AR2IBEBLEE  spple-icon.png i~ g 837 K 775 KD
GET 1048220808485 favicence g x-kgon 24z K8 27aKe
GET 10427386445 blank M subgazumnt = 885 B BOE
GET B 10AB2366:8445  backproundpng img g I KB 10.58 KB
POST B 16,4823 86:8448 peraing actan b jsen LEiH LT

POST B 104573 853445 bovistrap.action xhr s AEENE ERIT:Y

GET B 10.4823.86:8445  mMelinput.cas srpteshes ean cacrwe 26,58 KB

= Aegquest payload
17 recuwsts  E55.06 KB/ 200.41 KB translferved  Finish: 16213 lead: 1344 jcached 1 SAMLResponse=PHRbbR L] |3 ivbrb LTE LEPSD FYTHEY U YWT 200125 00YWESLWE 2\t 2§ 00MOV IN2 10602

c EBEEEEBEEBEEBEEER

| SE Troubleshooting

Log Level of the components must be changed on | SE. Navigate to Operations > Troubleshoot > Debug
Wizard > Debug L og Configuration.

Component NamelLog Level|Log Filename
guestaccess DEBUG |guest.log
portal-web-action | DEBUG |guest.log
opensaml DEBUG |ise-psc.log
saml DEBUG |ise-psc.log

Working set of Debugs at the time of correct flow execution (ise-psc.log):

1. The user isredirected to IdP URL from Sponsor portal.

2026-08-27 01:55:58,021 DEBUG [admin-http-pool13][[]] guestaccess.apiservices.portal.view.PortalConfigC
::::- hostName =sponsor.n3tgeek.com will be applied to URL!
reqUt1l =https://sponsor.n3tgeek.com:8445/sponsorportal/PortalSetup.action
2026-08-27 01:55:58,036 DEBUG [https-jsse-nio-192.168.1.204-8445-exec-2]1[[]1]
cisco.ise.portalwebaction.utils.PortalSessionUtil -::::- Portal URL:
https://sponsor.n3tgeek.com:8445/sponsorportal/PortalSetup.action
2026-08-27 01:55:58,037 DEBUG cisco.ise.portalwebaction.actions.BasePortalAction -::::-
Action com.cisco.ise.portalwebaction.actions.PortalSetupAction Complete for request /sponsorportal/

2. SAML response is received from the browser:



2026-08-27 01:56:19,384 DEBUG cpm.saml.framework.impl.SAMLFacadeImpl -::::-
SAML Response: statusCode:urn:oasis:names:tc:SAML:2.0:status:Success
IdP URI: https://sts.windows.net/<Tenant-ID>/
SP URI: http://CiscoISE/1f789a00-ad9d-4ec0-9a47-ce4909a65db2
Assertion Consumer URL: https://sponsor.n3tgeek.com:8445/sponsorportal/SSOLoginResponse.action

3. Attribute (assertion) parsing is started:

cpm.saml.framework.validators.SAMLSignatureValidator -::::- no signature in response
cpm.saml.framework.validators.SAMLSignatureValidator -::::- Validating signature of assertion
org.opensaml.xml.signature.SignatureValidator -::::- Signature validated with key from supplied credent
cpm.saml.framework.validators.SAMLSignatureValidator -::::- Assertion signature validated succesfully
cpm.saml.framework.validators.AssertionValidator -::::- Conditions succesfully validated

4. The username and group attribute (48f07fce-26e5-41e5-a82b-ed095b32bab8) are extracted from the
assertion, and authentication passes:

SAMLUti1s::getUserNameFromAssertion: username value from Subject is=[alice@lab.n3tgeek.com]
loginInfo: ... format=urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress
[cacheGroupAttr] Adding to cache ExternalGroup values=<48f07fce-26e5-41e5-a82b-ed095b32bab8>
AuthenticatePortalUser - added user groups from SAML response to AuthenticationResult,

all retrieved groups:[48f07fce-26e5-41e5-a82b-ed095b32bab8]
Authenticate SAML User - result:PASSED

5. The user group is added to the authentication results so it can be used by the Portal and SAML
authentication is passed:

2020-09-16 10:44:11,320 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.imp1.SAMLFa
2020-09-16 10:44:11,320 DEBUG [https-jsse-nio-10.48.23.86-8445-exec-8][] cpm.saml.framework.imp1.SAMLFa

Packet Capture Analysis

A capture taken on the ISE interface (Operations > Troubleshoot > Diagnostic Tools > TCP Dump)
during a successful sponsor login shows only two kinds of traffic. The client DNS resolution of the portal
FQDN, and TLS sessions from the client to the portal on port 8445, with the portal FQDN visible as the
TLS Server Name Indication (SNI).

Conver sation Direction What it is
client <->1SE:8445 (TLS, SNI = portal FQDN){browser -> PSN  |Portal pages + SAML POST (ACS)
client -> DNS: portal FQDN browser -> resolver|{Portal name resolution
no traffic to login.microsoftonline.com — The IdP leg never touches ISE

The TLSClient Hello— Wherethe Portal NameisVisible



Even though everything is encrypted, the TLS Client Hello travelsin clear text and it carries the portal
FQDN asthe Server Name Indication (SNI). Thisisthe one place in the capture where you can positively
match a TCP stream to the Sponsor portal.

Frame 96: 1981 bytes on wire
Internet Protocol Version 4, Src: 192.168.1.162 (client), Dst: 192.168.1.204 (ISE PSN)
Transmission Control Protocol, Src Port: 43395, Dst Port: 8445
Transport Layer Security
TLSv1l Record Layer: Handshake Protocol: Client Hello
Handshake Protocol: Client Hello
Extension: server_name (len=24)
Server Name Indication extension
Server Name: sponsor.n3tgeek.com
Extension: supported_versions (len=7) TLS 1.3, TLS 1.2

The Same L ogin Captured on the Client

8445 sponsor.n3tgeek.com (x12 -- the portal leg, to ISE)
443 login.microsoftonline.com (the IdP Teg -- never seen on ISE)
443 aadcdn.msauth.net (Microsoft sign-in page assets)

443 login.live.com / Togin.microsoft.com
(unrelated background traffic omitted for clarity)

S

Note: ISE never communicates with Entra ID during sponsor authentication. The SAML request and
response travel through the users browser (redirect and POST bindings). This means the ISE node
needs no outbound connectivity to Microsoft for the portal SSO to work, and when troubleshooting,
the 1dP leg must be captured on the client, not on I SE.



