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| ntroduction

This document describes ways to install I SE patches and FAQs during installation.
Prerequisites

Requirements
Basic knowledge of the Identity Service Engine (ISE).

Components Used

The information in this document is based on these software and hardware versions:
 Cisco Identity Service Engine 3.X

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.



Background Information

Cisco releases | SE patches on a semi-regular basis. These patches contain bug fixes and, when necessary,
security fixes (for example, the Heartbleed and Poodle vulnerabilities discovered with SSL). This ensures
that bug fixes are applied, security vulnerabilities are plugged in, and the solution works seamlessly.

When you install a patch on an ISE node, the node is rebooted. Restart the services after theinstalation is
complete. Wait several minutes before you can log in again.

Y ou can schedule patch installations during a maintenance window to avoid a temporary outage.

Install only patches that are applicable for the Cisco version deployed in your network. Cisco reports any
mismatch in versions as well as any errorsin the patch file.

Y ou cannot install a patch of alower version than the patch that is currently installed on Cisco. Similarly,
you cannot roll back changes of alower-version patch if a higher version is currently installed on Cisco.

When you install a patch from the Primary Administration Node (PAN) that is part of a distributed
deployment, Cisco ISE installs the patch on the primary node and then on all the secondary nodes in the
deployment. If the patch installation is successful on the PAN, Cisco ISE then continues patch installation
on the secondary nodes. If it fails on the PAN, the installation does not proceed to the secondary

nodes. However, if theinstallation fails on any of the secondary nodes for any reason, it still continues with
the next secondary node in your deployment.

When you install a patch from the PAN that is part of atwo-node deployment, Cisco installs the patch on the
primary node and then on the secondary node.

If the patch installation is successful on the PAN, Cisco then continues patch installation on the secondary
node. If it fails on the PAN, the installation does not proceed to the secondary node.

_& Y ou must have the Super Admin or System Admin administrator role to install or roll back the
patches. Collect configuration backup and operationa backup before the patch installation starts.

Patch Installation With GUI

To download the ISE Patches from Cisco.com, Navigate to Downloads > Products > Security > Access
Control and Policy > I dentity Services Engine > I dentity Services Engine Softwar e(here).


https://software.cisco.com/download/home/283801589

Downloads Home [ Security / Network Visibility and Segmentation / Identity Services Engine [ Identity Services Engine Software / Identity Services Engine System Software- 2.2 Patch 4

l(Q Search...

Details
Description : Cisco ldentity Se vare Patch Version 3.3.0.430- . .
m Colapse Al | Patchd-24102504 2 sich to an existing ISE 3.3.0 installaien. | @181 LINkS and Documentation
All Rel i £l ik = No related links or documentation -
. Ralease Date : 30-0ct-2024
FileNarme : ise-patchbundie-3.3.0.430-Patch4-24 102504, 5PA.xBE_B4 tar.gz
Hotpatches
Size : 2632.74 MB [ 2760625240 bytes)
EN e MDS Checksum : | 428de65:6a7654 24405727321 6582197 | |
Release Date Size
SHAS12 Checksum ; 15d8:dfal DeleT0ELI0Mo B Se0Sdeldta ..
3 30-0ct-2024 2632.74 MB RV ]
Advisories [
34
33 s " | ise-patchbundle-3.3.0.430-Patch4-24 102504 SPA.xBE6_G4 tar.gz I
’ Advisories [}
3.3 Patch 4
3.3 Patch 3

% Note: Cisco | SE patches are normally cumulative, which means that patch 11 installation includes al
of the patches from patch 1 to patch 10. Patch installation requires a reboot of the ISE server.

N Note: Verify MD5/SHAS512 Checksum after the Patch file download.

In order to apply the patch on ISE, log in to ISE Primary Administration Node (PAN) GUI and execute
these instructions:

Step 1. Navigate to Administration > System > Maintenance > Patch M anagement > I nstall.

Step 2. Click Browse and choose the patch file that was downloaded from Cisco.com.

Step 3. Click Install to install the Patch.
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Patch Installation With CLI

Step 1. Configure an ISE repository and place the required | SE patch in the repository. To configure the ISE



repository refer How to Configure Repository on |SE

Step 2. Log in to ISE CLI with SSH.

Step 3. Ensure the ISE CLI can list the repository content.

<#root>

isel/admin# show repository FTP_repository

ise-patchbundle-3.3.0.430-Patch2-24041511.SPA.x86_64.tar.gz
ise-patchbundle-3.3.0.430-Patch3-24070910.SPA.x86_64.tar.gz

i se- pat chbundl e- 3. 3. 0. 430- Pat ch4- 24102504. SPA. x86_64.tar. gz

Step 4. In order to install patch on a specific | SE node from the CLI, run the patch install command in EXEC
mode.

patch install <patch_file_name> <repository_name>

Logintothe CLI of the ISE node via SSH and run these commands:

<#root>

isel/admin# patch install ise-patchbundle-3.3.0.430-Patch4-24102504.SPA.x86_64.tar.gz FTP_repository
% Warning: Patch will be installed only on this node. Install using Primary Administration node GUI to
Initiating Application Patch installation...
Getting bundle to Tocal machine...

Unbundling Application Package...
Verifying Application Signature...

Pat ch successfully installed

Broadcast message from root@ISE (pts/3) (Tue Dec 17 09:36:52 2024):

Trying to stop processes gracefully. Reload might take approximately 3 mins

% This application Install or Upgrade requires reboot, rebooting now...
Broadcast message from root@ISE (pts/3) (Tue Dec 17 09:37:21 2024):

The system is going down for reboot NOW


https://www.cisco.com/c/en/us/support/security/identity-services-engine/series.html

Install the Patch on all the | SE Nodes in the Deployment

When you install a patch from the PAN that is part of a distributed deployment, Cisco | SE installs the patch
on the primary node and then all the secondary nodes in the deployment. If the patch installation is
successful on the Primary PAN, Cisco | SE then continues patch installation on the secondary nodes. If it
fails on the PAN, the installation does not proceed to the secondary nodes.

However, if theinstallation fails on any of the secondary nodes for any reason, it still continues with the
next secondary node in your deployment.

Roll Back the Patch on all | SE Nodesin the Deployment

To roll back a patch from Cisco I SE nodes in a deployment, you must first roll back the change from the
PAN. If thisis successful, the patch is then rolled back from the secondary nodes. If the rollback process
fails on the PAN, the patches are not rolled back from the secondary nodes. However, if the patch rollback
fails on any secondary node, it still continuesto roll back the patch from the next secondary node in your
deployment.

While Cisco | SE rolls back the patch from the secondary nodes, you can continue to perform other tasks
from the PAN GUI. The secondary nodes restart after the rollback.

To roll back the I SE patches, log into | SE GUI and navigate to Administration > System > Maintenance
> Patch Management and select the required patch and click Rollback as shown:
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Roll Back the Patch from the | SE CLI

Step 1. SSH to the ISE node in which you would like to remove the patch.

Step 2. Verify the installed patches on the I SE node with the show ver sion command:

<#root>



isel/admin# show version

Cisco Application Deployment Engine OS Release: 3.3
ADE-0S Build Version: 3.3.P.097
ADE-0S System Architecture: x86_64

Copyright (c) 2005-2023 by Cisco Systems, Inc.
ATT1 rights reserved.
Hostname: ise-aaa-dnacl

Version information of installed applications

Version : 3.3.0.430
Build Date : Tue Jul 4 00:31:18 2023
Install Date : Sat Nov 9 22:42:47 2024

Cisco ldentity Services Engine Patch

Version : 1

Install Date : Tue Dec 17 09:57:23 2024

Cisco ldentity Services Engine Patch

Version : 4

Install Date : Tue Dec 17 11:49:53 2024



Step 3. Run the patch remove <application name> <patch file number to be removed> command.

For example, patch removeise 4

isel/admin# patch remove ise 4
Continue with application patch uninstall? [y/n] y
% Warning: Patch is removed only from this node. Remove patch with Primary Administration node GUI to r

Patch successfully uninstalled

% This application Install or Upgrade requires reboot, rebooting now...
Broadcast message from root@ISE (pts/1) (Sun Mar 8 03:16:29 2020):
Trying to stop processes gracefully. Reload takes approximately 3 mins
Broadcast message from root@ISE (pts/1) (Sun Mar 8 03:16:29 2020):
Trying to stop processes gracefully. Reload takes approximately 3 mins
Broadcast message from root@ISE (pts/1) (Sun Mar 8 03:17:41 2020):

The system is going down for reboot NOW

Broadcast message from root@ISE (pts/1) (Sun Mar 8 03:17:41 2020):

The system is going down for reboot NOW

% Note: | SE Patches are cumulative in nature and cannot be rolled back while a newer version exists.
The newer version requires to roll back first.

To uninstall the previous patch, uninstall the latest patch first and then the previous patch version.

isel/admin#patch remove ise 1

Continue with application patch uninstall? [y/n] y

% Warning: Patch 1is removed only from this node. Remove patch with Primary Administration node GUI to r
Continue? (yes/no) [yes] ? yes

% Patch cannot be rolled back while a newer version exists, which needs to rolled back first.

Verify

In order to view the I SE patch installation progress, navigate to Administration > System > M aintenance
> Patch Management > Show Node Status as shown in the image:



Node Status for Patch:

Nodes Patch Status
ise) example.lacal Installed
Ise? example lacal Installation in Progress

iseZ.example local Kot Installed

Verify patch installation status from ISE node. Log to the same | SE server and run the show version
command:

<#root>

isel/admin# show version

Cisco Application Deployment Engine OS Release: 3.3
ADE-0S Build Version: 3.3.P.097
ADE-0S System Architecture: x86_64

Copyright (c) 2005-2023 by Cisco Systems, Inc.
ATT1 rights reserved.
Hostname: 1ise-aaa-dnacl

Version information of installed applications

Version : 3.3.0.430
Build Date : Tue Jul 4 00:31:18 2023
Install Date : Sat Nov 9 22:42:47 2024

Cisco ldentity Services Engine Patch



Version : 4

Install Date :

Tue Dec 17 11:49:53 2024

Verify successful and failed patch messages in ISE alarms:

Severity

~

Name

Configuration Changed

Health Status Unavailable

Log Collection Error

Occurrences Last Occurred

8 mins ago

22 mins ago

1 hr 1 min ago

Patch Failure

1 he & mins ago I

Patch Success

1 hr 46 mins ago I

Slow Replication Warning

Successful Patch Installation L og Reference

<#root>

isel/admin#

sh | oggi ng system ade/ ADE. | og t ai

1 hr 56 mins ago

2024-12-17T09:28:29.162564+00:00 isel CARSSetup[2783958]: ADEAUDIT 2030, type=PATCH INSTALL, name=

PATCH | NSTALL STARTED

, username=system, cause=Application patch install has been inititated, adminipaddress=127.0.0.1, 1inter

2024-12-17T09:
2024-12-17T09:
2024-12-17T09:
2024-12-17T09:
2024-12-17T09:
2024-12-17T09:
2024-12-17T09:
2024-12-17T09:
2024-12-17T09:
2024-12-17T09:

Got bundl e at

2024-12-17T09:

28:
28:
28:
28:
28:
28:
28:
28:
29:
29:

29.
29.
29.
29.
29.
29.
29.
29.
24,
24,

104724+00:
105444+00:
162700+00:
171681+00:
193007+00:
193704+00:
194062+00:
194784+00:
127455+00:
127573+00:

00
00
00
00
00
00
00
00
00
00

isel
isel
isel
isel
isel
isel
isel
isel
isel
isel

ADE-SERVICE[1379]:
ADE-SERVICE[1379]:
ADE-SERVICE[1379]:
ADE-SERVICE[1379]:
ADE-SERVICE[1379]:
ADE-SERVICE[1379]:
ADE-SERVICE[1379]:
ADE-SERVICE[1379]:
ADE-SERVICE[1379]:
ADE-SERVICE[1379]:

[2783958]:
[2783958]:
[2783958]:
[2783958]:
[2783958]:
[2783958]:
[2783958]:
[2783958]:
[2783958]:
[2783958]:

[info]
[info]
[info]
[info]
[info]
[info]
[info]
[info]
[info]
[info]

user: cars_install.c[5641] [s
user: cars_install.c[5641] [s
application:install cars_inst
application:install cars_inst
application:install cars_inst
transfer: cars_xfer.c[159] [s
transfer: cars_xfer_util.c[26
transfer: sftp_handler.c[689]
transfer: cars_xfer_util.c[26
application:install cars_inst

- /storeddatal/lnstalling/.1734427709/i se- pat chbundl e- 3. 3. 0. 430- Pat ch4-24102504. SPA. x86_64.

29:24.156171+00:00 isel ADE-SERVICE[1379]:

[2783958]:[info] application:install cars_inst



2024-12-17T09:
2024-12-17T09:
2024-12-17T09:
2024-12-17T09:
2024-12-17T09:
2024-12-17T09:
2024-12-17T09:
2024-12-17T09:
2024-12-17T09:
2024-12-17T09:
2024-12-17T09:

29:
29:
30:
30:
30:
30:
30:
30:
30:
30:
30:

41.
51.
09.
09.
09.
09.
09.
09.
09.
32.
32.

327286+00:
072928+00:
180007+00:
180604+00:
180652+00:
180953+00:
183179+00:
183259+00:
183288+00:
843082+00:
847037+00:

STARTI NG PATCH | NSTALL SCRI PT

00
00
00
00
00
00
00
00
00
00
00

isel
isel
isel
isel
isel
isel
isel
isel
isel
isel
isel

ADE-SERVICE[1379]:
ADE-SERVICE[1379]:
ADE-SERVICE[1379]:
ADE-SERVICE[1379]:
ADE-SERVICE[1379]:
ADE-SERVICE[1379]:
ADE-SERVICE[1379]:
ADE-SERVICE[1379]:
ADE-SERVICE[1379]:

[2783958]:
[2783958]:
[2783958]:
[2783958]:
[2783958]:
[2783958]:
[2783958]:
[2783958]:
[2783958]:

root: info:[patchinstall.sh]
root: info:[patchinstall.sh]

. PATCHDIR: /storeddata/Installing/.1734427709 INSTALLDIRS:
2024-12-17T709:30:32.850535+00:00 isel root: info:[patchinstall.sh]

NEW PATCH VER: 4

2024-12-17T09:
2024-12-17T09:
2024-12-17T09:
2024-12-17T09:
2024-12-17T09:

30:
30:
30:
30:
30:

PRI OR PATCH VER O

32.
35.
35.
36.
37.

708937+00:
742426+00:
755071+00:
816209+00:
125419+00:

00
00
00
00
00

isel
isel
isel
isel
isel

ADE-SERVICE[1379]:

[info]
[info]
[info]
[info]
[info]
[info]
[info]
[info]
[info]

application
application
application
application
application
application
application
application
application

rinstall
rinstall
rinstall
rinstall
rinstall
rinstall
rinstall
rinstall
rinstall

Current Disable_RSA_PSS=0

cars_inst
cars_inst
cars_inst
cars_inst
cars_inst
cars_inst
ci_util.c
cars_inst
cars_inst

[2783958]:[info] application:install cars_inst
root: info:[application:operation:cpmcontrol.sh] In Stop Monit

root: Monit daemon with pid [21765] killed
root: info:[application:operation:cpmcontrol.sh] Done Stop Monit
ADEOSShe11[2791127]: ADEAUDIT 2062, type=USER, name=M&T Log Proce

2024-12-17T09:
2024-12-17T09:
2024-12-17T09:
2024-12-17T09:
2024-12-17T09:
2024-12-17T09:
2024-12-17T09:
2024-12-17T09:
2024-12-17T09:

30:
30:
30:
30:
30:
30:
30:
30:
30:

45.
45.
45.
45.
45.
45.
46.
46.
46.

772624+00:
799438+00:
871771+00:
898168+00:
967252+00:
994671+00:
074828+00:
103781+00:
619128+00:

00
00
00
00
00
00
00
00
00

isel
isel
isel
isel
isel
isel
isel
isel
isel

root:
root:
root:
root:
root:
root:
root:
root:
root:

info:
info:
info:
info:
info:
info:
info:
info:
info:

[appTication:
[appTication:
[appTication:
[appTication:
[appTication:
[appTication:
[appTication:
[appTication:
[appTication:

operation:
operation:
operation:
operation:
operation:
operation:
operation:
operation:
operation:

adprobe.sh]
adprobe.sh]

syslogprobe.
syslogprobe.

adprobe:Stopping wm
adprobe:wmi probe i
sh] syslogprobe:Sto
sh] syslogprobe:sys

restprobe.sh] restprobe:Stoppin
restprobe.sh] restprobe:rest pr
agentprobe.sh] agentprobe:Stopp
agentprobe.sh] agentprobe:agent
appservercontrol.sh] Stopping I

2024-12-17T09:

30:

46.

621415+00:

Appl i cation server stopped

<#root>

00

isel

2024-12-17T09:33:00.041627+00:00 isel

| SE

3.3.0.430 patch 4 installFileSysten()

2024-12-17T09:33:00.074901+00:00
2024-12-17T09:33:00.085182+00:00
2024-12-17T09:33:00.094910+00:00
2024-12-17T09:33:00.107845+00:00
2024-12-17T09:33:00.117375+00:00

<#root>

Broadcast message from root@isel

isel
isel
isel
isel
isel

ADEOSShe11[2791750]: ADEAUDIT 2062, type=USER, name=Application s

root:

I NVOKED

root:
root:
root:
root:
root:

info: [patchinstall

info: [patchinstall
info: [patchinstall
info: [patchinstall
info: [patchinstall
info: [patchinstall

.sh]

.sh]
.sh]
.sh]
.sh]
.sh]

Updating patched file:
Updating patched file:
Updating patched file:
Updating patched file:
Updating patched file:

(pts/3) (Tue Dec 17 09:36:52 2024):

/storeddata/I
/storeddata/I
/storeddata/I
/storeddata/I
/storeddata/I



Trying to stop processes gracefully. Reload takes approxi mately 3 mins

Broadcast message from root@isel (pts/3) (Tue Dec 17 09:37:21 2024):
The system is going down for reboot NOW

Session terminated, killing shell... ...killed.



