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This document describes how to configure Firepower Threat Defense (FTD) version 6.4.0 to posture VPN
users against Identity Services Engine (1SE).

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

* AnyConnect Remote Access VPN
» Remote Access VPN configuration on the FTD
* |dentity Services Engine and posture services

Components Used

The information in this document is based on these software versions:

» Cisco Firepower Threat Defense (FTD) software versions 6.4.0

* Cisco Firepower Management Console (FMC) software version 6.5.0

» Microsoft Windows 10 with Cisco AnyConnect Secure Mobility Client Version 4.7
* Cisco Identity Services Engine (I1SE) version 2.6 with Patch 3

The information in this document was created from the devices in a specific lab environment. All of the

devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configure



Network Diagram and Traffic Flow
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8 Redirect is removed
New set of attributes are applied

1. The remote user uses Cisco Anyconnect for VPN access to the FTD.
2. The FTD sends a RADIUS Access-Request for that user to the I SE.

3. That request hits the policy named FT D-VPN-Posture-Unknown on the ISE. The ISE sendsaRADIUS
Access-Accept with three attributes:

* cisco-av-pair = url-redirect-acl=fyusifovredirect - Thisisthe Access Control List (ACL) namethat is
defined locally on the FTD, which decides the traffic that is redirected.

* cisco-av-pair = url-
redirect=https://ip:port/portal/gateway?sessionl d=Sessionl dValue& portal=27b1bc30-2e58-11€9-
98fb-0050568775a3& action=cpp - Thisisthe URL to which the remote user is redirected.

« DACL =PERMIT_ALL_IPV4 TRAFFIC - downloadable ACL; This attribute is optional. In this
scenario, all traffic is permitted in DACL)

4. If DACL issent, RADIUS Access-Request/Access-Accept is exchanged in order to download content of
the DACL

5. When the traffic from the VPN user matches the locally-defined ACL, it is redirected to ISE Client
Provisioning Portal. ISE provisions AnyConnect Posture Module and Compliance Module.

6. After the agent isinstalled on the client machine, it automatically searches for | SE with probes. When ISE
is detected successfully, posture requirements are checked on the endpoint. In this example, the agent checks
for any installed anti-malware software. Then it sends a posture report to the ISE.

7. When | SE receives the posture report from the agent, | SE changes Posture Status for this session and
triggers RADIUS CoA type Push with new attributes. This time, the posture status is known and another
ruleis hit.

* If the user is compliant, then aDACL name that permits full accessis sent.
* |f the user is non-compliant, then a DACL name that permits limited accessis sent.


https://ip:port/portal/gateway?sessionId=SessionIdValue&portal=27b1bc30-2e58-11e9-98fb-0050568775a3&action=cpp
https://ip:port/portal/gateway?sessionId=SessionIdValue&portal=27b1bc30-2e58-11e9-98fb-0050568775a3&action=cpp

8. The FTD removes the redirection. FTD sends Access-Request in order to download DACL from the ISE.
The specific DACL is attached to the VPN session.

Configurations

FTD/FMC

Step 1. Create Network Object Group for ISE and Remediation Servers (if any). Navigate to Objects >
Object Management > Network.

Edit Network Object

Name | [ 1SE_PSN| !

Description

¥ Host " Range € Network " FQDN

192.168.15.14

Allow Overrides [~

Step 2. Create Redirect ACL. Navigate to Objects > Object Management > Access List > Extended.
Click Add Extended Access List and provide the name of Redirect ACL. This name must be the same asin
the I SE authorization result.

New Extended Access List Object

Name lfvusil’owrudirudi
Entries (0)

No records to display

Allow Overrides [~




Step 3. Add Redirect ACL Entries. Click the Add button. Block traffic to DNS, ISE, and to the remediation
serversto exclude them from redirection. Allow the rest of the traffic, this triggers redirection (ACL entries
could be more specific if needed).

Add Extended Access List Entry ? X
Action: X Block v
Lagging: | Default |
Log Level: | informatianal |
Lag Interval: Sec.
I oo 2
Available Networks & @ Source Networks (1) Destination Networks (1)
| 4 Search by name or value Ei El
B any =
2-5 any-ipvd

== any-ipv6 ;:frg
B enroll.cisco.com —

== IPv4-Benchmark-Tests

2 1Pv4-Link-Local

=8 1Pv4-Multicast

== IPv4-Private-10.0.0.0-8

® IPv4-Private-172.16.0.0-12 - 3
: i ;I Enter an IP address | l Add ] Enter an IP address | [ Add J
. add ||| cancel |
Edit Extended Access List Object ? x
Name fyusifovredirect
Entries (4)

1 ¥ Block B any Any Any # DNS_over_UDP & 6
2! ¥ Block 52 any-ipv4 Any = 1SE_PSN Any & @
3 X Block iany-ipv‘i Any éRemediakionServers & B
4 « Allow ﬂ- any-ipvé .2 any-ipva Ay & 6

Allow Overrides [

Save ] l Cancel ]

Step 4. Add I SE PSN node/nodes. Navigate to Objects > Object Management > RADIUS Server Group.
Click Add RADIUS Server Group, then provide name, enable check all checkboxes and click the plus
icon.



Edit RADIUS Server Group ? X

Name:* 1SE |
Description: | |
Group Accounting Mode: ‘Single ‘v‘
Retry Interval:* |1o ‘ (1-10) Seconds
—— | g

¥ Enable authorize only

¥ Enable interim account update

Interval:* 24 (1-120) hours

¥ Enable dynamic authorization

Port:™* 1700 (1024-65535)

RADIUS Servers (Maximum 16 servers) -
@

No records to display

Step 5. In the opened window, provide ISE PSN IP address, RADIUS Key, select Specific I nterface and
select interface from which I SE is reachable (this interface is used as a source of RADIUS traffic) then
select Redirect ACL which was configured previously.



New RADIUS Server

IF Addre==s/Hostname:* ‘ 192.1658.15.13

Authentication Port:*
Key:*

Confirm Key:*
Accounting Port:

Timeaout:

Connect using:

Redirect ACL:

kst Defense Platform Settings to resolve hostname

1812 (1-65535)

[ II TR ] ]

seeBIRBRY

1813 (1-65535)

10 (1-300)

Seconds

" Routing | Specific Interface @
iZDNE-INSIDE v D~
1

fyusifovredirect v @

Step 6. Create Address Pool for VPN users. Navigate to Objects > Object Management > Address Pools
> | Pv4 Pools. Click Add 1Pv4 Pools and fill the in details.

Edit IPv4 Pool
Name®

1Pv4 Address Range™

Mask

WPN-172-Poel

172.16.1.10-172.16.1.20
Format: ipaddr-ipaddr e.g., 10§72.1.1-10.72.1.150

255.255.255.0

Description

Allow Overrides [

@ Configure device overrides in the address pool object to avoid 1P address conflicts in case of object
is shared across multiple devices

Override {0)

- |

Step 7. Create AnyConnect package. Navigate to Objects > Object Management > VPN > AnyConnect
File. Click Add AnyConnect File, provide the package name, download the package from Cisco Software
Download and select Anyconnect Client Image File Type.



https://software.cisco.com/download/home
https://software.cisco.com/download/home

Edit AnyConnect File

Mame:* AC4T

File Name: ™ anyeconnect-win-4.7.01076-webdeploy-ko. || Browse..

File Type:* AnyConnect Client Image v

Description:

Step 8. Navigate to Certificate Objects > Object Management > PK1 > Cert Enrollment. Click Add
Cert Enrollment, provide name, choose Self Signed Certificate in Enrollment Type. Click the Certificate
Parameters tab and provide CN.

Add Cert Enrollment

Description

Certificate Parameters  Key  Revocation
———— ~

. Common Name (CN) is mandatory for self-signed certificate that is used in Remote Access VPN, To

* configure CN, please navigate to ‘Certificate Parameters’ tab.

Allow Overrides




Add Cert Enrollment

Name™*

Description

Include FQDM:

Common Name (CN):
Organization Unit (OU):
Organization (0):
Locality (L):

State (ST):

Country Code (C):

Email (E):

Allow Overrides

vpn-cert

CA Information ‘ Certificate Parameters | Key Revocation

Use Device Hostname as FQDN

Include Device's IP Address:| 10.48.26.99

vpn-cert.example.com

example

Kralkow

PL

" Include Device's Serial Number

-

Save

Cancel |

Step 9. Launch Remote Access VPN wizard. Navigate to Devices > VPN > Remote Access and click Add.

Overview Analysis  Policies JUEUIRSS Objects
Device Managemeant MNAT VPN » Remote Access

AMP  Intelligence

Qos Platform Settings FlexConfig Certificates

Status Last Hodified

System  Help v admin v

Add a new configuration

Step 10. Provide the name, check SSL as VPN Protocol, choose FTD which is used as VPN concentrator

and click Next.




Remote Access VPN Policy Wizard

(2) Connection Profile > (3) AnyConnect > (4) Access & Certificate > (5) Summary

Targeted Devices and Protocols
This wizard will guide you through the required minimal steps to configure the Remote Access VPN policy i) Before You Start
with a new user-defined connection profile.
Before you start, ensure the following

configuration elements to be in place to
fr— EmployeeveN complete Remiote Access WPN Policy.
Authentication Server

Configure Realm or
Group to authenticate VBN clients.,

Drescription:

VPN Protocols: F c=y IT tpcsc-1kEv2 AnyConnect Client Package
Make sure you have AnyConnect
Targeted Devices: Available Devices Salectad Davices package for VPN Client downloaded or
s ' you have the relevant Cisco credentials
|, Search = 192,168.15.11 B to download i during the wizard.

Device Interface

Interfaces should be already configured
on targeted deviges so that they can be
used a8 & S&cunly Zone of interface
group to enable VPN access.

Next Cancel

Step 11. Provide Connection Profile name, select Authentication/Accounting Servers, select the address
pool which was configured previously and click Next.

%4 Note: Do not select the authorization server. It triggers two Access Requests for a single user (once
with the user password and the second time with password cisco).

Remote Access VPN Policy Wizard

(1) Policy Assignment € Connection Prof (3) AnyConnect > (4] Access & Certificate > (5) Summary

Connection Profila:

Connection Frofiles spedfy the tunnel group policies for a VPN connection, These polices pertain to creating the tunnel
itgalf, how ALA is secomplished and hew addresses sre assigned. They alse include user sttributes, which are defined in
group policies.

Zannastion Brofile | EmployeavEn
Hamer®

Authentication, Authorization 8 Accounting (AAA):

Spacily the mathed of authantication (84, carificates ar both), and the AAA sercers bhat wil ba used far VDY
conmections.

Authentication Method: | Al Only i

Authentication Server® | 196 - p- Real o1
Authorization Server: Use same authentication sercer ¥ | Q)

Azcounting Sarver: | 158 o }.;J

Client Address Assignment:
Client [P address can be assigned from A&k server, DHCF server and IF address pools. When multiple options are
selocted, 1P address assignmant is tied in the arder af ALK server, DHCE server and ID address poel.
Use AMA Server (RADIUS onby) i
Use DHCP Servars
B use 1P Address Posls

184 Addrass VRH-172-Posl

176 Addrass

Graup Palicy:

A greup policy is a ction of i aeasicen which are assigned to client when a VPN connection is
established. Salect or create 3 Group Pelicy object.

Group Palicys® DiltGrpPalicy il
EdiE Graup Balicy

Step 12. Select AnyConnect package that was configured previously and click Next.



Remote Access VPN Policy Wizard

(1) Policy Assignment > (2) Connection Profile

(4) Access & Certificate > (5) Summary

AnyConnect

Uszar Chent
%0

asas
AnyConnect Client Image

The VPN gateway can automatically download the latest AnyConnect package to the dient device when the VPN
connection is intisted. Minimize connectian s&tup time by choasing the appropriste OS for the selected package.
Download AnyConnect Client packages from Cisco Software Download Center.

Show Re-order buttons L+ ]

anyconnect-win-4.7.01076-webdeploy-k9... | windows

( Back ] r MNext .

Step 13. Select interface from which VPN traffic is expected, select Certificate Enrollment that was
configured previously and click Next.

Remote Access VPN Policy Wizard

@ PolwAsslqmm)@ mmnmﬂe)@uvconnm @Summar\r

-
bas

Network Interface for Incoming VPN Access

Scloct or create an Interface Group or a Security Zene that contains the netwark interfaces users will access for

VPN connections.

Interface group/Security Zone:® |  ZONE-OUTSIOE - o

F Enable BTLS an member interfaces

Device Certificates

Device certificate (also called Identity certificate) identifies the VPN gateway to the remate access clients. Select
& certificate which is used to tha DN ot

Cartificate Enrolimant:® wpn-cert v @

W Encell the selected cartificate shjact on the target devices

Access Control for VPN Traffic

All deerypted traffic in the VPN tunnsl is subjected to the Access Contrel Policy by default. Select thie eption to
bypass decrypted traffic from the Access Control Policy.

ypase Access Contrel palicy for decrypted traffic (sysopt permit-vpn)
s ingpection, but VPN filler AC

o the pection, CL and suthorization ACL downloaded

Step 14. Check the summary page and click Finish.



Remote Access VPN Policy Wizard
Connection Profile > (3) AnyConnect > (4) Access & Certificate (5]

(1) Policy Assignment >

Remote Access VPN Policy Configuration Additional Configuration Requirements
After the wizard completes, the following

Firepower Management Center will configure an RA VPN Palicy with the following settings
configuration needs to be completed far VPN to

Name: Employee VPN work on all device targets.
Device Targets: B 192.168.15.11 @ Access Control Policy Update
) = An Access Control rule must be defined to
L EmplayeeVil sllew VBN trathe on all targeted devices.
Connection Alias: EmployesVFN ) NAT Exemplion
AAA: 3 MAT iz enabled on the targeted devices,
you must define a NMAT Policy to exempt

Authentication Method: &84 Only VPN traffic.

i BNS Configuration
To resolve hostname specified in ARA
ARHAFIRANN ESHAE - ISE Servers or CA Servers, configure DNS using
FlaxConfip Polizy on the targsted devices,

Add N ) Port Configuration
ras Assgament: SEL will be enabled on port 443,
i Please ensura that these parts are not used
Address fram Add: -
ress frem in MAT or other services before
deploying the configuration.

Authentication Server: = 1SE

Accounting Server: = 1SE

DHCF Servers: -
. Network Interface Configuration

Address Pools (TPva): . oo o
' = VPN-172-Pool Make sure to add interface from targeted
Address Posle (IPvE): - devices o SecurityZons object 'ZONE-
OUTSIDE"
Group Policy: = DftGroPalicy

AnyConnect Images: I acar
Interface Objects: & ZONE-OUTSIDE
Dravice Certificates: [ vpn-cart

Cancel

Device Management MNAT VPN * Remole Access Qo5 Flatform Settings FlexConifig Certificates

./ pevice Inspect Interruption  Type Group Current Version B Policy Assignnents (1)

EmployeeVPN Deploy Policies version:2020-02-02 09:15 PM
Enter Description

L]
DcfauWEBVPNGroup #8
EmployeeVPN &8

Selected devices: 1
Caneel

I SE

Step 1. Run Posture Updates. Navigate to Administration > System > Settings > Posture > Updates.



Posture Updates

(® Web (O Offline

* Update Feed URL | https://www.cisco.comfweb/secure/spa/posture-update.xml | | Set to Default
Proxy Address i

Proxy Port HH MM sS

[] Automatically check for updates starting from initial delay 20 = (49 ~ 18 = every 2 hours i

LN
o
{E

ve | Update Now || | Reset

v Update Information

Last successful update on 2020/02/02 20:44:27 i
Last update status since ISE was started Last update attempt at 2020/02/02 20:44:27 was successful ;
Cisco conditions version 257951.0.0.0

Cisco AVIAS support chartversion for windows 227.0.0.0
Cisco AVIAS support chartversion for Mac OSX 148.0.0.0

Cisco supported OS version 49.0.0.0

Step 2. Upload Compliance Module. Navigate to Policy > Policy Elements > Results > Client
Provisioning > Resour ces. Click Add and select Agent resour ces from Cisco site



| 4 . |

Download Remote Resources X
[] Name a  Description

[] AgentCustomizationPackage 1.1.1.6 This is the NACAgent Customization Package v1.1.1.6 for Windows £
[] AnyConnectComplianceModuleOSX 3.6.11682.2 AnyConnect OS X Compliance Module 3.6.11682.2

O AnyConnectComplianceModuleQSX 4.3.972.4353 AnyConnect OSX Compliance Module 4.3.972.4353

[ AnyConnectComplianceModuleWindows 3.6.11682.2 AnyConnect Windows Compliance Module 3.6.11682.2
AnyConnectComplianceModuleWindows 4.3.1053.6145 AnyConnect Windows Compliance Module 4.3.1053.6145

O CiscoTemporalAgentOSX 4.8.03009 Cisco Temporal Agent for OSX With CM: 4.3.972.4353 —
[J ciscoTemporalAgentWindows 4.8.03009 Cisco Temporal Agent for Windows With CM: 4.3.1053.6145

[C] complianceModule 3.6.11428.2 NACAgent ComplianceModule v3.6.11428.2 for Windows

[J macComplianceModule 3.6.11428.2 MACAgent ComplianceModule v3.6.11428.2 for MAC OSX

[ MacOsXAgent4.9.4.3 NAC Posture Agent for Mac OSXv4.9.4.3-1SE 1.2 ISE 1.1.3 and Ab
[] MacOsXAgent4.9.5.3 NAC Posture Agent for Mac 05X v4.9.5.3-1SE 1.2 Patch 12, ISE 1.3
[] MacOsxSPWizard 1.0.0.18 Supplicant Provisioning Wizard for Mac OsX 1.0.0.18 (ISE 1.1.3 Rele
[J MacOsxsPwizard 1.0.0.21 Supplicant Provisioning Wizard for Mac 0sX 1.0.0.21 (for ISE 1.2 relt
[0 MacOsXSPwizard 1.0.0.27 Supplicant Provisioning Wizard for Mac OsX 1.0.0.27 (for ISE 1.2 rel¢
[ MacOsXSPWizard 1.0.0.29 Supplicant Provisioning Wizard for Mac OsX 1.0.0.29 (for ISE 1.2 rel¢
[J MacOsXSPWizard 1.0.0.30 Supplicant Provisioning Wizard for Mac OsX 1.0.0.30 (for ISE 1.2 Pal
i B T TSP S P S Py |
4| ] »

hitp://cisco.com/go/anyconnect
| cancel |

Step 3. Download AnyConnect from Cisco Software Download, then upload it to | SE. Navigate to Policy >
Policy Elements > Results > Client Provisioning > Resour ces.

Click Add and select Agent Resour ces From Local Disk. Choose Cisco Provided Packages under
Category, select AnyConnect package from local disk and click Submit.

Agent Resources From Local Disk > Agent Resources From Local Disk
Agent Resources From Local Disk

Category | Cisco Provided Packages il I |

¥ AnyConnect Upladed Resources

Name - Type Version Description

AnyConnectDesktopWindows 4.7.10... AnyConnectDesktopWindows 4.7.1076.0 AnyConnect Secure Mobiity Che...

| Cancel


https://software.cisco.com/download/home

Step 4. Create AnyConnect Posture Profile. Navigate to Policy > Policy Elements > Results > Client
Provisioning > Resour ces.

Click Add and select AnyConnect Posture Profile. Fill in the name and Posture Protocol.

Under * Server namerules put * and put any dummy |P address under Discovery host.

ISE Posture Agant Profile Settings > AC_Posture_Profile

*Mame:  [[Ac posture Profie

Descriptiont

&
Parameter Value
PRA retransmission time I 120 secs

Discovery host

* Sarver name rules

Motes

need to be blank by default to force
admin to enter 3 value. **" means agent
will connect to all

Description

This is the agent retry period if there is a Passive Reassessment communication
failure

The sener that the agent should connect to

Alist of wildcarded, comma-separated names that defines the servers thatthe
agent can connectto. E.g. ™.cisco.com

Call Home List

Listof IP addresses, FQDMs with or
without port must be comma-separated
and with colon in between the IP
addressFQDN and the port. Example:
IPaddress/FQDN:Port (Port number
should be the same, specified in the
Client Provisioning portal)

Alist of IP addresses, thal defines the all the Policy semvice nodes thatthe agent
will try to connect to if the PSN that authenticated the endpoint doesn't respond for
SOme reason.

Back-off Timer

30 secs

Enter value of back-off timer in
seconds, the supported range is
between 105 - 6005

Anyconnect agent will continuously try to reach discovery targets (redirection
targets and previously connected PSNs) by sending the discovery packets till this

max time limitis reached

Step 5. Navigate to Policy > Policy Elements > Results > Client Provisioning > Resour ces and create
AnyConnect Configuration. Click Add and select AnyConnect Configuration. Select

AnyConnect Package, provide Configuration Name, select Compliance M odule, check Diagnostic and
Reporting Tool, select Postur e Profile and click Save.




* Select AnyConnect Packagg AnyConnectDesktopWindows 4.7.1076.0 v
* Configuration Namef| AC CF 47

Description;

4

DescriptionValue Notes
* Compliance Modulg AnyConnectComplianceModuleWindows 4.3.1012.6

AnyConnect Module Selection
ISE Posture v
VPN]
Network Access Manager ]
Web Securityf_]
AMP Enabler_]
ASA Posture[]
Network Visibilitd_]
Umbrella Roaming Securitf_]
Start Before Logon[_ ]
| Diagnostic and Reporting Tool

Profile Selection

*|SE Postu ri AC_Posture_Profile M I
VPN v
MNetwork Access Manager -
Web Security] -
AMP Enabler -
Network Visibility v
Umbrella Roaming Security -
Customer Feedback -

Step 6. Navigate to Policy > Client Provisioning and create Client Provisioning Policy. Click Edit
and then select Insert Rule Above, provide name, select OS, and choose AnyConnect Configuration that
was created in the previous step.

aliali.

eizen  ldentity Services Engine Homs Ci sibility Operaions » Admindsiration » Work Centers

Policy Sels  Profiling  Posture  Client Provisioning  » Policy Elements

chent Provisioning Policy

Diefine the Client Prodsioning Policy to determing what users will receive upon lagin and user session initiation

Far Agent Configuration: versicn of agent, agen profile. agent compliance module, andiar agent customizalion package
For Native Supplicant Configuration: wizard profile andfor wizard. Drag and drop rules to change the order.

-
Rule Mama Idenaity Groups Operating Systems Othar Conditions Results
f AC_47_Win Ay Windews All Condstion(s) AC_CF_47 Eci|=
108 Any Agple i0S Al Condition(s) Cisco-ISE-NEP Edit| v
i Androld Ay Androld Condition{s) Cisco-3E-NSP Edll|
f Windows Ay Windeows All Condtion(s) CiscoTemperalAgenti Edit| =
ndows 4.7.00135 And
WinSPWizard 2501
And CiscodSE-NSP
n MAC 08 Ariy Mac 08X Condtion{s) CiscoTemporalagenD Ed|~
S 4.7.00135 And
MacOs)XSPWizard
2.1.0.42 And CigComlSE-
NSP

Chiomebook Ariy Chrome OF All Contion(s) Cisco-ISE-Chromi- Edil| =
NSP



Step 7. Create Posture Condition under Policy > Policy Elements > Conditions > Posture > Anti-
Malwar e Condition. In this example, predefined "ANY_am_win_inst" is used.

cisco  ldentity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Policy Sets  Profiling Posture  Client Provisioning | vPolicy'EIementsl

Dictionaries = Conditions  » Results

I
‘ ry
Library Conditions Anti-Malware Conditions
Smart Conditions
f Edit Add Duplicate Delete
Time and Date l + % X
. Name Description
Profiling
[ | ANY_am_win_inst Any AM installation check on Wi...
- Posture O ANY_am_win_def Any AM definition check on Wind...
O ANY_am_mac_inst Any AM installation check on Mac
Anti-Malware Condition -
[J ANY_am_mac_def Any AM definition check on Mac

Anti-Spyware Condition
Anti-Virus Condition
Application Condition
Compound Condition
Disk Encryption Condition
File Condition

Firewall Condition

Step 8. Navigate to Policy > Policy Elements > Results > Posture > Remediation Actions and create
Posture Remediation. In this example, it is skipped. Remediation Action can be a Text Message.

Step 9. Navigate to Policy > Policy Elements > Results > Postur e > Requirements and create Posture
Requirements. Predefined requirement Any_AM _Installation Win is used.

“tsco ldentiy Servic Ngine [ Visibélity + Operations -Policy + Administration * Work Centers License Warning &

Policy Sels  Profiing  Posture  Client Pm-wsmmn;l - Policy Elements

Dictionaries » Conditions | =Resulls

L]
+ Authentication o L)
Requirements
» Authorization Hame Operating Systems Compliance Module Fosture
Tidssage Tert Only Conditions Rmigtial NS e |
+ Profiing Any_A_Definition_Mac Mac 08X 3xor ealier AnyConned ANY_av_mac_del
AnyiDefRemediationMa Edit| »
€
Any_AS_Installation_Mac Bac 08X Fxor earlier AnyConned ANY_as_mare_inst
~ Remediation Actions e -
Message Text Only Edit| =
Any_AS._Definfion_Mac Mac0SX Jx or salior AnyConnoet ANY_as_mae_def
AnyaSDeRemediationida Edit| »
» Client Provisioning c
Any_AM_Installation_\Win Windows All 4.xor later AnyConned ANY_am_win_inst
Message Text Only Edit| »
Any_AM_Definition_Win Windows Al 4x0r later AnyConned ANY_am_win_del
AryAMDERemediabon\W Edit | v
n
Any_AM_Inztallation_Kac Mac 05X Ax0r later AnyConnid ANY_am_mac_inst
Mussage Ted Only Edit| *
Any_AM_Digfinition_Mac Mac 08X 4xorlater AnyConned ANY_am_mac_del

AnyAMDefRemediabionh Edit| = Ll



Step 10. Create Posture Policies under Policies > Posture. Default posture policy for any AntiMaware
Check for Windows OSis used.

“thotle \ecitty Services Engine Mome  » Comlext Visibility o = Policy
Folioy Sets  Frofiling | Fosiure | Client Frovisioning  » Folioy Elements

Posture Policy

Define the Postune Poléoy by configuring rules bas

Mac 08X 4 x o ltar AnyConnect
Policy Options.  DeMul_AntiMabvace_Polisy 1 Any Msz 05X 4 3 00 ntr Tamporsl Agamt Any_AM_Insiallation_
Mac_temporal Mac_tarmporal
B Policy Options.  Detscit_AntiMabware_Palisy ~ Any Windews All 4 x oo i AnyCannse Any_AM_Installstion_ [
Win Win -~
Any Windeows All 4 x o nter Tamporl Agant
_Policy_Masa 4 Any Mac 05X 4 x oo Iier AnyConnect

Step 11. Navigate to Policy > Policy Elements > Results > Authorization > Downlodable ACLS
and create DACLsfor different posture statuses.

In this example:

. Posture Unknown DACL - alowstraffic to DNS, PSN and HTTP and HTTPS traffic.
. Posture NonCompliant DACL - denies access to Private Subnets and allow only internet traffic.
. Permit All DACL - allows all traffic for Posture Compliant Status.

Downloadable ACL List > PostureNonCompliant1
Downloadable ACL

*Name | PostureUnknown

Description

IPversion & |pyg © |pye © Agnostic

* DACL Content [1234567 permit udp any any eq domain
8910111 permit jp any host 192.168.15.14
2131415 permit {cp any any gq 80
1617181 permittcp any any gq 443
9202122

co72820

3031323
3343536
3738394




Downloadable ACL List > New Downloadable ACL
Downloadable ACL

* Name | PostureNonCompliant

Description

IPversion & |pyg C |pys © Agnostic

* DACL Content |123456% deny ip any 10.0.0.0 255.0.0.0
8910111 deny ip any 172.16.0.0 255.240.0.0
2131415 deny ip any 192.168.0.0 255.255.0.0
1617181 permitip any any

9202122

6272829
31323
3343536

Downloadable ACL List = New Downloadable ACL

Downloadable ACL

* Name [ permitall

Description

IPversion & 1pys © pve € agnestic

* DACL Content [ 122488 permit jp any any]
7891011
121314
151817
181920
212223
242526
272829
303132
332435

*+ Chedt DACL Syntax

Step 12. Create three Authorization Profiles for Posture Unknown, Posture NonCompliant and Posture
Compliant statuses. In order to do so, navigate to Policy > Policy Elements > Results > Authorization >
Authorization Profiles. In the Posture Unknown profile, select Posture Unknown DACL, check Web
Redirection, select Client Provisioning, provide Redirect ACL name (that is configured on FTD) and
select the portal.



Authorization Profiles > Mew Authorization Profile

Authorization Profile

*MName

Description

* Access Type

Metwork Device Profile

Senvice Template

Track Movement

Passive |dentity Tracking

v Common Tasks

| FTD-VPN-Redirect

P

[Access_AccepT

&k Cisco |« &8
-
mf
I

W' DACL Name

PostureUnknown

W Web Redirection (CWA, MDM, NSP. CPP) ; |

Client Provisioning (Posture) -

w Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PostureUnknown

cisco-av-pair = urkredirect-ad=fyusifovredirect
cisco-av-pair = urkredirect=https://ip:port/portal/ gateway?sessionld=SessionldValue&portal=27b1bc30-2258-1129-98fb-005056877 Sal3&action=cpp

ACL

| fyusifovredirect

V3|U4| it Provisioning Portal [defaurt}v| I

In the Posture NonCompliant profile, select DACL in order to limit access to the network.



Authorization Profiles > New Authorization Profile

Authorization Profile

*Name

Description

* Access Type

Metwork Device Profile

Service Template

Track Movement

Passive Identity Tracking

w Common Tasks

| FTD-VPN-NonCompliant

P

[AccESS_AccepT

&5 Cisco |« B
=

(ml

Oa

M DACL Name

PostureMonCompliant

Q]

w Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PostureNonComplant

In the Posture Compliant profile, select DACL in order to allow full access to the network.

Authorization Profiles = New Authorization Profile

Authorization Profile

* Name

Description

| Permital

* Access Typd

| accEss accepT

Metwork Device Profile

Service Temglate
Track Movement

Passive |dentity Tracking

w Common Tasks

O
Ce
MNa

IF DACL Name

Parmita

Y

v Attributes Details

Access Type = ACCESS_ACCEPT
DACL = PermitAl



Step 13. Create Authorization Policies under Policy > Policy Sets > Default > Authorization Policy. As
condition Posture Status and VNP TunnelGroup Name is used.

b [dentity Services Engine Home

“Gace » Confext Visibility * Operations + Administrafion

Policy Sets | Profiling  Posture  Chent Provisioning  » Policy Elements

@  Detaut Defaul policy sat Defaull Network Access x v 43

¥ Authentication Policy (3)
¥ Authorization Policy - Local Exceptions

> Authorization Policy - Global Exceptions

™ Authorization Policy (18]

Results
+
Status  Rule Name Conditions Profiles Security Groups Hits Actions
| - PastireStatus EQUALS Compliant
FTD-VPM-Posture-Compliant = Permitall +* 11 - 4
@ C oshure a AND & s O0-CVPH 000 ermit o
Mame EQUALS EmployeeVPN
E  SessionPostureStaus EQUALS MonCompliant
J -VPM-Posture-NonCompliz = FTD-VPH-NonCompliant + fi - 0
O FTC-VPH-Pushme-NonCampitart (AND) Cisco-YPNI000 CYPNIM00ASAPIXTx-Tunnel-Group: Ll u
Mame EQUALS EmployeeVFN
E e
@ FTD-VPM-Posture-Unknown AND e . Saas = FTD-VPH-Redirect + i d 9 &
‘E‘ Ciso 000 CVFHED
Mame EQUALS EmployesVPN

Verify
Use this section in order to confirm that your configuration works properly.

On ISE, the first verification step is RADIUS Live Log. Navigate to Operations > RADIUS Live L og.
Here, user Alice is connected and the expected authorization policy is selected.

ahalt, Wentty Services Engine

watCantic HAC Live Loge  + TACACE  » Troubleshost  + Adaptive Netepa fonvol  Repers
Live Logs  Live Sessisns
Misconfigured Suppiicants O Misconfigured Network Devices @ RADN § Orops O Client Stopped Responding @ Repeat Counter @
Rafresh|  Hever js»c.r Latest 20 recerds jwun- Last 3 hours j
S Rebwsh  Q ResstRegentCounts B Expon To - Trinse = @~
Time: Status Detais Repest...  ientty Endpoint D EndpemtPr..  Authesticab.. AuthoriZati . Asthorgat. P Address Network Device  Device Port  Wentty Group  Posture St
® =l =
ab 0 31,92 ® & [ slic g 00,0 29 5C 5498 Windown10,.  Dulachi>e Default »» FTOVPN 17218110

a FTo

B El alice TOVPH T
Last Updated: Mon Fab O3 2020 02-16:39 GMT+0100 (Central Eustopean Standare Tirs) Recards Shown: 3

Authorization policy FTD-VPN-Posture-Unknown is matched and as result, FTD-VPN-Profile is sent to
FTD.



Overview

Ewent

Username

Endpoint Id

Endpoint Profile

5200 Authentication succeseded
alice{@training.example. com
00:0C:29:5C:5A:06 &

Windows10-Workstation

Authentication Policy

Authorization Policy

Authorization Result

Default == Default

Default »=> FTOD-VPMN-Posture-Unknown

FTD-VPN-Redirect

Authentication Details

Source Timestamp

Received Timestamp

2020-02-03 07 13:28. 738

20200203 07:13:25.738

Authorization Profile

Policy Server fyusifow-28-3

Ewvent 5200 Authentication succeeded

Username alice@training.example. com
Posture Status Pending.

NAS IPwv4 Address 1892.188.15.15

HNAS Port Type Wirtual

FTD-VPN-Redirect

Posture Status

Pending

Response Time

385 milliseconds

The Result section shows which attributes are sent to FTD.




Result

Class CACS:000000000000c0005237 c81 a8 fyusifow-28-3/ 368 580 500/45

cisco-av-pair url-redirect-acl=fyusifovredirect

url-redirect=https./ffyusifov-28-3 example com: 5443/ portal
gateway?sessionld=000000000000c00058e37cB1a&
portal=27b1bc30-2e58-11e3-98fb-0050 5087 T Sadfaction=cppé
token=0430f1 cdf40ef 303898V ad8a 228803112

cisco-awv-pair

&

cisco-awv-pair ACS CiscoSecure-Defined-AC L =ACSACL#|P-Posture Unknown-5e3 74144

cisco-awv-pair profile-name=Windows10-Workstation

LicenseTypes Base and Apex license consumed

On FTD, in order to verify VPN connection, SSH to the box, execute system support diagnostic-cli and
then show vpn-sessiondb detail anyconnect. From this output, verify that attributes sent from ISE are
applied for this VPN session.

<#root>
fyusifov-ftd-64#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

User nane al i ce@r ai ni ng. exanpl e. com
Index 12
Assigned IP 172.16.1.10
Public IP : 10.229.16.169
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel
License : AnyConnect Premium
Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAl
Bytes Tx : 15326 Bytes Rx : 13362
Pkts Tx : 10 Pkts Rx 1 49
Pkts Tx Drop : O Pkts Rx Drop : O
Group Policy : Df1tGrpPolicy
Tunnel Group : Enpl oyeeVPN

Login Time : 07:13:30 UTC Mon Feb 3 2020

Duration : Oh:06m:43s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN I none

Audt Sess ID :
Security Grp :

000000000000c0005e37c81a
none Tunnel Zone : O

AnyConnect-Parent Tunnels: 1



SSL-Tunnel Tunnels: 1

DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:
Tunnel ID :12.1
Public IP : 10.229.16.169
Encryption I none Hashing I none
TCP Src Port : 56491 TCP Dst Port : 443
Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 23 Minutes
Client 0S T win
Client OS Ver: 10.0.18363
Client Type : AnyConnect

Client Ver Ci sco AnyConnect VPN Agent for W ndows 4.7.01076
Bytes Tx 1 7663 Bytes Rx : 0
Pkts Tx 5 Pkts Rx 0
Pkts Tx Drop : O Pkts Rx Drop : O
SSL-Tunnel:
Tunnel ID 1 12.2
Assigned IP : 172.16.1.10 Public IP : 10.229.16.169
Encryption : AES-GCM-256 Hashing : SHA384
Ciphersuite : ECDHE-RSA-AES256-GCM-SHA384
Encapsulation: TLSv1.2 TCP Src Port : 56495
TCP Dst Port : 443 Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 23 Minutes
Client 0S : Windows
Client Type : SSL VPN Client
Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx 1 7663 Bytes Rx 592
Pkts Tx 5 Pkts Rx v
Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name

DTLS-Tunnel:

1 #ACSACL#-IP-PostureUnknown-5e37414d

Tunnel ID :12.3

Assigned IP : 172.16.1.10 Public IP : 10.229.16.169
Encryption : AES256 Hashing : SHAlL
Ciphersuite : DHE-RSA-AES256-SHA

Encapsulation: DTLSv1.0 UDP Src Port : 59396

UDP Dst Port : 443 Auth Mode : userPassword
Idle Time Out: 30 Minutes Idle TO Left : 29 Minutes
Client 0S : Windows

Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx : 0 Bytes Rx 1 12770

Pkts Tx : 0 Pkts Rx 1 42

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Nanme

| SE Post ure:
Redirect URL :
Redirect ACL :

#ACSACL#- | P- Post ur eUnknown- 5e37414d

https://fyusifov-26-3. exanpl e. com 8443/ portal / gat enay?sessi onl d=000000000000c0005e37c8:

fyusi fovredirect

fyusifov-ftd-64#



Client Provisioning policies can be verified. Navigate to Operations > Reports > Endpoints and Users >
Client Provisioning.

P RADIUS  Thesst-CenticMAC Live Logi

L
Clhent Provisioning ©

P TACACS  » Troubleshoot  F Adaptive Network Conted | Repes

Export Summary * MyReporn | & Eapori To- | Ofcwdule

From 2020.02.03 00:00:00.0 in 20200203 08:14:07.0
+ My Reports B

= Aaperts
¥

nerw  CRaksn O
v Audit

Event @ identty @ Endpoint © P Address

it Prowisioning Pol

+ Device Administration
+ Disgrestics

= Endpaints snd Users

Aasthantication Summary

Client Proviaigring

Cument Acve Sessions

00:0C: 29505408

RewsPage

B

Posture Report sent from AnyConnect can be checked. Navigate to Oper ations > Reports > Endpoints
and Users > Postur e Assessment by Endpoint.

s ¢ Services Eng
s Menity Services Engine

Hame

b Patiny b Adminisimtion
yr=-ye— ey

Pastisre Assessment by Endpoint @

» RADWIS  Thresb-Centio HAC LiveLogs  » TACACS  » Troubleshoot

s

Expent Sy + MyRepoti | & Expot To= | OSchedule
From 2030-02-03 00:09-00.0 to 2000-02-03 08:12:58 0
+ by Reports 0
- Feparms,
Yeow- Dfeber O~
+ At
Lepged At Status Detais  PRA Action O wuntey O Endpoint 0 P Address Endpoint 05
+ Device Adminiviration % J
Tods -|x =
+ Diagrostics 2020-0203 08.07.5 B E A slicegrasning axamply. com 00.0C28:5C 5490 asicnal
== ' -
FoePage| 1 =) T | 1 Total Rows

Autharsication Summsry
Cliant Provisioning
Cumans Active Sessions
External Mobile Devic.
Masusl Cotificats Pro.
Pasivell

Posture Assasmant by

Posture Assaamant by

In order to see more details on the posture report, click Details.

bt identity Services Engine

Posture More Detail Assessment

From 2020-01-04 00:00:00.0 to 2020-02-03 08:12:38.0
Generated At: 2020-02-03 08:13:37.37

Client Details

Username

Location

Session ID

Client Operating System
Client

MNAC Agent

PRA Enforcement

PRA Grace Time

PRA Interval

PRA Action

User Agreement Status

System Name

System Domain

alice@training example.com

00:0C:28:5C.5A:98
172.18.1.10
All Locations

000000000000c0005e37cE 10

Windows 10 Professional 84-bit

AnyConnect Posture Agent for Windows 4.7.01078

]

Received a posture report from an endpoint

0

NiA

MNotEnabled

DESKTOP-IE3558M

n/a

After the report isreceived on | SE, posture status is updated. In this example, posture status is compliant and



CoA Push istriggered with anew set of attributes.

D fetmsh O Reset Aepest Counn B Ewpont To v
Time Saatus Dretails Repeat identity Endpoint © Encipoint B,

x :J E 0 Enapaint Fr

Feb 03, 2020 08:07-52.08

Fab 83, 3020 08:07:50.03 ] slice@aining o 00:0C:29-5C 8408 Windown

Fab 03, 2020 07:13:20.74 BACSACLAIPP

slice@usining « O0:0C:25:5C: BADE Windews 10

Fab 03, 2020 07:12.28.73.

ooen
o oo o

Authesticat

Dratautt >

Diufauhi 3

Dedauit >>

Dwdnult >

Authorizati

T

FTOWFNA

F Address

17298110

E

Metwork Device

Device Port

Last Updated: Mom Feb &3 2020 6%:10:30 GMT+0108 {Central European Sandaed Timej

Fritwr>  @-
identty Group

Comgiing
Complisg
Wedsmasion Farsing
I
Fiecords Shown: 4



Overview

Event

Username

Endpoint Id

Endpoint Profile

£205 Dynamic Authorization succeeded

10.55.218.19 D

Authorization Result

PermitAll

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Endpoint Id

Calling 5tation Id
Audit Session Id
Network Device
Device Type
Location

NAS IPv4 Address

20200203 16:58:39.687

2020-02-03 16:53:39.687

fyusifow-28-2

5205 Dynamic Authorization succeeded

10.55.218.19

10.565.218.19

000000000000=0005285132

FTD

All Device Types

All Locations

192.168.15.15

Authorization Profile

Posture Status

PermitAll

Compliant

Response Time

2 milliseconds




Other Attributes

ConfigWersionld

Event-Timestamp

Device CoA type

Device CoA port

NetweorkDeviceProfileld

IsThirdPartyDeviceFlow

AcsSessionlD

21

15807459119

P P
wISCo oA

1700

b0829505-2150-4215-a80e-6753d45bi56¢c

af48ce55-d550-4778-ad40-b03ea 1202442

CoASourceComponent Posture

CoAReason posture status changed
CoAType COA-push

Network Device Profile Cisco

Location Location#All Locations
Device Type Device Type#All Device Types
IFSEC IFSECZ#Is IFSEC Devicefho
Device |IP Address 192.188.15.15

audit-sessicn-id=000000000000=0005=285122,
CiscoAVPair coa-push=true,
ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-PermitAll-5e384dcl

Verify on FTD that new Redirect ACL and Redirect URL are removed for VPN session and PermitAll
DACL isapplied.

<#froot>
fyusifov-ftd-64#

show vpn-sessi ondb detail anyconnect

Session Type: AnyConnect Detailed

Username
al i ce@r ai ni ng. exanpl e. com

Index 1 14
Assigned IP : 172.16.1.10 Public IP : 10.55.218.19
Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel



License : AnyConnect Premium

Encryption : AnyConnect-Parent: (1)none SSL-Tunnel: (1)AES-GCM-256 DTLS-Tunnel: (1)AES256
Hashing : AnyConnect-Parent: (1)none SSL-Tunnel: (1)SHA384 DTLS-Tunnel: (1)SHAl

Bytes Tx 53990 Bytes Rx : 23808

Pkts Tx 1 73 Pkts Rx : 120

Pkts Tx Drop : O Pkts Rx Drop : O

Group Policy : Df1tGrpPolicy Tunnel Group :

Enpl oyeeVPN

Login Time
Duration
Inactivity
VLAN Mapping
Audt Sess ID :
Security Grp :

: 16:58:26 UTC Mon Feb 3 2020

: 0h:02m:24s

: Oh:00m:00s

: N/A VLAN
000000000000e0005e385132
none Tunnel Zone

AnyConnect-Parent Tunnels: 1
SSL-Tunnel Tunnels: 1
DTLS-Tunnel Tunnels: 1

AnyConnect-Parent:

Tunnel ID
Public IP
Encryption

TCP Src Port :

Auth Mode

IdTe Time Out:

Client 0OS

Client OS Ver:

Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop :

SSL-Tunnel:
Tunnel ID
Assigned IP
Encryption
Ciphersuite

Encapsulation:
TCP Dst Port :
Idle Time Out:

Client 0S
Client Type
Client Ver
Bytes Tx
Pkts Tx

Pkts Tx Drop :

Filter Name

. hone

: 0

- hone
443

27 Minutes

: 0
: 0
0

: 10.55.218.19
: SHA384

51970
: userPassword
27 Minutes

: 14.1
: 10.55.218.19
! none Hashing
51965 TCP Dst Port :
: userPassword
30 Minutes Idle TO Left :
T win
10.0.18363
: AnyConnect
: Cisco AnyConnect VPN Agent for Windows 4.7.01076
: 7663 Bytes Rx
5 Pkts Rx
0 Pkts Rx Drop :
: 14.2
: 172.16.1.10 Public IP
: AES-GCM-256 Hashing
: ECDHE-RSA-AES256-GCM-SHA384
TLSv1.2 TCP Src Port :
443 Auth Mode
30 Minutes Idle TO Left :
: Windows

: SSL VPN Client

: Cisco AnyConnect VPN Agent for Windows 4.7.01076

#ACSACL#- | P-Perm t Al | - 5e384dcO

DTLS-Tunnel:
Tunnel ID
Assigned IP
Encryption
Ciphersuite

Encapsulation:
UDP Dst Port :
Idle Time Out:

1 7715 Bytes Rx
H) Pkts Rx
0 Pkts Rx Drop :
: 14.3
: 172.16.1.10 Public IP
: AES256 Hashing
: DHE-RSA-AES256-SHA
DTLSv1.0 UDP Src Port :
443 Auth Mode

30 Minutes

Idle TO Left :

: 10157
: 33
0

: 10.55.218.19
: SHAlL

51536
: userPassword
28 Minutes



Client 0OS : Windows
Client Type : DTLS VPN Client

Client Ver : Cisco AnyConnect VPN Agent for Windows 4.7.01076
Bytes Tx : 38612 Bytes Rx : 13651

Pkts Tx 1 62 Pkts Rx : 87

Pkts Tx Drop : O Pkts Rx Drop : O

Filter Name

#ACSACL#-| P-Perm t Al | - 5e384dc0

fyusifov-ftd-64#

Troubleshoot

This section provides information you can use in order to troubleshoot your configuration.

For detailed posture flow and to troubleshoot AnyConnect and I SE, check thislink: | SE Posture Style
Comparison for Pre and Post 2.2.

o Spilt Tunnel

One of the common issues, when there is a spit tunnel is configured. In this example, default Group Policy is
used, which tunnels all traffic. In caseif only specific traffic is tunnelled, then AnyConnect probes
(enroll.cisco.com and discovery host) must go through the tunnel in addition to traffic to ISE and other
internal resources.

In order to check the tunnel policy on FMC, first, check which Group Policy is used for VPN connection.
Navigate to Devices > VPN Remote Access.

Overview Analysis  Policies Objects AMP  Inteligence Daeploy " System Help v admin v
Device Management HAT VPN * Remote Access Quos Platform Settings FlexConfig Certificates
EmployeeVPN O cancel

Access Interfaces  Advanced

Mame ARA Group Policy

sefautWEBVPNGroup Authenticat g, DfitGrpPobkoy &8

Then, navigate to Objects > Object Management > VPN > Group Policy and click on Group Policy
configured for VPN.


https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine-22/210523-ISE-posture-style-comparison-for-pre-and.html

Edit Group Policy
Name:*®

Description:

(LU ETEIN AnyConnect  Advanced

VPH Protocols 1Pv4 Split Tunneling: .Allow all traffic over tunnel
IP Address Pools ‘ )
Banner IPv6 Split Tunneling: Allow all traffic over tunnel

DNS/WINS Split Tunnel Network List Type: © Standard Access Lst © Extended

Spit Tunnelng Standard Access List:

DNS Request Split Tunneling

DNS Requests: Send DNS requests as per split tunnel pelic ¥

Domain List:

« ldentity NAT

Another common issue, when VPN users' return traffic gets translated with the use of incorrect NAT entry.
In order to fix thisissue, Identity NAT must be created in an appropriate order.

First, check NAT rulesfor this device. Navigate to Devices > NAT and then click Add Rule to create a new
rule.

n Melp v admin ¥

FlexConfig Certificates

| i Show Wamings | [ | @ cancel |

[#] Policy Assignments (1)

88 Fites by Device | I| ™ I
r Original Packet " Translated Packet "

In the opened window, under the I nterface Objects tab, select Security Zones. In thisexample, NAT entry
is created from ZONE-INSIDE to ZONE-OUTSIDE.



I Add NAT Rule ? %

NAT Rule: Manual NAT Rule v Insert: In Category ¥ NAT Rules Before ¥ |
Type: Static v ¥ Enable
Description:
N B e[« Translation PAT Pool Advanced
Available Interface Objects € Source Interface Objects (1) Destination Interface Objects (1)
I |\ search by name | sas ZONE-INSIDE i s ZONE-OUTSIDE & |
22 ZONE-INSIDE
<2 ZONE-OUTSIDE I Add to ] |
Source
Addto |
Destination

OK | | Caneel |

Under the Trandation tab, select original and translated packet details. Asit is Identity NAT, source and
destination are kept unchanged:

Edit NAT Rule 2 X

MAT Rule: Manual NAT . v Insert: In Category v | | MAT Rules Before |¥ I
Type: Static ¥ | M Enable
Description:

¥ Interface Objects PAT Pool Advanced
Original Packet Translated Packet

| Original Source:* any v @ Translated Source: Address v ‘

igi inati an v G
| Original Destination: Address v Y 9 ‘
VPN_Subnet v @ Translated Destination: WPN_Subnet v @
QOriginal Source Port: v @ Translated Source Port: v @
Original Destination Port: v @ Translated Destination Port: v @
oK | Cancel |

Under the Advanced tab, check checkboxes as shown in thisimage:



Edit NAT Rule

NAT Rule: Manual NAT Rule v Insert: In Category v | [NAT Rules Before |¥
Type: Static v Enable

Description: ‘

Interface Objects  Translation  PAT Pool

I~ Translate DNS replies that match this rule
r Fallthrough to Interface PAT(Destination Interface)
I 1pve

T net to Net Mapping

M b not proxy ARP on Destination Interface

¥ perform Route Lookup for Destination Interface

I” unidirectional

oK || cancel




