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| ntroduction

This document describes how Identity Service Engine (ISE) and Active Directory (AD) communicate,
protocols that are used, AD filters, and flows.

Prerequisites

Requirements

Cisco recommends that you have basic knowledge of:

» External Identity Authentication on ISE
» |ISE 2.x and Active Directory Integration

Components Used



* ISE2.x
» Windows Server (Active Directory)

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

AD Protocols

K erberos Protocol

The three heads of Kerberos comprise of the Key Distribution Center (KDC), the client user, and the server
to access. The KDC isinstalled as part of the Domain Controller (DC) and performs two service functions:
The Authentication Service (AS) and the Ticket-Granting Service (TGS).

Three exchanges are involved when the client initially accesses a server resource:

1. AS Exchange
2. TGS Exchange
3. Client/Server (CS) Exchange

KERBEROS TICKET EXCHANGE

KEY DISTRIBUTION
CENTER (KDC)

4

Seryice (AS) Service (TGE)

[}

Authenticsion

iy ', Here is my TGT, give me a Servi
a kb - is my TGT, give me a ice
5 LL" P Ticket
i

4
Here is your Service Ticket

USER LOGINS -4 5
TO GAIN Here is iy Service Ticket,
NETWOK Ruthenticate me
ACCESS

[
Chient'Server Session

'y




Domain Controller = KDC (AS+ TGYS)

Authenticate to AS (the SSO portal) with your password
Obtain a Ticket Granting Ticket (TGT) (a session cookie)
Request log in to a service (SRVO01)

SRVO0L1 redirects you to KDC

Show TGT to KDC — (I am already authenticated)

KDC givesyou TGS for SRV01

Redirect to SRV01

Shows service ticket to SRVO01

SRV 01 verifies/trusts service ticket

Service ticket has al my information

SRVO01 logsmein

When initially logged onto a network, users must negotiate access and provide alog-in name and password
to be verified by the AS portion of a KDC within their domain. The KDC has access to Active Directory
user account information. Once authenticated, the user is granted a Ticket Granting Ticket (TGT) that is
valid for the local domain. The TGT has a default lifetime of 10 hours and is renewed throughout the user
log-on session without the requirement of the user to re-enter the password. The TGT is cached on the local
machine in volatile memory space and is used to request sessions with services throughout the network.

The user presentsthe TGT to the TGS portion of the KDC when accessto a server serviceis needed. The
TGS on the KDC authenticates the user TGT and creates aticket and session key for both the client and the
remote server. Thisinformation (the service ticket) is then cached locally on the client machine. The TGS
receives the client TGT and reads with its own key. If the TGS approves of the client request, a service
ticket is generated for both the client and the target server. The client reads its portion with the TGS session
key retrieved earlier from the ASreply. The client presents the server portion of the TGS reply to the target
server in the next client/server exchange.

Example:



F

Test User Authentication

*Jsername | userl

*Password | essssess

Authentication Type | Kerberos d

Authorization Data [] Retrieve Groups
] Refrieve Attributes

| Test |

Authentication Result Groups Attributes

Authenticaticn time : 57 ms.
Groups fetching time : 18 ms.
Attributes fetching time: 4 ms.

Proceaaing Stepa:

14:05:37:440: Besclwving identity — userl

14:05:37:440: Search for matching accounts at join point - ralmaait.com
14:05:37:4459: Single matching account found in forest - ralmaait.com
14:05:37:4489: Identity resclution detected single matching account

14:05:37:476: RAuthentication Ticket (IGI) regueat succeeded - userlfiralmaait.com
14:05:37:478: Serwvice Ticket requesat succeeded - userlfiralmeait.com
14:05:37:486: Service Ticket walidation succeeded - userlfiralmaait.com
14:05:37:486: RAccount walidation succeeded

Packet captures from I SE for an authenticated user:

111 2e2@=-8l-13 16:17:53.882713 19.43.608.50 10.48.68.51 TCP 66 53618 = BE [ACK] Seqel Ackel WineI9312 Lem=8 TSval=185462887 TSecr=1BRTS08ET
112 2020-91-13 16:17:53.882735 18.42.60.50 1@.48.68.51 KRES 346 AS-REQ ¥«
113 2020-91-13 16:17:53.883625 10.42.60.51 .48.68. KRES 1576 AS-REP ¥«

114 2020-91-13 16:17:53.082640 18.43.60.58 TP 66 53618 - 83 [ACK] Seqe281 Ack=1511 WEn=32256 Len=@ TSval=105462808 TSecr=1307- +

Sval=200789509 TSecr-105-

3 16 u 1
3 16:17:53.865475 12,485,608, 51 1@, 48,68, 59 KRES 1346 TG5-REP v
3

16:17:53. 110397 12,435,660, 50 10, 48,68, 51 TP 66 45959 = 3268 [ACK] Seq=170@ Ack=536 Win=31360 Len=@ TSval=185462835 TSecr=28. «

The AS-REQ contains the username. If the password is correct, the AS service provides a TGT encrypted
with the users password. The TGT is then provided the TGT service to receive a session ticket.
Authentication is successful when a session ticket is received.

Thisis an example where the password given by the client is incorrect:

117 2020-91-14 ©8:51:03.846603 18.48.60.50 10.48.60.51 KRES 318 AS-REQ
118 2020-81-14 88:51:03.848340 18.48.60.51 1@.48.60.50 KRBS 194 KRB Error: KRBSKDC_ERR_PREAUTH_FATLED

If the password isincorrect, the AS request fails and the TGT is not received:



Processing Stepa:

13:19:55:837: Besolving Identity - Userl
13:19:55:837: Search For Matching Reccounta At Join Point - Ralmaait.com
13:19:55:843: S5ingle Matching RAccount Found In Foreat - Ralmaait.com

13:19:55:843: Identity Reaclution Detected Single Matching Account
13:19:55:854: Buthentication Ticket (TGT) Reguest Failed - Userl@ralmaait.com, ERROR PASSWORD MISMATCH

In this next example, these are logs on the ad_agent.log file when the password is incorrect:

2020-01-14 13:36:05,442 DEBUG ,140574072981248,krb5: Sent request (276 bytes) to
RALMAAIT.COM,LwKrb5TraceCallback(),lwadvapi/threaded/Iwkrb5.c: 1325

2020-01-14 13:36:05,444 DEBUG ,140574072981248 krb5: Received error from KDC: -
1765328360/ Preauthentication failed,LwK rb5TraceCallback(),|wadvapi/threaded/Iwkrb5.c: 1325

2020-01-14 13:36:05,444 DEBUG ,140574072981248 krb5: Preauth tryagain input types: 16, 14, 19,
2,LwKrb5TraceCallback(),lwadvapi/threaded/Iwkrb5.c: 1325

2020-01-14 13:36:05,444 WARNING,140574072981248,[ LWK rb5Get Tgtlmpl
.[../\wadvapi/threaded/krbtgt.c:329] KRB5 Error code: -1765328360 (Message: Preauthentication
failed),LwTranslateKrb5Error(),lwadvapi/threaded/Iwkrb5.c:892

2020-01-14 13:36:05,444 DEBUG ,140574072981248,[ LwKrb5I nitializeUserL oginCredential s()] Error
code: 40022 (symbol:
LW_ERROR_PASSWORD_MISMATCH),LwKrb5InitializeUserL oginCredential s(),lwadvapi/threaded/Iwkrb5.c: 1.

M S-RPC Protocol

| SE uses MS-RPC over SMB, and SMB provides the authentication and does not require a separate session
to find where a given RPC serviceis located. It uses a mechanism called “named pipe’ to communicate
between the client and server.

Create an SMB session connection

Transport RPC messages over SMB/CIFS.TCP port 445 as a transport

SMB session identifies which port a particular RPC service runs and handles user authentication
Connect to hidden share |PC$ for inter-process communication

Open an appropriate named pipe for the desired RPC resource/function

Transact the RPC exchange over SMB




e Teos Sowes Dutrution Protecl Langth ko Tot e
59 2000-01-14 14:56:01.082699 10, 45.60.50 19,48, 60,51 e 128 Megotiste Protocol Request b
60 2029-81-14 14156101.883241 16.45.68.51 18.48.60.50 sz 318 Wegotiste Protocol Response o
61 2829-81-14 14:56:01.883255 10.45.66.58 18.45.608.51 TR 66 26963 = 445 [ACK] Seqe63 Acke253 Win=30336 Lensd TSvals=1B6350887 TSecre36217_ #
Ti 2020-01-14 14:56:01.056109 10 48,60, 50 18.48.60.51 82 1589 Session Setup Request o
73 2829-81-14 14:56:01.886341 18.45.68.51 18.45.60.50 TP 66 445 + 26063 [ACK] 5e9=253 Ack=1585 Win=66560 Len=8 TSval=362277347 TSecr=186- «
T4 2009-01-14 14:56:81. 067051 10, 48.68.54 10,48, 60,50 wiay 328 Sessien & Fl
TS 2009-01-14 14:56:901.087260 18, 48.60.50 19.48.608.%51 a2 e Tree: \\WIN-EO0S1AB1Q58K. ralmaait. com\IPCE 4
TE 2009-01-14 14:56:81 087552 10.48.68.51 18.48.60.50 el o
TP H020-81-14 14:56:01.087721 10.48.60.58 10.48.60.51 B2 206 Create Request tlogon o
78 2009-01-14 14:56:01.888023 10.48.68.51 18.48.60.50 gz 222 Create Responze File: netlagon o
TO 2020-01-14 14:56: 01, B80T 10, 48.60.50 10.48.60.51 DLERPC 314 Bimd: eall_id: 0, Fragment: Simgle, 1 contewt itess: RPC_NETLOGOW V1.0 {33bi_
50 2029-81-14 14156701, 068500 10.45.60.51 19.48.60.50 Bz 158 Write Response o
51 2029-81-14 14:56:81. 858655 10.45.60.58 18.45.68.51 B2 183 Read Request Len:8192 OFf:@ File: metlogen o
i 2000-01-14 14:56:01.065559 1@, 485,68, 51 DLERPL 238 Bind_sck; coll idi 9, Fragment: Simgle, max_xmit: 4360 mox_recvi 4160, 1 res. «
53 2029-81-14 14:56:01.859118 18.45.60.58 RPC_NETLOGON 574 [etriogonSasiogenEx request o
£4 2009-01-14 14:56:01. 080373 10.48,60.51 ez 150 weite Response F
&5 2029-01-14 14:56:901.089517 10.48.60.50 282 183 Read Request LenaBlse OFF:@ File: metlogon b
26 2009-01-14 14:56:01. 050150 10.48.68.51 18.42.60.50 RPC_NETLOGOM 605 letrlogonSaslogenEx response o
BB 2020-01-14 14:56:01.1203648 18, 48.68.58 18.48.66.51 e 66 26963 - 445 [ACK] SeqelBbl Ack=1635 Win=34688 Len=d TSwal=1B6950854 TSecr=36-
145 2029-81-14 14:56:99.510387 10.45.60.50 19.48.68.51 RPC_NETLOGON 574 MetrLogonSaslogonEx request o
146 MM =14 14:56:00. B1ATLE 0. 4R FA. 51 19_4% _F. 5 @Ry 150 Weirs Gncnancs o

€

Secure Channel Verifier
v Microsoft Network Logen, MetrlogenSasLogonEx
operation: rLogensasiogonEx (39)

Aesponze in frome; &
“ LogonServer: \\WIN-EOSLABLOSSK. ralmasit. com
Referent I0: Sxi008001
Max Count: 31
offset: @
Actual Count: 31
Computer Mame: '\WIN-ECS1AB1Q9EK.ralesait.com
¥ Cosputer Nase: [SERIRIZG
Referent 10 OxdoDoeoul
Max Countz 18
Gffset: @
Actual Count: 1@
Computer Mame: TSERIRIZ4
Level: 2
W LEVEL: LogonLevel
Level: 2
v NETHOREK_INFO:
Referent ID: @wddiadin]
IDENTITY_INFO: wserlfiralssait.com
challenge: cdc343b1871ob4el

The negotiate protocol request/response line negotiates the dialect of SMB and the session setup
request/r esponse performs the authentication. Tree Connect Request and Response connect to the requested
resource. Y ou are connected to a special share |PC$. This inter-process communication share provides the
means of communication between hosts and also as a transport for MSRPC functions.

Packet 77 isthe Create Request File and the file name is the name of the connected service (the netlogon
service in this example).

Packets 83 and 86 are the NetrlogonSamL ogonEX request, which is where you send the username for the
client authentication on ISE to the AD at the field Network INFO. The NetrlogonSamL ogonEX response
packet replies with the results.

Some flags values for the NetrlogonSamL ogonEX response:

0xc000006ais STATUS WRONG_PASSWORD
0x00000000 is STATUS_SUCCESS
0x00000103 is STATUS_PENDING

| SE Integration with Active Directory (AD)

I|SE uses LDAP, KRB, and MSRBC to communicate with AD during the join/leave and authentication
process. The next sections provide the protocols, search format, and mechanisms used to connect to a
specific DC on AD and user authentication against that DC. If the DC becomes offline for any reason, |SE



fails over to the next available DC and the authentication process is not affected.

A Global Catalog server (GC) isadomain controller that stores copies of all Active Directory objectsin the
forest. It stores a complete copy of al objects in the directory of your domain and a partial copy of all
objects of all other forest domains. The Global Catalog allows users and applications to find objectsin any
domain of the current forest with a search for attributes included to the GC. The Global Catalog contains a
basic (but incomplete) set of attributes for each forest object in each domain (Partial Attribute Set, PAT).

The GC receives datafrom all domain directory partitions in the forest and they are copied with the standard
AD replication service.

Join ISE to AD

Prerequisites for Active Directory and | SE integrations.

1. Verify you have privileges of a Super Admin or System Adminin ISE.

2. Use the Network Time Protocol (NTP) server settings to synchronize the time between the Cisco
server and Active Directory. The maximum allowed time difference between ISE and AD is 5
minutes.

3. The configured DNS on ISE must answer SRV queries for DCs, GCs, and KDCs with or without
additional site information.

4. Ensure all DNS servers can answer forward and reverse DNS queries for any possible Active
Directory DNS domain(s).

5. AD must have at least one global catalog server operational and accessible by Cisco, for the domain
you plan to join with Cisco.

Join AD domain

| SE applies Domain Discovery to get information about the join domain in three phases:

1. Queries joined domains—Discovers domains from its forest and domains externally trusted to the
joined domain.

2. Queriesroot domainsin its forest—Establishes trust with the forest.

3. Queriesroot domainsin trusted forests—Discovers domains from the trusted forests.

Additionally, Cisco I SE discovers DNS domain names (UPN suffixes), alternative UPN suffixesand NTLM
domain names.

| SE applies a DC discovery to obtain all information on the available DCs and GCs.

1. The join process starts with the input credentials of a super admin on AD that exist in the domain



itself. If it exists in a different domain or subdomain, the username must be noted in a UPN notation
(username@domain).

2. ISE sends a DNS query for all DCs, GCs, and KDCs records. If the DNS reply does not receive an
answer, the integration fails with a DNS related error.

3. ISE uses the CLDAP ping to discover all DCs and GCs through the sent CLDAP requests to the DCs
that correspond to their priorities in the SRV record. The first DC response isused, and ISE is
connected to that DC.

One factor used to calculate the DC priority is the time taken by the DC to respond to CLDAP pings, afaster
response receives a higher priority.

S

Note: CLDAP is the mechanism that | SE uses to establish and maintain connectivity with the DCs.
It measures the response time until the first DC answer. It failsif you do not see an answer from
DC. Warn if the response time islarger than 2.5 seconds. CLDAP pings al DCson site (if no site,
then al DCsin the domain). The CLDAP response contains DC site and Client site (the site where
the ISE machineis assigned.)

4. |SE receives TGT with the 'join user’ credentials.

5. Generate the | SE machine account name with the MSRPC (SAM and SPN.)

6. Search AD by SPN if the ISE machine account already exists. If the ISE machine does not exist, ISE
creates a new one.

7. Open the Machine account and set the ISE machine account password, and verify the ISE machine
account is accessible.

8. Set the | SE machine account attributes (SPN, dnsHostname, and so on).

9. Receive TGT with ISE machine credentials with KRB5 and discover all trusted domains.

10. When the join is complete, ISE node updates its AD groups and associated SIDS and automatically

begins the SID update process. Verify this process can complete on the AD side.

Leave AD domain

When ISE leaves, the AD must consider:

1. Use afull AD admin user to perform the leave processes. This verifies the | SE machine account
isremoved from the Active Directory database.

2. 1f the AD isleft without credentials, the | SE account is not removed from AD and must be deleted
manually.

3. When resetting the I SE configuration from the CL1 or restoring configuration after a backup or
upgrade, it performs aleave operation and disconnects the I SE node from the Active Directory
domain. If joined, however, the | SE node account is not removed from the Active Directory domain.

4. It isrecommended to perform aleave operation from the admin portal with the Active Directory
credentials asit also removes the node account from the Active Directory domain. Thisisalso
recommended when you change the | SE hostname.




DC Failover

When the DC connected to the ISE become offline or unreachable for any reason, DC failover istriggered
automatically on ISE. DC failover can be triggered by the these conditions:

1. AD connector detects that the currently selected DC became unavailable during some CLDAP,
LDAP, RPC or Kerberos communication attempt. In such cases, the AD connector initiates DC
selection and fails over to the newly selected DC.

2. DC is up and responds to CLDAP ping, however, the AD Connector cannot communicate with it for
some reason (for example, the RPC port is blocked, DC is in ‘broken replication’ state, DC has not
been properly decommissioned.)

In such cases, the AD connector initiates DC selection with ablocked list (“bad” DC is placed in the
blocked list) and tries to communicate with the selected DC. The DC selected in the blocked list is not
cached.

The AD connector must compl ete failover within a reasonable amount of time (or fail if not possible). For
this reason, the AD connector tries alimited number of DCs during failover. The ISE blocks AD Domain
Controllersif thereis an unrecoverable network or server error to prevent the | SE from the use of abad DC.
The DC is not added to the blocked list if it does not respond to CLDAP pings. I SE only lowers the priority
of the DC if it does not respond.

|SE-AD Communication through LDAP

I|SE searches for a machine or user in AD with one of the these search formats. If the search was for a
machine, then ISE adds “$” at the end of the machine name. Thisis alist of Identity types which isused to
identify auser in AD:

SAM Name: Username or machine name without any domain markup, thisis the User Log on Name
in AD. Example: sgjeda or sgjeda$

* CN: Thisisthe user display name on AD, it must not be same as the SAM. Example: sgjeda Ahmed

e User Principal Name (UPN): Thisis acombination of the SAM name and domain name
(SAM_NAME@domian). Example: sajeda@cisco.com or sagjeda$@cisco.com

» Alternative UPN: Thisis an additional/aternative UPN suffixes that configured in the AD other than
domain name. This configuration is added globally in AD (not configured per user) and is not
necessary to be areal domain name suffix.

» Each AD can have multiple UPN suffix (@altl.com,@alt2.com, and so on). For example, main
UPN (saleda@cisco.com), alternative UPN :sgjeda@domainl, sajeda@domain2



mailto:sajeda@cisco.com
mailto:sajeda@ciso.com

* NetBIOS Prefixed Name: This is the domain name/username of the machine name. For example,
CISCO\sgjeda or CISCO\machine$

» Host/Prefix with an Unqualified Machine: Thisis used for machine authentication when the machine
nameis only used and it is the host/machine name only. For example, host/machine.

» Host/Prefix with Fully Qualified Machine: Thisis used for machine authentication when the Machine
FQDN isused, usually in case of certificate authentication. It is the host/FQDN of the machine. For
example, host/machine.cisco.com.

* SPN Name: The name a client uniquely identifies an instance of a service, (for example, HTTP,
LDAP, SSH) used for machine only.

User Authentication Against AD Flow:

1. Resolve Identity and determine identity type - SAM, UPN, SPN. If I SE receives the identity asa
username only, it searches for an associated SAM account in AD. If I SE receives the identity asa
username@domain, it searches for amatched UPN or mail in AD. In both scenarios, | SE uses
additional filters for machine or a username.

. Search the domain or forest (depending on identity type.)

. Keep information on all associated accounts (JP, DN, UPN, Domain.)

. If no associated account is found, AD replies with user is unknown.

. Perform MS-RPC (or Kerberos) authentication for each associated account.

. If only a single account matches to input identity and password, authentication is successful.

. If multiple accounts match the incoming identity, | SE uses the password to solve the ambiguity, and
the account with an associated password is authenticated while the other accounts increase the
incorrect password counter by 1.

8. If no account matches the incoming identity and password, AD replies with wrong password.

NoO o~ WN

| SE Search Filters

Filters are used to identify an entity to communicate with AD. | SE always searches for an entity in the users
and machines group. Examples of search filters:

1. SAM search: If the ISE receives an identity as a username only without any domain markup,
| SE treats the username as a SAM and searchesin AD for all machine users or machines that have the
identity asa SAM name.

2.1f the SAM name is not unique, ISE uses the password to differentiate between users and ISE is
configured to use a passwordless protocol such as EAP-TLS.

3. There are no other criteria to locate the correct user, so, ISE fails the authentication with an
“Ambiguous ldentity” error. However, if the user certificate is present in Active Directory, Cisco ISE
uses a binary comparison to resolve the identity.




| 219 2000-01-29 16:13:48.251518 10.48.60. 106 10.48.60.101 Loapr 295 SASL G55-APT Integrity: searchRequest(2) “de=asalab,diecon™ wholeSubtree i
4 220 2009-01-20 16:33:48.253244 18,45.60. 181 18.48.60. 206 LbaP 384 SASL G55-APT Imtegrity: searchResEntry(2) “Ch=anas Jchad,(NeUsers,D(=analab,. ¢

258 2029-81-28 16:33:48.386966 18.48.608. 296 18.48.60. 181 LDaP 185 v

b Frame 219: 205 bytes cn wire (2360 bits), 205 bytes captured (2368 bits)
Ethernet II, Src: Vmware béied:17 (00:50:56:b6zed:17), Dst: Veware dS:6a:7d (09:0c:29:d5:6a:7d)
# Internet Protocol Version 4, Src: 10.48.62.206, Dst: 10.48.60.1081
» Transeissien Comtrol Protecol, Src Port: 19997, Dst Port: 3268, Seq: 1438, Ack: 113, Len: 21
W Lightweight Directory Aceess Pratocsl
SA5L Buffer Length: 22%
v SasL Buffer
? G55-APT Generic Security Service Application Program Interface
W G55-APT paylead (197 bytes)
W LDAPMessage searchRequest(2) “dc=asalab,dc=con™ wholeSubtree
messagell: 2
W protocolOp: searchilequest (3)
v earchReqeest
basedbfect: de=asalab,deecon
scope: wholeSubtree (2)
derefalisses: neverDerefaliases (8)
sizelimit: @
tiselisit: @
typesOnly: False
v Filter: (8(](cbjectCategory=person)(chjectCategory=computer))(sAMAccountianesancs) )
v filter: and (8)
~ and: (4[| (cbjectCategory=person)(cbjectiatefory=conputer))( sAMAccountNane=anoz ) )
v oand: I oitems
v Filter: (]{objectCategory=person)(chiectCategoryscomputer))
v and item: or (1)
> or: {|(cbfectCategorysperson)(chjectlategory=computer))
~ Filter: (sAMAccountNamesanos)
v and ites: equalitytatch (3)
v equalityMatch
attributedese: AMACCountiane
assertionValue: anos
v attributes: & itess
ArtributeDeseription: sAMAccountMame
AttributeDescription: userPrincipalliame
AttributeDescription: cbjectCategory
attributebescription: userdccountControl

2. UPN or MAIL Search: If ISE receives an identity as username@domain, |SE searches the forest
global catalog for a match to the UPN identity or Mail identity “identity=matched UPN or email”. If
there is a unique match, Cisco | SE proceeds with the AAA flow. If there are multiple join points with
the same UPN and a password, or the same UPN and Mail, Cisco | SE fails the authentication with an
“Ambiguous Identity” error.

451 |2020-01-28 16:33:58,134338 19.48.50. 206 10.48.60.101 Loap 335 SASL GS5-API Integrity: searchRequest(}) "dosamalab,dcscom”™ wholeSubtree L
+ 464 1020-01-20 16:33:58.137942 19.48.80. 201 10.48.60.206 Lbap 384 SASL GS5-APT Integrity: searchResEntry(3) "ONeanas Jehad,CisUsers,0C-asalab,-
471 WI0-00-20 16:33:58,17067% 10.48.60. 206 18,45,60. 181 LDaP 179 SASL G55-APT Integrity: searchRequest(§) “CN=anas Jehad,CN=Users,DC=saalab,D. ¢
472 M20-61-28 16:33:58, 172663 19.45.68. 181 10.45.60. 106 LD&F 1413 SASL GS5-API Integrity: searchResEntry(6) “Clanas Jehad,ChisUsers,0Csaaalab,-
476 1010-91-20 16:33:58.174754 19.48.60. 206 10.48.60.101 Loap 189 SASL GS5-API Integrity: searchRequest(7) "CNsanas Jehad,CMsUsers,OCasalab, 0.
479 2020-01-28 16:33:58,175528 19.48.80. 101 10.48.60. 206 LDAP 255 SASL G55-API Integrity: searchResEntry(7) "Clieanas Jehad,ClisUsers,0Ceaanlab,-
450 2020-01-20 16:33:58.176236 10.48.60. 206 10.48.60.161 LDaF 241 SASL GS5-APT Integrity: searchRequest(8) “do-amaleb,dcecoe”™ wholeSubtree ¥
481 2029-91-20 16:33:58.1773e7 10.48.60.101 10.45.60.206 LD&R 635 SASL G55-APT Integrity: searchResEntry(8) “OlsUsers,ChsBuiltin,OCeasslab,Dls_ ¢
454 1929-91-29 16:33:58.178414 10.48.60, M6 18.48.60.180 LO&P 271 SASL G55-AFI Integrity: searchRequest(3) “dceamalab,dcecca™ wholeSubtree ¥

Frame 461: 236 bykes on wire (2688 bits), 336 bytes captured (2682 bits)
Ethernet II, Src: Vmware bézed:17 (0:58:56:bé:ed:17), Dst: Veware dB:8a:7d (09:0¢:29:d5:82:7d)
Internet Protocol Version 4, Src: 10.48.60.206, Dst: 10.45.60.101
Transmission Control Protocol, Src Port: 19997, Dst Port: 3268, Seq: 1859, Ack: 531, Lem: I79
W Lightweight Directory Access Protocol
SASL Buffer Length: 266
v SASL Buffer
* @55-API Generic Security Service Application Program Interface
W GS5-APT payload (238 bytes)
W LDAPMessage searchRequest(d) “dosasalab,doscos™ wholeSubtree
messagell: 3
v proteceldp: searchRequest (3)
v searchiiequest
basedbject: dceasalab,doscom
scope: wholeSubtree (1)
derefAliases: neverDerefAliases (@)
sizelimit: @
timelinit: @

<

ebiects

yper egory=computer)) (| (userPri coa) (mailsancsfasnlab. com) ))

w filter: and (8)
v and: (8{] (cbjectCategory=person){cbjectCategory=computer)) (| (userPrincipal Eaanlab. com) (mail: gasalob.com)))
v and: 2 itess
w Filter: (|(cbjectCategorysperson)(objectCategoryscomputer))
v and dtes: or (1)
¥ or: (| {cbjectCategery-persen){objectlategory=computer))
w Filter: (|{userPrincipaliase=ancsgaanlab.cos)(mail=ancsfasnlab.con))
v and ites: or (1}
» ar: (| (userPrincipaliissesanosBasalab. com) (maileanosfaaalab.con))

3. NetBIOS Sear ch: If ISE receives an identity with a NetBIOS domain prefix (for example,
CISCO\sgjedah), I SE searches the forests for the NetBIOS domain. Once found, it looks for the



supplied SAM name (sajeda for example).

. S i gy s .
654 2020-21-29 1048, 6. 206 18.45, 63,181 Loas 295 [SASL G55-APT Integrity: searchRequest(2) “de=asslab,dcscom™ wholeSubtree v
655 2000-91-19 10,48, 60, 100 19.48, 60, 206 (L 682 5A5L G55-API Integrity: searchResEntry(2) “CN=ans Jehod,(N=Users,DC-abalob,. «
584 2020-81-19 10.48.60.206 18.48.60.1080 LoAP 179 5A5L G55-API Integrity: searchRequest(3) “C-anas Jehad,C-Users,DC-naalab,D- «
685 2020-91-29 19.48.68.180 19.48. 60,206 Loas 1413 5ASL G55-API Integrity: searchResEntry(3) “Ch=anas Jehad,CN=Users,OC=asalab,- +
687 2000-81-19 10,45, 60204 10,48, 60,104 LDap 159 SASL G55-API Integrity: searchRequest(4) "Ch=anss Jehad,Cit=Users,DC=asalab, Do +
68§ 2020-01-29 17:906:29, 205469 10,48, 60. 101 1045, 68, 206 (L 255 SASL G55-API Integrity: searchResEntry(4) “CN=anas Jehad, (N=Users,DC=analab, - «
689 2020-82-29 17 9. 296186 10.45.60.206 19.48.60.101 AR 241 SASL G55-APT Integrity: searchRequest(S) “de=aaalab,dcecos™ wholeSubtree o
6§92 2020-81-29 9. 29TS57 18.48.68. 180 18.45.68.206 Loas B35 SASL G55-API Integrity: searchResEntry(5} “CN=Users,CN=Bulltin,DC=asalab,DC-_ «
£83 2020-81-39 S, FOETEL 18.48. 60, 206 16.48. 68,184 LBas 271 SASL G55-API Integrity: searchRequest(8) "dceasalab,dc=cos™ wholeSubtree ¥
604 2000-81-19 9, H0D6 18,45, 6. 18 18,45, 60, 206 LDap G50 SASL G55-API Integrity: searchResEntry(G) "Ch=Dosain Users,CH=Users,D=asola. «
w SASL Buffer
G55-AP1 Generdc Security Service Application Progras Interface
~ G55-APT payload (197 bytes)
“ LOAPMessage searchRequest(2) “doeaaalab,dcecom™ wholeSubtree
messagell; 2
¥ protocolOp: searchRequest (3)
v searchRequest
baseObject: dceasalab,dcecom
scoper wholeSubtree (2)
derefAliases: neverDerefilinses (0}
shzelimit: @
timelimit: @
typesinly: False
w Filter: (&(]{objectCategory=person)(cbjectlategor puter)) (A 33|
~ filter: and (8}
“ and: (&(|(ebjectCategary=person) ategory=comp ) sAMAccoun 1

~ and: 2 items
v Filter: (|{objectCategorysperson){objectfategorynconputer))
v pad ites: er (1)
¥ et (| (objectiategory-persen) (obfectCategory-computer))
v Filter: (s&AccountNamesanos)
* and item: squalityMatch (3)
> equalityMateh

4. Machine Base Sear ch: If ISE receives a machine authentication with a host/prefix identity, |SE
searches the forest for a matched servicePrincipalName attribute. If afully-qualified domain suffix
was specified in the identity, like host/machine.domain.com. Cisco | SE searches the forest where the
domain exists. If the identity isin the form of host/machine, Cisco | SE searches all forests for the
service principal name. If there is more than one match, Cisco | SE fails the authentication with an
“Ambiguous I dentity” error.

1744 10I0-B1-20 16:35:32. 186609 10.48. 60, 206 19.48.60. 101 LD&FR 373 SASL G55-API Integrity: searchRequest(3) “dceanalab,dcecos™ wholeSubtree v
2745 1028-81-20 16:35:32. 109744 18.45.68.181 18.48.60. 296 LOAP 393 5450 G55-API Integrity: searchResEntry(3) “CHeISE24P,(N=Cosputers,DC=asalob,- v
2747 2028-81-20 16:35:32.109951 10.45.60.206 10.48.60. 101 LOwP 185 5450 G55-APT Integrity: unbindRequest(7) s
2757 1020-91-20 16:35:32. 114862 10.48.60. 2046 18.48.60.101 LDAP 1455 bindRequest(1) “<ROOT:" sasl ¥
2758 1020-91-20 16:35:32. 115898 1848, 68. 181 18,48 .60, 206 LDaP 276 bindResponse(1) success ¥
1768 IH20-01-20 16:35:32. 116176 18,48, 60, 206 18,48, 60,191 LDAP 348 SASL G55-API Integrity: searchRequest(l) “doe=apalab,dc=com™ wholeSubtree v
2761 1020-91-28 16:35:32.116855 18.48.60. 181 12.48.60.206 LDAR 748 SASL GS5-API Integrity: searchResEntry(2) “CN=ISE24P,(N=-Cosputers,DC-analab,- ¢
2762 2028-01-20 16:35:32.145535 10.45.60.206 10.48.60.101 LowP 179 SASL GS5-API Integrity: searchRequest(3) "CN=ISE24P,CHeComputers,DC=aaalab,D. v

Ethernet II, Src: Veware bé:ed:17 (89:50:56:b6:ed:17), Dst: Veware dS:6a:7d (8B:0c:29:d5:6a:7d)
Internet Protocol Versiom 4, Src: 10.48.50.206, Dst: 10.48.80.181
Transmission Control Protocol, Src Port: 208089, Dst Port: 3268, Seq: 1746, Ack: 267, Len: 387
Lightweight Directory Access Praotocol
SASL Buffer Length: 303
¥ SASL Buffer
» G55-API Generic Security Service Application Frogram Interface
v GS5-API payload (275 bytes)
W LbMftescage searchRequest(d) "dcosasalab,dcecon™ wholeSubtree
mestagelD: 3
v protocolOp: searchRequest (3)
v searchiequest
basedbject: dcsasalab,dcscom
scope: wholeSubtree (2)
derefilisses: meverDerefaliases (@)
sizelinit: @
timelindt: @
typesOnly: False
~ Filter: (8(|(objectCategory=person)(ob: omputer})i:
w filter: and (@)
» oand: (&{] {sbjectCategory=person){objectiCotegory=computer) ) (s hccountiane=Eseddpd) )
W and: 2 ltess
~ Filter: {|{objectCategory=person){objectCategory=computer))
W and dtem: or (1)

se24p3))

3 er: {|{sbjecttategorysperson)(cbjectCatagorysconputer))
W Filrer: (sAMAZeountiamesi3e24p%)
v oand fres: sgualityMatch (3)
~ equalitymstch
sttributeDesc: sAMACcountiame
sssertionvalue: izeldpt

N Note: Samefilters are seen in the ISE ad-agent.log files.



% Note: ISE2.2 patch 4, 2.3 patch, 1, and prior identified users with the attributes SAM, CN, or both.
Cisco ISE, release 2.2 Patch 5 and above, and 2.3 Patch 2 and higher, use only SAMAccountName
attribute as the default attribute.




