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I ntroduction

This document describes how to integrate Identity Services Engine (ISE) 3.3 Patch 1 with Duo for
Multifactor Authentication.

Prerequisites

Requirements

Cisco recommends that you have basic knowledge of these topics:

* ISE

* Duo

Components Used



From Version 3.3 Patch 1, | SE can be configured for native integrations with Duo services eliminating the
need for Authentication Proxy.

The information in this document is based on:

Cisco ISE Version 3.3 Patch 1

Duo

Cisco ASA version 9.16(4)

Cisco Secure Client Version 5.0.04032

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configure

Flow Diagram
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Steps

1. The Configuration Phase includes the selection of Active Directory Groups, which users are synced to
and this sync happens once the MFA wizard is completed. It consists of two steps. Lookups to Active
Directory to retrieve the list of users and certain attributes. A call to the Duo Cloud with Cisco's I SE
Admin API, which is made to push users there (Administrators are required to enroll users). Enrolling



users can include the optional step of activating the user for Duo Mobile, which allows your users to
use one-tap authentication with Duo Push.

2. Once aVPN connection isinitiated, the user inputs their username and password and clicks OK. The
network device sends a RADIUS Access-Request to PSN.

3. The PSN node authenticates the user via Active Directory.

4. When the authentication succeeds and the MFA Policy is configured, PSN contacts Duo Cloud. A call
to Duo Cloud with Cisco's ISE Auth API is made to invoke a second-factor authentication with Duo.
| SE communicates with Duos service on SSL TCP port 443.

5. A second-factor authentication takes place and the user completes a second-factor authentication
process.

6. Duo responds to PSN with the result of the second-factor authentication.

7. The Access-Accept is sent to the Network Device and the VPN Connection is established.

Configurations

Select Applicationsto Protect

1. Navigate to Duo Admin Dashboard. Log in with Admin credentials.

2. Navigate to Dashboard > Applications > Application Catalog. Look for Cisco | SE Auth API and
select + Add.

+ Applications

Application Catalog

-
Browse all of our available applications or check our partnership integrations ..
Home . . i N - ) i PP
View documentation links for more information about each application.
F
Users i
[ (1, Cisco ISE Auth API (0] | Supported Features
|
Devices
viliet]is sl )i
1 CISCO CISCO
o Cisco ISE Auth API Cisco ISE Admin API
2FA Configure |dentity Services Engine for Admin
— APl access.
- Configure Identity Services Engine for Auth
Applications APl access.
| ~ m Documentation & Documentation Cf
Reports
(-1
Monitoring

Billing

Settings


https://admin.duosecurity.com/login

ISE Auth API 1

3. Make anote of the Integrationkey and Secret key.

Basic Configuration

o~ Application name * | Cisco ISE Auth AP ‘

Home . . s . .
The unigue identifier of the service provider

2
Users Application Type Cisco ISE Auth API
]
- .
Devices User access (@ Disable for all users
Some users may still have access. See exceptions below.
1 Enable only for permitted groups
Policies Some users may still have access. See exceptions below.
= Enable for all users
=
Applications Some users may still have access regardless of the user access settings above, including:
) » Users with a Bypass status (must pass first-factor authentication)
Reports « Existing users with Bypass 2FA Authentication Policy
+ Users not in Duo when the New User Policy allows access to unenrolled users
Q
Learn more about user access
Monitoring
Billing
Details
O -
Settings Integration key | DIZTLBDZMIZZFDS582PD Copy ‘
Secret key | -;n-n.-u..-oo---w_gcy Copy |
Don't write down your secret key or share it with anyone.
APl hosthame | api-béeff8cS.duosecurity.com Copy ‘
|SE Auth API 2

4. Navigate to Dashboard > Applications > Application Catalog. Look for Cisco | SE Admin API and
select + Add.

N Note: Only administrators with the Owner role can create or modify the Cisco ISE Admin API
application in the Duo Admin Panel.



= « Applications

Application Catalog

P
- Browse all of our available applications or check our partnership integrations 7,
ama View documentation links for more information about each application.
&
Users
Q ISE Admin API @ ] Supported Features
i
Devices
],
- Cisco
ol Cisco ISE Admin API
Configure Identity Services Engine for Admin
- APl access.
=
Applications
"_ Documentation ©
Reports
(=)
Monitoring
Billing
0
Settings
ISE Admin API 1

5. Make anote of the Integration key, Secret key, and API hosthame.



Basic Configuration

2 [
Application name * ‘ Cisco ISE Admin API ‘
Home . d
Duo Push users will see this when approving transactions.
|
Users i X
Application Type Cisco ISE Admin API
|
Devices
1
Policies Details
= Integration key ‘ DIGAIGAZVLSWONEMLBLD Copy ‘
Applications . '
. Secre[key ‘ sassssssannsesssXAKE Cupy ‘
Il
Reports Don't write down your secret key or share it with anyone.
q APl hostname ‘ api-b6eff8c5.duosecurity.com Copy ‘
Monitoring ) '
ISE Admin API 2

Configure API Permissions

1. Navigate to Dashboard > Applications > Application. Select Cisco | SE Admin API.

2. Check Grant Read Resour ce and Grant Write Resour ce permissions. Click Save Changes.



Settings
a® Permissions Grant administrators
Home Read

Permit this Admin APl application to read administrators and administrative units.

Write
Users Permit this Admin API application to add, modify, and delete administrators and administrative units.
. Grant read information
. Permit this Admin API application to read information and statistics generally used for reporting purposes.,
Devices
Grant applications
T Permit this Admin AP| application to add, modify, and delete applications.
Policies Grant settings
Permit this Admin AP| application to read and update global account settings.
i=
Grant read log
Applications o . _—
Permit this Admin API application to read logs.
m| Grant resource
Reports Read
Permit this Admin API application to read resources such as users, phones, and hardware tokens.
Q Write
Monitoring Permit this Admin API application to add, modify, and delete resources such as users, phones, and hardware tokens.
= Grant set Admin APl permissions
Permit this Admin APl application to set permissions when creating or updating Admin AP| applications.
Billing

Admin API Permissions

Integrate | SE with Active Directory

1. Navigate to Administration > ldentity Management > External Identity Stores > Active Directory >
Add. Provide the Join Point Name, Active Directory Domain and click Submit.

Identity Services Engine inistration / Identity Managemant

) Identities Groups External Identity Sources Identity Source Sequences Settings

1l External ldentity Sources ‘Connection
B o

* Join Point Nam: example
Certificate Authenticat. . e e i

1
* Active Directon
Active Directony v ¥ oxampie.com
Damsin

4 3 MFA

Igentity Sync
LDAP
ODBG
RADIUS Token
RSA SeewiD
SAML o Providers
Soclal Login

REST

-

Active Directory 1



2. When prompted to Join all ISE Nodes to this Active Directory Domain, click Yes.

®

Information

Would you like to Join all ISE Nodes to this Active Directory Domain?

Mo Yes

Active Directory 2

3. Provide the AD User Name and Password, click OK .

Join Domain

Please specify the credentials required to Join ISE node(s) to the Active Directory
Domain.

* AD User Name (i) Administrator

* Passwﬂrd !!!!!!!!!

[ Ispecify Organizational Unit ()

| Istore Credentials (7)

Active Directory 3

4. The Active Directory account required for domain access in I SE can have either of these:

» Add workstations to domain user right in respective domain.
» Create Computer Objects or Delete Computer Objects permission on respective computers container



where | SE machines account is created before it joins |SE machine to the domain.

% Note: Cisco recommends to disable the lockout policy for the | SE account and configure the AD
infrastructure to send alerts to the admin if awrong password is used for that account. When the
wrong password is entered, | SE does not create or modify its machine account when it is necessary

and therefore possibly deny all authentications.

5. The Status of AD is Operational.

Connection Allowed Domains PassivelD Groups Attributes Advanced Settings

* Join Point Name example

* Active Directory
example.com

Domain
£3 Refresh Table
ISE Node ~ ISE Node R... | Status Domain Controller
] ise331.example.com PRIMARY & Operational WIN2022.example.com
O ise332.example.com SECONDARY | @ Operational WIN2022.example.com

Active Directory 4

Site

Default-First-Site-Name

Default-First-Site-Name

6. Navigate to Groups > Add > Select Groups From Directory > Retrieve Groups. Select the checkboxes
against the AD Groups of your choice (which are used to sync users and for Authorization Policy):



Select Directory Groups

This dialog is used to select groups from the Directory.

Domain example.com

Name ,
Filter

sID ,
Filter

Type
Filter

‘ Retrieve Groups... | 50 Groups Retrieved.

Active Directory 5

7. Click Saveto save the retrieved AD Groups.

- Name -~  Group SID Group Type

E] example.com/Users/Cert Publishers 5-1-5-21-4068818894-3653102275-25587130... DOMAIN LOCAL

[:] example.com/Users/Cloneable Domain Controllers 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

example.com/Users/DUO Group 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Denied RODC Password Re... S5-1-5-21-4068818894-3653102275-25587130... DOMAIN LOCAL

[ example.com/Users/DnsAdmins 5-1-5-21-4068818894-3653102275-25587130... DOMAIN LOCAL

E] example.com/Users/DnsUpdateProxy 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Domain Admins 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

O example.com/Users/Domain Computers 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Domain Controllers 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

[ example.com/Users/Domain Guests 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

] example.com/Users/Domain Users 5-1-5-21-4068818894-3653102275-25587130... GLOBAL

(I examople.com/Users/Enterprise Admins 5-1-5-21-4068818894-3653102275-25587130... UNIVERSAL
Cancel




Conneclion Allowed Domains PassivelD Groups Aftributes Advanced Settings

—
== Add ~ Update Sl Values

O Name ~ SID

O example.com/Users/DUQ Group 5=1-5-21-4068818894-3653102275-2558713077~-...

Save Reset

Active Directory 6

Enable Open API

1. Navigate to Administration > System > Settings >API Settings > API Service Settings.Enable
Open API and click Save.

Identity Services Engine Administration / System

(] Deploymant Licensing Cartificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
—

L Client Provisioning
W e API Settings

Sacurity Samiags

o
¥ P— Cremrdiew AP Service Setings AP Gateway Settings
0 General MOM § UEM Settings
“ API Service Settings for Primary Administration Node
i Paiture ]
@l EAS (Read/Write)

L] Frofiing I Wl Open AP (Read/Write)

Protocoin ¥

Endpaint Scripts ¥ “~ APl Service Setting for All Other Nodes

ooy @) ERS (Read)

BLTP Sanage @) Open AP (fead)

SUS Gaeway

Sysem Time

| o seciees * CSRF Check ( anly for ERS Settings )
Data Gaonnect
71 Enable CSRF Chack for Enhanced Security (Nat compatible with pre ISE 2.3 Chents)
Hetwork Succens Disgnoatics »

O Disable CSAF For ERS Request (compatibie with ERS clients clder than 15 2.3)
DHCP & N5 Services
Max Seasions
Ligta Dats Disesinutien
Res
Endpoin: Replieation

Intoractive Festues

Open API

Enable MFA Identity Source



1. Navigate to Administration > I dentity Management > Settings > External |dentity Sources
Settings. Enable MFA and click Save.

Identity Services Engine Administration / Identity Management

J'  Bookmarks Identities Groups External ldentity Sources Identity Source Sequences Settings

B%  Dashboard

' External Identity Sources Settings

Authénticath i
Ic'! Context Visibility User Authéntication Settings

S REST ID Store

\ Opsrations Endpolnt Custom Attributes
To allow integration of REST identity stores with Cisco ISE, click the radio button below. It takes a few minutes to
( Policy Extemal Wenthy|Sourses Senings enable the REST ID Store settings. After the settings are enabled, you can add REST ID stores to Cisco ISE in the
External Identity Source page.
4 Administration _ - ) _
NOTE: ISE integration with Azure AD is released as a Controlled Introduction feature and should be thoroughly

~ tested before being used in preduction environment.
nall  Work Centers

@) RESTID Store

BETA

D! llntoractivalFastires Multi-Factor Authentication

To allow the integration of Multi-Factor Authentication providers with Cisco ISE, click the MFA button.

- v

ISEMFA1

Configure MFA External I dentity Source

1. Navigate to Administration > | dentity M anagement > External I dentity Sources. Click on
Add and on the Welcome Screen click Let's Do It.

dentity Services Engine Add External Connector

J|  Bookmarks owmcame 2 | Connecior Definition 3 | Account Configurations 4 | identity Sync AD Groups 6 | Summary

BT Dashboard

1l Context Visibllity |
Welcome
3, Operations
This wizard takes you through setting up a connection botween your Dug
U Pl Account and Ciscoe ISE 1o enable seamless Mulli-Factor Authentication
¥ workflaws.

3 Aaminkstration Before you begin, the following prerequisites apply:

Al Work Centars

- Cisco ISE Advantage licenses are required.
The Cisca Duo license that enables MFA usage is required
-In your Duo portal, create a protected application that is
enabled for Admin AP1 and Authentication AP usage.
- Grant read/write access to Admin API
Ensure your ISE has a stable connection to Duo (Either
thigugh direct intarnet of proxy).
Far this application, note the integration keys (ikey), secret
keys (skey) and AP1 hostname values for the Admin and
Authentication APls, These valees are required in the next
ateps of this setup wizand,

B

w

Interactive Fastures

-

[l

-

Exit Wizard

ISE Duowizard 1



2. On the next screen, configure the Connection Name and click Next.

= oL Identity Services Engine Add External Connector

| Beokmarks o | Welcome °conm|ml}eﬁlﬁlinn 3 | Account Gonfigurations 4 | Identity Sync AD Groups 6 | Summary
57  Dashboard

11 Comtext Wisibilliy

Define the Connection =

%, Operations

Entor @ name and description for your connection ﬁ
U Palicy Gonnecoen Name

DUD-MFA e

A Administeation
Destripnen
Al Werk Conters === B
B

Interactive Faatures

|SE Duo wizard 2

3. Configure the values of the APl Hosthame, Cisco | SE Admin API Integration, Secret Keys, Cisco
ISE Auth API Integration, and Secret Keys from the Select Applicationsto the Protect step.

= b Identity Services Engine Add External Connector a & @ ¢ | a

§'  Bockmarks | Welcome + | Connector Definition okcwnl Configurations 4 | ldemity Syne AD Groups 6 | Summary

B®  pashboard

Define Account Configurations

The values for the following fields are available in the Application window of your Duo poris
. Enter the required details to create a connection. Far more information regarding ikey. skey
A Operations i vy
and Hastrama, viait Mips:(fduo, comidocs/suthapitirst-steps

 Context Visibility

0 Policy
AP Hostname

api-b6effBc5 duosscurity.com

4 Administration

Work Centers
Admin API

MRETZBBAUXURIDPZIKZE

71 Interactive Features

ey

Authentication API
ey
DINKDSEVTRATZUF 60003

"y

Tast Connsction

] Exit Wizard Baxk

|SE Duo wizard 3

4. Click Test Connection and once the Test Connection succeeds, click on Next.



Test Connecilon ) MFA Auth and Admin AP| Integration and Secret Keys
are valid

| SE Duowizard 4

5. Configure Identity Sync. This process synchronizes users from Active Directory groups you selected into
the Duo Account using API credentials provided earlier. Select Active Directory Join
Point then click Next.

% Note: Active Di rectory configuration is outside the scope of this document, refer to this document to
integrate | SE with Active Directory.

= ‘Uio ldentity Services Engine Add External Connector

)1 Bookmarks « | Welcoma +* | Connector Definition +* | Account Configurations °|nenllwﬁvnu 5 | AD Groups 6 | Summary
5% Dashboard

1l Context Visibllity

ldentity Sync

3, operations
Configure usor data syne batween the Microsaft Active Directories in your Gisco ISE ard & connoction dostination

i Poiey

A Administration

Al Work Centers

* Interactive Features

ISE Duo wizard 5

6. Select Active Directory Groups where you want users to sync with Duo. Click Next.


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-and-configuration-guides-list.html

Identity Services Engine Add External Connector

) Bockmarks | Weleome | Connector Definition | Account Configurations | ldentity Syne ennerwps 6 | Summary

BT  Daihboard

! Context Visibility

Select Groups from Active Directory

Salect the groups that you nesd to sync between Gisco ISE and Duo. Edit an existing AD
0 Po group from the fodlowing list, or add & new AD group in the Active Directary window and then
oy, rofrash shis windaw.

A operations

4. Administration

Al Work Centers

[ Names Soisrce
example ComiUsersIDUS Grove exampie
Interactive Features
[0 txampis comiBustiniadministrators BEampia
€] Exit wWizard Back

ISE Duo wizard 6

7. Verify the settings are correct and click Done.

Identity Services Engine Add External Connector

)\ Bockmarks W Wel W | it ~ | Account Configurations + | Identity Sync | AD Groups oSNmmal'\‘

5% Dashboard

Contaxt Visibility s
ummary

. Operations
~ Connector Definition  Edn

I Policy Connartan
Name DD MFA
4. Administration e
Al Wark Centers TAGACS
7 Interactive Features ~  Define Account Configurations  Edit
API Hastname api-bGof3cS dussecusity com

Authentication AP1

Ky DIRETZBBALUXURIDRZIKZE

- -

Ademin API

Kay DINKDSEVTRATZUFEI003

ey S

Authantication ) MEA Auith and Admin API Intagration snd Secrot Koys ae valkd

~  Identity Syne  Edit

EE o

|SE Duo wizard 7
Enroll User into Duo

% Note: Duo User Enrollment is outside the scope of this document, refer to this document to learn
more about enrolling users. For the purpose of this document, manual user enrollment is used.


https://duo.com/docs/enrolling-users

1. Open the Duo Admin Dashboard and navigate to Dashboard > Users.

2. Click on the user synchronized from ISE.

B Account |y weip ) Bugene Komeychuk

== Cisco

Dushitsaed > Users

Dashboard
Directory Sync | import Users | Bulk Eneoll Users m
vovceinsignt ~  USers
Policies -
Nised to acthvate o replacement phone? Leasm more about Reactivating Duo Mabile C5.
Applications w
Single Sign-On v 2 1 1 0 0 0
Total Usars ot Enralied Insctive Usars Trash Bypass Users Liseked Out

Users ~

Add User e s Export v Q

Pending Enroliments

Ussmame prey Ermad Priesees Tk Samtus Luan Lingn

Bulk Entoll Users

ImportUsers ance ace Alico@wangerand.com 1 Actve Now 14, 2023 1:43 AM

Direetary Syne

bob bob Active Hower duthenticated

Bypass Codes
Groups - 2 totsl
Endpoints w
ZFA Devices -
Administrators v

Trusted Endpaints

Trust Monitor v
Reports w
Duo enroll 1

3. Scroll down to Phones and click Add Phone.

Phones
Add Phone
You may rearanga this phonss by dragging and dropping In the table. Leam maors about activating a replacsmiant phons [,

This user has no phones. Add one.

Duo enroll 2

4. Enter the Phone Number and click Add Phone.



Dashboard » Users > bob » Add Phone

Add Phone

Dashboard

<

Device Insight

Policies v
n Learn more about Activating Duo Mobile 4.

Applications i

Single Sign-On i Type ® Phone

Users . Tablet
Add User

. Phone number =- Show extension field
Pending Enrollments )

Optional. Example: "+1 201-555-5555"
Bulk Enroll Users

Import Users

- Add Phone
Directory Sync

Bypass Codes

Duo Enroll 3

Configure Policy Sets

Configure Authentication Policy

1. Navigate to Policy > Policy Set and select the Policy Set where you want to enable MFA. Configure the
Authentication Policy with Primary Authentication Identity Store as Active Directory.

= il Identity Services Engine Policy / Policy Sets

[ ] Authentication Polcy(3)

(F Swws  Rule Name Canditiens Use Hits  Actions
[ Wired_MAB
-] s o 0 J@}
Wirelass_MAI Options
4
Wired_&5%
@  bonx on 1 &
Wirgless_B0Z, 1% Options -
axample o s
DUO Authentication Radius-NAS-Port-Type EQUALS Viral {@}.
Options

AN_User_ID_Stores

Options



Policy Set 1

Configure MFA Policy

1. Once MFA is enabled on ISE, a new section in the I|SE Policy Setsis available. Expand the M FA Policy
and click on the + to add the MFA Policy. Configure MFA Conditions of your choice by selecting the DUO-
M FA configured previously in the Use section.

2. Click Save.

‘twee ldentity Services Engine Policy / Policy Sets
J!  Bockmarks Policy Sets— Default Roast Polieysat Hicousnts
8%  Dashboard
Status  Palicy SotName Description Conaitions Allowsd Protacols | Server Sequinee  Hits
! Context Visibility
9, Cperations
Defaun Dedwelt policy set 5
0 Psliey - : i N
4, Administration Authartication Poliey(3)
Al Wark Contars SNFA Palicyil)
(& Status  Ruls Nams Conditians Use Hits  Actions
Interactive Features
@ o B Glico-YPNIODO-CYPNIDODIASAIPICTE- Tennel-Grove-Meme EQUALS RA o &
Options

Authorization Policy - Local Excoptions
Authorization Palicy - Global Exzaptions

Avihorization Policy(15)

=

|SE Policy

% Note: The policy configured previously relies on the Tunnel-Group Named RA. Users connected to
the RA tunnel group are forced to perform MFA. ASA/FTD configuration is outside of the scope of
this document. Refer to this document to configure ASA/FTD.

Configure Authorization Policy

1. Configure the Authorization Policy with the Active Directory Group condition and permissions of your
choice.

“teee Identity Services Engine Policy / Policy Sets

Authorization Policy(18)

— Results
o (% Swatus  Rule Name Cenditions Profites Seeurity Groups Hits  Actions
L ©  DUO Authorization Rule A exampie-Extemakisoups EQUALS example.com/Users /DU Gross PermitA 5 {L}



https://www.cisco.com/c/en/us/support/docs/network-management/remote-access/212424-anyconnect-remote-access-vpn-configurati.html

Policy Set 3

Limitations

At the time of this document:

1. Only Duo push and phone are supported as a second-factor authentication method
2. No Groups are pushed to Duo Cloud, only User Sync is supported

3. These bullets are supported with multifactor authentication:

* VPN user authentication
« TACACS+ admin access authentication

Verify

1. Open Cisco Secure Client, click Connect and provide the Username and Password and click OK.

€9 Cisco Secure Client | BSNS-ASA5516-8

Please enter your username and password.

Group: RA

Username: | bab

Password: | hihii s

AnyConnect VPN:
Please enter your username and password.

BSNS-ASA5516-8 Connect

VPN Client

2. The users Mobile Device must receive a Duo Push Notification. Approve it and the VPN Connection is
established.



Are you logging in to Auth API?

@ Cisco
® 1:52PM
A bob

Deny Approve




Duo Push

3. Navigate to ISE Operations > Live L ogs to confirm the User Authentication.

Identity Services Engine Operations / RADIUS

] Live Logs Live Sessions
T
] Miscenfigured Supplicants Misconfigured Network Devices RADIUS Drops Client Stopped Responding
Ratrosh Strow
] Never w Latest 20 reco..w
£ Reset Ropeat Counts LD Expon Te
Al
Time Status Detalls Repea.. Identity Endpeint ID Endpoint Profile Authentication Polley Authorization Pollcy Authorlzation .. I
= b w Identity Endpaint 10 Endpaint Profile Austhentication Palicy Authorization Palicy Authorization Profl
Nov 30, 2023 04:11:48.437 PM o Fy ] o 00029 I6CEFZ Windows 10-Warkstaticn Defaull »» DUQ Authentication Detfault >» DUD Authorization Rule PermitAccess
Now 30, 2023 04:11:47.201 PM B ) Beb 00:0G:29:36:CF2 Windows 10-Wristation Detault > DUD Authentication Dafault > DUD Authorizstion Rule Permithzcess

4. Click on the Details Authentication Report, verify the Authentication Policy, and Authorization Policy
and Authorization Result. Scroll through the steps on the right. To confirm MFA was successful,
the MultiFactor Authentication is Successful line must be present:

. Steps
Qverview p
Step 1D Description Latency (ms
Event 5200 Authentication succeeded p v ¥ (ms)
11001 Recelved RADIUS Access-Request - example
Usamame bob 11017 RADIUS created a new session - example.com 0
Endpoint 1d 00:0C:29:36:C8:F2 & 15049 Evaluating Policy Group - example 2
15008 Evaluating Service Selection Polic 0
Endpaint Profile Windows10-Workstation g ¥
15041 Evaluating |dentity Pelicy 7
Authentication Policy Default == DUOQ Authentication 15048 Queried PIP = Nor Radius.R Type 4
Authorization Policy Default >> DUQ Authorization Rule 15048 Quaried PIP - Normalised Radius.RadiusFlowType 1
1504 ueried PIP - Normalised Radius.RadlusFlo €
Authorization Result PermitAccoss g o TP o
15048 Queried PIP - Normalised Radius RadiusFlowType ]
15048 Queried PIP - Radius.NAS-Por-Type 0
15013 Selected Identity Source = example 2
Authentication Details
24430 Authenticating user against Active Directory - example 4]
Source Timestamp 2023-11-30 16:11:47.203 24325 Resolving Identity - bob 299
24313 Search for matching accounts at join point - example.com 0
Received Timestamp 2023-11-30 16:11:47.203
24319 Single matching account found in forest - example.com 0
Palicy Server ise332 24318 Mo matching account found In forest - aaa.com 0
Event 5200 Authentication succeaeded 24323 Identity resolution datected single matching account 0
24343 RPC Logon request succeeded - bob@example.com 529
Username bob
24402 User authentication against Active Directory succeeded - 0
Endpoint Id 00:0C:29:36:C8:F2 example
22037 Authentication Passed 1
Calling Station Id 10.151.186.173
15057 Ewvaluating Multi-Factor Authentication Policy 4]
Endpoint Profile Windows10-Warkstation — Queried PIP - Cisco-VPN3000.CVPN3000/ASA/PIXTx- s

Tunnel-Group=-hame

Authentication Identity —
Store dxBmpee © 22075 Multi-Fac on Successful 6740
TSE has not conlimed 1oca Y previous successiul machine

Identity Group Warkstation 24715 authentication for user In Active Directory 0

Live Logs2



Troubleshoot

Debugs to enable on | SE:

Use Case L og Component [Log File Key Log M essages
DuoMfaAuthApiUtils -:::::- Submitted request to
MFA related logs |policy-engine ise-psc.log Duo Client manager
DuoMfaAuthApiUtils --> Duo response
Policy related —— prrt- RadiusMfaPolicyRequestProcessor
logs P management.log |TacacsMfaPolicyRequestProcessor
Authentication MfaAuthenticator::onAuthenticateEvent
related loas runtime-AAA prrt-server.log  |MfaAuthenticator::sendA uthenticateEvent
J MfaA uthenticator::onResponseEval uatePolicyEvent
Duo
Authentication, duo-sync-
ID Sync related service.log

logs




