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This document describes the integration of Cisco License Central On-Prem with Cisco Identity Service
Engine (ISE) and Cisco Smart Account, ensuring a seamless setup.

Prerequisites

Requirements

e |SE3.X
¢ Cisco License Central Version 8 Release 202304 +

Components Used


https://software.cisco.com/clc

|dentity Service Engine 3.2 patch 2

Cisco License Central On Prem 8.20234

Windows Active Directory 2016 (DNS and Certificate Authority services)
VMWare ESXi version 7

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Configure

Network Diagram

ISE Prowy
10.4.23.23 l (optional)

{

Cisco Smart Licensing

CS5M On-Prem
104.2360
cssm.testlab.local

DMNS and CA
10.4.23.39

General topology

Install Cisco License Central On-Prem on VMWARE ESXi

1. Download the Cisco |OS®. Y ou can use the next
link: https://software.cisco.com/downl oad/home/286285506/type/286326948/rel ease/8-202304

2. Upload the ISO in VMWARE ESXi.


https://software.cisco.com/download/home/286285506/type/286326948/release/8-202304

Navigate to Storage > Datastor e Browser.

Help

vimware EsXi’ rootg 104, 23,50 -
T3 Hawigator r | (1 lecathastlecaldomaln - $lorage
= [ Host Datastores | Adaplers Devices Persistent Memory
Mandge
Monitce £ vew datastiore [ Register a Vi
) Virtual Machines [ o Haene ~ DiveType ~ Capacty ~ Provisioned ~ Free ~  Type
I B Sicrage 1| B datastone1 SED BTO.75 GB 1.42 GB BA03IGE VIMFSE

= ] datastorei
Maniter
More storage...
€3 Motworking

Data browser section

3. Click Create Directory to create a new folder (optional).
@Dm- browser
@ @ Refresh

# Upload

.sdd.sf

E datastore1

B [datastore1]

Creation of directory

In this example, the Cisco License Central folder was created:

 Search
»  Thinpiovil.. v Accesa w
Supported Single
1items |
Close



{2 Datastore browser

f Upload [ Delete [= Move [} Copy @2 Create directory | (3 Refresh

E datastore1 ] .sdd.sf
i CSSM

E [datastore1) CSSM/

Close:

Creation of folders

4. Click Upload and then choose your 1SO file.

€ open

= = 1 & » ThsPC » Downloads v O Search Downloads

Organize = Mew fokder

- ki,
N

#* Qu
mr « Today (1)
dc S5M_On-Prem-8-202304
4 Yesterday (9)
B P Earlier this week (17)
C Earlier this year [34) No preview
f Along time ago (25)
fi
5
= Thi
* [T w >
File name: | S5M_On-Prem-8-202304 ~ A files
Concel
Uploading |SO

Now the | SO fileisin the Cisco License Central folder:



ﬁ Datastore browser

¥ Upload Download  [5 Delete | Move [[§ Copy @ Create directory | (@ Refresh

i CSSM

The SO upload is completed

5. Create the Virtual Machine. navigate to Virtual Machine > Create/ Register VM.

vmware ESXi’ rool{E 10.4.23.58 =

{Tﬁcrcale Registes VM) ] & Retresh @ Seasch

)., virtual maching w  Slabus v Used space w  Guest 05 w  Host name ~ HostCPU  ~  Hestimem,,.

& Virtual Machines

~ B Storage ers... = Mo items to display

= [ datastorel
Monitor
More storage...

€3 Hetworking [ 1]

Creating a new VM step 01

6. Choose Create a new virtual machine and click next.



43 New virtual machine

< CECEXIIITND | Select creation type

2 Select a name and guest 0S How would you like to create a Virtual Machine?

3 Select storage

4 Customize settin
Deploy a virtual machine from an OVF or OVA file

5 Ready to c

Register an existing virtual machine

Creating a new VM step 02

7. Then configure the next parameters:

Name: Enter the name of your virtual machine.

Guest OS family: Linux.

Click Next.

This option guides you through crealing a new virtual
machine. You will be able o cuslomize processors, memaory,
network connections, and storage. You will need 1o install a
guest operating system after creation.

Back Finish Cancel

Compatibility: Select either ESXi 6.0 or later or ESXi 6.5 or later.

Guest OSversion: Choose either CentOS 7 (64 bit) or Other 2.6x Linux (64 bit)




91 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

SR Saines cewatic e Select a name and guest OS
2 Select a name and guest 05 Specify a unique name and 05
3 Select storage
4 Customize setting Mame

CSSM TAC

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Identifying the guest operating system here allows the wizard o provide the appropriate defaults for the operating system
installation.

Compatibility ESXi 7.0 U1 virtual machine "
Guest OS family Linux ~
Guest OS version CentOS 7 (64-bit) W

Back | Next Finish Cancel

VM name and 10S

8. Select your Storage and click Next.

191 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

+ 1 Select creation type Select storage

il 2 Select a name and guest 0S Select the storage type and datastore

@ Persistent Memory

Select a datastore for the virtual machine's configuration files and all of it vinual disks,

Sl 3 Select storage

Name ~ | Capacity ~ Free v  Type ~  Thinpro...~ Access
datastore1 870.75GB  B869.33GB  VMFS8 Supported  Single
1items
Back Mext | Finish Cancel

Sorage list

9. Configure the next parameters:

* CPU: 4 asminimum. The actual vCPU setting depends on your scal e requirement



Note: The amount of cores per socket needs to be set to 1 regardless of the number of virtual
sockets selected. For example, a4 vCPU configuration needs to be configured as 4 sockets and 1

core per socket.
~ [d cPU 4 ey
-
Cores per Socket 1 . Sockets: 1

Configuration of Cores

* Memory: 8 GB
» Hard Disk: 200 GB and and verify provisioning is set to Thin Provision.

¥ e Hard disk 1 200 GB
Maximum Size 869.33 GB
Location [datastore1] CSSM TAC Browse...
Disk Provisioning @ Thin provisioned

(O Thick provisioned, lazily zeroed
(O Thick provisioned, eagerly zeroed

Configuration of disk

* Network Adapter: Select E1000 adapter type and select Connect at Power On.

~ MM Network Adapter 1 VM Network ’

Status Connect at power on

Adapter Type E1000e .

Configuration of network settings

e CD/DVD Drive: Choose Data | SO file and select the | SO file.



L Datastore browser

# Upload [ Download [5} Delete [ Move L[5 Copy @ Createdirectory | & Refresh

| sadst @ SSM_onPrem 8.2.. _
©
| vimimages i CSsSM b

SSM_On-Prem-8-2023...
292 GB
Wednesday, July 26, 2...

IO image

Y ou can verify the summary of the settings once you have completed the previous steps.

#41 New virtual machine - CSSM TAC (ESXi 7.0 U1 virtual machine)

¥ 1 Select creation type Customize settings

V' 2 Selecta name and guest 08 Configure the virtual machine hardware and virtual machine additional options

v 3 Select storage

Ad 4 Customize settings
» | crPu

5 Ready to complete 4 v @
» @ Memory [ 8 | GB y
*+ 3 Hard disk 1 [ — | B

. SCS Controller 0 Viviware Paraviriual

SATA Controller 0

USB controller 1 USB 2.0 v
» M Network Adapter 1 WM Network w Connect
*+ % CDIDVD Drive 1 Datastore IS0 file ~ B Connect
» @ Video Card Specify custom settings v

| Back | | Ment Finish Cancel

Summary VM configuration 01

Click Next.

10. Click Finish.



fj‘.| New virtual machine - CS5M TAC (ESXi 7.0 U1 virtual machine)

1 Select creation type Ready to complete
2 Select a name and guest 05

3 Select storage
4 Customize settings

Review your sefings selection before finishing the wizard

L
L4
L
L
v

5 Ready to complete Lz CSSMTAC
Datastore datastore1
Guest OS5 name CentOS 7 (64-bit)
Compatibility ESXi 7.0 U1 virtual machine
vCPUs 4
Memory 8 GB
Network adaplers 1
Metwork adapter 1 network VM Network
Metwork adapter 1 type E1000e
IDE controller 0 IDED
IDE controller 1 IDE1
SCSI controller 0 Viiware Paravirtual
SATA controlier 0 Mew SATA controller
Hard disk 1

Back Next @ Cancel
ML . J

Summary VM configuration 02

Initial Configuration of Cisco License Central On-Prem

1. InVMWARE ESXi, navigateto Virtual Machines and select your VM and then click Power On.

vmware Esxi ooEI0AZI50 = | Help -
f
= [ Hoat
Manage Hh Croato | Regestor Vil @\E i & Retiosh | ¥ Actons @, Search
Wirlual maching v Stalus o«  Used space w  Garst OS5 w Hosl nama w  HMosi CPU w  Host memory
(3] CSSM TAC & Mormal 508 GB ContDS T (64.bi) [ ] 0 MHZ 0 MB
= [ storage [ 1] T . 1hems
= [ datasioned
M e
— CSEM TAC .
Gootst 015 Cent0s 7 [B4-b) i (¥ |
£ Hetworking [ 1] Compsstity Oz
Wiheane Tonss [ wEMcRY
cPUs 4 0B
Memary sce sTomkce
.08 GB

Power on option

2. 'Y ou have multiple options to manage the VM console. Select Console > Open browser console.



. (1 localhost.localdomain - Virtual Machines

¥ Create / Register VM | | & Console | | weron Wy Po

o — & Open browser console

5 CSSM TAC | @ Open console in new window

| I Open console in new tab

Quick filters. ..
| ' Launch remote console

5" Download VMRC

Options to manage the VM

3. Configure your network settings.

Note: It'simportant to configure the | P addr ess of the DNS Server that resolves the Cisco License
Central FQDN.

Cisco SSM On-Prem Installation x

System Settings:
Hostname: I_SBSM-QI'I-PI'EFI"I

Message Of The Day:  UMCLASSIFIED ¥ | Security Profile:  Standard A | FIPS 140-2 Mode:  Enablec~ |

Hardware Settings:
CPU Model: Intel(R) Xeon(R) CPU E5-2699A v4 @ 2.40GHz CPU Threads: 4 Architecture: 64-bit
Total System Memory: 8174636 kB Free Memory: 4330340 kB

Available Disks: sda (200Ghb) Encrypt Drive with LUKS:  Disabled - | Enable USB: Disabled - |

Network Settings:
Network Device: enslgSz ~

IPv4 Configuration IPv6 Configuration
Method: Static v | Method: Disabled * |
Address: 10.4.23.60 Address:
MNetmask: 255.255.248.0 Prefix:
Gateway: 10.4.16.1 Gateway:

Configure DNS: specify more than one with commas

Configuration of CSSM network settings

Help | oK |



Click Ok to configure your new CL | password.

4. Then the install ation process starts and is finished until you can see the access prompt.

@ cssm

138 R R R R iR R R R R R R R R R AR R R R R R R R R R R R R R R R R kR R R R R R R R R R R AR
Authorized access only!? #

f

Disconnect IMMEDIATELY if you are not an authorized usert?? i

All actions Will be monitored and recorded i

(SRR R IR R IRR R R R R R R R R R R R R R R R iR R R AR R RR R iR R AR R R AR R R R AR Rigd i R R R R

35M-On-Prem login: _

5. Open a browser and enter https.//<ip_address Cisco License Central>.

I S 1042360 o
= 1 License Worksnace st e
| | CEnse QrEspace ClSCD
LDQ iﬂ tD a r'l E}{isti ng ACCDU nt :I':;"u.l‘lul:-'l< '\:-'.- i-l. ;:;-.:-‘..n'r':-;:.;.:.:'--':c.-:::...'.: '.:.';l';llr:n:.':'--‘:"..I.l..'-'.r'. ;::-:...I:: :,r.h." -
Use the default credentials:

¢ Username: admin



» Password: CiscoAdmin!2345

6. Select your language.
7. Create anew GUI password.
8. Configure the Host Common Name. (example: hostname.yourdomain).

In this case, the cssm.testlab.local was configured as Host Common Name.

Welcome to Cisco Smart Software Manager On-Prem

1 STEP 2 3 : 4

Host Commen Hame

Froducts that support Sinng 350 Cerd Checlang require the 356 On-Prem's "Host Cormmon Hame® 1o matkch the “destnation™ URL address, For example
»  Products ussng Smart Transpon must use both the "license smart url™ configuration and the “cssm testiab local™ value i the URL siring
= Logacy products using Sman Call Homae must use both tha “destinabon address hitp™ conhguration and the "cssm lestiab local™ value in the URL sinng

If the above URLs do not match expectations, refer to the 55M On-Prem AdminWorkspace -> Secruity Widget to change the Host Common Name to the cormect
value.

Tha option to configure altematvige names (SAN) s available in Admin Conscle under Sacunty -> Carbricalas and can be conliqured after the initial sabug.

cs=m.lasllab. local
eack (I
Host common name configuration

9. Validate your configuration and click Apply.

1 P 2 3 e 4

Review and Confirm

Once you click “Apply”, you will be redinected to the login page where you will nedad to login with your new passwond. Plaase ensune you hive securaly stored your password for
future bogins.

Review and Confirm

Language Selecied: English
Password Resel: Yes
Hast Common Mame: scemitac.clscolac com

= (D

CS3M initial settings completed.



Integrate Cisco License Central On-Prem with Smart Account

Y ou need to associate your Smart Account with your Cisco License Central On Prem Server.

1. Open your Cisco Smart Account using the next link:

https://software.cisco.com/

2. Then choose M anage Licenses under the Cisco License Central section.

Cisco License Central €

A centralized license management platform
that offers a comprehensive view of your
assets and entitlements. Learn more

Access Cisco License Central >

Traditional Licenses

Generate and manage PAK-based and other
device licenses, including demo licenses.

Access LRP >

Manage licenses option

Smart Software Manager

Track and manage your licenses. Convert
traditional licenses to Smart Licenses.

Manage licenses >

Manage Smart Account

Update your profile information and manage
Users.

Manage account >

Download and Upgrade

Download new software or updates to your
current software.

Access downloads >

EA Workspace

Generate and manage licenses purchased
through a Cisco Enterprise Agreement.

Access EA Workspace »

3. Navigate to I nventory and copy the name of your Smart Account name and Virtual Account. In

this guide, thisis Internal TestDemoA ccount67 and AAA MEX TEST.

—  Cisco Software Central

cisco QU@ &

Scheduled Downtime Notification - License Registration Portal (LRP), Manage Smart Account & Account Administration, Plug-N-Play (PnP), Smart Seftware Manager

Cigco Software Central > Smart Software Licensing @ InternalTestDemoAccountBT cisco.com )

5L Product Dedails  Support  Help

Smart Software Licensing

Alerts Inventory Conwvert to Smart Licensing Reports Preferences On-Prem Accounis Activity

Virtual Account: AAA MEX TEST =

General Licenses Product Instances Event Log
Virtual Account
Descriplian; Only for tests

Default Virtual Account: No


https://software.cisco.com/

Software Cisco page

4. Open the Cisco License Central GUI and select the Admin Wor kspace option.

On-Prem License Workspace

Smart Software Manager On-Prem

.

License

Track and sanago Smarn Liconsing

Main CSSM menu.

5. Then select Accounts.

'III'!II' Adimin Work & HeBo, Local Admi
min SPACE B, i
CISCO

S

Administration

Fhasquarsl an Ao

Girl i ACCOUNT 828 YOUT CIQANIEALSN. T ASCELmE MUSL ) BeEnovd By your Syshim
Admiresirater o Sysiem Cpomior Bofone £ can B used

Faquarit Acorss i an Canbeeg Aocour

Sutwmd & requost for 8ocess 10 a0 oaeing local Account. Apgeoval mirs] e granted by o Smean
Ancoun! Adminisieaton for your kocal Accounl

Mlioily tho peoperians of your Accounts and RSS0Ciats cxsting Liser IDs wilh ACcounts

Lag Out



On-Prem Admin Workspace

Smart Software Manager On-Prem

o S

ALCESS5 Setlings
Management

Center

APl Toolkit Synchronization

Metwork Users

Accounts.

6. Select New Account to create a new registration regquest.

Accounts
Account Account Requests Event Log
New Accoint G.; Search by Account Name
Aecount Requested By Cisco Smart Account Cisco Virtual Account Account Status Actions

Mo Records Found

Creation of CSSMI account.

7. Enter the next information:



Account name: Thisisacustom name of the new register.
Cisco Smart Account: Paste your Smart Account name.
Cisco Virtual Account: Paste your Virtual Account name.
Email for notification: Type your email.

Account Registration

Eoianl Harme *

Demo Account

InternalTestDemoAccountsT _cisco.com
i rtual Accound =
Asg MEX TES

fic.abon *

olegomag@cisco.com

Account registration.

Click Submit.

8. Then click Account Requests.

Y ou can see the request done on the previous step in this section.

Account Account Requests Event Log
G_} Search by Account Name
Showing Al 1 Reconds
Cisco Smart Cisco Virtual
Raque::er Email Account Name Account Status REqUES1 Date Actions
Account Account
olegomameisco.com Demao Account IntemnalTestDem... AdA MEX TEST Pending 2023-07-27 09:00:31 Actions

Showing Al 1 Reconds

Account request.

9. Click actions.



Actions ]

Actions

= Approve

Reject

Manual Registration
Actions option.
Y ou have three options:

» Approve: Usethisoption to register the Cisco License Central On-Prem with your Smart Account
through Internet.

* Reect: Drop the request.

* Manual Registration: Use this option to register the Cisco License Central On-Prem with your Smart
Account without Internet.

OPTION 1: Register your Cisco License Central On-Prem through Internet Connection

1. If you choose Approve, you need to enter your username and password of your Cisco Smart Account
and click Submit.

Account Registratiun
Entar 330 Credentials

ategoma@cisco.com

Approve option.

Then click next to accept the account registration.



Account Registration

Reaview Account Requasts

Account Name

Cisco Smart Account
Cisco Virtual Account
Requestor Email
Request Date
Message to Approver

Cancal

Account registration.

Dema Account
InternalTastDemoAccountST cisco.com +
AAAMEX TEST~ | D
olegoma@cisco.com

2023-Jul-27 15:00:31

To confirm the status of the registration, navigate to Account and the Account status must be as active.

Accounts

Account

New Account

Account

DCema Actount

Account status.

Account Requests Event Log

(p

Requested By Cisco Smart Account

olegoma@cisco.com Intemal TestDem. .

Cisco Virtual Account

AAAMEX TEST

(X

Search by Account Name

Showarsg Al 1 Records

Account Status Actions

Actions

Shiowang A 1 Riecords

Now open your Smart Account (https:.//softwar e.cisco.com/). Then select the On-Prem Accounts option to

see the new register.

] - s
cI1SCo Q @ &«

Cisco Software Central

Chco Sofwaie Centrad = Sman Softwars Licensing il indemalTesiDemodccountd? cisco com =

Smart Software Licensing

SL Froduct Detals  Support Help

Aats Imvertory | Correart b3 Sman Licensing Reporns  Preferences  On-Prem Accounts  Actviy

On-Prem Accounts

Saarch by Nama o

Verskan derts Actiang

Product Instances  Last Sync Up Eom Ons Last Syme Do 40 O Synchicnization Due

Pram Peam
0 2023-JukIT 1510:24 2023-Juk-IT 151825 2023-Aug-28 151925 8-207304 Actionsg »

Showarg 1 Fistoed


https://software.cisco.com/

On Prem Account.

OPTION 2: Register your Cisco License Central On-Prem without an Internet Connection

If you choose Manual Registration, click Gener ate Registration File. This creates a Registration

Request that is going to be downloaded to your computer.

Manual Registration

1. Generate an Account Registration File using the button below and save the file to your PC

—
( Generate Regstra@

2. Reqister the Account with your Smart Account on Smart Software Manager
+ Log into Cisco Smart Software Manager

« Mavigate to the "Satellites” section of Smart Software Licensing and click the "New satellite
« When prompled, upload the Account Registration File
« An Account Authorization File will be generated. Download the file to your PC

3. Upload this Account Authorization File below

Browse

Manual registration.

" button

Then open your Smart Account (https://software.cisco.com/) and navigate to On-Prem Accounts.

Click New On-Prem

Cisco Software Central ]

CISCO
Clegn SoMhwaie Central > Sman Software Licensing
Smart Software Licensing
Al s lory Canmvert 10 Smart Licensing Repaits Preferercas Cn=Prém Accounts Aty

On-Prem Accounts

' Naw On-Pram... ' G—i Zparch by Name

Mame Product Instances  Last Sync Up from On- Last Sync Down b On- Synchrontzation Due Version
P Prem

Mo Resods Found

B Intema

Aty

Q

TesiDemoAcco

EL Product Detals

D Major

@ &=

T Cisco.com

Support  Help

Hide Adests


https://software.cisco.com/

Adding new On-Prem.

Then configure the next parameters:

* On-Prem Name: Thisisacustom name of the new register.
* Registration File: Click Choose File and select the Registration Request.
 Virtual Account: Paste your Virtual Account name.

Illl “— row & 1 Dowrloads e (%} Search Doamboads ¥
— Cisco Software Central
Cl Chrganize = Mew folder =- 1 @
..... 1 N .‘| Ty
Hew On-Prem o~ Todwy
Cisco Sofware Contral = Smant SoMwan Eriter 2 name. sekect the On-Prem Reglstration Fiie geng | srmant_satelite registration_request®12 30727yl 2772023 11T AM YML e
wikded ard chooss & virual sceount 15 Sasociate with thi
Smart Software Lice i for you 1o download and use 1o compiete the negistral Yeiterday
Last wiek
* OrPresn MName: Demic? C55M on B .
Aeits | Eventofy | Convert i Sman Earbier this manth
* Registration Fiie: Mo file i i Last rmanth
On-Prem Accounts = irsual Account BbAMEX TEST Earlier this year
Hame Description [}
Misw On-Praer.., > SRS TEST Oty fof beats
Fies namas: =| Al Flos
Mame
Note: Seart Acooun! roles used t fesinct aooes Open Cancel
MBnager web POnal 80 ot S5t IN i 7 PrEm -y —r vy ——
On-Prem adminisimtive applicaton wil be atie o use 1§ 10 manage all Viriual Acoounts.,
o Reconds to Deplay
Ganaraba Authanzation Fie Cancal

Authorization file.

Click Generate Authorization File.

Then, download the Authorization File.

Authorization File Generated

|' %+ The On-Prem Authorization File was successfully generated. Download the file and install it

using the Smart Software Manager On-Prem setup tool.

Download Authorization File Close

Downloading authorization file.

Open the Cisco License Central GUI to upload the Authorization File. Click Browse, choose the file, and
then click Upload.



Manual Registration

1. Generale an Account Regisiration File using the bution below and save the file to your PC

Generate Regisiration File

2. Register the Account with your Smant Account on Smart Software Manager
+ Log into Cisco Smart Software Manager
+ Navigate to the "Sateliites™ section of Smart Software Licensing and click the “New satelite. " button
= When prompted, upload the Account Registration File
« An Account Authorization File will be generated. Downboad the file 1o your PC

3u this Account Authorization File below ‘ c’argar archivos
@ & ~ 1 & » ThisPC » Downloads v O L s

Organize = Mew folder

Marme

I Desktc Today (2)

¥ Downl #
4 Docun #

0 smart-on-prem-authorization_2023-Jul-27 17_59_56.yml
| | smart_satellite_registration_request20230727.yml

Uploading authorization file.

Then navigate to Synchronization and click Actions> Manual Synchronization > Full Synchronization.

e
CISCO

On=Frem Admin Workspace

Smart Software Manager On-Prem

. @ ALcounts Schedukes Evend Log

Arcess Seftngs

Aanagement o T
L Q

. ° D Harma Satelits Hame Lant § afson Deo Aarts Artioan

Accounts Support O OemaAccount Demal CH5M on 22T 1B M2 Aug b 100 Srjtat o ewT i Suse e bl I LEE I

L=y

-

Désabie Schedisbed Synehronzation
o)

&, R
AR Toolat
Mtk Symcnionizaon L

. i Mafiaal Synehronzanon v | staecand Symenronization
= i Ful Synehacaizancn

S Uty

Manual Sync.

Download the Sync request file.



license-sync-request-Sat_20230727-6.yml
Completado — 4.5 KB

Manual Synchronization L

2 Upinad thr ik 0 Smart Soffeans Manager. and ncotad 3 SyNCNEONIEANON rosponte
B2 L Log o Smant Software Marager, and navigate % the Saleltes page

= Ui ther Fiby Synic. . action lsted for

= S e PR

Tilg:

oy Smart 1

3 Upioad Synchroneation response fie o e sabeile

Hingin anthiva selet cionado.

Downloading file Sync.

Maostrar todas las descargas

his satiBte ko upload this synchrongation fie

smart_satellite_registration_request202307 27 yml

! Completado — 1.0 KB

smarl_satellite_registration_request20230727 yml
Completado — 1.0 KB

Open your Smart Account and select On-Prem Account, then look for your Cisco License Central On-

Prem namein thelist, and click Actions> File Sync

Cisco Software Central alialn

CISCO
Clscn Sofware Contal > Sman Software Licensing
Smart Software Licensing
Medts | Imeenlory | Convertio Smari Licensing  Reports  Preferences | OnePrem Accounts || Acthaty

On-Prem Accounts

Q @ &:

Ml ternalTestDemanccountT csco.com =

5L Product Detals  Support Help

Mew On-Pram... [ Feareh &y Mame o,
Name Produdt instances  Last Sync Up from On- Last Sync Down 1o On- Synchronization Due Viersion Alpits Actions
Bri Pram
Deme2 CSEM on Prem o 8202304 Actions =
File Sync...

Uploading file Sync.

Then upload the Sync request file, and click Gener ate Response File.




Synchronize On-Prem @

Upload the synchronization file generated by the Smart Software Manager On-Frem and click generate
response file,

* Synchronization File: Choose File (Jicense-zyn...30727-6.yml

Generate Response File Cancel

? Open

X
« o S "T" é » Dowdloads ot ] Search Downloads 0
Organize * Mew folder =- 0 0
i I Marme

NZ 1

B license-sync-request-Sat_20230727-6.yml

> ~ Today

i

Generate a responsefile.

Then click Download Synch Response File

Chaco Saltware Central = Smart Software Licensing

Smart Software Licensing

il inemalTestDemoaAccounss T, cisco.com +
S Product Detalls  Swuppoit  Help

Alerts Inveniary Convert o Smart Licensing Reports Prederences On:Prem Accounts Auctpiity

On-Prem Accounts

Hew On-Frem.,, ﬂ-r Swarch by Name a,
Nama Product instances  Last Sync Up from On- Last Sync Down to On- Syncheonization Due Version Aleris Actions
Prem Piem
DemoZ CSSM on Prém 0 203 Ju27 18:41:40 2023 Jul-27 18:358:20 S02-Aug-26 18:41:40 B-202%04 Dowmicad Synch File Actions =
Showang 1 Risoord

Syncfile.

And finally, upload the Synch Response Filein the Cisco License Central on Premise.



Manual Synchronization

1. Dowmibodd (he Sxiemle Synchronizalon dala Se 1o your PG
Dommioad File:

2. Upload Bhe e 1o Smarl Software Manager, and recemg 3 synchronzalion response
B o Log into Smart Softeane Manager, and navigate 1o the Sabelites page

» Ui thir Fike Sync. . action Esied for this sabelie 1o upload this synchronization kg
* Save the synchronizabon response fik g by Smart A

4 ¥ » This PC » Downloads »

MNew folder

Mame

J o Today 5)
[ smart-on-prem-sync-file_2023-hil-27 18_45 03.ym
[ license-syne-request-Sat_20230727-6.ymi
[ srnart-on-prem-authorization_2023-Jul-27 17_59_56.ymi
[ smart_satellite_registration_request20230727 .yl

Sync completed.

I ntegrate Cisco License Central On-Prem with | SE.

1. Open the Cisco License Central GUI and select Admin Wor kspace.

On-Prem License Workspace ! ::II.!': ::Ic:' Admin Workspace | & Hoso, Local Admin  Log Out

Smart Software Manager On-Prem

a 1%

License o
Administration

Srrari Licensing

Tunek and o1 Simar] L - Rogquast an Account
Gaptl an Account for youe ofganizabon. Tha Account mus! e appeowvesd by your System
Adminesiiaied of Systom Opovales bolons & can by used
Risquirsd Acooss bo e Exrbng Accous]
Sulbimdl & Nigueds! fof BCCess B an aoslng kcal Account. Appronal must bo granted by & Saar
ACCOUNE ASmEnisirmion 808 your keoal Acooun
Asnagn Al oink

Modity By pOperties. of your ACCounts and Associats aosting Use I0s with Accounts.

Main CSSM menu.

2. Navigate to Security > Certificates > Generate CSR.

S




Note: It'simportant to have the hosthame + domain configured on the Host Common Name
because | SE uses this parameter in order to establish a connection with the Cisco License Central.
You can use an | P address instead of the hosthame + domain, however the recommendation isto
use the hostname + domain

Note: The next steps describe the procedure to install the GUI certificate in the Cisco License
Central. If you want to protect the management connection to your GUI Cisco License Centra by
using a certificate signed by your personal Certification Authority (CA) you need to check the
next steps. Otherwise, check directly the step 9.

ificate

cssm.testiab local

Subject Altermative Name

NOTE: The Hast Common Mame is typically composed of Host + Domain Namea{FQDN) and will look like “www.yoursite com” or “yoursite.com”. The SSL Server
Cerificate used for product communications is specific to the Commeon Name that has been issued at the Host. Therefore, the Common Name must match the Web
address you will use to configure the Cisco Product when connecting to SSM On-Prem. The Common name is a part of the Subject Alternatve Mame by default. if you
change the Common Name or add Subject Alternative Mame, you must resynchronize your Local Account in order for Cisco to issue a naw product certificate(TG cart).

Browser Certificate

Acdd | Generate CSR

localhost

n ) ; EXPRATION DATE: 2025-JUL-18
(Defaull Certficate)
CA Cerlificales
Add
Description Subject Expires On Created Actions
No Records Found
o

CSR option.

3. Then enter your personal information. Be aware the Subject Alternative Name s created
automatically by using the same value as the Common Name. The CSR is downloaded automatically
after clicking Gener ate.



Generate CSR

Common Hame

cssm. testiab local

Crgan@ational Unit

Testiab

Coumiry

Mexico -

HateFrovince

Mexico City

City/L o alty

Melico City

Crganizabion

SEC AsA

Ky Sipe

2048 -

Subpect Alernates Name

cssm.testiab. local

CSR details.

4. Sign the CSR:

5. Upload theroot CA certificate.

Browser Certificate

Add Generate CSR
localhost o
a (Default Certificate) < B = |certs
n Home Share Wiew
GRiGaTincalas * T » This PC » Desktop » certs L
Add =
— b
i . . .
Description Sul 4 -1 -1
i C35M cer Root CA
L]




Uploading Root CA.

Click Proceed.

Please note that if yvou are uploading LDAP Server Certificate, it is mandatory to
reboot your SSM On-Prem server for the cerificate to take effect and thus allowing
secure communication with the server.
Below are the commands for non-HA(standalone) deployments:

1. Execute "reboot” command in Onprem-console

ssh admin@<IP>

anprem-console

reboot
For HA deployments

1. Execute reboot command on active node in onprem-console. After failover, ensure
that DB replication has started. If you wish to restore the previous active node, execute

another reboot, after verifying replication has started.

The active node is the node that is serving the virtual IP of the cluster.

Proceed option.

6. Enter a description and choose the r oot certificate and click Ok.

Upload Certificate

* Description; CA root

* Certificate: Seleccionar archive | Root CA.car

-

Description root CA.

7. Upload the CSR signed by the CA (Cisco License Central | dentity Certificate).



Browser Certificate

lhost

|
E (Default Certificate)

CA Certificates

Add

Description

RootCa

Uploading CSSM Identity Cert.

Add Genarate CSR
_

v = | certs

“ Hoame Share

Subject

IDC=com/DC=ciscolac/CN=ci:

& s
-~
*
i =
LSS oor

-
2 items
Expiras Qn

2028=-Jul-24 00:26:34

View

o Dosktop » oens

Created

20 F=Jul=30 19:41:06

Actions

Achions

Note: NOTE: In our case, the I ntermediate certificate does not exist in our CA. However, if you
use an intermediate certificate in your architecture, the intermediate certificate is mandatory.

8. Then, confirm that both certificates have been installed.

Browser Certificate

Add Generate CSR

| ﬂ cssm.testlab.local

CA Certificates

Add

Description

Certificates validation.

Subject

fDC=local/DU=testlab/CN=tez 2025 Apr-14 22:57:20

Expires On

Created

2024-Jul-16 21:18:52

EXPIRATION DATE: 2025-JUL-16

AcliGns

9. Create atoken on Cisco License Central On-Prem: Select licensing Wor kspace.

Actions

b



In=Prem Admin Woarkspace

Smart Software Manager On-Prem

Angaas Bk Suppart
Management Conilor
Aooounts Soourity Synciwonization

@D i

AP Toolke Soltings Usems

Workspace page.

10. navigate to Smart Licensing.

On-Prem License Workspace

Smart Software Manager On-Prem

&

License

Smart Licensing
Track and marags Sman Liconsing

CSSM Smart licensing page

e v
Icensing Workspace o
CI5CO

Systam Haalth

o0
Q Yiou! SR o Wl

v Hafie EEMLOn-Priam
Vs B 02 MH

Liptirne 3 ey

Resourcs Mondlor Pecentags
ora

AAM

[ ET

il - 8 gMia 3T HBS

Rpcan! Alsls

sl Jlal]ls
I I Adrman Workapace ‘ Hella, Local Admin Leg Out

CIsCO

O

Administration

Riquas! an Actour
Gal an Account kar your organizabion. Tha Assount mus! bo approved by your Syshem

Administrator or System Operator before il can be used.
Fisqusd! ALSHES 10 an ExXEtng Account
Submit 2 nequeest for 60085 10 an axisting local Accourt. Approval must be grarted by 2 Sman

Acoourm Administrator for your local Accounl.

11. Look for your Local Virtual Account, then click New Token and click Proceed.



Smart Licensing

Alerts Invantory GConverl to Smart Licensing Reports Proferences Activity

Local Virtual Account:  Default

Ganaral Licngas Product Instances SL Using Policy Event Log

Local Virtual Account

Descriplicn This is the defawlt virtual account created during company account creation,

Defaull Losal Virtual Acsount: Yes

Product Instance Registration Tokens

The regisiration lokens bolow can b used io register now product instances o fhis Local Virtual Account, For products thad support Smart Transpor, you must configure the Tllcense smart url™ on the:
product o use the Sman Transpor Registration URL. For prodwcts that support Smart Licensing Using Policy thal use cslu as transport, you must configure the “Hcense smarl ransport cslu” to use tha

CELU Transport URL.  For legacy products that still use Smart Call Home, you mus! confiquee the “destination address hifp™ on the product 1o use the  Smart Call Home Registrasion URL. The
recommended method iz Sman Transpodt. Pliease consull your Products Configuration Guide for salting the destination LRL value.

Mew Token...

New token option.

12. Select Create Token and copy it.

Create Registration Token

This dialog will generate the token required to register your product instances with your Account .

Local Virtual Account Dafault
Description
Expire After 30 Days

Enter a value befween 1 and 9939, but Cisco recommends @ maximum of 30 days

Max. Mumber of Uses

The token will be expired whan either the expiration or the maximum uses is reached.

Allow export.controlled functionality on the products registered with this token @

Create Token Cancel |

Creation of new token.




Registration Token

Token details.

13. Open the | SE GUI and navigate to Administration > Systems > Licensing, then click Registration
details, select the Cisco License Central On-Prem server Host method, and paste the token.

License Type

Choose Registration Details to acquire pre-purchased license entitlements. Choose Permanent License
Reservation 1o enable all Cisco ISE licenses. Enter the required details 1o enable Cisco ISE licenses. When
you click Register, you agree to the terms and conditions detailed in Smart Licensing Resources.

® Smart Licensing Registration

O Permanent License Reservation
0 Specific License Reservation
' Registration Details

When you register Cisco ISE in the Cisco Smart Software Manager portal, a unique 1D called the Registration
Token is displayad in the portal. Copy the registration token displayed in the CSSM portal and paste it here.

Registration Token

NmMNjYWM2NTAINTUyOS00ZDdmLThhYWU

Registration of licenses.

14. Enter the Cisco License Central On-Prem FQDN on Cisco License Central On-Prem server Host
and click Register.



CSSM configuration ISE configuration

Security %]

SSM On-Prem server -

CSSM and | SE settings.

S

Note: It'simportant to have the hosthame + domain configured on the Host Common Name
because | SE uses this parameter in order to establish a connection with the Cisco License Central.
You can use an | P address instead of the hostname + domain, however the recommendation isto
use the hostname + domain

15. And finaly, the registration has been completed.

o Server Response

Smart Licensing registered successfully

Registration completed.

Create certificates from Windows CA.

If you are the administrator of the Certificate Authority, you must do the next:

1. Open aweb browser and navigate to http://|ocalhost/certsrv/
2. Click Request a certificate.



http://localhost/certsrv/

« > G (D Iocalhost/certsry

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you
communicale with over the Web, sign and encrypl messages, and, depending upon the lype of certificate you request, perform other securily lasks,

You can aleo use this Web site to download a certificate authonity (CA) certificate, cerlificate chain, or certificate revocation list (CRL), or to view Ihe status of a pending

request.

For more information about Active Directory Certificate Services, see Active Directory

QUESE A CRMT-AE
View the status of a pending certificate request
Dawnload a CA cerdificate, cerdificate chain, or CRL

Request certificate.

3. Click advanced certificate request.

Microsaoft Active Directory Certificate - ciscolac-ca

Request a Certificate

Select the certificate type:
Weh Browser Cerificate
E-Mail Protection Cerfificate

Or, submit ar] advanced certificate request.

Advanced certificate request.

4. Open the CSR generated previously. Then copy the information and pasteit in Saved request.

----- BEGIN CERTIFICATE REQUEST-----
MIICSJCCARCANAT ZEAMBAGATUE Amllc ZHIBXRNYYS aXNIbARRYYEf b2OxE fAU
BEvBALMINpe 2hvIFNSe IR 1Ml ZAT BENVEAYT Ak 1 YHECwYTVOQIDARDRELY
HREWF ZYDVODHDAD TEnN1 cmd LonR 1B TR I ¥ EDAOBENVEAGMBBFBOSBTRUMWEEE L
MABGL 5965 T 3D0EBAQUASSTBDWAREZE KA TRAQCYQUBF RS BOTONY SOMI 1y #O4AZ
DZhHaBGEDS 1 gPOMaxEbNFGgDnvcewEqEY LynunuFShi/ fTuZ JoY fweSsYFAJOPSY
11XdrWSGkD/ TBrwdsXhnel«k 1FyjSziveEFdBz 140wy Gl X TuEu+ JIEYF J1ENFT
1tU2geSaMFEE /HEXbXDLFbiFRVE+ISERALESrEVELiloc VI8 Induc TALBYCighrs
W AT eddMyvebi S S iwwi RBGEUOL + FaDuknAnUSEHRVHERK ZXFCmEfuBF 2 T+vYeTf
Knk 2+ 2dmoHt iRTW/ cOQAm2 1 28p T CasNEC DT kWGl G FufmgOhk alod S+ebadagHi
AGEMT Al gk gk d GO0 T ZARMBRGA LA EQRYHE aTFHN Y2 1RYRMUY 21TV 198
Y 29 tMABGL 5065 TR ID0EBOWUAAS TBAQALT + 3qRrOvHPEAT ok KN HOBRES 106 R
fdq+ICEISEPEARINPOBHVPLL MVIHSYeB]qS gogdcd bt/ VT gR51ANIQRNFFug
HGdPwBUk PR ydy s EBERUGEF yHN AWt NGRTwE Az I9UPToLAVP+LNR 7 2Ue Shab54Im
chTEXRGNK JwnSHdehiz 5 /BYCEd 1OCDIuL OMeRT4AGaFkiihs 2 3Wul as AYyqEyqhifr
HxuS 35akMLEHUE T PEMo s GOHAT v S Dubke / / § Sy aliyhr T § Ak vy Dz pUSR
i re T FGHE S FASULMAX QB+ TCq Lalk TobEa i Uy I Th+hLC BB AR+ D1

----- EMD CERTIFICATE REQUEST===-=

Submit certificate.

[ Microsoft Acthve Directory Certit. % | +

= O @ localhosticertsryfcertragxtasp & Y2 @ & -

Submit a Certificate Request or Renewal Request

To submil a saved request to the CA, paste a base-84-encoded CMC or PKCS #10
certificate request or PKCS 87 renewal request generated by an external sounce (such
as a Web server) in the Saved Request box.

Saved Request:

Knkl*b—‘.ﬂnﬂtiﬁZ:_-’cEQ-II!!be'.‘E.!NBED‘hMC -
MGG AwBigioghk i GwaBCMxT ZAhMEBEALL

B Bd.arcode] THUT TITHABGE S00S TDROGERCWUALS TRAGRIF+ 1
cortficaln teques] 20+ TCEIEEPEROIRECEHVPLL HVIHS yeBIasEead

(MG o HEdPwEukPHKCydys SEERUGEFyHHaktiGeTwEAZ IS
PHCS @10 o | COTKANGNK dwnSidenzs/ BYEpdlCCOTULOMSRTIAN
PHCE #7) i FRkMLEHu e T T Mo s d0WR T v L BB Dubme/ /L

PR T FGHC S FESULB K8+ TCq L ALK TobBa E LY
====--EMD CERTIFICATE REQUEST----- &

' b

Additional Attributes:

Alfritaitis




After clicking Submit the certificate is downloaded automatically.

5. Now download the CA certificate root. navigate back to http://localhost/certsrv/ and select Download
a CA Certificate, Certificate Chain, or CRL.

Welcome

Use this Web site to reques! a cerlilicate for your Web browser, e-mail client, or olher program. By using a certificale, you ean verily your identily 1o people you communicate with
aver the Web, sign and encrypl messages, and, depending upon the lype of centificate you request, perorm olher securily tasks.

You can also use this Web site to download a cerlificate authority (CA) certificate, certificate chain, or cerlificale revocation list (CRL), or to view the status of a pending request.

For more information about Active Directory Certificate Services, see Active Directory Cerificate Services Documentation.

Select a task:
Request a cerlificate

Wiew thi slatus of a panding cenificale request
| Download a CA certificate, cerificale chain, or CRL |

Download root CA.

6. Download the CA certificate by using the encoding method as Base64.

Microsoft Active Directory Cerlificate Senices — ciscotac-ca

Download a CA Certiflcate, Certificate Chain, or CRL

To trust certificates issued from this cedification authority, install this CA ceddificate chain,
To download a CA certificate, certificate chain, or CRL, select the cerificate and encoding method.

CA certificate:

Current [ciscotac-cal

Encoding method:

|@ Base 64 |

Download CA cerdificate
Download CA cerliicate chain
Download |atest base CRL

Base 64 option.

Add DNS recordson Windows Server

If you are the administrator, add the | SE and Cisco License Central FQDNSs.

1. Open the DNS Manager: Type “DNS’ on the Windows finder and open the DNS app.


http://localhost/certsrv/

DNSoption.

2. Navigate to Forward L ookup Zones > And choose your domain.

2 DNS Manager
File Action

= HMm =

2 DNs

v B WIN-2UQRQOIVHTS
v || Forward Lookup Zones
msdcs.testlablocal

View Help

=
3

. testlab.local
| Reverse Lookup Zones
| Trust Points

| Conditional Forwarders

i E
Mame

,-]_msd s

:_sltes

tp

—_udp

j DomainDnsZones

j ForestDnsZones
E—l{sa me as parent folder)
E-l{sa me as parent folder)
E-l{sa me as parent folder)
[ lasc-ise32p3-1200

E—I frme

E-lwin-zuqrqohrh?S

Type

Start of Authority (SOA)
Mame Server (NS)

Host (A)

Host (A)

Host (A)

Hast (A)

Data

[207], wain-2ugqrgoivh75tes..
win-2ugrgo1vh7Stestlabl..

1042339
1042321
1042361
1042339

Timestamp

static
static
TA6/2024 100000 AM
static
static
static



DNS manager.

3. Right-click on a black space over the screen and select New Host (A or AAAA).

Update Server Data File
Reload

| New Host (A or AAAA). |
MNew Alias (CNAME]
Mew Mail Exchanger (MX)..

Mew Domain...

Mew Delegation...
Other New Records_
DNSSEC

All Tasks ¥

Refresh

Export List..
View &

Arrange lcons
Line up lcons

Properties

Help

Adding record.

4. Configure the record DNS as the next:

+ Name: It means the name of the host.
* ThelP Address of the device.

Click Add Host.



Mew Host x

Name (uses parent domain name if blank):
£s5m

Fully qualified domain name (FQDN):
cssm.testiab local,

IP address:
10.4.23.60|

[ Create associated pointer (PTR) record

[ ] Allow any authenticated user to update DNS records with the
Same owner name

Add Host Cancel

Record settings.

Troubleshoot

Host/IP Addressisnot reachable. (Error on | SE)

Error

Host/IP Address is not reachable.

Reachableerror.

Solution 1: Check and fix the DNS configuration in the | SE node.



1. Open the ISE CLI and type nslookup <Cisco License Central FQDN>.

On the next example, we can see that cssm.testlab.local wasn’t resolved from the ISE node.

The correct resolution would be:

Action Plan:

1. Check the DNS configuration topic on this document.
2. Enter the show running-config command on the ISE CLI in order to check the “ip name-server”.
The“ip name-server” needsto match with the IP address of the DNS Server.

Solution 2: Open the Cisco License Central GUI to confirm that the Host Common Name and Br owser
Certificate are the same as Cisco License Central On-Prem server Host parameter on the | SE side.

Wrong scenario:

BB == e fletn nreedsf = ne
- & ) i |

Security (x]

S5M On-Prem server




CSSM resolution and | SE setting are incorrect.

Correct scenario:

CSSM configuration ISE configuration

Cannesticn Mathad

S3M On-Pram server -

Product Certificate

. o e e

CHIM ISR lo2hl

Mote: Cizco Support Disgnostics will not work with S5M On-Prem server registration

Ties B Essential B Acvaniage B Premier B Device Admin
NOTE: The Hess Commen Name ks frpically composed of Host » Domain Hame(FO0N) and will ook b “srew oursie com’ o “yoursite.con’, The 554 Server Corficate
et Fiof TSSLACY COMITASTCATONS IS S60HC 8o 1 COmTon Name that has bisen issised 3¢ thi Host. Thenssore, S Comman Nams must match e Web adsness jou .

Vietual Appilianco ISE WM Licen
il 5 O T e PIOSUE Whien E0Aecing 55 S50 Cn-Prem. The Comemon faema i 2 5art of T Scpct Aemacive Kaem by defind. Byt change T sl Appdlar L
COMITIoN Marmeof add Subect ANBMatt e Narms, You USE MSYNCHTONS your Locl AGSoUNt I order Tor CISCo T 5558 & new producs CHRcane{TG cer).

This anablos the ISE features For 1ho purchased licenses o bo tracked by Gisco Smart Licensing,
Browser Certificate

hdd Cermate C5R

:
a cssm.iestiab local CORATNETE ML e m

CSSM resolution and | SE setting are correct.

Action Plan: See®ISE and Cisco License Central configuration” in this guide for more information.

By clicking Register you will agnee to the TermeRConditions. You can download TermskConditions on Sman Licensing Resouwces.

SSO service: Unableto reach Cisco. (Error on Cisco License Central On-Prem)

Account Registration
Entar S50 Credentials

S30 service: Unable to reach Cisco.
otegomal@icisco.com

Account registration failed.

Solution: Check your connectivity to the Internet.



Action Plan:

1. If you need a proxy to get access to the Internet, navigate to Networ k > Proxy and enable the Use A
Proxy Server option and click Apply.

_ | N
On-Prem Admin Workspace CISCO

Smart Software Manager OH-E!EE

Accass Mabwaork Support Manual Proxy Setup
Management Center Your network might requirg a HTTP Proxy for communication to Cis

sUre Droxy sallings ane corect prior 1o apolying, &8 ines
may result in loss of communication with the system
Use A Proxy Server

Accounis Security Synchronization -
‘ n

L sanver you want to connect to. When entering the URL, use the prefix
m ' http: or hitps:f 1o securely connect. In the avent a prel 5 ol
spacifiad, (he dafaull prolocol will be HTTPS. Contact your firm's IT
&

AP Toolkit Setings Users parsonnel if you don't know the IP address and port number of the proowy

hittp:i10.31.104.78 Jze

Proxy configuration.

The Common Namein the CSR isnot a DNS-resolvable hostname or | P address, please
try again. (Error on Cisco License Central On-Prem)

Generate CSR

The Comman Mame in the CSR is not a DNS resolvable hostname or IP address, please try
again,

CSRerror.
Solution: Check and fix the DNS resolution on the Cisco License Central Server.

1. Open the Cisco License Central CL1 and type nslookup <Cisco License Central_FQDN>.



On the next example, we can see that cssm.testlab.local was not resolved from the Cisco License
Central Server.

The correct output would be the next:

Action Plan:

Check the DNS configurations on the Cisco License Central On-Prem.

1. navigate to Network > General > DNS Setting.

The Primary or Alternate DNS needs to be the same asthe | P addr ess of the DNS Server.



Smart Software Manager On-Prem

e < General Network Interface FProxy ?
Accass MNetwork Support
PP General
Managament Center

Ent . oy 4y -3 1 NS o e ool ol fatoniras inf g o A
Enter the server name, DNS server and default gateway information.

E Satellite Name: SSM-On-Prem

Accounts Security Synchronization Default Gateway Settings:
IPva IPvE
i L
API Toolkit Settings Users DNS Settings:

10.4.23.38

Allernate DNS

=

DNS settings.



