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Introduction

This document describes the configuration steps required to integrate a Cisco FireSIGHT
Management Center (FMC) or Firepower Managed Device with Cisco Secure Access Control
System 5.x (ACS) for Remote Authentication Dial In User Service (RADIUS) user authentication.

Prerequisites

Requirements
Cisco recommends that you have knowledge of these topics:

- FireSIGHT System and Managed Device initial configuration via GUI and/or shell
- Configuring authentication and authorization policies on ACS 5.x
- Basic RADIUS knowledge

Components Used
The information in this document is based on these software and hardware versions:

. Cisco Secure Access Control
- Cisco FireSight Manager Center 5.4.1

Above versions are the latest versions available currently. The feature is supported on all ACS 5.x
versions and FMC 5.x versions.

The information in this document was created from the devices in a specific lab environment. All of
the devices used in this document started with a cleared (default) configuration. If your network is



live, make sure that you understand the potential impact of any command.

Configuration

ACS 5.x configuration

Configuring Network Devices and Network Device Groups

- From the ACS GUI, navigate to Network Device Group, click on Device Type and create a
Device Group. In the example screenshot that follows, the Device Type FireSight has been
configured. This Device Type will be referenced in the authorization policy rule definition in a
later step. Click Save.

751 Network Resources

Device Group - General

« Name: FireSight |
Device Type Description: | |
z Parent: All Device Types ' Select |

# = Required fields

- From the ACS GUI, navigate to Network Device Group, click on Netwokand add a device.
Provide a descriptive name and device IP address. The FireSIGHT Management Center is
defined in the example below.

@ My W
73 Network Resources

# Name: FireSight 1t Center

Description: ‘
i : Network Device Groups
B e Clen Location All Locations Select
Device Type All Device Types:FireSight Select
IP Address Authentication Options

> TACACS+ [ |

o Single IP Address O IP Subnets O IP Range(s) - RADIUS

2% IP: ‘10.150.176.224 Shared Secret:
##

Show
CoA port: 1700

' Enable KeyWrap
Key Encryption Key:

Message Authenticator
Code Key:

Key Input Format
ASCIl - HEXADECIMAL

# = Required fields

| Submit ||| Cancel |



- In the Network Device Groups, configure Device Type same as device group created in the

step above.

- Check the box next to Authentication Options, select RADIUS check box and enter the
Shared secret key that will be used for this NAD. Note the same shared secret key will be
used again later when configuring the RADIUS server on the FireSIGHT Management
Center. To review the plain text key value, click the Show button. Click Submit.

Repeat the above steps for all FireSIGHT Management Centers and Managed Devices that
will require RADIUS user authentication/authorization for GUI and/or shell access.

Adding an Idenity Group in ACS

- Navigate to Users and Identity Stores, configure Identity Group. In this example, the
identity group created is "FireSight Administrator”. This group will be linked to the
authorization profile defined in the steps below.

R
» &3 My Workspace

» 153 Network Resources
|" &

+ Internal Identity Stores
Users
Hosts
+ External Identity Stores
LDAP
Active Directory
RSA SecurlD Token Servers
RADIUS |dentity Servers
Certificate Authorities
Certificate Authentication Profile
Identity Store Sequences

» € Policy Elements
» [ Access Policies
> Monitoring and Reports

» &2 System Administration

Adding a Local User to ACS

Users and Identity Stores > |dentity Groups > Edit: "ldentityGroup:All Groups:FireSight Administrator"

General
+ Name: FireSight Administrator
Description:
s Parent: All Groups Select

% = Required fields

- Navigate to Users and Identity Stores, configure Users in Internal section. Enter requried
information for Local User creation, select the Identity Group created in above step and

click Submit.

Usors and denty Soros > It dntty Stres > Users > EGl st




Configuring ACS Policy

- In the ACS GUI, navigate to Policy Elements > Authorization and Permissions > Network
Access > Authorization Profiles. Create a new authorization profile with a descriptive
name. In the example below, policy created is FireSight Administrator.

General = Common Tasks = RADIUS Attributes

# Name: |FireSight Administrator ‘

2y Policy Elements

Description: | \

# = Required fields

Authorization Profiles

- In the RADIUS attributes tab, add manual attribute for authorizing the Identity Group created
above and Click Submit

ineneialebGonioasiatiinl RADIUS Attributes
Common Tasks Attributes
3 Policy Elements Attribute Type VElE
Authorization Profiles
Manually Entered
Attribute Type Value
Class String Groups:FireSight Administrator
. AddA | EditV = Replace A Delete
Dictionary Type: | RADIUS-IETF
# RADIUS Attribute:  Class | Select |
#¢ Aftribute Type: String
Attribute Value: | Static
£ ‘Grou ps:FireSight Administrator ‘

# = Required fields

- Navigate to Access Policies > Access Services > Default Network Access >
Authorization and configure a new authorization policy for the FireSight Management

Center administration sessions. The example below uses the NDG:Device Type & ldentity
Group condition to match the device type and identity group configured in the above steps.



- This policy is then associated with the FireSight Administrator authorization profile configured
above as a Result. Click Submit.

» @ My Workspace Access Policies > Access Services > Default Network Access > Authorization

» (153 Network Resources
Standard Policy| Exception Policy

» @B Users and Identity Stores

Network A Authorization Policy

» G Policy Elements

3 Filter: ~Status k4 Match if: Equals &) Enabled Bd ClearFiter Go w
v

5 Conditions Results |
v Access Services Status Name ) . L Hit Count
21 Service Selection Rules NDG:Device Type Identity Group Authorization Profiles
» O Default Device Admin 1 (2] Rule-1  in All Device Types:FireSight  in All Groups:FireSight Administrator ~ FireSight Administrator 7
+ (O Default Network Access
Identity

» Max User Session Policy
Max Session User Settings
Max Session Group Settings

» Max Login Failed Attempts Policy
Max Login Failed Attempts Group Setij

» Monitoring and Reports

» &2 System Administration

FireSight Management Center Configuration
FireSight Manager System Policy Configuration

- Login to the FireSIGHT MC and navigate to System > Local > User Management. Click on
the External Authentication tab. Click the + Create Authentication Object button to add a
new RADIUS server for user authentication/authorization.

- Select RADIUS for the Authentication Method. Enter a descriptive name for the RADIUS
server. Enter the Host Name/IP Address and RADIUS Secret Key. The secret key should
match the key previously configured on ACS. Optionally enter a backup ACS server Host
Name/IP address if one exists.

Overview Analysis Policies Devices Objects | AMP UNTSON System

Local » User Management Updates Licenses Mor

Users User Roles External Authentication

External Authentication Object
Authentication Method RADIUS E
Name * ACS

Description

Primary Server

Host Name/IP Address * 172.18.75.172 ex. IP or hostname
Port * 1812
RADIUS SecretKey ~ |esses

Backup Server (Optional)
Host Name/IP Address ex. IP or hostname
Port 1812

RADIUS Secret Key

- Under the RADIUS-Specific Parameters section, in this example, the
Class=Groups:FireSight Administrator value is mapped to the FireSight Administrator group.

This is the value that ACS returns as part of the ACCESS-ACCEPT. Click Save to save the
configuration or proceed to the Verify section below to test authentication with ACS.

RADIUS-Specific Parameters
Timeout (Seconds) 30

Retries 3

Class=Groups:FireSight
Administrator Administrator



- Under Shell Access Filter, enter a comma separated list of users to restrict shel/SSH
sessions.

Shell Access Filter

Administrator Shell Access  |userl, user2, user3
User List

Enable External Authentication

Finally, complete these steps in order to enable external authentication on the FMC:

1. Navigate to System > Local > System Policy.

2. Select External Authentication on the left panel.

3. Change the Status to Enabled (disabled by default).

4. Enable the added ACS RADIUS server.

5. Save the policy and reapply the policy on the appliance.

Verification

- To test user authentication against ACS, scroll down to the Additional Test Parameters
section and enter a username and password for the ACS user. Click Test. A successful test
will result in a green Success: Test Complete message at the top of the browser window.

Adaditional Test Parameters

User Name test
Password BEREEEEE
& Success »*

Test Complete.

- To view the results of the test authentication, go to the Test Output section and click the
black arrow next to Show Details. In the example screenshot below, note the "radiusauth -
response: |Class=Groups:FireSight Administrator|" value received from ACS. This should
match the Class value associated with the local FireSight group configured on the FireSIGHT
MC above. Click Save.

Test Output
Show Details v

check_auth_radius: szUser: test

RADIUS config file: /var/tmp/_bcEn4h_wF/radiusclient_0.conf

radiusauth - response: |User-Name=test|

radiusauth - response: |Class=Groups:FireSight Administrator|

radiusauth - response: |Class=CACS : IEEEEE-acs/229310634/47|

"test" RADIUS Authentication OK

check_is_radius_member attrib match found: |Class=Groups:FireSight Administrator| - |Class=Groups:FireSight Administrator| ****xix
role_bee2eb18-e129-11df-a04a-42c66f0a3b36:

User Test

*Required Field

Save Test Cancel


http://www.cisco.com/c/dam/en/us/support/docs/security/firesight-management-center/118541-configure-firesight-13.png

