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| ntroduction

This document describes various packet capture analysis techniques that aim to effectively troubleshoot
network issues.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

Firepower platform architecture
NGFW logs
NGFW packet-tracer

Additionally, before you start to analyze packet capturesit is highly advisable to meet these requirements:

Know the protocol operation - Do not start to check a packet capture if you do not understand how
the captured protocol operates.
Know the topology - Y ou must know the transit devices end-to-end. If thisis not possible, you must
at least know the upstream and downstream devices.
Know the appliance - Y ou must know how your device handles packets, what are the involved
interfaces (ingress/egress), what is the device architecture, and what are the various capture points.
Know the configuration - Y ou must know how a packet flow is supposed to be handled by the
devicein terms of:

- Routing/Egress Interface

- Policies applied

- Network Address Tranglation (NAT)
Know the available tools - Along with the captures, it is recommended to be ready to apply other
tools and techniques (like logging and tracers) and if needed, correlate them with the captured packets.

Components Used



The information in this document is based on these software and hardware versions:

* Most of the scenarios are based on FP4140 running FTD software 6.5.x.
e FMC running software 6.5.x.

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nfor mation

Packet capture is one of the most overlooked troubleshoot tools available today. Daily, Cisco TAC solves
many problems with analysis of captured data.

The goal of this document is to help network and security engineersto identify and troubleshoot common
network issues based mainly on packet capture anaysis.

All the scenarios presented in this document are based on real user cases seen in the Cisco Technical
Assistance Center (TAC).

The document covers the packet captures from a Cisco Next-Generation Firewall (NGFW) point of view,
but the same concepts are applicable to other device types as well.

How to Collect and Export Captureson the NGFW Product
Family?

In the case of a Firepower appliance (1xxx, 21xx, 41xx, 93xx) and a Firepower Threat Defense (FTD)
application a packet processing can be visualized as shown in the image.
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1. A packet entersthe ingressinterface and it is handled by the chassisinternal switch.

2. The packet enters the FTD Lina engine which does mainly L3/L4 checks.

3. If the policy requires the packet is inspected by the Snort engine (mainly L7 inspection).
4. The Snort engine returns a verdict for the packet.

5. The LINA engine drops or forwards the packet based on Snort’ s verdict.

6. The packet egresses the chassis through the internal chassis switch.

Based on the shown architecture, the FTD captures can be taken in three (3) different places:
* FXOS

e FTD Linaengine
* FTD Snort engine




Collect FXOS Captures

The process is described in this document:

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos271/web-
guide/b GUI EXOS ConfigGuide 271/troubleshooting.html#concept E8823CC63C934A909BBCODF12F301DEI

FXOS captures can be only taken in the ingress direction from the internal switch point of view are shownin
the image here.
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Shown here, these are two capture points per direction (due to internal switch architecture).

FTD Snort engine

FTD Lina engine

Captured packetsin points 2, 3, and 4 have a virtual network tag (VNTag).

% Note: FXOS chassis-level captures are only available on FP41xx and FP93xx platforms. FP1xxx and
FP21xx do not provide this capability.

Enable and Collect FTD Lina Captures
Main capture points:
* Ingressinterface

» Egressinterface
» Accelerated Security Path (ASP)


https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos271/web-guide/b_GUI_FXOS_ConfigGuide_271/troubleshooting.html#concept_E8823CC63C934A909BBC0DF12F301DED
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos271/web-guide/b_GUI_FXOS_ConfigGuide_271/troubleshooting.html#concept_E8823CC63C934A909BBC0DF12F301DED
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Y ou can use either Firepower Management Center User Interface (FMC Ul) or FTD CLI to enable and
collect the FTD Lina captures.

Enable capture from CLI on the INSIDE interface:

<#root>

firepower#

capture CAPI interface INSIDE match icnp host 192.168.103.1 host 192.168.101.1

This capture matches the traffic between 1Ps 192.168.103.1 and 192.168.101.1 in both directions.

Enable ASP capture to see all packets dropped by the FTD Lina engine:

<#root>

firepower#

capture ASP type asp-drop all

Export an FTD Linacaptureto an FTP server:

<#froot>
firepower#

copy /pcap capture: CAPl ftp://ftp_usernane:ftp_password@92. 168. 78. 73/ CAPI . pcap

Export an FTD Linacaptureto aTFTP server:

<#root>

firepower#

copy /pcap capture: CAPl tftp://192.168.78.73



Asfrom FMC 6.2.x version you can enable and collect FTD Lina captures from FMC UI.
Another way to collect FTD captures from an FM C-managed firewall is this.
Step 1

In case of LINA or ASP capture copy the capture to the FTD disk.

<#root>

firepower#

copy /pcap capture:capin di sk0: capi n. pcap

Source capture name [capin]?

Destination filename [capin.pcap]?
(RN

Step 2

Navigate to expert mode, locate the saved capture, and copy it to the /ngfw/var/common location:

<#root>

firepower#
Console connection detached.

>

expert
admin@firepower:~$
sudo su

Password:
root@firepower:/home/admin#

cd /mmt/ di skO
root@firepower:/mnt/disk0#
Is -al | grep pcap

-rwxr-xr-x 1 root root 24 Apr 26 18:19 CAPI.pcap
-rwxr-xr-x 1 root root 30110 Apr 8 14:10

capi n. pcap

-rwxr-xr-x 1 root root 6123 Apr 8 14:11 capin2.pcap
root@firepower:/mnt/disk0#

cp capin. pcap /ngfw var/comon

Step 3



Login to the FM C that manages the FTD and navigate to Devices > Device M anagement. Locate the FTD
device and select the Troubleshoot icon:

*®

Step 4
Select Advanced Troubleshooting:

apiih. Firepower Management Center o geview  Anahsis  Policies

CISCo

r Appliance

Health Monitor
Applianco
(1] mzafaira_FP2110-2 Generate Troubleshooting Files

‘ | Advanced Troublashooating J |

Specify the capture file name and select Download:

i FIFEDO'I.I'JEFI MBH?IQQF_TH.EII'IF"GEH[ET Q Overview Analysis Policies Devices Objects AMP Intelligence

Cisco i AT

Advanced Troubleshooting
mzafeiro_FF2110-2
File Dowmnlboad Threat Defense CLI Packet Tracer Capture w/Trace

File

For more examples on how to enable/collect captures from the FMC Ul check this document:

https.//www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-
threat-defense-f.html



https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html

Enable and Collect FTD Snort Captures

The capture point is shown in the image here.
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Enable Snort-level capture:

<#root>
>

capture-traffic

Please choose domain to capture traffic from:

0 - brl

1 - Router
Selection?
1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n host 192.168.101.1

To write the capture to afile with name capture.pcap and copy it via FTP to aremote server:

<#root>
>

capture-traffic

Please choose domain to capture traffic from:

0 - brl
1 - Router
Selection?

1



Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-w capture. pcap host 192.168.101.1

CTRL + C <- to stop the capture

>

file copy 10.229.22.136 ftp / capture. pcap

Enter password for ftp@l10.229.22.136:
Copying capture.pcap
Copy successful.

>

For more Snort-level capture examples that include different capture filters check this document:

https://www.cisco.com/c/en/us/support/docs/security/firepower-nafw/212474-working-with-firepower-

threat-defense-f.html

Troubleshoot

Casel. No TCP SYN on EgressInterface

The topology is shown in the image here:

Client 192.168.1.x/24 192.168.2.x/24

192.168.0.100 E1/2 B C1/3.202
INSIDE OUTSIDE

| |

E1/3.203
192.168.3.x/24] DMz

Problem Description: HTTP does not work
Affected Flow:

Src IP: 192.168.0.100

Dst I1P: 10.10.1.100

Protocol: TCP 80

Server
10.10.1.100

=]



https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/212474-working-with-firepower-threat-defense-f.html

Capture Analysis

Enable captures on the FTD LINA engine:

<#root>

firepower#

capture CAPlI int INSIDE natch ip host 192.168.0.100 host 10.10.1.100

firepower#

capture CAPO int QOUTSIDE match ip host 192.168.0.100 host 10.10.1.100

Client 192.168.1.x/24
192.168.0.100 E1/2

192.168.3.x/24

192.168.2.x/24

INSIDE —@_ OUTSIDE

Server
10.1.1.10

Captures - Functiona Scenario:

Asabaseline, it isalways very useful to have captures from afunctional scenario.

Capture taken on NGFW INSIDE interface, is as shown in the image:

‘ CAPl-waorking.pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

eq=0 Ack=1 Win=8192 Len=0 M55=138@ WS5=256 SACK_PERM=1

1434 80 » 1779 [ACK] Seq=913 Ack=593 Win=65792 Len=138@ [TCP segment of a reassembled PDU]
1434 88 » 1779 [ACK] Seq=2293 Ack=593 Win=65792 Len=1380 [TCP segment of a reassembled PDU]

dn @ RE QuemEF e Eaaqail
[ A Trep.stream eq 1
Na. Time Source Destination Pratoesl  Length Infg o
2 @.250878 |192.168.0.168 16.16.1.128 TCP 66 1779 + 88 [SYN] Seq=0|Win=8192 Len=0 MS5=14560 WS=4 SACK PERM=1
3 9.081221 |10.16.1.1608 192.168.9. 168 TCP 66 88 » 1779 [SYN, ACK]
4 9.000488 |192.168.0.100 16.16.1.164 TCP 54 1779 » 80 [ACK] Seq=1|Ack=1 Win=66248 Len=0
5 0.000290 |192.168.9.109 19.10.1.180 HTTP 369 GET / HTTP/1.1
eﬁ 2.002182 |18.10.1.10@ 192.168.8.168 HTTP 966 HTTP/1.1 208 0K (text/html) e
7 ©.066830 |192.168.0.100 10.10.1.100 HTTP 331 GET /welcome.png HTTP/1.1
8 9.821727 |10.18.1.108 192.168.9. 168 TCP
9 9.000000 |10.16.1. 108 192.168.9._ 168 TCP
10 @.800626 |192.168.9.108 19.10.1.180 TCP 54 1779 » 80 [ACK] Seq=593 Ack=3673 Win=66248 Len=9
> Frame 2: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
» Ethernet II, Sr‘ci Cisco fc:fc:d8 (dc:de:BS:Fc:-Fc:dB),l Dst: Cisco f6:1d:ae (@@:be:75:f6:1d:ae) e
» Internet Protocol Version 4, Src: 192.168.6.100, Dst: 10.18.1.100
© Transmission Control Protocol, Src Port: 1779, Dst Port: 89, Seq: @, Len: @

Key Points:

1. TCP 3-way handshake.
2. Bidirectional data exchange.

3. No delays between the packets (based on the time difference between the packets).

4. Source MAC isthe correct downstream device.

Capture taken on NGFW OUTSIDE interface, is shown in the image here:



‘ CAPO-working.pcap
Eile Edit View Go Capture Analyze 3Statistics Telephony Wireless Tools Help

dAm @ RE QemEF S| = QT

| W tcp-stream eq 1

No, Tirme Source Déstination Protocol  Length  Info
20.250787 192.168.0.100 10.16.1.100 iCPE 701779 + 80 [SYN] Seq=0 Win=8192 Len=0 M55=1380 WS=4 SACK_PERM=1
39.000534 10.10.1.100 192.168.0.100 TCP 70 88 » 1779 [SYN, ACK] 5eq=8 Ack=1 Win=8192 Len=0 M55=14560 W5=256 SACK_PERM=1
4 9.000564 192.168.0.100 16.10.1.100 TCP 581779 + 80 [ACK] Seq=1 Ack=1 Win=66240 Len=0@
50.800534 192.168.0.100 16.18.1.128 HTTP 373 GET / HTTP/1.1 o
6 9.201663 10.1e.1.168 192.168.0.108 HTTP 978 HTTP/1.1 260 OK (text/html)
79.867273 192.168.0.100 16.10.1.100 HTTP 335 GET /welcome.png HTTP/1.1
89.821422 10.10.1.160 192.168.0.100 TCP 1438 88 » 1779 [ACK] Seq=913 Ack=593 Win=65792 Len=138@ [TCP segment df a reassembled PDU]
9 0.000015 10.10.1.10@ 192.168.06.100 TCP 1438 80 » 1779 [ACK] Seq=2293 Ack=593 Win=65792 Len=13808 [TCP segment [of a reassembled PDU]

» Frame 2: 7@ bytes on wire (568 bits), 7@ bytes captured 0 bits)

. Ethernet II, Src: Cisco f6:1d:8e (0@:be:75:76:1d:8e),[Dst: Cisco_fc:fc:d8 (dc:de:35:fc:fc-ds) |9
> 8082.1Q Virtual LAN, PRI: @, DEI: @, ID: 282

» Internet Protocol Version 4, Src: 192.168.8.160, Dst: 18.10.1.108

> :Trans-ission Control Protocel, Src Port: 1779, Dst Port: 8@, Seq: @, Len: @

Key Points:

1. Same data asin the CAPI capture.
2. Destination MAC is the correct upstream device.

Captures - Non-functional scenario

From the device CLI the captures look like this:

<#froot>

firepower#

show capture

capture CAPI type raw-data interface INSIDE
[Capturing - 484 bytes]

match ip host 192.168.0.100 host 10.10.1.100
capture CAPO type raw-data interface OUTSIDE

[Capturing - O bytes]

match ip host 192.168.0.100 host 10.10.1.100

CAPI contents:

<#root>

firepower#

show capture CAP

6 packets captured
1: 11:47:46.911482 192.168.0.100.3171 > 10.10.1.100.80:
S

1089825363:1089825363(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
2: 11:47:47.161902 192.168.0.100.3172 > 10.10.1.100.80:



S

3981048763:3981048763(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
3: 11:47:49.907683 192.168.0.100.3171 > 10.10.1.100.80:

S

1089825363:1089825363(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
4: 11:47:50.162757 192.168.0.100.3172 > 10.10.1.100.80:

S

3981048763:3981048763(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
5: 11:47:55.914640 192.168.0.100.3171 > 10.10.1.100.80:

S

1089825363:1089825363(0) win 8192 <mss 1460, nop,nop, sackOK>
6: 11:47:56.164710 192.168.0.100.3172 > 10.10.1.100.80:

S

3981048763:3981048763(0) win 8192 <mss 1460, nop,nop, sackOK>

<#froot>
firepower#

show capt ure CAPO

0 packet captured

0 packet shown

Thisistheimage of CAPI capture in Wireshark:

.No. Time Source Destination Protocol Length Info
10.600000 192.168.0.100 19.18.1.180 TCP 663171 » 80 [SYN] Seq=8 Win=8192 Len=9 =1468 WS=4 SACK_PERM=1
g 192.168.0.100 16.16.1.180 TCP 66(3172 » 8@ [ 2 £=1460 WS=4 SACK_PERM=1

Frafe 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)

Ethernet I c:I(isco_fc:fc:dB (4c:de:35:fc:fc:d8) | Dst: Cisco_f6:1d:ae (00:be:75:f6:1d:ae)
Internet P ol Version 4, Src: 192.168.6.108, Dst: 18.16.1.166
Transmission Control Protocel, Src Port: 3171, Dst Port: 80, Seq: @, Len: @

Key Points:

1. Only TCP SY N packets are seen (no TCP 3-way handshake).

2. There are 2 TCP sessions (source port 3171 and 3172) that cannot be established. The source client
resends the TCP SY N packets. These retransmitted packets are identified by the Wireshark as TCP
Retransmissions.

3. The TCP Retransmissions occur every ~3 then 6 etc seconds.

4. The source MAC address is from the correct downstream device.

Based on the 2 capturesit can be concluded that:



» A packet of aspecific 5-tuple (src/dst IP, src/dst port, protocol) arrives on the firewall on the expected
interface (INSIDE).
» A packet does not leave the firewall on the expected interface (OUTSIDE).

Recommended Actions

The actions listed in this section have as a goal to further narrow down the issue.
Action 1. Check the Trace of an Emulated Packet.

Use the packet-tracer tool to see how a packet is supposed to be handled by the firewall. In case the packet is
dropped by the firewall Access Policy the trace of the emulated packet looks similar to this output:

<#root>
firepower#

packet-tracer input INSIDE tcp 192.168.0.100 11111 10.10.1.100 80

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Phase: 4

Type: ACCESS- LI ST

Subtype: Tog

Resul t: DROP

Config:

access-group CSM_FW_ACL_ global

access-1ist CSM_FW_ACL_ advanced deny ip any any rule-id 268439946 event-log flow-start
access-1list CSM_FW_ACL_ remark rule-id 268439946: ACCESS POLICY: FTD_Policy - Default
access-1list CSM_FW_ACL_ remark rule-id 268439946: L4 RULE: DEFAULT ACTION RULE
Additional Information:

Result:



input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame 0x00005647a4f 4b120 fl ow

Action 2. Check the traces of live packets.

Enable the packet trace to check how the real TCP SY N packets are handled by the firewall. By default,
only thefirst 50 ingress packets are traced:

<#root>

firepower#

capture CAPI trace

Clear the capture buffer:

<#root>
firepower#

cl ear capture /al

In case the packet is dropped by the firewall Access Policy the trace looks similar to this output:

<#root>
firepower#
show capture CAPI packet-nunber 1 trace

6 packets captured

1: 12:45:36.279740 192.168.0.100.3630 > 10.10.1.100.80: S 2322685377:2322685377(0) win 8192 <m
Phase: 1
Type: CAPTURE
Subtype:
Result: ALLOW
Config:
Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW
Config:



Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Phase: 4

Type: ACCESS- LI ST

Subtype: Tog

Resul t: DROP

Config:

access-group CSM_FW_ACL_ global

access-1list CSM_FW_ACL_ advanced deny 1ip any any rule-id 268439946 event-log flow-start
access-1list CSM_FW_ACL_ remark rule-id 268439946: ACCESS POLICY: FTD_Policy - Default
access-1list CSM_FW_ACL_ remark rule-id 268439946: L4 RULE: DEFAULT ACTION RULE
Additional Information:

Result:

input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: drop

Drop-reason: (acl-drop) Flow is denied by configured rule, Drop-location: frame 0x00005647a4f 4b120 fl ow

1 packet shown

Action 3. Check FTD Linalogs.
To configure Syslog on FTD via FMC check this document:

https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-L ogging-on-FTD-
via-FM C.html

It is highly recommended to have an external Syslog server configured for FTD Linalogs. If thereisno
remote Syslog server configured, enable local buffer logs on the firewall while you troubleshoot. The log
configuration shown in this example is a good start point:

<#root>
firepower#

show run | oggi ng

Togging enable


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/200479-Configure-Logging-on-FTD-via-FMC.html

logging timestamp

Togging buffer-size 1000000
Togging buffered informational

Set the terminal pager to 24 linesin order to control the terminal pager:

<#root>

firepower#

term nal pager 24

Clear the capture buffer:

<#root>

firepower#

cl ear | ogging buffer

Test the connection and check the logs with a parser filter. In this example the packets are dropped by the

firewall Access Policy:

<#root>

firepower#

show | oggi ng | include 10.10.1.100

Oct 09 2019 12:55:51:
Oct 09 2019 12:55:51:
Oct 09 2019 12:55:54:
Oct 09 2019 12:55:54:

Action 4. Check the firewall ASP drops.

%FTD-4-106023:
%FTD-4-106023:
%FTD-4-106023:
%FTD-4-106023:

Deny tcp
Deny tcp
Deny tcp
Deny tcp

src
src
src
src

INSIDE:192.168.0.100/3696 dst OUTSIDE:10.
INSIDE:192.168.0.100/3697 dst OUTSIDE:10.
INSIDE:192.168.0.100/3696 dst OUTSIDE:10.
INSIDE:192.168.0.100/3697 dst OUTSIDE:10.

[
ocooo
R R R

If you suspect that the packet is dropped by the firewall you can see the counters of al the packets dropped
by the firewall at software level:

<#root>

firepower#

show asp drop

Frame drop:

No route to host (no-route)

Flow is denied by configured rule (acl-drop)

234
71

.100/80
.100/80
.100/80
.100/80



Last clearing: 07:51:52 UTC Oct 10 2019 by enable_15
Flow drop:

Last clearing: 07:51:52 UTC Oct 10 2019 by enable_15

Y ou can enable capturesto see all ASP software-level drops:

<#root>

firepower#

capture ASP type asp-drop all buffer 33554432 headers-only

p Tip: If you are not interested in the packet contents you can capture only the packet headers (headers-
only option). This allows you to capture much more many packetsin the capture buffer. Additionally,
you can increase the size of the capture buffer (by default is 500K bytes) to avaue up 32 Mbytes
(buffer option). Finally, asfrom FTD version 6.3, the file-size option alows you to configure a
capture file up to 10GBytes. In that case you can only see the capture contents in a pcap format.

To check the capture contents, you can use afilter to narrow down your search:

<#root>

firepower#

show capture ASP | include 10.10.1.100

18: 07:51:57.823672 192.168.0.100.12410 > 10.10.1.100.80: S 1870382552:1870382552(0) win 8192 <mss
19: 07:51:58.074291 192.168.0.100.12411 > 10.10.1.100.80: S 2006489005:2006489005(0) win 8192 <mss
26: 07:52:00.830370 192.168.0.100.12410 > 10.10.1.100.80: S 1870382552:1870382552(0) win 8192 <mss
29: 07:52:01.080394 192.168.0.100.12411 > 10.10.1.100.80: S 2006489005:2006489005(0) win 8192 <mss
45: 07:52:06.824282  192.168.0.100.12410 > 10.10.1.100.80: S 1870382552:1870382552(0) win 8192 <mss
46: 07:52:07.074230 192.168.0.100.12411 > 10.10.1.100.80: S 2006489005:2006489005(0) win 8192 <mss

In this case, since the packets are already traced at interface level the reason for the drop is not mentioned in
the ASP capture. Remember that a packet can be only traced in one place (ingress interface or ASP drop). In
that case, it is recommended to take multiple ASP drops and set a specific ASP drop reason. Hereisa
recommended approach:

1. Clear the current ASP drop counters:

<#root>
firepower#

cl ear asp drop



2. Send the flow that you troubleshoot through the firewall (run atest).

3. Check again the ASP drop counters and note down the ones increased.

<#root>
firepower#
show asp drop

Frame drop:
No route to host (

no-rout e

) 234
Flow is denied by configured rule (

acl -drop

) 71

4. Enable ASP capture(s) for the specific drops seen:

<#root>

firepower#

capture ASP_NO ROUTE type asp-drop no-route
firepower#

capture ASP_ACL_DROP type asp-drop acl-drop

5. Send the flow that you troubleshoot through the firewall (run atest).

6. Check the ASP captures. In this case, the packets were dropped due to an absent route:

<#froot>
firepower#

show capture ASP_NO ROUTE | include 192.168.0.100.*10. 10. 1. 100

93: 07:53:52.381663 192.168.0.100.12417 > 10.10.1.100.80: S
95: 07:53:52.632337 192.168.0.100.12418 > 10.10.1.100.80: S
101: 07:53:55.375392 192.168.0.100.12417 > 10.10.1.100.80: S
102: 07:53:55.626386 192.168.0.100.12418 > 10.10.1.100.80: S
116: 07:54:01.376231 192.168.0.100.12417 > 10.10.1.100.80: S
117: 07:54:01.626310 192.168.0.100.12418 > 10.10.1.100.80: S

Action 5. Check the FTD Lina connection table.

3451917925:
1691844448:
3451917925:
1691844448:
3451917925:
1691844448:

3451917925(0)
1691844448(0)
3451917925(0)
1691844448(0)
3451917925(0)
1691844448(0)

win
win
win
win
win
win

8192
8192
8192
8192
8192
8192

<mss
<mss
<mss
<mss
<mss
<mss



There can be cases where you expect the packet to egress interface 'X', but for whatever reasons it egresses
interface 'Y'. The firewall egress interface determination is based on this order of operation:

1. Established Connection Lookup

2. Network Address Translation (NAT) lookup - UN-NAT (destination NAT) phase takes precedence
over PBR and route lookup.

3. Policy-Based Routing (PBR)

4. Routing Table lookup

To check the FTD connection table:

<#froot>
firepower#
show conn

2 in use, 4 most used
Inspect Snort:
preserve-connection: 2 enabled, 0 in effect, 4 most enabled, 0 most in effect

TCP
Dwvz

10.10.1.100:

80

I NSI DE
192.168.0.100:
11694
, idle 0:00:01, bytes 0, flags
aA N1
TCP
DvZ
10.10.1.100:80
I NSI DE
192.168.0.100:
11693
, idle 0:00:01, bytes 0, flags

aA N1

Key Points:

» Based on the flags (Aa) the connection is embryonic (half-opened - only TCP SYN was seen by the
firewall).
» Based on the source/destination ports the ingress interface is INSIDE and the egress interface is DMZ.



This can be visualized in the image here:

. Expected forwardin Server
Client 24 P 192.16§Z.X/24 10.10.1.100

192.168.0.100 E1/3.202 o

OUTSIDE
' 1 M r— E]
=l

%ﬁ Note: Since all FTD interfaces have a Security Level of O the interface order in the show conn output
is based on the interface number. Specifically, the interface with higher vpif-num (virtua platform
interface number) is selected as inside while the interface with lower vpif-num is selected as outside.
Y ou can see the interface vpif value with the show interface detail command. Related enhancement,

Cisco bug ID CSCvi15290
ENH: FTD shows the connection directionality in FTD 'show conn’ output

<#root>
firepower#

show i nterface detail | i Interface nunber is|Interface [P/ E].*is up

Interface Ethernetl/2 "INSIDE", is up, Tline protocol 1is up
Interface number is



https://tools.cisco.com/bugsearch/bug/CSCvi15290

19

Interface Ethernetl/3.202 "OUTSIDE", is up, Tine protocol is up
Interface number is

20

Interface Ethernetl/3.203 "DMZ", dis up, Tine protocol 1is up
Interface number is

22

% Note: Asfrom Firepower software release 6.5, ASA release 9.13.x the show conn long and show conn
detail command outputs provide information about the connection initiator and responder

Output 1:

<#root>
firepower#

show conn | ong
TCP OUTSIDE: 192.168.2.200/80 (192.168.2.200/80) INSIDE: 192.168.1.100/46050 (192.168.1.100/46050), fla

Initiator: 192.168.1.100, Responder: 192.168. 2. 200

Connection lookup keyid: 228982375

Output 2:

<#root>

firepower#

show conn det ai

TCP OUTSIDE: 192.168.2.200/80 INSIDE: 192.168.1.100/46050,
flags aA N1, idle 4s, uptime 1lls, timeout 30s, bytes 0

Initiator: 192.168.1.100, Responder: 192.168. 2. 200

Connection lookup keyid: 228982375

Additionally, the show conn long displays the NATed I Ps within a parenthesis in case of a Network
Address Trandation:

<#root>

firepower#



show conn | ong

TCP OUTSIDE: 192.168.2.222/80 (192.168.2.222/80) INSIDE: 192.168.1.100/34792 (192.168.2.150/34792), fla
Initiator: 192.168.1.100, Responder: 192.168.2.222
Connection lookup keyid: 262895

Action 6. Check the firewall Address Resolution Protocol (ARP) cache.

If the firewall cannot resolve the next hop, the firewall silently drops the original packet (TCP SYN in this
case) and continuously sends ARP Requests until it resolves the next hop.

In order to see the firewall ARP cache, use the command:

<#root>
firepower#

show arp

Additionally, to check if there are unresolved hosts you can use the command:

<#root>
firepower#
show arp statistics

Number of ARP entries in ASA: 0

Dropped blocks in ARP: 84

Maximum Queued blocks: 3

Queued blocks: 0

Interface collision ARPs Received: 0
ARP-defense Gratuitous ARPS sent: 0
Total ARP retries:

182 < indicates a possible issue for some hosts

Unresolved hosts:

< this is the current status

Maximum Unresolved hosts: 2

If you want to check further the ARP operation you can enable an ARP-specific capture:

<#root>



firepower#
capture ARP ethernet-type arp interface OUTSI DE
firepower#

show capture ARP

4: 07:15:16.877914 802.1Q vlan#202 PO arp

who- has 192.168.2.72 tell 192.168.2.50

5: 07:15:18.020033 802.1Q vlan#202 PO arp who-has 192.168.2.72 tell 192.168.2.50

In this output, the firewall (192.168.2.50) tries to resolve the next-hop (192.168.2.72), but thereisno ARP

reply

192.168.2.x/24
SR 1/3.202

Client 192.168.1.%x/24
192.168.0.100 -

INSIDE

N —@_ OUTSIDE 72
%—F— p) arp who-has 192.168.2.72 tell 192.168.2.50 L
——— ] - — _q [
1 \
$ arp who-has 19i.1ﬁa.§q; tell 192.168.2.50

E1/3.203
192.168.3.x/24| DMZ

The output here shows a functional scenario with proper ARP resolution:

<#froot>
firepower#

show capture ARP

2 packets captured

1: 07:17:19.495595 802.1Q vlan#202 PO
arp who-has 192.168.2.72 tell 192.168.2.50

2: 07:17:19.495946 802.1Q vlan#202 PO
arp reply 192.168.2.72 is-at 4c:4e:35:fc:fc:d8

2 packets shown

<#root>
firepower#
show arp

INSIDE 192.168.1.71 4cd4e.35fc.fcd8 9
OUTSIDE 192.168.2.72 4c4e.35fc.fcd8 9

>4

Server

10.10.1.100
e wrenes

=]




In case there is no ARP entry in place atrace of alive TCP SYN packet shows:

<#root>

firepower#

show capture CAPlI packet-nunber 1 trace

6 packets captured

1: 07:03:43.270585

192.168. 0. 100. 11997 > 10. 10. 1. 100. 80

: S 4023707145:4023707145(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:

MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Phase: 14

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 4814, packet dispatched to next module

Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Result:
input-interface: INSIDE
input-status: up
input-Tine-status: up



out put-interface: OUTSIDE

output-status: up
output-line-status: up

Action: allow

As can be seen in the output, the trace shows Action: allow even when the next hop is not reachable and the
packet is silently dropped by the firewall! In this case, the packet-tracer tool must be also checked since it
provides a more accurate outpuit:

<#root>
firepower#
packet-tracer input INSIDE tcp 192.168.0.100 1111 10.10.1.100 80

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Phase: 14

Type: FLOW-CREATION

Subtype:

ResuTlt: ALLOW

Config:

Additional Information:

New flow created with id 4816, packet dispatched to next module

Phase: 17

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.2.72 using egress ifc OUTSIDE

Result:



input-interface: INSIDE
input-status: up
input-Tine-status: up
output-interface: OUTSIDE
output-status: up
output-line-status: up
Action: drop

Dr op-reason: (no-v4-adjacency) No valid V4 adjacency, Drop-location: frame 0x00005647a4e86109 fl ow (NA)/

In recent ASA/Firepower versions, the previous message has been optimized to:

<#root>

Drop-reason: (no-v4-adjacency) No valid V4 adjacency.

Check ARP table (show arp) has entry for nexthop

., Drop-Tlocation: f

Possible Causes and Recommended Actions Summary

If you only seea TCP SY N packet on the ingress interfaces, but no TCP SY N packet sent out of the
expected egress interface some possible causes are:

Possible Cause Recommended Actions

» Use packet-tracer or capture wi/trace to see how to
firewall handles the packet.
* Check thefirewall logs.

The packet is dropped by the firewall access- * Check thefirewall ASP drops (show asp drop or

policy. capturetype asp-drop).
» Check FMC Connection Events. This assumes that the
rule has logging enabled.
» Usepacket-tracer or capturewi/traceto seeif there
isNAT trandation that modifies the source or
The capture filter iswrong. destination IP. In that case, adjust your capture filter.
 show conn long command output shows the NATed
IPs.

» Use packet-tracer or capture wi/trace to see how the
firewall handles the packet. Remember the order of
operations which regard the egress interface
determination, current connection, UN-NAT, PBR and
Routing table lookup.

» Check thefirewall logs.

» Check the firewall connection table (show conn).

The packet is sent to a different egress
interface.




If the packet is sent to awrong interface because it matches
acurrent connection use the command clear conn addr ess
and specify the 5-tuple of the connection that you want to
clear.

» Use packet-tracer or capture wi/trace to see how to
firewall handles the packet.

* Check thefirewall ASP drops (show asp drop) for
no-route drop reason.

There is no route towards the destination.

» Check thefirewall ARP cache (show arp).

Thereis no ARP entry on the egress interface. » Usepacket-tracer to seeif thereisavalid adjacency.

Check the output of the show interface ip brief command

The egress interface is down. on the firewall and verify the interface status.

Case 2. TCP SYN from Client, TCP RST from Server

This image shows the topology:

s Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100
192.168.0.100 E1/2 E1/3.202
e INSIDE OUTSIDE
[ S =
z J

e

E1/3.203
192.168.3.x/24| DMz

Problem Description: HTTP does not work
Affected Flow:

Src IP: 192.168.0.100

Dst I1P: 10.10.1.100

Protocol: TCP 80

Capture Analysis

Enable captures on the FTD LINA engine.

<#root>




firepower#
capture CAPlI int INSIDE match ip host 192.168.0.100 host 10.10.1.100
firepower#

capture CAPO int QUTSIDE match ip host 192.168.0.100 host 10.10.1.100

" Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100
192.168.0.100 E1/2 E1/3.202 —
i — INSIDE OUTSIDE
= |  — =
: : . L\ 4
(car ) o 2o\ cAPO ]
192.168.3.x/24] DMZ

Captures - Non-functional scenario:

Thisis how the captures ook from the device CLI:

<#froot>
firepower#
show capture

capture CAPI type raw-data trace interface INSIDE [Capturing -

834 bhytes

1
match ip host 192.168.0.100 host 10.10.1.100
capture CAPO type raw-data interface OUTSIDE [Capturing -

878 bytes

1
match ip host 192.168.0.100 host 10.10.1.100

CAPI contents:

<#root>
firepower#
show capture CAPI
1: 05:20:36.654217 192.168.0.100.22195 > 10.10.1.100.80:
S

1397289928:1397289928(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOK>
2: 05:20:36.904311 192.168.0.100.22196 > 10.10.1.100.80:



2171673258:2171673258(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOk>
3: 05:20:36.905043 10.10.1.100.80 > 192.168.0.100.22196:

R

1850052503:1850052503(0) ack 2171673259 win 0
4: 05:20:37.414132 192.168.0.100.22196 > 10.10.1.100.80:

S

2171673258:2171673258(0) win 8192 <mss 1460,nop,wscale 2,nop,nop,sackOk>
5: 05:20:37.414803 10.10.1.100.80 > 192.168.0.100.22196:

R

31997177:31997177(0) ack 2171673259 win O
6: 05:20:37.914183 192.168.0.100.22196 > 10.10.1.100.80:

S

2171673258:2171673258(0) win 8192 <mss 1460, nop,nop,sackOK>

CAPO contents:

<#root>
firepower#
show capture CAPO
1: 05:20:36.654507 802.1Q vlan#202 PO 192.168.0.100.22195 > 10.10.1.100.80:
S

2866789268:2866789268(0) win 8192 <mss 1380,nop,wscale 2,nop,nop,sackOk>
2: 05:20:36.904478 802.1Q vlan#202 PO 192.168.0.100.22196 > 10.10.1.100.80:

S

4785344:4785344(0) win 8192 <mss 1380,nop,wscale 2,nop,nop,sackOK>
3: 05:20:36.904997 802.1Q vlan#202 PO 10.10.1.100.80 > 192.168.0.100.22196:

R

0:0(0) ack 4785345 win 0O
4: 05:20:37.414269 802.1Q vlan#202 PO 192.168.0.100.22196 > 10.10.1.100.80:

S

4235354730:4235354730(0) win 8192 <mss 1380,nop,wscale 2,nop,nop,sackOK>
5: 05:20:37.414758 802.1Q vlan#202 PO 10.10.1.100.80 > 192.168.0.100.22196:

R

0:0(0) ack 4235354731 win O
6: 05:20:37.914305 802.1Q vlan#202 PO 192.168.0.100.22196 > 10.10.1.100.80:

S

4118617832:4118617832(0) win 8192 <mss 1380, nop,nop, sackOK>



This image shows the capture of CAPI in Wireshark.

o Time Source Destination Protocol Length  Info

10.000000 192.168.06.100 16.10.1.10@ TCP 66 22195 + 8@ [SYN =@ Win=8192 Len=0 MS5=146@ WS=4 SACK_PERM=1
2 @.250094 192.168.6.10@ 10.10.1.100 TCP 66 22196 + 8@ [SYN Win=8192 Len=0 MS5=1460 g4 SACK_PERM=1
3 8.800732 18. 182 < g

Seq=15173 Ack=1 Win=6 Len=@

Ethernet II, Src: Cisco fe:fe:d8 (4c:de:35:fc:fe:d8), Dst: Cisco f6:ld:ae (80:be:75:f6:1d:ae
Internet Protocol Version 4, Src: 192.168.0.100, Dst: 10.16.1.100
Transmission Control Protocol, Src Port: 22195, Dst Port: 8@, Seq: @, Len: @

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) o

Key Points:

1. The source sends a TCP SY N packet.

2. A TCPRST is sent towards the source.

3. The source retransmits the TCP SYN packets.

4. The MAC addresses are correct (on ingress packets the source MA C address belongs to the
downstream router, the destination MAC address belongsto the firewall INSIDE interface).

This image shows the capture of CAPO in Wireshark:

Mo, Time Source Destination Protoced  Length Info
12019-18-11 87:208:36.654507 192.168.6.164 14.16.1.160 TCP 76 22195 + 8@ [SYN] Win=8192 Len=@ MS5=1380 WS=4 SACK_PERM=1
78 192.168.0.160 . TCP 78 22196 + 8@ [SYh i 192 Len=8 M 1386 WS=4 SACK_PERM=1
97 18.1.108 93. 58 2196 [RST 1 Win=0

58 BB » 22195 [RST, ACK] Seg=1 Ack=1 Win=08 Len=0

Frame 1: 78 bytes on wire (568 bits), 7@ bytes cap& (568 bits)

Ethernet II, Src: Cisco_f6:1d:8e (@@:be:75:f6:1d:8e)5" Dst: Cisco_fc:fc:dB (dc:de:35:fc:fc:dB)
$02.1Q Virtual LAN, PRI: @, DEI: @, ID: 202

Internet Protocol Version 4, Src: 192.168.0.180, Dst: 10.18.1.186

Transmission Control Protocol, Src Port: 22195, Dst Port: 80, Seq: @, Len: @

Key Points:

1. The source sends a TCP SY N packet.

2. A TCPRST arrives on the OUTSIDE interface.

3. The source retransmits the TCP SY N packets.

4. The MAC addresses are correct (on egress packets the firewall OUTSIDE is the source MAC,
upstream router is the destination MAC).

Based on the 2 capturesit can be concluded that:
» The TCP 3-way handshake between the client and the server does not get completed

* Thereisa TCP RST which arrives on the firewall egressinterface
» Thefirewall 'talks' to the proper upstream and downstream devices (based on the MA C addresses)

Recommended Actions

The actions listed in this section have as agoal to further narrow down the issue.



Action 1. Check the source MAC address that sends the TCP RST.

Verify that the destination MAC seen in the TCP SY N packet is the same as the source MAC has seen in the
TCP RST packet.

M CAPO_RST SERVER pcap
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

dm:e I HE Qe EFEL S QAaqE

W[ Apply a display filter .. <Crl-/
No. Time Source Destination Frotocol  Length Info

1 2019-10-11 87:20:36.654587 192.168.0.160 10.10.1.180 TCP 7@ 22195 + 88 [SYN] Seq=0 Win=8192 Len=@ MSS=1380 WS=4 SACK_PERM=1
- 22019-18-11 87:20:36.984478 192.168.0.10@ 16.1@.1.1e8 TCcp 7@ 22196 + 88 [SYN] Seq=08 Win=8192 Len=@ MSS=13808 WS=4 SACK_PERM=1

<

> Frame 2: 7@ bytes oo : FA_h A_harte antuced ( hite<)

> Ethernet II, Src Cisco f6:1d:8e (P@:be:75:f6:1d:8e) Dst:icisco_fc:fc:da (4c:de:35:fc:fc:ds) ||
> 802.1Q Virtual LAN, o, o, 5

» Internet Protocol \.fersmn -rl Src ‘192 168 a.10a,
5 B

Dst: 16.10.1.100

M CAPO_RST SERVER.pcap

File Edit View Go Capture Analyze Statistics Telephony Wirele Help
Am- @ TRBQesEF LS

] [-‘-L\pl\-‘ & display filter ... <Ctrl-/>

Mo, Time Source
1 2019-10-11 ©7:20:36.654587 192.168.8. 100

Length  Info
70 22195 + 88 [SYN] Seq=8 Win=8192 Len=0 M55=1380 WS=4 SACK_PERM=1
76 22196 + 80 [SYN] Seq=8 Win=8192 Len=8 M55=1388 WS=4 SACK_PERM=1

, ACK] Seg=1 Ack=1 Win=0 Len=@&

-~

3 2819-18-11 a7

58 88 » 22196 [RST

Frame 3: 58 bytes oo ‘ SH =3 =
Ethernet II, Src:@Cisco fc:fc:d8 (4: de:35:fc:fc: dB) Dst:
802.10 Virtual LAN,"PR J o, v
Internet Protocol ‘Jerszon 4 Src 19 19 1.100, Dst: 192.168.0.100

Transmission Control Protocol, Src Port: 80, Dst Port: 22196, Seq: 1, Ack: 1, Len: 8

o v v v || A

This check has as agoal to confirm 2 things:

* Verify that there is no asymmetric flow.
» Verify that the MAC belongs to the expected upstream device.

Action 2. Compare ingress and egress packets.

Visually compare the 2 packets on Wireshark to verify that the firewall does not modify/corrupt the packets.
Some expected differences are highlighted.



Am & RE Qe=sE§FL aaaif
n] 2y i . EJ -] Expression..  +
Ho. Tiene Souce Destnaton Fretocol Lesgth  Infs ~
1 2019-18-11 97:20:36.654217 192.168.6.100  10.10.1.100 {2 66 22195 + 80 [SYN] Seq=0 Win=8192 Len=8 MSS=1460 WS=4 SACK_PERM=1 .
2 2019-18-11 @7:20; 36.9094311 192.168.9.100  19.19.1.100 e 66 22196 + 30 [SYN] Seq=0 Win=8192 Len=0 M55=1460 WS=4 SACK _PERM=1 ]
>
Frame 2: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) ~

Ethernet II, Src: Clisco_fo:fc:d8 (dcide:35:fc:fcidd), Dst: Cisco_f6:ld:ae (B@:be:75:F6:1d:ae)
Internet Protecol Wersion 4, Src: 192.168.9.100, Dst: 16.19.1.100
~ Transmission Control Protocel, Src Port: Z2196, Dst Port: 88, Seq: @, Len: @

Source Port: 22196
CAPO_RST_SERVER pca)
Destination Port: 8@ A _RST poap

[Stream index: 1] File Edit Yiew Go Caplure Analyze Statistics Telephony Wireless Tools Help
[TCP Segment Len: ©] ) dm® RE AwsEFe T Eaaed
Sequence number: @  (relative sequence nusber) | e B3 | Boresscn.. | +
[Mext sequence rumber: &  (relative sequence nu—
Acknowledpsent nusber: & e, Time 9 Serce Destinption Protocl  Lesgth I .A
1060 _... = Header Length: 32 bytes (8) 1 2019-18-11 87:20:36.654567 192.168.9.180  10.19.1.180 T 70 32195 + B8 [SYN] Seqs@ Wins8192 Lens@ MSS=1388 WSed SACK_PERMs1
Flags: @md02 (5¥H) 'I 2 2919-19-11 87:208:36.9084478 192.168.0.188 18.18.1.18@ TP TO 22106 + BB [SYN] Seqed Win=8192 Lens=@ MSS=1380 WS=4 SACK_PERM=1 o
Window size value: B192 2 :
[Calculated window size: §192] Frame 2: 70 bytes on wire (560 bits), 70 bytes captured (568 bits) ~
Checksum: @xBf7e [unverified] Ethernet II, Src: Cisco f6:1d:8e (80:be:75: d:8e), Dst: Cisco fo:fcidi tﬂ-c'.ﬂe:kS:Fc:Fc:dso
[Checksum Status: Unverified] B02.10 Virtual LAN, PRI: @, DEI: @, ID: N}@
Urgent polnter: @ Internct Protocel Version 4, Src: 192.168.0.100, Dst: 10.10.1.100
~ Options: (12 bytes), Maximum sepment size, No-Opel v [Transmission Control Protocol, See Port: 22106, Dst Port: 88, Seq: 6, Len: @

TEP Cption - Maximus sepment size: 1460 bytes Source Port: 22196

TCP Option - Mo-Operation (MOP} Destination Port: B9

TEP Option - Window scale: 2 {multiply by 4) [Stream index: 1]

TEP Option - Mo-Operation (MOP) [TCP Segment Len: @]

TCP Option - Wo-Operation (NOP) Sequence number: @ {relative sequence number)

TCP Option - SACK permitted [Next sequence number: @ {relative sequence nusber)]

Acknowledpment number: @
1808 .... = Header Length: 32 bytes (8)
Flags: Bx202 (SYN)
Window size walue: 8192
[talculated window size: 8192)
Checksum: @x26df [wnverified]
[Checksus Status: Unverified]
Urgent pointer: @
~ Options: {12 bytes), Moximus segment size, No-Opecgfion (WOP), Window scale, Mo-Operation (NOP), No-Operation (WOP), SACK permitted
TCP Option - Maximum segment size: 1380 bytes
TCP Option - Mo-Operation (NOP)
TCP Option - Window seale: 2 (multiply by 4)
TCP Option - Mo-Operation (NOP)
TCP Optisn - Mo-Operation (NOP) -

O 7 Ethernet (ath), 14 bites

O 7 CAPO_RST_SERVER.pcap Facits: 11 * Deplayed: 11 [100.0%) Profils: Defaul

Key Points:

1. Timestamps are different. On the other hand, the difference must be small and reasonable. This
depends on the features and policy checks applied to the packet as well asthe load on the device.

2. The length of the packets differ especially if there is a dot1Q header added/removed by the firewall on
one side only.

3. The MAC addresses are different.

4. A dot1Q header can bein placeif the capture was taken on a subinterface.

5. The IP address(es) are different in case NAT or Port Address Translation (PAT) is applied to the
packet.

6. The source or destination ports are different in case NAT or PAT is applied to the packet.

7. 1f you disable the Wireshark Relative Sequence Number option you see that the TCP sequence
numbers/acknowledgment numbers are modified by the firewall due to Initial Sequence Number
(ISN) randomization.

8. Some TCP options can be overwritten. For example, the firewall by default changes the TCP
Maximum Segment Size (MSS) to 1380 in order to avoid packet fragmentation in the transit path.

Action 3. Take a capture at the destination.
If possible, take a capture at the destination itself. If thisis not possible take a capture as close to the

destination as possible. The goal here is to verify who sends the TCP RST (is the destination server or is
some other device in the path?).

Case 3. TCP 3-Way Handshake + RST from One Endpoint

This image shows the topol ogy:



Client
192.168.0.100

Problem Description: HTTP does not work

Affected Flow:

Src |P: 192.168.0.100

Dst IP: 10.10.1.100

Protocol: TCP 80

Capture Analysis

Enable captures on the FTD LINA engine.

<#root>

firepower#

capture CAPlI int INSIDE match ip host 192.168.0.100 host 10.10.1.100

firepower#

capture CAPO int

Client
192.168.0.100

E_

Captures - Non-functional scenario:

There are a couple of different ways thisissue can manifest in captures.

3.1- TCP 3-way Handshake + Delayed RST from the Client

192.168.2.x/24
A £1/3.202

192.168.1.x/24

_-‘}I

192.168.3.x/24

QUTSI DE match i p host 192.168.0.100 host 10.10.1.100

192.168.2.x/24
AR £1/3.202

192.168.1.x/24

192.168.3.x/24

Server
10.10.1.100

=]

Server

10.10.1.100
/R

=

Both the firewall captures CAPI and CAPO contain the same packets, as shown in the image.



™ Tima Source Destination Frotoced Length  Info
2 201%9-18-13 17:06:27.874045 192.168.0.18¢  109.19.1.180 TP 66 48295 + B8O [SYN] Seq=179631561 Win=8192 Len=0 M55=1460 Wi=4 SACK_PERM=1
3 2019-10-13 17:06:27.874741 19.10.1.1068 192.168.0.108  TCP 66 50 - ABXO5 [SYN, ACK] Seq=3838911937 Ack=179631562 Win=8192 Len=0 M55=1380 W5=256 SACK_PERM=1

TP 54 48295

4 2019-18-13 17:86:27.875183 192.163.9.18@ 108.10.1.180 + B8 [ACK] Seq=179631562 Ack=3338911938 Win=66248 Len=0

L 17 2019-10-13 17:06:47.943631 192.163.0.160  10.10.1.100 P 15T, ACK] Se 3838911938 Win=0 Len=8

Key Points:

1. The TCP 3-way handshake goes through the firewall.
2. The server retransmits the SYN/ACK.

3. The client retransmits the ACK.

4. After ~20 sec the client gives up and sendsa TCP RST.

Recommended Actions

The actions listed in this section have as agoal to further narrow down the issue.
Action 1. Take captures as close to the two endpoints as possible.

The firewall capturesindicate that the client ACK was not processed by the server. Thisis based on these
facts:

* Theserver retransmits the SYN/ACK.
¢ Theclient retransmits the ACK.
» Theclient sendsa TCP RST or FIN/ACK before any data.

Capture on the server shows the problem. The client ACK from the TCP 3-way handshake never arrived:

= 26 7.636612 192.168.08.160 18.18.1.106 TCP 66 55324288 [SYN] Seq=4332081323 Win=8192 Len=@ MS5=1380 WS=4 SAC..
29 7.637571 l16.l1e.1.1ee 192.168.6.188 TCP 66 88255324 [SYN, ACK] Seq=4863222169 Ack=433201324 Win=8192 Len..
3@ 7.930152 192.168.68.168 16.18.1.166 TCER 66 55325+8@ [SYN] Seq=366197499 Win=8192 Len=8 M55=1380 WS=4 SAC..

31 7.930221 1@8.18.1.106 192.168.8.1868 TCP 66 88255325 [SYN, ACK] Se 154790336 Ack=366197508 Win=8192 Len..

3.2 - TCP 3-way Handshake + Delayed FIN/ACK from Client + Delayed RST from the Server

Both the firewall captures CAPI and CAPO contain the same packets, as shown in the image.

25 2819-18-13 17:87:06.853334 192.168.0.160 18.10.1.10d TCP 66 48299 + 80 [SYN] Seq=3239914802 Win=8192 Len=0 MSS=1460 WS=4 SACK_PERM=1

30 2019-10-13 17:07:09.854344 19.10.1.100 192.168.9.188  TCP 66 82 » 43299 [SYN, ACK] Seq=808763519 Ack=3239914003 Win=8192 Len=0 MSS=1388 WS=256 SACK_PERM=1
31 2619-19-13 17:87:09.855287 192.168.0.180 10.10.1.109 TCP 54 4829% + 8@ [ACK] Seq=3239914803 Ack=885763520 Win=66248 Len=@
34 2819-19-13 17:87:14.856096 192.168.0.180 10.10.1.189 TCP 2 54 48299 + 80 [FIN, ACK] Seq=3239914003 Ack=883763520 Win=66248 Len=0

= 46 2819-18-13 17:87 9 16.18.1.188 192.168.0.168 CP 54 80 » 43299 [R5T] Seq=8! B Win=@ Len=@

Key Points:

1. The TCP 3-way handshake goes through the firewall.
2. After ~5 sec the client sends a FIN/ACK.
3. After ~20 sec the server gives up and sendsa TCP RST.

Based on this capture it can be concluded that although there is a TCP 3-way handshake through the firewall
it seemsthat it never actually gets completed on one endpoint (the retransmissions indicate this).



Recommended Actions
Sameasin case 3.1
3.3- TCP 3-way Handshake + Delayed RST from the Client

Both the firewall captures CAPI and CAPO contain the same packets, as shown in the image.

No. Time Source Destination Protocal Length Info

129 2019-16-13 17:69:20.513355 192.168.0.160 10.10.1.1800 TCP 66 48355 + 80 [SYN] Seq=2581697538 Win=8192 Len=@ MS5S=146@ WS=4 SACK_PERM=1
136 2619-18-13 17:09:20.514011 18.10.1.1008 192.168.0.100 TCP 66 80 » 48355 [SYN, ACK] Seq=1633018698 Ack=2581697539 Win=8192 Len=0 MS55=1

131 2815-18-13 17:89:28.514438 192.168.0.1868 10.10.1.100 TCP 54 48355 + 80 [ACK] Seq=2581697539 Ack=1633018699 Win=66248 Len=0
132 2819-16-13 17:89:39.473089 192.168.0.168 10.108.1.108 TCP 54 48355 + 808 [RST, ACK] Seq=2581697939 Ack=1633818699 Win=0 Len=@

Key Points:

1. The TCP 3-way handshake goes through the firewall.
2. After ~20 sec the client gives up and sendsa TCP RST.

Based on these captures it can be concluded that:

» After 5-20 seconds one endpoint gives up and decides to terminate the connection.

Recommended Actions
Sameasincase 3.1
3.4 - TCP 3-way Handshake + Immediate RST from the Server

Both firewall captures CAPI and CAPO contain these packets, as shown in the image.

No. Time Source Destination Frotocol Length Info

26 2019-10-13 17:07:67.164416 192.168.0.160 10.16.1.1e0 TCP 66 48300 » 80 [SYN] 5eq=2563435279 Win=8192 Len=0 M55=1460 W5=4 SACK_PERM=1
27 2819-10-13 17:07:67.105112 16.10.1.18@ 192.168.0.100 TCP 66 88 - 48388 [SYN, ACK] Seq=3757137497 Ack=2563435288 Win=8192 Len=8 M55=1380
28 2819-10-13 17:07:67.105554 192.168.0.160 108.16.1.100 TCP 54 48300 + 80 [ACK] S5eq=2563435280 Ack=3757137498 Win=66240 Len=0

41 2819-18-13 17:87:87.186325 10.10.1.188 192.168.8.188  TCP

Key Points:

1. The TCP 3-way handshake goes through the firewall.
2. Thereisa TCP RST from the server afew milliseconds after the ACK packet.

Recommended Actions

Action: Take captures as close to the server as possible.

Animmediate TCP RST from the server could indicate a malfunctioning server or adevice in the path that
sends the TCP RST. Take a capture on the server itself and determine the source of the TCP RST.

Case 4. TCP RST from the Client

This image shows the topol ogy:



s Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100

192.168.0.100 E1/2 g E1/3.202
INSIDE

== = UTSIDE
B —@— —B

192.168.3.x/24 | E1/3.203
DMZ

Problem Description: HTTP does not work.
Affected Flow:

Src IP: 192.168.0.100

Dst I1P: 10.10.1.100

Protocol: TCP 80
Capture Analysis

Enable captureson FTD LINA engine.

<#root>

firepower#

capture CAPl int INSIDE match ip host 192.168.0.100 host 10.10.1.100
firepower#

capture CAPO int QUTSIDE match ip host 192.168.0.100 host 10.10.1.100

s Server
Client 192.168.1.x/24 192.168.2.x/24 10.10.1.100

192.168.0.100 E1/2 E1/3.202
J— INSIDE OUTSIDE
— - | =
_ N »
£1/3.203 | CAPO

192.168.3.x/24] DMz

Captures - Non-functional scenario:

These are the CAPI contents.

<#froot>
firepower#

show capture CAPI



14 packets captured

1: 12:32:22.860627 192.
2: 12:32:23.111307 192.
3: 12:32:23.112390 192.
4: 12:32:25.858109 192.
5: 12:32:25.868698 192.
6: 12:32:26.108118 192.
7: 12:32:26.109079  192.
8: 12:32:26.118295 192.
9: 12:32:31.859925 192.
10: 12:32:31.860902 192.
11: 12:32:31.875229 192.
12: 12:32:32.140632 192.
13: 12:32:32.159995 192.
14: 12:32:32.160956  192.
14 packets shown
These are the CAPO contents:
<#froot>
firepower#
show capture CAPO
11 packets captured
1: 12:32:22.860780 802.
2: 12:32:23.111429  802.
3: 12:32:23.112405 802.
4: 12:32:25.858125  802.
5: 12:32:25.868729  802.
6: 12:32:26.108240 802.
7: 12:32:26.109094  802.
8: 12:32:31.860062 802.
9: 12:32:31.860917  802.
10: 12:32:32.160102 802.
11: 12:32:32.160971  802.

11 packets shown

The firewall logs show:

<#root>

firepower#

show | og

Oct 13 2019 13:57:36: %FTD-6-302013:
Oct 13 2019 13:57:36: %FTD-6-302014:

TCP Reset-O from | NSI DE

Oct 13 2019 13:57:39: %FTD-6-302013:
Oct 13 2019 13:57:39: %FTD-6-302014:
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Built inbound TCP connection 4869 for INSIDE:192.168.0.100/47741 (
Teardown TCP connection 4869 for INSIDE:192.168.0.100/47741 to OUT

Built inbound TCP connection 4870 for INSIDE:192.168.0.100/47741 (
Teardown TCP connection 4870 for INSIDE:192.168.0.100/47741 to OUT



TCP Reset-0O from | NSI DE

Oct 13 2019 13:57:45: %FTD-6-302013: Built inbound TCP connection 4871 for INSIDE:192.168.0.100/47741 (
Oct 13 2019 13:57:45: %FTD-6-302014: Teardown TCP connection 4871 for INSIDE:192.168.0.100/47741 to OUT

These logs indicate that thereisa TCP RST which arrives on firewall INSIDE interface
CAPI capture in Wireshark:

Follow the first TCP stream, as shown in the image.

tia, Timw Source Destination Frotocol Length  Info
12019-18-13 14:32:22.860627 192.168.0.160 10.10.1.168 TCcP 66 47078 + 3@ [SYN] Seq

2 2019-10-13 14:32:23_111367 192_168.0.160 TCP 88 [SYN] 5

Win=8192 Len=0 MS5=1468 WS=4 SACK_PE™" ~
Win=8192 Len=8 M55=1460 WS=4 SACK_PE

Mark/Unmark Packet
lgnore/Unignore Packet

Win=@ Len=@

H8.0.188  10.10.1.188

Set/Unset Time Reference
Time Shift...
Packet Comment...

Edit Resolved Name

Apply as Filter

Prepare a Filter 3
Conversation Filter r
Colorize Conversation

SCTP »
Follow K TCP Stream:

Copy »

Protocel Preferences »
Decode As...
Show Packet in New Window

Under Wireshark, navigate to Edit > Preferences > Protocols > TCP and unselect the Relative sequence
number s option as shown in the image.

i}

. M Wireshark - Preferences ? 4
steam IH3 D1 s nsmission Control Protocol -
2:$ [«*] Show TCP summary in protoced tree
STUN [] validate the TCF checksum if possible
SUA [«*] Alcw subdissector to reassemble TCP streams
v E Analyre TOF sequence numbers
z::EHECIF'I" "E Relative sequence nembers
Symergy Cealing factor to use when not available from capture  Not known w
Syslog [] Track number of bytes in flight
.38 [«] Caloulate comversation timestamps
I’igic{:; [] Try heuristic sub-dissectors first
TALI [[] ignore TCP Timestamps in summary
TAPA [«*] Do not call subdtssectors for error packets
TCAR [«] TCP Experimental Options with a Magsc Numbser
TCP [[] pesplay process informaticn via IPFIX
TCPENCAP .

i » TCF UDF port |0 W
oot ||

This image shows the contents of the first flow in CAPI capture:



N | beptream &g 0
o, T Saroe Deshinabon Frotoood  Length Infp
1 39-10-13 14:32:22 860627 192.168.8.100  10.18.1.1088 TP 66 ATATR + 80 [SYN] Seqed4808574664 Win=B8192 Lensd M5S1460 WS=4 SACK_PERMs=1

S A19-18-13 14:32:25. 868698 192.168.0.108 10.10.1.108 TCF 54 ATGTE + B0 [RST] Se iB6 2498 i 2

18 J1%-10-13 14:32 ok 11 T e e e G4 ATGTE = 26 [RET] Seqgellfd Win=f Len=f

11 3919-19-13 14:32:31.875220 192.168.8.188 10.18.1.108 54 ATOTE + B0 [RST] Se 33 Win=0 Len=9

Frase 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits)
Ethernet IT, Sre: Cisco_fo:fc:dB (dc:de:35:fc:fc:dB), Dst: Cisco_f6:ld:ase (80:be:75:F6:1d:ae)
Internet Protocol Version 4, Sec: 192.168.8.188, Dst: 10.10.1,188
« Transmission Control Protecel, Src Port: 470978, Dst Port: B8, Seq: 4898574664, Len: @
Source Port: ATATH
Destination Port: 88
[5tream index: @)
[TCP Segment Len: @] e
Sequence nusber: 48585746064
[Mext sequence nusher: JB98574664]
heknowledpment number: @
1080 ..., = Header Lempth: 32 bytes {8)
Flags: @382 (SYN)
Window size value: B192
[Calculated window size: B1%2)
Checksum: @eBedl [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
Options: (12 bytes), Maximum segment size, Mo-Operation (NOP), Window scele, Mo-Operation (MOP), Mo-Operation (MOP), SACK persitted
[ Timestamps ]

Key Points:

1. Theclient sendsa TCP SY N packet.
2. Theclient sendsa TCP RST packet.
3. The TCP SYN packet has a Sequence Number value equal to 4098574664.

The same flow in CAPO capture contains:

Ho. Tirme Source Destination Protocol Length  Info oﬁ
12019-1@-13 14:32:22.86@780 192.168.0.100 10.10.1.160 TCP 70 47078 + 88 [SYN] Seq=1386249852 192 Len=0 MS5=1380 WS5=4 SACK_PERM=1

5 2819-18-13 14: 192.168.0.160 10.10.1.106 TCP 58 47878 » ]

Frame 1: 78 bytes on wire (568 bits), 78 bytes captured (568 bits)
Ethernet II, Src: Cisco_f6:1d:8e (@@:be:75:f6:1d:8e), Dst: Cisco_fc:fc:dB (dc:de:35:fc:fc:dB8)
862.1Q Virtual LAN, PRI: @, DEI: @, ID: 202
Internet Protocol Version 4, Src: 192.168.6.100, Dst: 10.10.1.100
~ Transmission Control Protocol, Src Port: 47878, Dst Port: 88, Seq: 1386249852, Len: @

Key Points:

1. Theclient sendsa TCP SY N packet. The firewall randomizes the ISN.
2. Theclient sendsa TCP RST packet.

Based on the two capturesit can be concluded that:

» Thereisno TCP 3-way handshake between the client and the server.
» Thereisa TCP RST which comes from the client. The TCP RST sequence number value in CAPI
capture is 1386249853.

Recommended Actions

The actions listed in this section have as agoal to further narrow down the issue.

Action 1. Take a capture on the client.



Based on the captures collected on the firewall there is a strong indication of an asymmetric flow. Thisis
based on the fact that the client sends a TCP RST with a value of 1386249853 (the randomized I1SN):

Mo. Time: Source Destination Protocol Length Info 1
19 6.848337 192.168.8.1668 16.16.1.1688 66 47878

Key Points:

1. Theclient sendsa TCP SY N packet. The sequence number is 4098574664 and is the same as the one
seen on firewall INSIDE interface (CAPI)

2. Thereisa TCP SYN/ACK with ACK number 1386249853 (which is expected due to ISN
randomization). This packet was not seen in the firewall captures

3. Theclient sendsa TCP RST since it expected a SY N/ACK with ACK number value of 4098574665,
but it received value of 1386249853

This can be visualized as;

TCP SYN
. AW Server
Client . 2 La, . 2. X 10.10.1.100

192.168.0.100 E1/2 g E1/3.202

INSIDE EF)M OUTSIDE g
2 =
.
TCP SYN/ACK

Action 2. Check the routing between the Client and the Firewall.
Confirm that:

* The MAC addresses seen in the captures are the expected ones.
» Ensure that the routing between the firewall and the client is symmetric.

There are scenarios where the RST comes from a device that sits between the firewall and the client while
there is an asymmetric routing in the internal network. A typical case is shown in the image:

. TCP SYN Server
Client o 192.168.1.x/24 192.168.2.x/24 0.10.1.100
192.168.0! p) . [

INSIDE

=]

.eTCP RST | TCP SYN/ACK 9

In this case, the capture has this content. Notice the difference between the source MAC address of the TCP
SY N packet vs the source MAC address of the TCP RST and the destination MAC address of the TCP
SYN/ACK packet:



<#root>

firepower#

show capture CAPI detai
1: 13:57:36.730217

4c4e. 35fc.fcd8

00be.75f6.1dae 0x0800 Length: 66
192.168.0.100.47740 > 10.10.1.100.80: S [tcp sum ok] 3045001876:3045001876(0) win 8192 <mss 1460,
2: 13:57:36.981104 4c4e.35fc.fcd8 00be.75f6.1dae 0x0800 Length: 66
192.168.0.100.47741 > 10.10.1.100.80: S [tcp sum ok] 3809380540:3809380540(0) win 8192 <mss 1460,
3: 13:57:36.981776 00be.75f6.1dae

a023. 9f 92. 2a4d

0x0800 Length: 66
10.10.1.100.80 > 192.168.0.100.47741: S [tcp sum ok] 1304153587:1304153587(0) ack 3809380541 win
4: 13:57:36.982126

a023. 9f 92. 2a4d

00be.75f6.1dae 0x0800 Length: 54
192.168.0.100.47741 > 10.10.1.100.80:

R

[tcp sum ok] 3809380541:3809380541(0) ack 1304153588 win 8192 (ttl 255, id 48501)

Case 5. Slow TCP Transfer (Scenario 1)

Problem Description:

SFTP transfer between hosts 10.11.4.171 and 10.77.19.11 is slow. Although the minimum bandwidth (BW)
between the 2 hosts is 100 Mbps the transfer speed does not go beyond 5 Mbps.

At the same time, the transfer speed between hosts 10.11.2.124 and 172.25.18.134 is quite higher.

Background Theory:

The maximum transfer speed for asingle TCP flow is determined by the Bandwidth Delay Product (BDP).
The formula used is shown in the image:

TCP Window (Bytes)
Max Single TCP Flow Throughput [bps] = x 8 [bits/Byte]
RTT (Seconds)

For more detail s about the BDP check the resources here:

* Why Your Application only Uses 10Mbps Even the Link is 1Gbps?
« BRKSEC-3021 - Advanced - Maximizing Firewall Performance



https://www.cisco.com/c/en/us/support/docs/ip/transmission-control-protocol-tcp/200943-Why-Your-Application-only-Uses-10Mbps-Ev.html
"	BRKSEC-3021 - Advanced - Maximizing Firewall Performance

Scenario 1. Slow Transfer
This image shows the topology:

Server
10.77.19.11

Client
10.11.4.171

INSIDE OUTSIDE

=]

Affected Flow:
SrcIP: 10.11.4.171
Dst IP: 10.77.19.11

Protocol: SFTP (FTP over SSH)
Capture Analysis

Enable captures on FTD LINA engine:

<#root>

firepower#

capture CAPlI int |INSIDE buffer 33554432 match ip host 10.11.4.171 host 10.77.19.11
firepower#

capture CAPO int QUTSI DE buffer 33554432 match ip host 10.11.4.171 host 10.77.19.11

A Warning: LINA captures on FP1xxx and FP21xx captures affect the transfer rate of traffic that goes
through the FTD. Do not enable LINA captures on FP1xxx and FP21xxx platforms when you
troubleshoot performance (slow transfer through the FTD) issues. Instead use SPAN or aHW Tap
device in addition to captures on the source and destination hosts. The issue is documented in Cisco
bug ID CSCv030697.

<#froot>
firepower#
capture CAPlI type rawdata trace interface inside match icnp any any

WARNING: Running packet capture can have an adverse impact on performance.

Recommended Actions

The actions listed in this section have as a goal to further narrow down the issue.


https://tools.cisco.com/bugsearch/bug/CSCvo30697

Round Trip Time (RTT) Calculation

First, identify the transfer flow and follow it:

Ho. Time Sowrce Destination Protocol Length Window size value

Mark/Unmark Packet

10.000168 10.11.4.171 Ignore/Unignore Packet 58 49680
4 9.877068 18.77.19.11 Set/Unset Time Reference i) 49680
58.000152 19.11.4.171 Time Shift... S8 49680
60.000244  10.11.4.171 Packet Comment... 80 49680 ¢
7 0.871545 19.77.19.11 ) 58 49680
80.000153 10.11.4.171 e el 538 49680 ¢
99.841288 10.77.19.11 Apply as Filter v | 738 49680
10 0.000168 10.11.4.171 Prepare a Filter ’ 58 49680
11 6.0930165 10.77.19.11 Conversation Filter ' 58 49680
12 0.000168  10.11.4.171 T - 82 49680 ¢
I SCTP b
> Frame 1: 70 bytes on wire (560 Follow TCP Stream
> Ethernet II, Src: Cisco f8:19:f © UDP Stream
> 802.1Q Virtual LAN, PRI: 0, DEI  COP¥ | ssLsweam
» Internet Protocol Version 4, Sr Pratocol Preferences b HTTP Stream
v Teaneaterban—fanknal—Deat e nd— - -

Change the Wireshark View to show the Seconds Since the Previous Displayed Packet. This eases the
caculation of the RTT:

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
A W 7 |+~ MainToolbar QearTE
E@ « Filter Toolbar
Ho. Tir ¥ Status Bar Protocol Length  Window size value Info
CHTG [ PR et ELE TCP 58 49680 39744 » 22 [ACK] Seq=173702694
4 9. ¥ PacketDetails SSHY2 86 49688 Server: Protocol (SSH-2.8-Sun_SSI
5 @. ¥ Packet Bytes TCP 58 49680 30744 » 22 [ACK] Seq=17370926094
6. Time Display Format » Date and Time of Day (1970-01-01 01:02:03.123456) Ctri+Alt+1
798- " Name Resolution »  Year, Day of Year, and Time of Day (1970/001 01:02:03.123456)
g g Zoom o Time of Day (01:02:03.123456) Ctrl+Alt+2
10 @. _ _ Seconds Since 1970-01-01 Ctri+Alt+3
11 0. Expand Subtrees Sh[_fi'ﬂ'gm Seconds Since Beginning of Capture Ctri+Alt+4
12 @. Collapse Subtrees Shift+Left Seconds Since Previous Captured Packet Ctrl+Alt+5
< =ernEled Cirl+Right IS Seconds Since Previous Displayed Packet Ctri+Alts6

The RTT can be calculated by addition of the time values between 2 packet exchanges (one towards the
source and one towards the destination). In this case, packet #2 shows the RTT between the firewall and the
device who sent the SYN/ACK packet (server). Packet #3 shows the RTT between the firewall and the
device who sent the ACK packet (client). The addition of the 2 numbers provides a good estimate about the
end-to-end RTT:



3 @.ee8l68  [16.11.4.171 10.77.19.11 TCP 58 49680 39744 » 22 [ACK] Seq=1737826094 Ack=835172682 Win=49688 Len=0

4 9.877068 18.77.19.11 18.11.4.171 S5Hv2 B0 49680 Server: Protocol (SSH-2.8-Sun SSH 1.1.8)

5 9.008152 16.11.4.171 10.77.19.11 TCP 58 49688 39744 + 22 [ACK] Seq=1737826094 Ack=335172784 Win=49688 Len=@
6@.800244  18.11.4.171 1e.77.19.11 SSHv2 B2 49680 Client: Protocol (SSH-2.9-Sun SSH 1.1.4)

7 8.871545 18.77.19.11 19.11.4.171 TCP 58 49688 22 » 39744 [ACK] Seq=835172704 Ack=1737826116 Win=49638 Len=@
8 9.000153 168.11.4.171 10.77.19.11 55Hv2 538 45680 Client: Key Exchange Init

9 8.941288 16.77.19.11 18.11.4.171 5SHv2 738 49680 Server: Key Exchange Init

1o 9.000168 18.11.4.171 18.77.19.11 TP 58 49680 39744 + 22 [ACK] Seq=1737026596 Ack=835173384 Win=19688 Len=0
11 9.838165 16.77.19.11 10.11.4.171 TCP 58 49680 22 » 39744 [ACK] Seq=835173384 Ack=1737026596 Win=49688 Len=0
12 8.800168 18.11.4.171 10.77.19.11 SS5Hv2 82 49680 Client: Diffie-Hellman Group Exchange Request

RTT = 80 msec
TCP Window Size Calculation

Expand a TCP packet, expand the TCP header, select Calculated window size and select Apply as
Column:

~ Transmission Control Protocol, Src Port: 22, Dst Port: 39744, Seq: 835184024, Ack: 1758069388, Len: 32
Source Port: 22
Destination Port: 39744
[Stream index: @]
[TCP Segment Len: 32]
Sequence number: 835184024
[Hext sequence number: 835184856]
Acknowledgment number: 1758069388
8181 .... = Header Length: 28 bytes (5)
» Flags: 8x@18 (PSH, ACK)
Window size value: 496889
[Calculated window size: 496881
[Window size scaling factor: © Expand Subtrees
Checksum: @x2b49 [unverified] Collapse Subtrees
[Checksum Status: Unwerified] Expand All
! LT A S 1 E Eullam\e All L
O ¥ The scaled window size (if scaling has baen I
[ ey Apply as Column |

Plalesl

Check the Calculated window size value column to see what the maximum window size value was during
the TCP session. Y ou can also select on the column name and sort the values.

If you test afile download (server > client) you must check the values advertised by the server. The
maximum window size value advertised by the server determines the maximum transfer speed achieved.

In this case, the TCP window sizeis = alll00 Bytes

ll |Apply & display filter ... <Cirl-/>

Ho. Time Source Dastination Protocol  Length Iculated window size Infa
|l2a.. o.pe0a91 18.11 18.77.19.11 TCP 58 40680 39744 + 22 [ACK] Seq=1758069341 Ack=83

B.871685 10.77 190.11.4.171 496580 22 + 29744 [ACK] Seq=835184152 Ack=175
9.800443 10.11 19.77.19.11 49680 Client: Encrypted packet (len=32)
24..  ©9.871666 18.77.19.11 16.11.4.171 SSHv2 154 49680 Server: Encrypted packet (len=96)
24.. ©9.844850 10.11.4.171 10.77.19.11 TCP 58 49680 39744 + 22 [ACK] Seq=1758069388 Ack=83
24..  9.873685 10.77.19.11 19.11.4.171 SSHv2 <] 49680 Server: Encrypted packet (len=32)
| 24.. ©9.900747 10.11.4.171 10.77.19.11 SSHv2 98 49688 Client: Encrypted packet (len=32)

Based on these values and with the use of the Bandwidth Delay Product formulayou get the maximum
theoretical bandwidth that can be achieved under these conditions: 50000* 8/0.08 = 5 Mbps maximum
theoretical bandwidth.

This matches what the client experiencesin this case.



Check closely the TCP 3-way handshake. Both sides, and more importantly the server, advertise a window
scale value of 0 which means 20 = 1 (no windows scaling). This affects negatively the transfer rate:

Ho. Time Source Destination Protocol  Length Window siog value Irifa

<

' Frame 2: 70 bytes on wire (568 bits), 78 bytes captured (560 bits)

» Ethernet II, Src: Cisco_1f:72:4e (8@:5d:73:1f:72:4e), Dst: Cisco_f8:19:ff (00:22:bd:f8:19:Ff)

> $02.1Q Virtual LAN, PRI: @, DEI: 8, ID: 162

» Internet Protocol Version 4, Src: 18.77.19.11, Dst: 18.11.4.171

« Transmission Control Protocol, Src Port: 22, Dst Port: 39744, Seq: 835172681, Ack: 1737026094, Len: @
Source Port: 22
Destination Port: 35744
[Stream index: @)
[TCP Segment Len: @]
Sequence number: 835172681
[Next sequence number: 835172681]
Acknowledgment number: 1737026894
1808 .... = Header Length: 32 bytes (B)

© Flags: @x@12 (SYN, ACK)
Window size value: 49680
[Calculated window size: 49688]
Checksum: @xa0lb [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
w Options: (12 bytes), Maximum segment size, No-Operation (NOP), Window scale, No-Operation (NOP), Mo-Operation (NOP), SACK permitted
» TCP Option - Maximum segment size: 1380 bytes
> TCP Option - No-Operation (NOP)
| » TCP Option - Window scale: @ (multiply by 1}]

» TCP Option - No-Operation (W)

At this point, there is a need to take a capture on the server, confirm that it is the one who advertises window
scale = 0 and reconfigure it (check the server documentation for how to do this).

Scenario 2. Fast Transfer

Now let’s examine the good scenario (fast transfer through the same network):

Topology:
s Server
Client 172.25.18.134
10.11.2.124

OUTSIDE

/. J h.\'\

The flow of interest:

SrcIP: 10.11.2.124

Dst IP: 172.25.18.134

Protocol: SFTP (FTP over SSH)

Enable Captureson FTD LINA engine

<#root>

firepower#

capture CAPlI int |INSIDE buffer 33554432 match ip host 10.11.2.124 host 172.25.18.134
firepower#

capture CAPO int QOUTSI DE buffer 33554432 match ip host 10.11.2.124 host 172.25.18.134



Round Trip Time (RTT) Caculation: In this case, the RTT is = 300 msec.

3 B.08al137 109.11.2.124 172.25.18.134

4 0.003784  10.11.2.124 172.25.18.134 S55Hv2 91
5 8.266863 172.25.18.134 18.11.2.124 TCP 7@
& 8.6135880 172.25.18.134 10.11.2.124 S5Hv2 91

TCP Window Size Calculation: The server advertises a TCP window scale factor of 7.

> Internet Protocol Version 4, Src: 172.25.18.134, Dst: 10.11.2.124

Source Port: 22
Destination Port: 57093

[Stream index: @]

[TCP Sepment Len: 8]

Sequence number: 661963571

[Hext sequemce number: G61963571]
Acknowledgment number: 1779516295

1818 .... = Header Length: 48 bytes {18)

Window size wvalue: 14480
[Calculated window size: 14488]
Checksum: 8x6497 [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
~ QOptiens: (29 bytes), Maximum segment size, SACK permitted, Timestamps, MNeo-Operation (NOP), Window scale
» TCP Option - Maximum segment size: 1380 bytes
» TCP Option - SACK permitted
» TCP Option - Timestasmps: TSwal 398233200, TSecr 981650424
p
»

TCP Option - No- ]
TCP Option - Window scale: 7 (multiply by 128) |

» [SEQSACK analysls]

The server’s TCP window sizeis = IE00000 Bytes:

I.i]F‘FF"‘I a le_:\ ey filter ... <Ctrl-/'=
Ho. Time o
172.25.18.134 LT 1645312 22 + 57993 [ACK] Seqst
172.25.18.134 - 1645312 [Server: Encrypted pach
23.. 0.000876 172.25.18.134 2. 1645312 [Server: Encrypted pach
23 8.8e8351 172.25.18.134 2 1645312 server: Encrypted pach
23. 9.000092 172.25.18.134 -7 164531222 + 57893 [ACK] Seqe
23, B.680915 172.25.18.134 18.11.2.124 TCP Ta 12854 164531222 + 57093 [ACK] Seq=f
23. B8.0aea91 172.25.18.134 18.11.2.124 TCP Ja 12854 1645312 22 + 57893 [ACK] Seq-=¢

Based on these values the Bandwidth Delay Product formula gives:
1600000* 8/0.3 = 43 Mbps maximum theoretical transfer speed

Case 6. Slow TCP Transfer (Scenario 2)



Problem Description: FTP file transfer (download) through the firewall is slow.

This image shows the Topology:

li Server
Slisnt 192.168.1.22
192.168.2.220

INSIDE

N

€ )

Affected Flow:
Src IP: 192.168.2.220
Dst IP: 192.168.1.220

Protocol: FTP
Capture Analysis
Enable captures on the FTD LINA engine.

<#root>

firepower#

capture CAPlI type raw data buffer 33554432 interface |INSIDE match tcp host 192.168.2.220 host 192. 168. 1.

firepower#

cap CAPO type raw data buffer 33554432 interface OUTSIDE match tcp host 192.168. 2. 220 host 192. 168. 1. 22(

Select an FTP-DATA packet and follow the FTP Data Channel on FTD INSIDE capture (CAPI):

75 0.0848412 192,168, 2,228 192.168.1.220 LF 66 54494 + 2338 [ACK] Sequl8B4231612 Acks=2670018383

76 0080518 192.168.1.228 192.168.2.228 FTP-DATA H;.-I. T I:kF'.a ;"t'“ — PASV) (RETR filelSmb}

77 0.000061 192.168.1.228 192.168.2.220 TP-DATA ok nmark Facke PASV) (RETR filelSmb)
Ignore/Unignore Packet

79 8. peaa1S 197 .168.1.228 192 _168.2.228 FTP-DATA SetfUnset Time Reference PASV) (RETR filelSmb)

80 0.0081687 192.168.2.228 192.168.1.220 TCP Time Shift... =1884231612 Ack=2678819631

81 0. 000892 192.168.2.228 192.168.1.220 TCP Packet Comment... =1884231612 Ack=2670820879

82 B.0ea801 192.168.2.220 192.168.1.220 TcP T 94 + 2388 [ACK] Seq=188423

83 0.000015 192.168.2.228 192.168.1.220 TCP 94 + 2388 [ACK] Seq=188423

84 0.000321 192.168.1.228 192.168.2.220 FTP-DATA Apply as Filter * [PASV) (RETR filelS5mb)

85 0. 989861 192.168.1.229 192.168.2.220 FTP-DATA Prepare a Filter ¢ [PASV) (RETR filelSmb)

86 @._080153 192_168.2.228 192.168.1.220 TCP Convareation Filtar v 0494 + 2388 [ACK] Seq=188423

87 0.008122 192.168.2.228 192.168.1.220 TCP Colonze Comesation v @494 » 2388 [ACK] Seq=188423
SCTP v

89 @_089397 192 168.2.228 192.168.1.220 TCP Eollow = TCP Strearm 2670027119

90 8. 008869 192.168.1.228 192.168.2.220 FTP-DATA = 15mb)

The FTP-DATA stream content:



30 0. 000488 192.168.2.229 192.168.1.220 TCP G5 54494 + 2388 [ACK] SeqelB84231612 Acke2669983679 Wine29312 Lens@ TSvals3577291508 TSecr=4264384

34 9.881617 192.168.1.229 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb}
35 0. BME51 192.168.2.220 192.168.1.228 TCP 66 54494 + 2368 [ACK] Seq=1884231612 Ack=2669999927 Win=32128 Len=0 T5vals=3577291510 TSecr=4264384
|| 350.00058 102.160.1.220 __192.168.2.220 __FIP-DATA 1314 [TCP Previous segment not captured] FIP Data: 124k bytes (PASV) (RETR filetssb) |
37 0, 000061 192.168,1.229 192,168,.2,220 FTP-DATA 1314 FTP Data; 1248 bytes (PASV) (RETR filelSsb}
38 0, 0006198 192.168.2. 238 192.168.1.228 TCP 7B [TCP Window Update] 34494 + 2388 [ACK] Seqe1884231612 Ack=2069908037 Win=35072 Len=@ Twal=3507201511 TSecr=4264384 SLE-26E9502175 SRE-1065993423
35 0. 5sT7 192.168.2.229 192.168.1.220 TP 78 [TCP Window Update] 54494 + 2388 [ACK] Seqe1884231612 Ack-26609908927 Wine17888 Len<d TSwal«3577251511 TSecreA264384 SLE-2669592175 SRE-2665994671
(| 490.300056 _192.168.1.220 __192.168.2.200 __TCP_____ 1314 [TCP Oub-0f Order] 2388 .+ 54434 [ACK] Sequ2669930027 Ack=1884031612 Win-G6048 Lena1238 TSval-AToadls TSeceadsTraotsit |
41 0. Ba04EE 192.168.2.229 192.168.1.228 TP 66 54404 + FIRE [ACK] Seq=1R84231612 Ack=26690045671 Win=20832 Len=0 TSval=3577201820 TSecr=4264415
47 0. 0MMEB9 192.168.1.229 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes {PASV) (RETR filelSsb}
|| 430.000045  192.166.1.220 192.168.2.228 __ FIP-DATA 1314 [TCP Previcus segsent not captured] FIP Data: 1248 bytes (PASV) (RETR filewssby |
44 0.030077 192.168.1.229 192.168.2.220 FIP-DATA 1314 FTP Data: 1242 bytes (PASV) (RETR filelSsb)
45 0. 0aacas 192.168.2.229 192.168.1.220 TP G5 54404 -+ 2388 [ACK] Seqe1884231612 Ack«2669995010 Wins431776 Lens@® TSwals35772912821 TSecr=4264415%
45 0. 20830 192.168.2.229 192.168.1.228 TP 78 [TCP Window Update] 54494 + 2388 [ACK] Seqe1884231612 Ack=2660905019 Wins=48768 Len=@ TSwal=1577201821 TSecrs=4264415 SLE=2660007167 SRE=2660009663
A7 0. PNERL 192.168.1.229 192.168.2.228 FTP-DATA 1314 FTP Data: 1248 bytes (PASN) (RETR filelSsk)
AB 0. 20259 192.168.2.279 192.168.1.228 TCP 78 [TCP Window Update] 54494 + 2388 [ALK] Seqe1884331612 Ack=2650905919 Win=51584 Len=0 TSwal=3577201827 TSecr=4268415 SLE=2669997167 SRE=1670000911
—
58 8. Beene 197.168.3. 3229 192.168.1.238 65 54494 = 2388 [ACK] SeqelB84731613 Acke2G70008911 Wine54522 Lens@ TSvals35772932741 TSecr=4264507
51 0.888519 192.168.1.229 192.168.2.238 FTP-DI!T.I\. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb)
52 0. B8e061 192.168.1.279 192.168.2.238 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb}
L[ s30.000005 __192.168.1.200 __192.168.2.248 __FIP-DATA__1314 [1CP Previous segment not captured] FIP Data: 124k bytes (PASV) (REM filelssb) ____________________________________|
54 0. 000015 192.168.1.270 192.168.2.239 FTP-DATA 1314 FTP Data: 1245 bytes (PASY) (RETR filelSsh)
55 8. B00199 192.166. 2. 210 192.168.1.230 TP 66 54494 + 7388 [ACK] Seq=1830231612 Ack=2670002159 Win=57472 Lensf TSval=3577292742 TSecr=4264587
56 0. 9829 19%.156.2. 229 192.168.1.238 TP 66 54494 = 2388 [ACK] SeqelBB84231613 Acke2670003407 WineG0Z88 Lens@ TSwval=3577292742 TSecr=4784507
57 0988183 192.168.1.229 192.168.2.228 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb)
58 0.000106 192.168.2.229 192.168.1.228 TCP T8 [TCF Window Update] 54494 + 2388 [ACK] 5eqelB884231612 Acks=2670003407 Wins=G5280 Lens=0 TSwal=3577292742 TSecrs=4264587 SLE=2678004655 SRE=2670007151
59 0. 0168 192.168.2.220 192.168.1.228 TP 78 [TCP Window Update] 54494 + 2388 [ACK] Seqe1884231612 Ack=2670003407 Wins=68224 Lens=@ TSwal=3577292743 TSecr=4264507 SLE=2670004655 SAE=2670008399
60 0. 00000 192.168.1.229 192.168.2,230 FIP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb)

The CAPO capture content:

35 0. 000610 192.168.2.220  192.168.1.230 TP 66 54494 » 2388 [ACK] Seqe2l57030682 Acks2224316912 Wine29312 Lenwd Toval=3577291508 Toecr=a264384

38 0.001328 192.168.1.20% 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filedSmb)

48 0. 68641 192.168.2.20% 192.168.1.220 TCP 66 54404 + 2388 [ACK] Seq=2157030682 Ack=2224318168 Win=3Z2128 Len=0 TSval=357729151% TS 64384

42 0, p0ARLE 192.168.1.229 192,168, 2,220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR #ilelSeb)

43 9, 500290 192.168.2.230 192.168,1, 220 (<] 78 [TCP Window Update] 54454 + 2388 [ACK] Seq=2157030682 Ack=22243181560 Win=35072 Len=0 TSval=3577291511 TSecr=4264384 SLE=2124319408 SRE=2234320656
44 . BSDTE 192.168.2.229 192.188.1.226 TP 78 [TCP Window Update] 54454 + 2388 [ACK] Seqe2157030582 Ack-2224318158 Win=27288 Lene@ TSwal=3577261511 TSecr=4284324 SLE-2224319408 SRE-22243215084
A6 . BHA5ED 192.168.2.20% 192.168.1.220 TP 66 54404 + I8 [ACK] Seqe2157030682 Ack-2224321904 WinedBB32 Lened TSval=3577201820 TSecr-4264415

A7 §. 00412 192.168.1.22% 192.168.2.230 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR #ilel5sb)

45 ©, B000TE 193.168.1.230 152,168, 2,230 FTP-DATA 1314 FTP Data: 1248 bykes (PASV) (RETR FilelSsb)

58 8. B350 192.168.2.229 152.188.1.226 e 56 54494 » 2388 [ACK] Seqe2157030682 Ack-2224323152 Wined3776 LeneB TSval=3577291821 TSecr-4264415%

51 0. 800045 192.168.2.20% 192.168.1.228 e 78 [TCP Window Update] 54454 + 2380 [ACK] Seqe2157038602 Ack«2224323152 Wined8768 Leénsd TSwal«3577201821 TSecr=A4264415 SLE-2222324408 SRE-22243068%6
52 0.000412 192.168.1.27% 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsb)

53 9. 880351 192.168.2.229 192,168, 1. 220 TP 78 [TCP Wirdow Update] 54404 + 2388 [ACK] Seqe2157030682 Ack=2224323152 Win=51584 Len=0 TSval=3577201822 TSecr=A264415 SLE=2224324400 SRE=2324328144
55 @, 601067 192.168.2.230 152,168, 1.230 e 65 54494 » 2388 [ACK] Seqe2157030682 Ack=2224328144 Win=54528 Lensd TSval=3577192741 Toecr=4264507

56 8. 600as? 192.168.1.22% 192,158, 2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSeb)

57 0. B00E1 192.168.1.22% 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSeb)

50 8. pHe0mD 192.168.1.279 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR #ilelSsb) a

60 8. 000274 192.168.2.279 192.168.1.220 e 66 54494 + 2388 [ACK] Seq=2157030682 Ack=2224320302 Win=57472 Len=0 T5val=3577192742 TSecr=4264507

61 0,000214 192.168.2.229 192,168, 1, 220 e 66 54494 » 2308 [ACK] Seqe2157030682 Ack-2224330640 Win-60288 Lens0 TSval=3577192742 TSecr=A264507

62 ©.000122 192.168.1.229 192.168.2.220 FTP-DATA 1314 FTP Data: 1248 bytes (PASV) (RETR filelSsh)

63 0. 000168 192.168.2.22%9 192.168.1.2208 e 78 [TCP Window Update] 54454 + 2388 [ACK] Seqe2157030682 Acks2224110640 WinsG65280 Lens@ TSwal=3S7T202742 TSecr=4264507 SLE=22241318B8 SRE=2224334184
64 0. 000107 192.168.1.27%9 192.168.2.220 FTP-DATA 1314 FTP Dats: 1248 bytes (PASV) (RETR filelSmh)

Key Points:

1. There are TCP Out-Of-Order (OOOQ) packets.
2. Thereisa TCP Retransmission.
3. Thereisan indication of a packet loss (dropped packets).

p Tip: Save the captures as you navigate to File > Export Specified Packets. Then save only the
Displayed packet range

File name [FTD_Data_only &

Save as ype Wiresharkficpdumpy_.. - pcap (" dmp.gz.”. dmp.”.cap.gz” cap.” pcap.gr.” pcap) ~ Cancel

Help

[Jcemprass with gzip
Packet Rangs
(") Captured Dhsplayed
() Al packats 23954
(") Selected packel 1
M i pack
Firs ! marked
| 0

1CkaES




Recommended Actions

The actions listed in this section have as agoal to further narrow down the issue.
Action 1. Identify the packet loss location.

In cases like this, you must take simultaneous captures and use the divide and conquer methodology to
identify the network segment(s) that cause packet loss. From the firewall point of view there are 3 main
scenarios:

1. The packet lossis caused by the firewall itself.
2. The packet loss is caused downstream to the firewall device (direction from server to client).
3. The packet loss is caused upstream to the firewall device (direction from the client to server).

Packet loss caused by the Firewall: In order to identify if the packet lossis caused by the firewall thereisa
need to compare the ingress capture to the egress capture. There are quite many ways to compare 2 different
captures. This section demonstrates one way to do this task.

Procedureto Compare 2 Capturesin order to Identify the Packet L oss

Step 1. Ensure that the 2 captures contain packets from the same time window. This means there must be no
packets in one capture that were captured before or after the other capture. There are afew waysto do this:

» Check thefirst and last packet IP identification (ID) values.
» Check thefirst and last packet timestamp val ues.

In this example you can see that the first packets of each capture have the same IP ID values:

Teme f— [rseep— Protocel  Langth_Kdecbcaco

|
1 2919-18-16 16:13:84.169394  192.168.2.22%

Seqe1B84231611 Win=29200 Len=0 M55-1468 SACK PERM=1 TSwals3577288500 TSecred Wi-128

k=1884231612 Win-8192 Len=0 M55-1268 WS-254

TCP ?LUKN}‘I Zblll_ 54494 « 2388 [SYN
74 G516 (5207)

TP 66 Bx0a36 (2614)
1314 9x1521 (5409)
6 Bead? (2615)

152.168.1.239
192, 16&.2. 200 192
47.179647  192.168.1.200
47179098 152.168.2.200

3 2019-18-18
4 W010-18-16 16:
5 219-18-16 16:
6 H19-18-16 16:

Edil View Go Caphure Amalyre Sttimcs Telephosy Witsless Tools Help

L] @ RE Q«»EF 2 e The 1

192.168.1. 200 1314 9x1524 (5412)
T8 Dula38 (2616)

8 2019-10-16 16:13:47.1805107
9 M19-10-16 16:13:47.180715  192.168.2.220

19 2019-10-16 16:13:47.180792 192.168.2.22% 78 udadd (2617) Churce W
2 x152 16316859 19; ET
12 2910-18-16 16:13:47.490376  102.168.2.229 192.168.1 66 Oxdadn (2618) 5 : :
13 2010-18-16 16:13:47. 450865 152.168.1.220 193.168.2. 1314 81526 (5414} e TR TR TR T 2368 + 54434 15N, ACK] Seq

192.168.2.220 192.168.1. 228 TCP 66 Baidads (2614) 54454 = 2388 [ACK] Seqs2153

- 4 W19-18-16
15 810-18-16 16:13:47. 490987  192.168.1.238 192,168,228 1314 81529 (5417) % 2019-10-16 16

L Je 2 : = 192.168.1.220  192.168.2.220  TCP 1314 Gx1521 (5409) 2388 + 54494 [ACK] Seqe22249

16 2019-108-16 16:13:47.491231 192.168.2. 220 192.168.1 66 Bxalh (2619) 6 I009-18-16 16:13:47, 15002 192.168.2.220 192,168,1,228 & 237 {2615} 54494 = 7388 [ACK] Seq=2157

17 2019-10-16 16:13:47.491261  192.168.2.200  192.168.1.220  TCF 78 Oxdadc (2620) -

D m LA ‘f?"“""'m ’:“'"’“":' 314 9’“5?‘ {=ai3) 8 2019-18-16 16:13:47.180456  152.168.1.220 192.168.2. 220 1314 Bx1524 (5412) 2308 -+ 54484 [ACK] Seqe222d

LRLEGA S E Bl L A e N L T 2 192.168.1.220 ERRLEIL JL) 9 2019-10-16 16:13:47.120786  192.168.2.220  192.168.1.230 TCP 78 eals (2616) [TCP Window Update] 54454 4
z 10 2019-10-16 16:13:47.158822  102.168.2.228  192.168.1.220 78 BxBa39 (2617) [TCP Window Update] Sad94 4

21 3919-18-16 16:13:48.411050  152.168.2.220  192.168.1. 66 Gucdlade (2622) -

el sl il a e b e | b e ) b sl () 12 2019-10-16 16:13:47.450407  192.168.2.220  192.168.1.220 66 Gxdada (2618) 58494 = 2388 [ACK] Seqa2157

J 2019-16-15 16: ‘m'”ﬁa 192.168.1. 2% 192.163.2.220 1314 61536 [7‘” 13 2019-18-16 16:13:47.45081% 192.165.1.228 192.168.2. 320 1314 Bx1526 (5414) 2385 » 54434 [ACK] Seqediid

152.168.1. 220 192.168.2_ 220 TCP 1314 Bwl533 (5427) 15 2019-10-16 16

[ 2 : = : 4745056 1921681200 192.160.2.20 1314 81529 (5417} 2388 + 54454 [ACK] Seq-22d
25 2019-10-16 16: ‘:?"E‘?""'m Sl T &6 Qxbadf (2623) 16 2019-18-16 16:13:47 451245  152.168.2.230 192.168.1. 228 TCP 6 Budalb (2615) S4454 + 2380 [ACK] Seqe218]
27 2019-10-16 16:13:48, 412088 192.16.2.220 192,168.1.220 _ TCP 50 xRt (2624) 17 2019-19-16 16:13:47.451202  192.168.2.220  192.168.1 320 TP 78 exadc (2620} [TCP Window Update] 58454 4

Frase 1: 74 bytes on wire (502 bits), 74 bytes captured (592 bits) 18 2019-18-16 16:13:47.491704 192.168.1.229 192.168.2.220 1314 Bx157a (5418) 2388 + 54494 [ACK] Seqe224

Ethernet II, Src: Veware @b:elich (@0:0c:20:0b:ed:ch), Dit: Cisco O9d:89:07 (50:1d:e5:94:89:97) 19 2019-10-16 16:13:47. 492055 192.168.2.20 192.168.1.220 78 iidald (2621} [TCP Window Update] 54404 4

Internet Protocol Wersion 4, Src: 192.168.2.320, Dst: 193.168.1.330 48.4 4 A

Transmission Control Protocel, Sre Port: 54454, Dst Port: 2388, Seq: 1884231611, Len: © 71 2019-19-16 16:13:48, 411881  192.166.2.220 192.168.1.220 66 Bxbade (2622) 4 88 [ACK] Seqe2151
12 W19-19-16 16:13:48,411538 192.168.1. 220 192.168,2, 220 Tce 1314 8x152f (5423} 2388 + 24 [ACK] Seqe2Zd
23 919-18-16 16:13:48.411599 152, 168.1.228 132, 168.2, 220 TCR 1314 1539 (5434) 2388 - 54494 [ACK] Seq=2224

In case they are not the same then:

1. Compare the Timestamps from the first packet of each capture.
2. From the capture with the latest Timestamp get afilter from it change the Timestamp filter from ==to
>= (the first packet) and <= (the last packet), e.g:



Ho. Time Source Destination Frotocol  Length  Info

2 2819-18-16 16:13:43.245638 192.168.1. 226 192.168.2. 228 TCP 74 21 + 38400 [S
3 2019-10-16 16:13:43,245867 192.168.2.228 192.168.1.228 TCP 66 38400 + 21 [A
<

v Frame 2: 74 bytes on wire (592 bits), 74 bytes captured (592 bits)

Encapsulation type: Ethernet (1)

Arrival Time: Oct 16, 2019 16:13:43.24563800¢ ~--*--7 =-=--= modfla wi. |
[Time shift for this packet: ©.200000008 sect "_"'F"“dﬁ'm"'w
Epoch Time: 1571235223.245638000 seconds Collapse Subtrees
[Time delta from previous captured frame: @.¢ Expand All
[Time delta from previous displayed frame: @. Collapse All
[Time since reference or first frame: @.006%

| lumn
Frame Humber: 2 e
Frame Length: 74 bytes (592 bits) Apply as Filter :
Capture Length: 74 bytes (592 bits) Prepare a Filter v Selected

(frame.time >="Oct 16, 2019 16:13:43.244692000") & & (frame.time <= "Oct 16, 2019
16:20:21.785130000")

3. Export the specified packets to a new capture, select File > Export Specified Packets and then save the
Displayed packets. At this point, both captures must contain packets that cover the same time window. Y ou
can now start the comparison of the 2 captures.

Step 2. Specify which packet field is used for the comparison between the 2 captures. Example of fields that
can be used:

* |IPIdentification
* RTP Sequence Number
* ICMP Segquence Number

Create atext version of each capture which contains the field for each packet that you specified in step 1. In
order to do this, leave only the column of interest, for example, if you want to compare packets based on IP
I dentification then modify the capture as shown in the image.

Am @ RE QewsSF S

[ ] ] Apply a display filter ... <Ctrl=/:

ICRICRICRL
1 Right-click here r
—

No. Time Source Destination Protocol  Length  Info

Align Left
Align Center
Align Right

3 2019-10-16 16:13:43.245867 192.168.2.220 192.168.1.220 66 38400 » 21 [ACK] Se¢
4 2019-10-16 16:13:43.558259 192.168.1.220 192.168.2.220 229 Response: 220-Filey




The result;



e Bt

Bx150e (5398)
@xfdbe (64944)
2xl1512 (5394)

@xfdbl (64945)

dcfdbl (64947
gl513 (53595)
cfdbd (64948

el 516 (5398)

gfdbb (GA950)
@x1517 (5399)
axfdb? (64951)
ox1518 (S488)
@xfdb8 (64952)

151k (5483)

@xfdba (64954)
@x151c (5404)
@xcfdbb (64955)
ol5id (5485)
Bwiada (2612)
gefdbe (G4956)

‘

0x151F (5467)

G T N T R

[—

v+ Frame 23988: 66 bytes onm wire (528 bits), 66 bytes captured (528 bits)
Encapsulation type: Ethernet (1)
Arrival Time: Oct 16, 2019 16:39:31.785130000 Central European Daylight Time

Step 3. Create atext version of the capture (File > Export Packet Dissections > AsPlain Text...), as shown
in the image:



M Wireshark
File Edit View G0 Capture Analyze Statistics Telephony Wireless Tools Help

Open Cirl+0 1 = aaal
Open Recent LI
Merge... Il

Impoet from Hex Dump...

Close Ctrl+W
S i :." ]
Save AS... Ctrl+Shaft+5

Export Packet Byles. Crl + Shaift+X As OS5V,
Export POUS 1o File... As °CT Arrans..

Uncheck the Include column headings and Packet details options to export only the values of the
displayed field, as shown in the image:

Packet Hange Packel Fomrnat

() Captured (@) Displayed ] Packet summary line
® Al packets - 16514 Jinciude cokam
L3 Sehnedpoda 1 [Packet detais:
Marked packets
First to last marked Aa cplayed
':}Hﬁ"lﬂt I 0 D Packet Bytes
Remowe Ignored packets [_] Each packet on a new page

Step 4. Sort the packetsin the files. Y ou can use the Linux sort command to do this:

<#froot>

#

sort CAPl IDs > filel.sorted
#

sort CAPO IDs > file2. sorted

Step 5. Use atext comparison tool (for example, WinMerge) or the Linux diff command to find the
differences between the 2 captures.



0x0a3d (2621) 0x0a3d (2621)

0x0a3e (2622) 0x0a3e (2622)
0x0a3f (2623) 0x0a3f (2623)
Ox0add (2624) Ox0add (2624)
Ox0adl (2625) ) O0x0adl (2625)
0x0a42 (2626) WinMerge X | loxoas2 (2626)
0x0ad43 (2627) . 0x0ad43 (2627)
0x0ad44 (2628) . The selected files are identical. 0x0ad44 (2628)
0x0a45 (2629) @) 0x0a45 (2629)
0x0ad46 (2630) [“Jpen't display this message again. 0x0a46 (2630)
0x0a47 (2631) 0x0a47 (2631)

0x0a46 (2632) 0x0ad48 (2632)

0x0a49 (2633) 0x0a45 (2633)

0x0ada (2634) 0x0ada (2634)

Ox0adkb (2635) 0x0adb (2635)

Ox0adc (2636) Ox0adc (2636)

0x0ad4d (2637) 0x0add (2637)

Ox0ade (2638) Ox0ade (2638)

O EY. K fPETIQN NarN=AF MEIQN

< > I<

Ln: 27 Col: 14/14 Ch: 14/14 1252 Win Ln: 23955 Col: 1/1 Ch: 1/1 1252

In this case, CAPI and CAPO capture for the FTP Datatraffic are identical. This proves that the packet loss
was not caused by the firewall.

I dentify upstream/downstream packet |oss.

3 { ¥ . 192.
4 2019-19-16 16:13:47 192 2.220 192.168 20
5 2019-18-16 16:13:47.179388 192.168.1.220 192.168.2. 220 TCP 1314 2388 -+ 544%4 [ACK] Seq=2224316912 Ack=Z157030682 Win=660848 Len=1248 TSval=4264384 TSecr=3577291508

6 2819-18-16 16:13:47.180829 192.168.2.228 192.168.1. 2280 TP 66 54494 + 7388 [ACK] Seqs2157030682 Acks=2224318160 Win=32128 Len=@ TSval=3577291518 TSecrs=4264384

B 2019-10-16 16:13:47.180456 192.168.1.220 192.168.2.228 TP 1314 2388 + 54494 [ACK] Seq=2224320656 Ack=2157030682 Win=G66048 Len=1248 TSval=4264384 TSecr=3577291510

9 2019-10-16 16:13:47,180746 192.168,2,220 192.168,1.220 TP 78 [TCP Window Update] 54494 + 2388 [ACK] Seqe2157030682 Ack=2224318160 Wins=35072 Len=@ TSvals357729151)
10 2619-10-16 16:13:47.180822 192.168.2.220 192.168.1. 220 TP 78 [TCP Window Update] 54494 » 2388 [ACK] Seq=2157030682 Ack=2224315160 Win=378EE Len=0 TSwal=357729151;
12 2019-10-16 16:13:47.450407 192.168.2.220 192.168.1. 220 TP 66 54494 -+ 2388 [ACK] Seq=2157030682 Ack=2224321904 Win=40832 Len=0 TSval=3577291820 TSecr-4264415

13 2619-10-16 16:13:47.490819 192.168.1.220 192.168.2.228 TP 1314 2388 + 54494 [ACK] Seqs2224321904 Acks=2157030682 Win=66048 Len=1248 TSval=4264415 TSecrs3577291820

15 2019-18-16 16:13:47. 400956 192.168.1.220 192.168.2.238 TCP 1314 2388 + 54494 [ACK] Seq=2224325648 Ack=2157030682 Win=66048 Len=1248 TSval=4264415 TSecr=3577291820
16 2019-10-06 1A:13:47 401246 19216k 3220 182 1AR. 1. 728 TR AR SA404 - JRR TACK] Reas2ISTATAARI Ack=22324323157 Hinad 1776 | onsl TSuval=577301R21 Therrad2Rdd15.

Key Points:

1. This packet isa TCP Retransmission. Specificaly, itisa TCP SYN packet sent from the client to the
server for FTP Datain Passive Mode. Since the client resends the packet and you can see the initial SYN
(packet #1) the packet was lost upstream to the firewall.

_ TCP SYN (packet #1) - x/ Server
Client AL 192.168.1.220

192.168.2.220

INSIDE OUTSIDE

TCP SYN Retransmission (packet #2)

In this case, there is the possiblity that the SYN packet made it to the server, but the SYN/ACK packet was
lost on the way back:

. TCP SYN (packet #1) Server
Client — 92.168.1.220
192.168.2.220 | x e,

INSIDE OUTSIDE | ‘<~

\

TCP SYN/ACK

TCP SYN Retransmission (packet #2)

2. Thereis a packet from the server and Wireshark identified that the previous segment was not



seen/captured. Since the non-captured packet was sent from the server to the client and was not seen in the
firewall capture that means the packet was lost between the server and the firewall.

. _ Packet sent Server
Client x/"/_. 1927087220
192.168.2.220 <

E INSIDE
F .I'\_\x- __‘/.'I

Thisindicates that there is packet |oss between the FTP server and the firewall.

OUTSIDE
=

|
~ cket sent

A ————

Action 2. Take Additional Captures.

Take additional captures along with captures at the endpoints. Try to apply the divide and conquer method
to isolate further the problematic segment that causes the packet |oss.

He. Time Source Destination Protacol Length  Info

155 2019-18-16 16:13:51.749845 192.168.1.220 192.168.2.220 FTP-DA. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)
156 2019-18-16 16:13:51. 749860 192.168.1.220 192.168.2.220 FTP-DA.. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)
157 2019-18-16 16:13:51.749872 192.168.1.228 192.168.2.228 FTP-DA.. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)
158 2019-18-16 16:13:51.758722 192.168.2.220 192.168.1.228 TCP 66 54494 » 2388 [ACK] Seq=2157@30682 Ack=2224385552 Win=180488 Len=0 TSw
159 20819-18-16 16:13:51.758744 192.168.1.220 192.168.2.220 FTP-DA.. 1314 FTP Data: 1248 bytes (PASV) (RETR filelSmb)
1668 2619-18-16 16:13:51.7587638 192.168.2.220 192.168.1.228 TCP 66 54494 + 2388 [ACK] Seq=2157030682 Ack=2224386800 Win=183424 Len=B TSv|

161 2019-18-16 16:13:51.750782 192.168.1.220 192.168.2.228 «  1314pERelabasmilidiniybany (PASV) (RETR filelSmb)
163 2019-18-16 16:13:51.751024 el 2.168.2.228 - (PASV) (RETR filelSmb) 1

(RETR filel5mb)

165 2619-18-16 16:13:51.751402 - - (PASV)

Frame 167: 1314 bytes on wire (18512 bits), 1314 bytes captured (108512 bits) on interface 8
Ethernet II, Src: Veware_30:2b:78 (00:0¢:29:30:2b:78), Dst: Cisco 9d:89:9b (50:3d:e5:9d:89:9b)
Internet Protocol Version 4, Src: 192.168.1.220, Dst: 192 168.2,228 §

Transmission Control Protocol, Src Port: 2388, Dst Por 94 Seq: 2224386808 Ack: 2157030682, Len: 1248
FTP Data (1248 bytes data) !

[Setup frame: 33

[Setup method: PASV]

[Command: RETR filelSmb]

Command frame: 48

[Current working directory: /]

Line-based text data (1 lines)

Key Points:

1. Thereceiver (the FTP client in this case) tracks the incoming TCP sequence numbers. If it detects that
a packet was missed (an expected sequence number was skipped) then it generates an ACK packet
with the ACK="expected sequence number that was skipped'. In this example the Ack=2224386800.

2. The Dup ACK triggers a TCP Fast Retransmission (retransmission within 20 msec after a Duplicate
ACK isreceived).

What do Duplicate ACKs mean?
» A few duplicate ACKs but no actual retransmissions indicate that more likely there are packets that

arrive out of order.
» Duplicate ACKsfollowed by actual retransmissions indicate that there is some amount of packet |oss.

Action 3. Calculate the firewall processing time for transit packets.

Apply the same capture on 2 different interfaces:



<#root>
firepower#

capture CAPlI buffer 33554432 interface INSIDE match tcp host 192.168.2.220 host 192. 168. 1. 220

firepower#

capture CAPI interface QUTSI DE

Export the capture check the time difference between ingress vs egress packets

Case 7. TCP Connectivity Problem (Packet Corruption)

Problem Description:

Wireless client (192.168.21.193) tries to connect to a destination server (192.168.14.250 - HTTP) and there
are 2 different scenarios:

» When the client connects to Access Point (AP) 'A’ then the HTTP connection does not work.
* When the client connects to Access Point (AP) 'B' then the HT TP connection works.

This image shows the topology:

| ;
P P ———=\ Server
— _— 192.168.14.250

INSIDE

Client
192.168.21.193

OUTSIDE

=]

Affected Flow:
Src IP: 192.168.21.193
Dst IP; 192.168.14.250

Protocol: TCP 80
Capture Analysis

Enable captureson FTD LINA engine:

<#root>

firepower#
capture CAPlI int INSIDE natch ip host 192.168.21.193 host 192.168. 14. 250

firepower#



capture CAPO int OUTSIDE match ip host 192.168.21.193 host 192. 168. 14. 250

Captures - Functiona Scenario:
Asabaseling, it isalways very useful to have captures from a known-good scenario.

Thisimage shows the capture taken on NGFW INSIDE interface

MNo. Time Source Destination Protocol Length  Info
1 2013-08-88 17:03:25.554582 192.168.21.193 192.168.14.250 TP 66 1855 + 8@ [SYN] Seq=1341231 Win=65535 Len=0 M55=1460 SACK_PERM=1
2 2013-28-88 17:83:25.555238 192.168.14.2508 192.168.21.193 TCP 66 B2 = 1855 [SYN, ACK] Seq=1015787006 Ack=1341232 Win=64248 Len=0 M55=1388 SACK_PERM=1
3 2013-08-08 17:03:25.579910 192.168.21.193 192.168.14.250 Tcp 58 1055 + 80 [ACK] Seqe1341232 Ack=1015787007 Win=65535 Lens@
4 2013-08-08 17:03:25.841081 192.168.21.193 192.168.14.250 HTTP 370 GET /ttest.html HTTP/1.1
5 2013-28-88 17:03:25.848466 192.168.14.258 192.168.21.193 TCP 1438 80 -+ 1055 [ACK] Seq=1015787007 Ack=1341544 Win=53928 Len=1388 [TCP segment of a reassesbled PDU]
6 2013-08-08 17:03:25.848527 192.168.14,250 192.168,21.193 HTTP 698 HTTP/1.1 404 Not Found (text/htaml)
7 2013-08-08 17:03:25.858445 192.168.21.193 192.168.14.250 Tcp 58 1855 + 80 [ACK] Seq=1341544 Ack=181578%9027 Win=65535 Len=8
8 2013-28-88 17:03:34.391749 192.168.21.193 192.168.14.250 HTTP 369 GET ftest.html HTTP/1.1
9 2013-08-08 17:03: 24, 395487 192.168.14.250 192.168,21.193 HTTP 586 HTTP/1.1 200 0K  (text/htal)
10 2013-86-088 17:03:34.606352 192.168.21.193 192.168.14.250 TcP 58 1855 + 80 [ACK] Seq=1341855 Ack=1815789555 Win=65007 Len=8
11 2013-28-08 17:83:40. 739601 192.168.21.193 192.168.14.250 HTTP 483 GET ftest.html HTTP/1.1
12 2013-08-08 17:03:40, 741538 192.168.14,250 192.168,21.193 HTTP 271 HTTP/1.1 384 Not Modified

This image shows the capture taken on NGFW OUTSIDE interface.

Man Time Source Drestination Frotecol  Length o
12013-08-88 17:03:25.554872 192.168.21.193 192.168.14.25@ TP 66 1055 + 80 [SYN] Seq=1830800324 Win=65535 Len=0 M$$=1380 SACK_PERM=1
2 2013-08-08 17:03:25.555177 192.168.14. 250 192.168.21.193 TCP 66 80 » 1855 [SYN, ACK] Seq=521188628 Ack=1839800325 Win=64240 Len=0 MSS=1460 SACK_PERM=1
3 2013-08-08 17:03:25.579926 192.168.21.193 192.168.14.250 TCP 58 1855 « 80 [ACK] Seq=1839809325 Ack=52118862% Win=65535 Len=@
4 2013-98-88 17:083:25.841112 192.168.21.193 192.168.14.250 HTTP 378 GET /ttest.htal HTTP/1.1
52013-08-08 17:03:25.848451 192.168.14, 250 192.168.21.193 TP 1438 80 » 1055 [ACK] 5eq=521138629 Ack=1839800637 Win=63928 Len=1380 [TCP segment of a reassembled PDU]
6 2013-83-88 17:83:25.848512 192.168.14. 250 192.168.21.193 HTTP 698 HTTP/1.1 484 Not Found (text/html)
7 2013-08-08 17:03:25.858476 192.168.21.193 192.168.14.250 TCP 58 1055 + 80 [ACK] 5Seq=1839800637 Ack=521198649 Win=65535 Len=0
8 2013-08-08 17:03:34,391779 192.168.21.193 192.168.14.3250 HTTP 369 GET ftest.html HTTP/1.1
0 2013-88-08 17:03:34. 305456 192.168.14. 258 192.168.21.193 HTTP 586 HTTP/1.1 208 0K (text/html)
10 2013-08-08 17:03: 34606368 192.168.21.193 192.168.14.250 TP 58 1055 + 0 [ACK] Seq=1839900948 Ack=521191177 Win=65007 Len=0
11 2013-68-68 17:03:48.739646 192.168.21.193% 192.168.14.250 HTTP 483 GET ftest.html HTTP/1.1
12 2913-88-88 17:83:48.741523 192.168.14. 250 192.168.21.193 HTTP ZTLHTTR/1.1 384 Not Modified

Key Points:

1. The 2 captures are amost identical (consider the ISN randomization).

2. There are no indications of a packet |oss.

3. No Out-Of-Order (OOO) packets

4. There are 3HTTP GET Requests. The first one gets a 404 ‘Not Found’, the second one gets a 200
‘OK’ and the third one gets a 304 *Not Modified' redirection message.

Captures - Known-faulty Scenario:

The ingress capture (CAPI) contents.

No. Time Source Destination Frotocel  Length  info
1 2@13-88-88 15:33:31.9689193 192.168.21.193 192.168.14. 250 TCP 66 3072 + 8O [SYN] Sequ4231766828 Win=65535 Lens0 H55=1460 SACK_PERM=1
2 2913-08-88 :31.909849 192.168.14.258 192.168.21.193 TCPo 66 8@ = 3B72 [SYN, ACK] Seq=B67575050 Ack=4231766829 Win=64248 Len=@ MSS5=1388 SACK_PERM=1
3 2013-08-08 -913267 192.168.21.193 192.168.14. 258 TCP 60 3872 » BB [ACK] Seq=4231766820 Ack=B6757506@ Win=65535 Len=2[Malformed Packet]
4 2813-98-68

.913649 197.168.14. 192.168.21. HTTP 222 WTTPS1.1 480 Bad Request (text/html)

p

8 2013-88-088 15:33:34.804713 . .21, . .14, 60 3072 + B0 [ACK] Seq=4231767148 Ack=867576125 Win=65371 Len=2

11 2@13-88-88 15 -118234 a sl a .14, 66 3873 + 80 [SYN] Seqs2130836820 Win=65535 Lens@ M5S=1468 SACK_PERM=1
12 2013-88-88 15:33:35.118737 5 .14, 5 .21.19 65 83 = 3873 [SYN, ACK] Seq=2991287216 Ack=2130836821 Win=564240 Len=0 M5S=1380 SACK_PERM=1
13 2813-68-88 15:33:35.121575 . 21, . .14, 6@ 3873 + B [ACK] Seq=2130836821 Ack=2991287217 Win=65535 Len=2[Malformed Packet]

15 2013-88-88 15:33:35.121896 . .14, - 2. 222 HTTPS1.1 488 Bad Request (text/himl)
16 2013-88-88 15:33:35.124657 . 21, . -14. 60 3873 » BB [ACK] Seq=2130837134 Ack=2991287382 Win=65371 Len=2

Key Points:

1. Thereisa TCP 3-way handshake.
2. There are TCP retransmissions and indications of a packet |oss.



3. Thereis apacket (TCP ACK) that isidentified by Wireshark as M alfor med.

This image shows the egress capture (CAPO) contents.

b, Tume Sounce Destnation Protoocd  Length  Info
12013-08-83 15:33:31.989514 192.168,.21.193 192.168.14,250 TCP 66 31872 + BO [SYN] Seqe230342488 Wine65535 Lensd MSS=1380 SACK PERMs1
2 2013-08-08 15:33:31.909504 192.168.14. 250 192.168.21.193 TCP 66 80 + 3072 [5YN, ACK] Seq=268013986 Ack=230342439 Win=64240 Len=0 M55=1460 SACK_PERM=1
3 2013-98-88 15:33:31.913298 192.168.21.193 192.168.14.258 TCP 60 3872 » 80 [ACK] Seqe230342489 Acke268013987 Wine65535 Lens=2[Malformed Packet] e
4 2013-88-88 15:33:31.913633 192.168.14. 258 192.168.21.193 HTTP 222 HTTRP/1 43¢ Bad Request (text/html)

8 2013-08-83 15:33:34, 804759 192.168.21.193 192.168.14.250 6@ 31872 + B0 [ACK] Seqe230342800 2680814152 Wineb5371 Lens2

11 2913-88-88 15:33:35.118524 192.168.21.193 192.168.14.258 TCP 66 3873 + BB [SYN] Seq=2731219422 Win=65535 Len=0 MS5=1388 SACK_PERM=1

12 2013-88-88 15;32:35.118707 192.168.14, 250 192.168.21.193 TCP 66 B0 - 3073 [SYN, ACK] Seq=2453407925 Ack=2731219423 Win=64240 Len=0 MS5=1460 SACK_PERM=1
13 2813-88-88 15:33:35.121591 192.168.21.193 192.168.14.258 TCP 66 3873 + 80 [AK] Seqe2731219423 Acks=2453407926 Win=65535 Lens2[Malformed Packet]

15 2013-08-83 15:33:35.121855 192.168.14.250 192.168.21.193 HTTP 222 HTTR/1.1 489 Bad R 2t (text/html)

16 2013-08-08 15:33:35.124673 192.168.21.193 192.168.14.250 TCR GO 3073 » 80 [MK] 5eq=2731219736 Ack=2453408091 Win=65371 Len=2

Key Points:
The 2 captures are almost identical (consider the SN randomization):

1. Thereisa TCP 3-way handshake.
2. There are TCP retransmissions and indications of a packet |oss.
3. Thereisapacket (TCP ACK) that isidentified by Wireshark as M alformed.

Check the malformed packet:

Ko, Time Source Destination Protocel Length  Info
12013-98-08 15:33:31,989193 192.168.21.193 192.168.14.256 TCP 66 3072 + 88 [SYN] Seq=4231766828 Win=565535 Len=0 M55=1460 SACK_PERM=1
2 1913-88-88 15:33:31.9@9849 192.168.14.258 192.168.21.193 TCP 66 88 » 3072 [SYN, ACK] Seq=B67575959 Ack=4231766829 Win=64240 Len=@ M55=1388 SACK_PERM=1
3 2013-88-88 15:33:31.913267 192.168.21.193 192.168.14.258 TCP 68 3072 + 88 [ACK] Seq=423176682% Ack=867575960 Win=65535 Len=2[Malformed Packet]

Frame 3: 60 bytes on wire (488 bits), 68 bytes captured (488 bits)
Ethernet II, Src: BelkinIn_63:90:f3 (ec:1a:59:63:98:f3), Dst: Cisco 61:cc:9b (58:8d:89:61:cc:9b)
802.10 Virtual LAN, PRI: @, DEI: @, ID: 20
Internet Protocel Version 4, Src: 192,168.21.193, Dst: 192,168.14.250
v Transmission Control Protocol, Src Port: 3872, Dst Port: 88, Seq: 4231766829, Ack: BB757596@, Len Ze
Source Port: 3072
Destination Port: 8@
[Stream index: @]
[TCP Segment Len: 2]
Sequence number: 4231766820
[Mext sequence number: 4231766831]
Acknowledgment number: B675759608
8181 .... = Header Length: 28 bytes (5)
» Flags: OxB10 (ACK)
Window size walue: 65535
[Calculated window size: 65535]
[Window size scaling factor: -2 (no window scaling used)]
Checksum: @x81bf [unverified]
[Checksum Status: Unverified]
Urgent pointer: @
[SEQ/ACK analysis)
» [Timestamps]

TCP payload (2 bytes)
- q—
v [Expert Info (Error/Malformed): formed Packet (Exception occurred)]

[Malformed Packet (Exception accurred}]
[Severity level: Error]
[Group: Malformed]

58 8d B9 61 cc 9b ec la 59 63 90 3 81 00 B0 14 X--a---- Y-
08 08 45 00 00 2a 7f 1d 40 80 80 06 d5 ad b a8 E--*.. @
y 15 ¢l c@ aB Be fa 8c 8@ @@ 58 fc 3b 33 b6 co-ciee Plze-3.
PR30 28 98 50 10 ff £f 01 bf o0 oo TEIER (-pe---- -

Key Points:

1. The packet isidentified as a Malformed by Wireshark.
2. It hasalength of 2 Bytes.

3. Thereisa TCP payload of 2 Bytes.

4. The payload is 4 extra zeroes (00 00).



Recommended Actions

The actions listed in this section have as agoal to further narrow down the issue.

Action 1. Take additional captures. Include captures at the endpoints and if possible, try to apply the divide
and conquer method to isolate the source of the packet corruption, for example:

Cllent —

192.168.21.193

192.168.14.250
OUTSIDE
l B l B e 4

In this case, the 2 extra Bytes were added by the switch ‘A" interface driver and the solution was to replace
the switch that causes the corruption.

Server

Case 8. UDP Connectivity Problem (Missing Packets)

Problem Description: Syslog (UDP 514) messages are not seen on the destination Syslog server.

This image shows the topol ogy:

' Syslog Server
192.168.1.x/24 192.168.2.x/24 10.10.1.73

El/2 g E1/3.202 e
S INSIDE R@AM OUTSIDE | o,
B ——
| EIGRP AS 1
E 192.168.1.81
I . Syslog Client

Affected Flow:
Src IP: 192.168.1.81
Dst IP: 10.10.1.73

Protocol: UDP 514
Capture Analysis

Enable captures on FTD LINA engine:

<#root>



firepower#
capture CAPlI int INSIDE trace match udp host 192.168.1.81 host 10.10.1.73 eq 514
firepower#

capture CAPO int QUTSIDE match udp host 192.168.1.81 host 10.10.1.73 eq 514

FTD captures show no packets:

<#root>
firepower#
show capture

capture CAPI type raw-data trace interface INSIDE [Capturing - 0 bytes]
match udp host 192.168.1.81 host 10.10.1.73 eq syslog

capture CAPO type raw-data interface OUTSIDE [Capturing - 0 bytes]
match udp host 192.168.1.81 host 10.10.1.73 eq syslog

Recommended Actions

The actions listed in this section have as agoal to further narrow down the issue.
Action 1. Check the FTD connection table.

To check a specific connection you can use this syntax:

<#root>
firepower#
show conn address 192.168.1.81 port 514

10 in use, 3627189 most used
Inspect Snort:
preserve-connection: 6 enabled, 0 in effect, 74 most enabled, 0 most in effect

ubp
I NSI DE
10.10.1.73:514
I NSI DE
192.168.1.81:514, 1idle 0:00:00, bytes
480379697
, flags -
o

N1



Key Points:

1. The ingress and egress interfaces are the same (U-turn).
2. The number of Bytes has a significantly large value (~5 GBytes).
3. Theflag ‘o’ denotes flow offload (HW accelerated flow). Thisisthe reason why the FTD captures do

not show any packets. Flow offload is only supported on 41xx and 93xx platforms. In this case, the
deviceis a4lxx.

Action 2. Take chassis-level captures.

Connect to the Firepower chassis manager and enable capture on the ingress interface (E1/2 in this case) and
backplane interfaces (E1/9 and E1/10), as shown in the image:

FP41xx

Internal
Switch | E1/9
(FX0s) —

E1,!'2 Capture
Point 2 FTD Snort engine
Capture
Point 1

FTD LINA engine

/10

1 E1
Capture
Point 3

Overview Interfaces Logical Devices Security Engine Platform Settings

System  Tools Help  admin
Select an instance: -
[ meateiro_Fro | Session Name®
Selected Interfaces Ethemmetl/2
Buffer Size 256 MB w
Snap bength: 1518 Bytes
Ethernet1/2
Capture On &l Bﬂ:‘:lﬂlh—" Pocts -
> ;
FTD Capture Filter Cagtura A
Ethernetl/3 Ethamatl D, Bthermet 110

Apply Anather Filter  Creals Filler

After afew seconds;



Ethernetl/10

Ethernetl/9

Ethernetl/2

p Tip: In Wireshark exclude the VN-tagged packets to eliminate the packet duplication at the physical

[ copur seoson [

interface level

Before:

|l CAPL-etherner-1-2-Dpeap

File Edit
e

View Go Capture Analyze
TRE QewnESTFL2 =

Drop Count: 40103750

Statistics  Telephony

276

Dperational State: DOWRN - Memory_Overshoot

CAPI-etharnet-1-10-0.peap mzafeiro_FTD

132276060

136234072

CAPI-ethernat-1-9-0.pcap mzafeira_FTD:

CAPl-atharnet-1-2-0.pcap mizafeira_FTD

Wireless Tools Help

QaQem

[« [« [«

| W [fppty & cesplary filte

r o S0k

L-} T

[ 3e.e532
| 4 0,000
5 8.5216.
6 8. 0000_
70.5770..
8 0.0000..

11 8.1528_
12 0.98000_
13 0.8606_
14 0. 2000
15 9.1655.
16 0. 9000_.
17 8. 0000
18 8. 0000
19 8. 80803
20 8. 90

Soutil

Vieware 85:4f:
Vieware_85:4f:
Visware_85:2f:
Visware_B85:2f:
Visware_85:2f:
Visware_85:2f:

Visware 85:2f:
Veware 85:2f:
Vesare 85:4f:
Veare 85:4f:
192.168.0.101
192.168.0.181
192.168.0.101
192.168.9.101
192.168.0.181
192.168.6.181

EEEECS

EEE

<8

(Deetirialice

Broadcast
Broadcast
Broadcast
Broadcast
Broadcast
Brosdcast

Broadcast
Broadcast
Broadcast
Broadcast
173.38.200.100
173.38.200.100
173.38. 200,100
173,38, 200,100
173,38, 260,100
173.38. 260, 160

Protocel Length  Info

ZEEIEE

5333338888

79 Who has 192.168.1083.1117 Tell 192.168.183.112
64 Who has 192.168.183.1117 Tell 192.168.103.112
78 Who has 10.108.18.17 Tell 18.16.10.19
64 Who has 10.18.18.17 Tell 18.18.10.12
78 Who has 10.19.18.17 Tell 18.18.10.12
64 Who has 19.18.18.17 Tell 18.18.10.12

70 Who has 10.10.16.17 Tell 10.106.18.10

64 Who has 10.10.10.17 Tell 10.10.18.10

70 Who has 192.168.103.1117 Tell 192.168.103.112

64 Who has 192.168.103.1117 Tell 192.168.103.112

91 Standard query Ox4a9F A 2.debian.pool.ntp.org

85 Standard query Ox449F A 2.debiasn.pool.ntp.org

91 Standard query Oxdafd AAAA 2.debian.pool.ntp.org
85 Standard query Oxdafd AAAA 2. debian.pool.ntp.org
91 Standard query 8x4a9f A 2.debian.pool.ntp.org

85 Standard query Bxda0f A 2.debian.pool.ntp.org

After:




Ml CrP-ethernet-1-2-0pcap
Eile Edit View Go

Capture  Anmalyze Statistics  Telephony Wireless Tools Help

4w 0 g QesSTEOE QA

[ W syslog 8 vontag

No. Tirne Souree Destination Protocel Length  Timetslve Info
1334 9. BB0Dea0aa 192.168.1.81 18.18.1.73 Syslog 147 255 LOCAL4.DEBUG: Oct 15 20819 ©7:47:17: X¥ASA-7-689002: Teardown local-host identity:192.168.1.81 dury
1236 9.0007387 192.168.1.81 18.18.1.73 Syslog 147 254 LOCALA.DEBUG: Oct 15 20819 @7:47:17: XASA-7-6089802: Teardown local-host identity:192.168.1.81 dur
1338 6.0&01‘5999 192.168.1.81 18.18.1.73 Syslog 147 253 LOCAL4 .DEBUG: Oct 15 2010 @7:47:17: XASA-7-609002: Teardown local-host identity:192.168.1.81 dur
1348 @.08e128919 192.168.1.81 19.16.1.73 Syslog 131 255 LOCALA.DEBUG: Oct 15 2019 @7:47:17: XASA-7-6@9801: Built local-host NET_FIREWALL:192.168.1.71\n
1242 9.080802839 192.168.1.81 16.18.1.73 Syslog 147 252 LOCALA.DEBUG: Oct 15 2019 87:47:17: XASA-7-609802: Teardown local-host identity:192.168.1.81 dur
1344 9.9089137974 192.168.1.81 18.18.1.73 Syslog 131 254 IL4.DEBUG: Oct 15 2019 87:47:17: XASA-7-609801: Built local-host MET_FIREWALL:192.168.1.71\n
1346 @ O00P82758 192.168.1.81 18.18.1.73 Syslog 147 ZSléd.BEML Oct 15 20190 @7:47:17: ¥ASA-7-680002: Teardown local-host identity:192.168.1.81 dur
1348 0.000261845 192.168.1.81 18.16.1.73 Syslog 131 253 L4.DEBUG: Oct 15 2019 87:47:17: XASA-7-6@9001: Built local-host NET_FIREWALL:192.168.1.71\n
1358 9.980882736 192.168.1.81 18.18.1.73 Syslog 147 250 LOCALA.DEBUG: Oct 15 2019 @7:47:17: XASA-7-609802: Teardown local-host identity:192.168.1.81 dur
1352 @. 000798149 192.168.1.81 10.18.1.73 Syslog 208 255 LOCALA.INFO: Oct 15 2019 87:47:17: XASA-6-382028: Built inbound ICMP connection for faddr 192.15
1354 9. OPO498621 192.168.1.81 18.16.1.73 Syslog 131 252 LOCALS .DEBUG: Oct 15 2619 07:47:17: XASA-7-689801: Built local-host NET_FIREWALL:192_168.1.71\n
1356 9. 000062689 192.168.1.81 16.18.1.73 Syslog 147 249 LOCALA.DEBUG: Oct 15 2819 @7:47:17: XASA-7-680802: Teardown local-host identity:192.168.1.81 dur
1358 0.080697783 192.168.1.81 16.18.1.73 Syslog 195 255 LOCAL4. INFO: Oct 15 2019 87:47:17: ¥ASA-6-302821: Teardown ICMP connection for faddr 192.168.1.7
1260 @ .08e599782 192.168.1.81 10.18.1.73 Syslog 151 255 LOCALA.DEBUG: Oct 15 2819 @7:47:17: XASA-7-6089802: Teardown local-host NET_FIREWALL:192.168.1.71
1362 9. 000082728 192.168.1.81 16.16.1.73 Syslog 208 254 LOCALA. INFO: Oct 15 2819 67:47:17: XASA-6-362028: Built inbound ICMP connection for faddr 192.16
1364 9. 980499914 192.168.1.81 18.18.1.73 Syslog 131 251 LOCALA.DEBUG: Oct 15 2019 07:47:17: ¥ASA-7-609801: Built local-host NET_FIREWALL:192.168.1.71\n
1266 9.000697761 192.168.1.81 16.18.1.73 Syslog 147 248 LOCALA.DEBUG: Oct 15 2019 @7:47:17: XASA-7-609802: Teardown local-host identity:192.168.1.81 dur
1368 0000169137 192.168.1.81 18.10.1.73 Syslog 195 254 LOCAL4.INFO: Oct 15 2019 87:47:17: BASA-6-302021: Teardown ICMP connection for faddr 192.168.1.7
1378 8. 980433196 192.168.1.81 16.16.1.73 Syslog 151 254 LOCALA DEBUG: Oct 15 2019 @7:47:17: XASA-7-689002: Teardown local-host NET_FIREWALL:192.168.1.71
1372 9. 080408718 192.168.1.81 10.10.1.73 Syslog 288 253 LOCALA, INFO: Oct 15 2019 @7:47:17: BASA-6-302020: Built inbound ICMP connection for faddr 192.16
1374 0.000882849 192.168.1.81 16.18.1.73 Syslog 131 258 LOCAL4.DEBUG: Oct 15 2819 ©7:47:17: ¥ASA-7-689801: Built local-host MET_FIREWALL:192.168.1.71\n
1376 @ . 900596345 192.168.1.81 10.18.1.73 Syslog 147 247 LOCALA.DEBUG: Oct 15 2019 @7:47:17: XASA-7-600002: Teardown local-host identity:192.168.1.81 dur
1378 0. 000600157 192.168.1.81 18.18.1.73 Syslog 195 253 LOCAL4, INFO: Oct 15 2019 @7:47 BASA-6-302021: Teardown ICMP comnection for faddr 192.168.1.7
1388 9.080882772 192.168.1.81 16.19.1.73 Syslog 151 253 LOCALA.DEBUG: Oct 15 26819 @7:47:17: XASA-7-689802: Teardown local-host NET_FIREWALL:192.168.1.71
1232 0. 000600947 192.168.1.81 18.18.1.73 Syslog 208 252 LOCAL4.INFO: Oct 15 2019 87:47:17: ¥ASA-5-302020: Built inbound ICMP connection for faddr 192.16
1384 9. 0004988858 192.168.1.81 10.16.1.73 Syslog 131 249 LOCAL4 .DEBUG: Oct 15 20919 @7:47:17: XASA-7-689001: Built local-host NET_FIREWALL:192.168.1.71\n |

Key Points:

1. A display filter is applied to remove packet duplicates and show only syslogs.
2. The diff between the packetsis at the microsecond level. Thisindicates a very high packet rate.
3. TheTimeto Live (TTL) value decreases continuously. This indicates a packet loop.

192.168.1.x/24

E1l/2
INSIDE

A1

-~

192.168.2.x/

L E1/3.202
OUTSIDE

i

192.168.1.81
Syslog Client

EIGRP AS 1)

Syslog Server
10.10.1.73

=

Action 3. Use packet-tracer.

Since the packets do not traverse the firewall LINA engine you cannot do alive trace (capture w/trace), but
you can trace an emulated packet with packet-tracer:

<#froot>
firepower#
packet-tracer input

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Phase: 2

I NSI DE udp 10.10.1.73 514 192.168.1.81 514



Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access Tlist

Phase: 3

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found flow with id 25350892, using existing flow

Phase: 4

Type: SNORT

Subtype:

Result: ALLOW

Config:

Additional Information:

Snort Verdict: (fast-forward) fast forward this flow

Phase: 5

Type: ROUTE-LOOKUP

Subtype: Resolve Egress Interface

Result: ALLOW

Config:

Additional Information:

found next-hop 192.168.1.81 using egress ifc INSIDE

Phase: 6

Type: ADJACENCY-LOOKUP

Subtype: next-hop and adjacency

Result: ALLOW

Config:

Additional Information:

adjacency Active

next-hop mac address a023.9f92.2a4d hits 1 reference 1

Phase: 7

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access Tlist

Result:
input-interface: |NSIDE

input-status: up
input-line-status: up

out put-interface: |NSIDE

output-status: up
output-line-status: up
Action: allow



Action 4. Confirm the FTD routing.

Check the firewall routing table to see if there are any routing issues:

<#root>

firepower#

show route 10.10.1.73

Routing entry for 10.10.1.0 255.255.255.0
Known via "eigrp 1", distance 90, metric 3072, type internal
Redistributing via eigrp 1
Last update from 192.168.2.72 on

QUTSI DE, 0:03:37 ago

Routing Descriptor Blocks:
* 192.168.2.72, from 192.168.2.72,

0: 02: 37 ago, via OUTSI DE

Route metric 1is 3072, traffic share count is 1

Total delay is 20 microseconds, minimum bandwidth is 1000000 Kbit
Reliability 255/255, minimum MTU 1500 bytes

Loading 29/255, Hops 1

Key Points:

1. The route points towards the correct egress interface.
2. The route was learned a few minutes ago (0:02:37).

Action 5. Confirm the connection uptime.

Check the connection uptime to see when this connection was established:

<#root>
firepower#
show conn address 192.168.1.81 port 514 det ai

21 in use, 3627189 most used
Inspect Snort:

preserve-connection: 19 enabled, 0 in effect, 74 most enabled, 0 most in effect
Flags: A - awaiting responder ACK to SYN, a - awaiting initiator ACK to SYN,
- TCP state-bypass or nailed,
- CTIQBE media, c - cluster centralized,
- DNS, d - dump, E - outside back connection, e - semi-distributed,
- initiator FIN, f - responder FIN,
- group, g - MGCP, H - H.323, h - H.225.0, I - dinitiator data,
incomplete, J - GTP, j - GTP data, K - GTP t3-response
- Skinny media, L - decap tunnel, M - SMTP data, m - SIP media

- GUP, O - responder data, o - offloaded,

- 1inside back connection, p - passenger flow

- SQL*Net data, R - initiator acknowledged FIN,
- UDP SUNRPC, r - responder acknowledged FIN,

O UsS Z2Xx---0mTMMOnNnoc
I

- 1inspected by Snort (1 - preserve-connection enabled, 2 - preserve-connection in effect)



- SIP, t - SIP transient, U - up,

- VPN orphan, v - M3UA W - WAAS,

secondary domain backup,

- inspected by service module,

- per session, Y - director stub flow, y - backup stub flow,
- Scansafe redirection, z - forwarding stub flow

N X X = <4
1

UDP INSIDE: 10.10.1.73/514 INSIDE: 192.168.1.81/514,
flags -oN1, idle Os,

uptinme 3mi9s

, timeout 2mOs, bytes 4801148711

Key Point:

1. The connection was established ~4 minutes ago (thisis before the EIGRP route installation in the
routing table)

Action 6. Clear the established connection.

In this case, the packets match an established connection and are routed to awrong egress interface; this
causes aloop. Thisis because of the firewall order of operations:

1. Established connection lookup (this takes priority over the global routing table lookup).

2. Network Address Trandlation (NAT) lookup - UN-NAT (destination NAT) phase takes precedence
over PBR and route lookup.

3. Policy-Based Routing (PBR)

4. Global routing table lookup

Since the connection never times out (the Syslog client continuously sends packets while the UDP connidle
timeout is 2 minutes) there is aneed to manually clear the connection:

<#froot>
firepower#
cl ear conn address 10.10.1.73 address 192.168.1.81 protocol udp port 514

1 connection(s) deleted.

Verify that anew connection is established:

<#root>

firepower#

show conn address 192.168.1.81 port 514 detail | b 10.10.1.73.*192.168.1.81
ubpP

QUTSI DE

: 10.10.1.73/514

I NSI DE



: 192.168.1.81/514,
flags -oN1l, idle 1ml5s, uptime 1ml5s, timeout 2mOs, bytes 408

Action 7. Configure floating conn timeout.

Thisisthe proper solution to address the issue and avoid suboptimal routing, especially for UDP flows.
Navigate to Devices > Platform Settings > Timeouts and set the value:

SMTP Server H.323 | Default v | |
SHME siP | Default v
SSL

SIP Media Default v
Syslog
Timeouts SIP Disconnect: Default -
Time Synchronization SIP Invite Default v
UCAPL/CC Compliance

SIP Provisional Media Default v
Floating Connection Custom v 0:00:30
Xlate-PAT Default v

Y ou can find more details about the floating conn timeout in the Command Reference:

https://www.cisco.com/c/en/us/td/docs/security/asalasa-cli-reference/ T-Z/asa-command-ref-T-Z.html#paf | d-
1649892

Case 9. HTTPS Connectivity Problem (Scenario 1)

Problem Description: HTTPS communication between the client 192.168.201.105 and server
192.168.202.101 cannot be established

This image shows the topol ogy:

Client Port-Address Translation (PAT) 197.168.202 l?fwer
192.168.201.111 192.168.202.11 am—

OUTSIDE

=

Affected Flow:
Src IP: 192.168.201.111
Dst IP: 192.168.202.111

Protocol: TCP 443 (HTTPS)


https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z.html#pgfId-1649892
https://www.cisco.com/c/en/us/td/docs/security/asa/asa-cli-reference/T-Z/asa-command-ref-T-Z.html#pgfId-1649892

Capture Analysis

Enable captures on FTD LINA engine:

The IP used in the OUTSIDE capture is different due to the Port-Address Trandlation configuration.

<#root>

firepower#

capture CAPI int INSIDE match ip host 192.168.201.111 host 192.168.202. 111

firepower#

capture CAPO int OUTSIDE match ip host 192.168.202.11 host 192.168.202. 111

This image shows the capture taken on NGFW INSIDE interface:

Mo, Tume Source Destinabon Frotogod Length  Identification Infe
38 2016-02-01 10:39:35.167887 192.168.201.111  192.168.202.111  TCP 78 @231 (12081) 6666 + 443 [SYN] Seq=2034B65631 Win=29200 Lens MSS=1460 SACK_PERM=1 TSval=192658158 TSecr=0 W5=128
10 3018-02-91 10:39:35.188999 192 168.202.111 192.168.201.111 TCP 78 ©x0000 (8) 443 » 6666 [SYN, ACK] Seq=4886514531 Ack=2034865632 Win=28960 Len=0 N5S=1380 SACK_PERM:1 TSva
48 2018-92-91 10:39:35.189046 192.168.201.111  192.168.202.111  TCP 78 0x2632 (12082) 6666 + 443 [ACK] 5equ2034865632 Ack=A086514532 Win=20312 Len=9 TSval=192658158 TSecr=3119615816

2 Client Hells

41 2018-02-B1 10:39:35.251605 102.168.201.111  102.168.202.111  TLSw1 326 Bx2F33 (12083)
42 2018-92-01 19:39:35.25235)  192.168.202.111  192.168.201.111  TCP 70 Oxefbd (61364) 443 + 6666 [ACK] Seq-4086514532 Ack=2034865868 Win-8192 Len=0 TSval=3119615816 TSecr=192658174
43 3019-03-81 18:40:05 317200 193 168,202 111 cp 78 Bxdfic] (55491) 3 5 G666 [RST] Seqe4B86514532 Wins8192 Lensd Tovals3119645008 TSecrs@

Key Points:

1. Thereisa TCP 3-way handshake.

2. SSL Negotiation starts. The client sends a Client Hello message.
3. Thereisa TCP ACK sent to the client.

4. Thereisa TCP RST sent to the client.

Thisimage shows the capture taken on NGFW OUTSIDE interface.

. Tume Source Destination Promcel  Length  Kentificaton

nfo
o 33 2912-02-01 18:39:35.188192  192.168.3002.11 192.168.302.111  TCP 78 @x2f3l (12981) 15888 » 423 [SWN] Seqs2a86938707 Wine29200 Lensd MSS#1380 SACK_PERM=1 TSvals192658158 TSecr=0 Wis1i8
34 7918-02-0] 19:39:35. 188527 192.168. 2792.111  192.168.282.11 TP TR fadped (@) 443 » 15880 [S¥N, ACK] Seqe3674405382 Acke24RG938708 Win=2R968 Lensd MSS=1460 SACK_PERMs=1 TSwals=3119615816
35 M1E-02-01 10:39:35.169214 192.168. 70211 192.168.202.111 TP 70 Bx2f32 (1T08Z) 15888 + 443 [ACK] Seq=2486030708 Ack=3674405383 Win=29312 Len=d TSval=192658158 TSecr=3119%615816
36 2015-02-01 10:39:35.252397  192.168,202.11 192.168. 202 111 TLSv1 257 Bued36 (5Z534) D Client Hello

Key Points:

1. Thereisa TCP 3-way handshake.

2. SSL Negotiation starts. The client sends a Client Hello message.

3. There are TCP Retransmissions sent from the firewall towards the server.
4. Thereisa TCP RST sent to the server.

Recommended Actions

The actions listed in this section have as agoal to further narrow down the issue.
Action 1. Take additional captures.

A capture taken on the server reveals that the server received the TLS Client Hellos with corrupted TCP
checksum and silently drops them (there is no TCP RST or any other reply packet towards the client):



win 64, options [nop,nop,T

64, options [nop,nop,T

4, options [nop,nop,

5 [nop,nop

s [nop,nop,TS v

6), length 6@)
rrect -> oxffdz),
. Length ©

When you put everything together:

In this case, to understand, there is a need to enable on Wireshark the Validate the TCP checksum if
possible option. Navigate to Edit > Preferences > Protocols > TCP, as shown in the image.

‘ WWhiredhark - PréfEnenc s 7 M
TIT =y
steamIHS D A~ o ssion Control Protocol L
5TP —
&TT ] Show TCP summary in probocol tres
STUN | Walidate the TCP chedioum if possibie
SLIA _,f Allorw subdismector 1 reassemble TCP streamds
W _-'j Anakyte TOP sequeerst rumbsers
SYMNC —
| Rlatme sequende ruamibers
SYNCHROPH
P—— Scaling facior to wse when not pvailable from copture | Not known w
YTy
Syslog (] Track rumber of bytes in flight
1.38 [] Calodate comersation timestamps
TACACS 1
: | Try heuristic sub-dissecions firs
TACACS+ —
TAL ||| lgnore TOP Timestamnps in summary
TAPA L] Do mot coll subdissectors for erver packets
TCAP | TOP Experimanenl Optians wikh 3 Magic Mumber
Tcp | Display process infonmation via IFFTX
TCPENCAP ™
{ ) TOF UDF port (O e
o] o |

In this case, it is helpful to put the captures side-by-side in order to get the full picture:



M Weeesharic
File Edit View Go Copture Ansiyze Subistics Telephony Wirsles Tooh Melp
dm e TREBEQes+EFELEaqal
[— Protoced  Length  Memitheason,
i » (5]

p 7 () 6666 [! [ q 6514531 Ac AB65632 Wineg T 0 1
TCP W ox2fiz (12082) 6666 + 343 [ACK] Seqel034G65630 Ack=LOBG514532 Wine29312 Lens wal=192655158 TSecr=3119615816
TLswl Client Wello

TR 443 + 6666 [AR] SeqeidB6514530 AckeDbIdA558RE Win-8192 L FL19615806 TSecr=192658174 3

Key Points:

1. Thereisa TCP 3-way handshake. The IP IDs are the same. This means the flow was not proxied by
the firewall.

2. A TLS Client Hello comes from the client with IP 1D 12083. The packet is proxied by the firewall
(thefirewall, in this case, was configured with TLS Decryption Policy) and the IP ID is changed to
52534. Additionally, the packet TCP checksum gets corrupted (due to a software defect that later got
fixed).

3. Thefirewall isin TCP Proxy mode and sends an ACK to the client (which spoofs the server).

3% FNIE-02-90 10:¥901%, 18954 192,168, 202.11 152, 168,182, 111 TCP M 23z (12081) 15883 + 243 [ALK] 'L-Iq-!ﬂ-’U-B Acks 30 FAABS Y Wine29312 L]
M6 Poi8-02-91 10:¥R:15, 25206T 192,168, M02.11 193, 168,103,111 TLSv1 257 RardBb (S2534) Client Helle

<

Internet Protocol Version 4, Src: 192.168.302.11, Dst: 192.168. 302,111
w

Source Port: 15880

Destimatlon Port: 443

[Stresm index: 1]

[TOP Segment Len: 187

Sequinde muaber; MESIIOIEE

[Mext sequence nusber: JEBE33089%)

Ackfeal pdpment nusber: 3674405383

LM ... = Header Length: 32 bytes (B)
» Flags: @=818 (PSH, ALK}

Window sipe wvalue: 6

|[Caleulated window skze: E192)

|Window size scaling fackor: 128]

[Checksum Skatus: Bad]

[Calculated Checksum: Bu3dbl]

Urpest pointer: @
 Options: (13 bytes), Wo-Operation (WOP), Mo-Operation (NOP), Timestamps
+ [SEQACK analysis)

[Timestamps]

TOP paylosd (187 bytes)
Secure SockeBi Layer

4. Thefirewall does not receive any TCP ACK packet from the server and retransmitsthe TLS Client
Hello message. Thisis again due to TCP Proxy mode that the firewall activated.

5. After ~30 seconds the firewall gives up and sends a TCP RST towards the client.

6. Thefirewall sendsa TCP RST towards the server.

For reference:

Firepower TLS/SSL. Handshake Processing

Case 10. HTTPS Connectivity Problem (Scenario 2)


https://www.cisco.com/c/en/us/td/docs/security/firepower/640/configuration/guide/fpmc-config-guide-v64/understanding_traffic_decryption.html#id_19071

Problem Description: FMC Smart License registration fails.

Overview Analysis Policles Devices Objects AMP  Intelligence

Help v admin »
Configuration Users Domains Integration Updates Licenses * Smart Licenses Health v Monitoring ¥ Tools *

Error 2

Failed to serd the message to the server. Plaase varify
the DNS Server/HTTP Proxy settings.

to the Clsco Smart Soltware Manag
ed to register

Welcome to Smart Licenses

Before you use Smart Licenses, obtain & registration roken -
from Cieco Smart Software Manager, then click Register Register

Smart License Status

This image shows the topology:

EMC Cisco Licensing Portal

192.168.0.100

=

< »
Affected Flow:
Src IP: 192.168.0.100
Dst: tools.cisco.com
Protocol: TCP 443 (HTTPS)
Capture Analysis
Enable capture on the FM C management interface:
Capture on FMC eth0 (mgmt) interface Cisco Licensing Portal
2.168.0.100
|1\LL -)_

Try to register again. Once the Error message appears press CTRL-C to stop the capture:

<#root>

root@firepower:/Volume/home/admin#

tcpdunp -i ethO port 443 -s 0 -w CAP. pcap



HS_PACKET_BUFFER_SIZE is set to 4.
tcpdump: listening on ethO, Tink-type EN1OMB (Ethernet), capture size 262144 bytes

~C
264 packets captured
<- CTRL-C

264 packets received by filter
0 packets dropped by kernel

root@firepower:/Volume/home/admin#

Collect the capture from the FMC (System > Health > Monitor, select the device and select Advanced
Troubleshooting), as shown in the image:

Overview Analysis Policies Devices Objects AMP Intelligence Deploy - eyl Help +  admin v

Configuration Users Domains Integration Updates Licenses v Health *» Monitor Monitoring * Toals *

Advanced Troubleshooting

firepower

File Download

File CAPpcap

[ Download , Back ]

The image shows the FM C capture on Wireshark:

‘CAP.pcap
Eile Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
An 2 ® TRE QewEFE _|EQqal

[M]Apply a display filter ... <Ctrl

No. Time Source Destination Protocol  Length  Info
1 2019-18-23 B7:44:59,218797 192.168.0.100 10.229.20.96 TLSv1.2 187 Application Data
2 2819-18-23 @7:44:59.228929 10.229.20.96 192.168.0.1608 TLSw1.2 123 Application Data
3 2019-10-23 87:44:59. 220960 192.168.0.108 18.229.20.96 TCP 54 443 » 64722 [ACK] Seq=1380971613 Ack=2615750168 Win=249 Len=0
4 2019-10-23 67:45:02.215376 192.168.6.100 16.229.20.96 TLSv1.2 167 Application Data
5 2819-18-23 87:45:02.217321 16.229.26.96 192.168.8.168 TLSwv1.2 123 Application Data
6 2019-10-23 87:45:82.217336 192.168.0.100 10.229.20.96 TCP 54 443 + 64722 [ACK] Seq=1380971666 Ack=2615758237 Win=249 Len=@
7 2019-10-23 07:45:05.215460 192.168.0.100 10.229.20.96 TLSv1.2 187 Application Data
8 2019-18-23 B87:45:05,217331 10.229.20.96 192.168.0.100 TLSv1.2 123 Application Data
9 2019-10-23 @7:45:085.217345 192.168.0.180 10.229.20.96 TCP 54 443 » 64722 =1380971719 Ack=2615750386 Win=249 Len=0

[ACK] Seq

12 2819-10-23 87:45:0806. 218550 108.229.20.96 192.168.0.108 TCP 60 64784 -+ 443 [ACK] Seq=4002690285 Ack=3428959427 Win=66848 Len=0
13 2819-10-23 @7:45:86.219386 10.229.28.96 192.168.0.168 TLSv1.2 571 Client Hello

p Tip: In order to check for al new TCP sessions that were captured, use the tcp.flags==0x2 display
filter on Wireshark. Thisfilters all the TCP SY N packets that were captured.



Ml crrpcap
File Edit Yiew Go Capture Analyze Statistics Telephomy Wireless Tools Help
Adm:i® I "RE QesEFEEaqal

(W [ipags=sb2

. Tiene

Sourer Destingtion Protocol  Length  Info

p Tip: Apply as Column the Server Name field from the SSL Client Hello.

p Tip: Apply this display filter to see only the Client Hello messages ssl.handshake.type ==

75 2015-18-33 @7:4%:14, 624091 192.168.0, 168 TE.163.4.38 TLAwl.2 571 Client Hello |
£
* Frame 75: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits) l
» Ethernet II, Src: Yeware 10:d0:a7 (D0:0¢:29:10:d0:87), Dst: Clsco F6:ldiae (00:be:75:46:1d;:0e)
+ Internet Protocol Version 4, Sec: 192,168.0.188, Dst: 72.163.4.38
* Transaission Control Protocol, Src Port: 35752, Dst Port: 443, Seq: 2427943532, Ack: IT70QTEEES, Len: 517
w Secure Sockets Layer
v TLS¥1.2 Record Layer: Handshake Protocol — CPond sublees
Content Type: Handshake [22) Loilapss ubines
version: TLS 1.0 (@wd3o1) Expand Al
Length: 512 Collapse All
v Handshake Protocol: Client Hello m
Handihake Type: Client Hello (1)
Length: 508 Apply as Filter C
Version: TLS 1.2 (foc@303) Prepare a Filter ]
Romdosm: 234490a107438¢ 730505586533, Comreereation Filter 3
Session ID Length: @ Colorize with Filter K
Cipher Suites Length: 1088 Pl ¥
Cipher Suited (58 fuited)
Compression Methods Length: 1 Lopy =
Compression Methods (1 method) Show Facket Bybes...
Extensions Length: 367 Export Packet Bytes
F&n::m.im: lew:r_n-;a:::llﬂ-.m:l Wili P | Pape
= LErVET naee
me;m: el Fiter Faedd Reference
w Server Hase Indication extensior Protocal Prefievences :
Server lame 1ist length: 18 Decode As..
Server Mame Type: host_nase { (o 5o Liveed Packet
Server Mame length: 15 Show Linked Packet in New Window
Server Neme: tooli.cisco.com

[N ssl.handshake fype == 1

Ha. Time Source Destination Frotocol Leng'ﬂr Senwer Hame Info

| 13 2819-10-23 97:45:86.219386  18.229.28.96 192.168.0. 188 TLSv1.2 Client Hello
23 2919-19-23 @7:45:86.227250 10.229.20.96 192.168.8. 188 TLSv1.2 Client Hello
48 2019-19-23 @7:45:12.406366 18.229.28.96 192.168.9. 180 TLSv1.2 Client Hello
54 2019-10-23 @7:45:12.412199 18.229.20.96 192.168.@.160 TLSv1. 2 Client Hello
75 2019-18-23 @7:45:14.634891 192.168.6.100 72.163.4.38 TLSv1. 2 tools.cisco.com Client Hello
111 2819-18-23 @7:45:25.136889 192.168.0.100 72.163.4.38 TLSv1. 2 tools.cisco.com Client Hello
148 2019-18-23 @7:45:35.637252 192.168.0.100 173.37.145.8 TLSv1.2 tools.cisco.com Client Hello
166 2019-18-23 ©87:45:46.136858 192.168.0.108 173.37.145.8 TL5v1.2 tools.cisco.com Client Hello
195 2019-19-23 @7:45:56.635438 192.168.0.10@ 72.163.4.38 TLSv1.2 tools.cisco.com Client Hello
2308 2019-19-23 @7:46:07.221567 18.229.28.96 192.168.9. 180 TLSv1.2 Client Hello
248 2019-19-23 @7:46:07, 228486 18.229.20.96 192.168.@.180 TLSv1.2 Client Hello

% Note: At the time of thiswriting, the Smart Licensing portal (tools.cisco.com) uses these IPs:

72.163.4.38, 173.37.145.8




Follow one of the TCP flows (Follow > TCP Stream), as shown in the image.

75 2019-18-23 87:45:14.634091 192.168.0.100 72.163.4.38 TLS¥1.2 571 tools.cisco.cc
111 2019-10-23 @7:45:25.136889 192.168.0.100 72.163.4.38 TLSv1.2 571 tools.cisco.cc
146 2919-18-23 @7:45:35.637252 192.168.0. 108 173.37.145.8 TLSv1.2 571 tools.cisco.cc
166 2819-18-23 @7:45:46.136858 192.168.0. 188 173.37.145.8 TLSv1.2 571 tools.cisco.cc
195 2919-18-23 @7:45:56.635438 192.168.0.168 72.163.4.38 TLSv1.2 571 tools.cisco.cc
236 2019-109-23 @7:46:07, 221567 10.229.20.9% 192.168.6.180 TLSv1.2 571
240 2019-10-23 @7:46:07, 228486 10.229.20.9% 192.168.6.180 TLSv1.2 571

lrame 75: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits)
thernet II, Src: Veware_10:d0:a7 (00:0¢:29:10:d0:a7), Dst: Cisco_f6:1d:ae (00:be:75:¥6:1d:ae)
nternet Protocol Version 4, Src: 192.168.0.109, Dst: 72.163.4.38

Mark/Unmark Packet
Ignore/Unignone Packet
SetfUnset Time Reference
Time Shift...

Packet Comment...

Edit Resolved Name

Apply as Filter
Prepare a Filter
Corversation Filter
Colorize Comversation
SCTP

| Fer ol TCP Stream
ransmission Control Protocol, Src Port: 35752, Dst Port: 443, Seq: 2427943532, Ack: 2770078885, Lel LD Stream
e o JDP Strea
“:L512:5 d" : Handshake P 1: Cli Hell a0 A
v vl.2 Record Layer: ndshake Protocol: ient o Protoool Prefarsnces HTTP Stream
Content Type: Handshake (22) Decode As...

Version: TLS 1.6 (@x@381)

Length: 512 Show Packet in New Window

[Wecpsreem e 5 EES -] eery

74 2019-18-23 07:45:14.632935 192.168.0.180 72.163.4.38 TCP 54 35752 = 443 [MK] Seqe2427943532 Ack=ZT7007EE85 Win=29290 Len=0
T5 2019-19-23 @7;45:14, 634091 192,168.0.100 72.163.4.38 TLsvl.2 571 t‘w]i-:i“a.cwe Client Hello

76 20019-18-23 @7:45:14. 634796 72.163.4.38 192.168.0.100 TCP e A43 + 35752 [AMK] Seq=2770078885 Ack=Z427944049 Win=32768 Len=@
77 2019-18-23 87:45:14. 966729 72.163.4.38 192.168.0.108 TLS¥1.2 15@ Server Hello

78 2019-19-23 0F:45:14. 966772 192.168.0. 100 72.163.4.38 TP 54 35752 » 443 [AMK] Scqe2427944049 Ack=ZT7B078981 Wins=29200 Lens
79 20019-19-23 07:45:14. 966834 72.163.4.38 192.168.0.108 TP 1384 A43 + 35752 [PSH, ACK] Seq=2778078981 Ack=24270440849 Win=32768 Len=1330 [TCP segment of a reassesbled PDU]
B8 2019-18-23 87:45:14. 966858 192.168.0.180 72.163.4.38 TCP 54 35752 = 443 [ACK] Seq=2427944849 Ack=2770080311 Win=31920 Lens=8
81 2019-18-23 OF:45:14. 9668, 72.163.4.38 192.168.0.108 TLSv1.2 155 e Certificate

B2 20019-18-23 @7:45:14, 966! 192.168.0.100 72.163.4.38 TP 54 35752 = 443 [MK] Seq=2427944849 Ack=2770088412 Win=31928 Len=2
B3 2019-18-23 @7:45:14. 066015 72.163.4.38 192.168.0.168 TLSw1.2 63 Sarver Hells Done

&84 2019-10-23 0F: . B6EG2S 192.168.6.100 72.162.4.38 TP 54 35752 + 443 [AMK] Seqe2427944049 Ack«277008042 in=31920 Lens8

192.168

85 2019 . 367114 . 0,108 72.163.4.38 TLSv1.2 61 Alert (Level: Fatal, Description: Unknowm CA
86 20 136 o180 7 3,418 TCP 7] 15752 » 443 [RST. ACK] © 437 56 Acked

152.168.8, 188 442 + 35752 [ME] Seqe27
72,163,438 15752 + 443 [RST 4

Frame 75: 571 bytes on wire (4568 bits), 571 bytes captured (4568 bits)
> Ethernet 11, Src: Veware 10:00:a7 (00:0c:29:10:d0:a7), Dst: Cisco f6:1d:ae (00:be:75:¥6:1d:a¢)
» Internet Protocel Version 4, Src: 192.168.0.100, Dst: 72.163.4.38
Transmission Control Protocol, Sre Port: 35752, Dst Port: 443, Seq: 2427943532, Ack: 2770478885, Len: 517
v Secure Sockets Layer
~ TLSv1.2 Record Layer: Handshake Protecol: Client Hello
Content Type: Handshake (32)
Wersion: TLS 1.8 (@x8381)
Length: 512
~ Hamdshake Protecol: Cliemt Helle
Mandshake Type: Client Hello (1)
Length: 508
Version: TLS 1.2 (@x0303)
* Random: 2344982187438 73b! 51270c 7c0ofbbbTac 16897184, . .
Session ID Length: & B‘
Cipher Suites Length: 188
> Cipher Suites (50 suites)

Key Points:

1. Thereisa TCP 3-way handshake.

2. Theclient (FMC) sends an SSL Client Hello message towards the Smart Licensing portal.

3. The SSL Session ID is 0. Thismeansthat it is not aresumed session.

4. The destination server replies with Server Hello, Certificate and Server Hello Done message.
5. The client sends an SSL Fatal Alert which regards an * Unknown CA’.

6. The client sends a TCP RST to close the session.

7. The whole TCP session duration (from establishment to closure) was ~0.5 sec.

Select the Server Certificate and expand the issuer field to see the commonName. In this case the Common
Name reveals a device that does Man-in-the-middle (MITM).



o, Tirms Destination Frotscol  Lengih  Server Hamse

74 2019-10-23 87:45:14.632935 192.168.0.1880 72.163.4.328 TP 54 35752 + 443 [ACK] Seq=2427943532 Ack=2770078885 Win=29200 Len=0

75 3819-18-23 87:45:14.634891 192.168.8.180 TE.163.4.38 TLSw1.2 571 tools.cisco.com Client Hello

76 2019-10-23 ©7:45:14.634796  72.163.4.38 192.168.0.100  TcP &0 443 » 35752 [ACK] Seq=2770078885 Ack=2427944049 Win=32768 Len=0

77 2019-10-23 07:45:14.966729  72.163.4.38 192.168.0.100  Tlsvl.2 158 server Hello

78 2010-10-23 B7:45:14.966772  192.168.0.100  72.163.4.38 TcP 54 35752 » 443 [ACK] Seq=2427044049 Ack=2770078981 Win=20200 Len-0

79 2019-10-23 07:45:14.966834  72.163.4.38 192.168.0.160  TCP 1384 443 » 35752 [PSH, ACK] Seq-2770078981 Ack=2427944049 Win=22768 Len-1330 [TCP segment
B8 2819-18-23 87:45:14. 966858 192.168.8.180 TZ.163.4.38 TCP a4 35752 + 443 [ACK] Seqe=2427944849 Ack=2770080311 Win=31928 Lens@

812019-10-23 07:45:14.966872  72.163.4.38 192.168.0.160  Tisvl.2 155

Length: 1426
~ Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 1422
Certificates Length: 1419
v Certificates (1419 bytes)
Certificate Length: 1416
~ Certificate: 308205343082046¢400302010202040000230f5d607e0000, .. (id-at-commonName=tools.cisco.com, id-at-organizationName=Cisco Systems, Inc.,id-at-localityMames=San Jose, id-at-stal
v signedCertificate
wversion: w3 {2}
seriallumber: Bx@faszlafsdoa7eadnnafi2isee

» signature (shaZSeWithRSAEncryption)
dnchuencc (e}
~ rdnSeguence: 3 items (id-at-comsonMame=FTDM168 MITM,id-at-organizationalUnitName=FTD_OU, id-at-organizationleme=FTD_0)

» RDNSequence item: 1 item (id-at-organizationMame=FTD_0)
> MDNSequence item: 1 item (id-at-srpanizationalUnitMamesFTD_OU)
> ADNSequence item: 1 item (id-at

» validity

» subject: rdnSequence (@)

* subjectPublicKeyInfo

v extensions: 6 items

Thisis shown in thisimage:

EMC NGFW doing SSL MITM Cisco Licensing Portal

INSIDE OUTSIDE

192.168.0.100

=

Recommended Actions

The actions listed in this section have as a goal to further narrow down the issue.
Action 1. Take additional captures.

Take captures on the transit firewall device:

EMC Cisco Licensing Portal

INSIDE OUTSIDE

192.168.0.100

=

CAPI shows:



[ W Ticp.stream eq 57

. Time SOurce Destination Frotocol Length  Server Hame Info

1223 2019-10-22 17:49:83.379298 192.168.9.108 173.37.145.8 TCcP 54 39924 -+ 443 [ACK] Seq=42T7175839 Ack=235468466 Win=29208 Len=0

1224 2019-10-22 17:49:83.3808336 192.168.9.188 173.37.145.8 TLSv1.2 571 tools.cisco.com Client Hello

1225 2019-10-22 17:49:83.380732 173.37.145.8 192.168.8.168 TCP 54 443 5 39024 [ACK] Seq=236460466 Ack=427176356 Win=32768 Len=0
1226 2019-10-22 17:49:83.718092 173.37.145.8 192.168.8.180 TLSw1.2 158 Server Hello

1227 2019-10-22 17:49:03.710092 173.37.145.8 192.168.0.160 TCP 1384 443 + 39024 [PSH, ACK] 5eq=236468562 Ack=427176356 Win=32768 Len=133@
1228 2019-18-22 17:49:83.718092 173.37.145.8 192.168.8.188 TLSw1.2 155 Certificate

1229 2019-10-22 17:49:83.710167 173.37.145.8 192.168.0.160 TL5v1.2 63 Server He. Done

1238 2019-10-22 17:49:83.718412 192.168.9.188 173.37.145.8 TCR 54 39924 + 443 [ACK] Sequd27176356 Acks236468562 Wins29208 Lens@
1231 2019-10-22 17:49:83.718519 192.168.9.108 173.37.145.8 TCP 54 30924 + 443 [ACK] Seq=427176356 Ack=236461892 Win=31920 Len=8
1232 2019-18-22 17:49:83.718519 192.168.8.108 1732.37.145.8 TCP 54 39924 » 443 [ACK] Seq=427176356 Ack=236461993 Win=31928 Len=@
1233 2019-10-22 17:49:083.710534 192.168.9.108 173.37.145.8 TCP 54 39924 + 443 [ACK] Seqed27176356 Acks=236462002 Win=31928 Len=@
1234 2019-10-22 17:49:83.710626 192.168.9.108 173.37.145.8 TLSw1.2 61 Alert (Level: Fatal, Description: Unknown CA)

145.8

TCP 54 443 -+ 39924 [ACK] Seq=236462002 Acl i 768 Len:

Length: 1426
w Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 1422
Certificates Length: 1419
v Certificates (1419 bytes)
Certificate Length: 1416
~ Certificate: 308205843882046¢20030201020204002223af5d607e0000. .. (id-at-commonNamestools.cisco.com,id-at-organizationNamesCisco Systems, Inc.,id-at-localityNamesSan|
~ signedCertificate
version: v3 (2)
seriallumber: BxBBaa?lafSdoaTe000021423080
signature (sha2SeWithRSAEncryption)
issuer: rdnS e (@)
v rdnSequence: 3 items I(id-at-co-onName:ﬂﬂle_MIYM,id-at-or'sanizationalUnitﬂa-e:FTD_OlJ,id-at-or'ganizationName:FlD_ﬂ) |
> RDMSequence item: 1 1tem (Ld—at—urganlzau.:lonhla-e=F'm_D)
» RDNSequence item: 1 item (id-at-organizationalUnitName=FTD_OU)
* RDMSequence item: 1 item (id-at-commonName=FTD4168_MITM)
validity

w

<

v

CAPO shows;

o, Time Souroe Destination Frotocol  Length  Server Mame nfo

1171 2019-10-22 17:49:83.379329 192.168.8.16@ 173.37.145.8 TCR 58 39924 + 443 [ACK] Sequb23942819 Acksd179458725 Wine23200 Lensd

1172 2019-18-22 17:49:03. 380793 192.168.98.168 173.37.145.8 TLSvl.2 512 tools.cisco.com Client Hello

+ 1173 2019-10-22 17:49:03.545748 173.37.145.8 192.168.0.100 TCP 1388 443 + 39924 [PSH, ACK] Seq=4179450725 Ack=623942473 Win=34788 Len=1338 [TC
1174 2019-18-22 17:49:03. 545800 173.37.145.8 192.168.8.1680 TCP 1388 443 + 30024 [PSH, ACK] Seq=4170452855 Ack=623042473 Win=34788 Len=1338 [TC
1175 2019-18-22 17:49:83, 545824 192.168.9.180 173.37.145.8 TCp 58 39924 + 443 [ACK] Seq=623942473 Ack=4179453385 Win=65535 Len=@

1 1176 2019-18-22 17:49%:03.545915 173.37.145.8 192.168.0.160@ TCP 1388 443 =+ 39924 [PSH, ACK] Seq=4179453385 Ack=623942473 Win=34788 Len=1338 [TC

+ 1177 2019-10-22 17:49:03.545061 173.37.145.8 192.168.0.10@ Tcp 1388 443 + 39924 [PSH, ACK] Seq=4179454715 Ack=623942473 Win=34788 Len=1338 [TC

| 1178 2019-18-22 17:49:03.545961  192.168.9.18@ 173.37.145.8 TP 58 39924 + 443 [§ £g=623942473 Ack=4179456845 Win=65535 Lens@

+ 1179 2019-10-22 17:49:03. 709420 173.37.145.8 192.168.8.160 TLSv1.2 82 Server Hello,Serwr' Hello Done

|

1180 2019-10-22 17:4%:03. 710687 8 173.37.145.8 TLSv1.2 G5 Alert (Level: Fatal, Description: Unknown CA)

Length: 5330
» Handshake Protocol: Server Hello
~ Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 5248
Certificates Length: 5237
~ Certificates {5237 bytes)
Certificate Length: 2025
v Certificate: 308207e5308205cda00302010202142000683b0750417b2, .. (id-at-commonNames=tools. cisco,com, id-at-organizationName=Cisco Systems, Inc,,id-at-localityMamesSan Jose,
» signedCertificate
> algorithmIdentifier (sha256WithRSAEncryption)
Padding: &
encrypted: 6921de884f7a6f6167053114e dabost a7 t
Certificate Length: 1736
w Certificate: 308206c4303204acaB@302010202147517167783d@d37eb5. .. (id-at-commonName=HydrantID SSL ICA G2,id-at-organizationName=HydrantID (Avalanche Cloud Corporation),id:
w signedCertificate
version: v3 (2)
seriallusber: @x7517167783d8437eb556c357946e4563b8ebdIac
» signature (shalS&WithRSAEncryption)
v issuer: rdnSequence (@)
I> rdnSequence: 3 items (id-at-commonName=QuoVadis Root CA 2,id-at-organizationName=QuoVadis Limited,id-at-countryMame=BM) I
» walidity

These captures prove that the transit firewall modifies the server certificate (MITM)
Action 2. Check the device logs.
Y ou can collect the FMC TS bundle as described in this document:

https://www.cisco.com/c/en/us/support/docs/security/sourcefire-def ense-center/117663-technote-
SourceFire-00.html

In this case, the /dir-ar chives/var -log/process_stdout.log file show messages like this:


https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html
https://www.cisco.com/c/en/us/support/docs/security/sourcefire-defense-center/117663-technote-SourceFire-00.html

<#root>
SOUT: 10-23 05:45:14 2019-10-23 05:45:36 s1a[10068]: *Wed .967 UTC: CH-LIB-ERROR: ch_pf_curl_send_msg[4

failed to perform err code 60, err string "SSL peer certificate or SSH renote key was not K"

SOUT: 10-23 05:45:14 2019-10-23 05:45:36 s1a[10068]: *Wed .967 UTC: CH-LIB-TRACE: ch_pf_curl_is_cert_is

cert issue checking, ret 60, url "https://tools.cisco.conlits/

Recommended Solution
Disable the MITM for the specific flow so that FM C can successfully register to the Smart Licensing cloud.
Case 11. IPv6 Connectivity Problem

Problem Description: Internal hosts (located behind the firewall’ s INSIDE interface) cannot communicate
with external hosts (hosts located behind firewall’s OUTSIDE interface).

This image shows the topol ogy:

E1/3.202
OUTSIDE

Affected Flow:

Src IP: fc00:1:1:1::100
Dst IP: fc00:1:1:2::2
Protocol: any

Capture Analysis

Enable captureson FTD LINA engine.

<#root>

firepower#

capture CAPI int INSIDE match ip any6 any6
firepower#

capture CAPO int OUTSIDE match ip any6 any6



fc00:1:1:1::

100

INSID

fc00:1:1:1::1/64

Captures - Non-functional Scenario

These captures were taken in parallel with an ICMP connectivity test from IP fc00:1:1:1::100 (inside router)
to IPfc00:1:1:2::2 (upstream router).

The capture on firewall INSIDE interface contains:

[0S Timg
12019-18-24 13:02
2 2019-18-24 13:02
3 2019-18-24 12:82
4 2019-19-24 13:02
5 2819-19-24 13:82
6 2019-10-24 13:02
7 2019-198-24 13:02
8 2919-18-24 13:82
9 2019-10-24 13:82

10 2019-10-24 13:02
11 2919-18-24 13:82
12 2019-18-24 13:02
13 2819-18-24 13:62

Key Points:

107.001663
187001876
:87.9082273
:08.957918
:18. 998856
:11.969917
:12.002075
+12.998346
$14.998483
:17.862725
:17.862862
122.959994
122,80 3808

Source
£c00:1:1:1::160
Fobd:1:1:1::1

Fco:1:1:1: : 100
fcoB:1:1:1: ;188
fcod:1:1:1::160

£1::1680

z:dede: 35FF: fefo:fodd
feBA: : dbe: 75FF: fef6:ldae
fe80: :2be: 75FF: fefoildae
feBl: :dede: I5FF: fefc: fods

Destination
fF02::1:§f00:1
foo@:1:1:1::180

fedd: : 2be: 75Ff: fefb:ldae
foee: 22

fe@@:1:1:2::2

fedd: : 2be:75FF:fefb:1dae
fed0: :dede:35FF:fefc: fods
fedR: dede:35FF: fefc: feda
fed@: : 2be:75ff:fefbo:1dae

TCHPw,
ICMPVE
ICMPvG
ICHPvE
ICMPviE
TCHPvE
ICHPvE

h Info
86 Neighbor Solicitation for fe@@:1:1:1::

86 Neighbor Advertisement fc@8:1:1:1::1 (rtr, sol, ovr) is at @@:be:75:f6:1d:ae
114 Echo (ping) request id=8x168d, seq=8, hop limit=64 (no response found!)

14 Echo (ping) request ide@x168d, seqel, hop limite64 (no response found!)

hop limit=64 (no response found!)

1100 from 09:be:75:¥6:1d:ae
1::18@ (rtr, sol}

114 Echo (ping) request id=@xl6@d, seq:
86 Neighbor Solicitation for fo@@:1:1
78 Neighbor Advertisement fo@:1:
114 Echo (ping) request id=@xl6ed,

78 Neighbor Advertisement fe80::2be:75Ff:

86 Neighbor Solicitation for feBd::dede:35Ff:fefc:feds from 08:be:75:f6:1d:ae

1 from Ac:de:35:fc:fe:dB

eqe3, hop limit=64 (no response found!)
@u Echo {ping) request id=@x16@d, seq=4, hop limit=64 (no responze found!)
#6 Neighbor Solicitation for feB@::2be:75ff:fef6:1dae from dc:de:35:fc:fc:d8

fef6:1dae (rtr, sol)

78 Meighbor Advertisement feB@::dede:35ff:fefc:fedB (rtr, sol)

1. The router sends an I1Pv6 Neighbor Solicitation message and asks for the MAC address of the

upstream device (IP fc00:1:1:1::1).
2. Thefirewall replies with an |Pv6 Neighbor Advertisement.
3. Therouter sends an ICMP Echo Request.

4. The firewall sends an IPv6 Neighbor Solicitation message and asks for the MAC address of the

downstream device (fc00:1:1:1::100).
5. Therouter replies with an |Pv6 Neighbor Advertisement.
6. The router sends additional 1Pv6 ICMP Echo Requests.

The capture on firewall OUTSIDE interface contains:

Ra. Tirese
1 2019-10-24 13:02
2 26819-18-24 13:82
3 2819-18-24 13:82
4 2019-19-24 13:02

B 2819-18-24 13:
9 2019-16-24 13:

Key Points:

1. Thefirewall sends an IPv6 Neighbor Solicitation message which asks for the MAC address of the

5 2019-10-24 13:82:
6 2019-10-24 13:82:
7 2019-18-24 13:02:

10 2019-19-24 13:02:
11 2019-19-24 13:02;
12 2819-18-24 13:82:
13 2019-16-24 13:62:
14 2019-18-24 13:02:
15 2019-19-24 13:02:
16 2019-18-24 13:682:

:07.002517
107, 885569
1@B.997995
10021815
18. 825938
18. 998132

17. 859963
17. 862512

Soures
fedd::2be: 75ff: fefb:1die
22

=1:1 aa
Fe0d:1:1:2::2
Fo@B:1:1:2::2
Fe00:1:1:1: : 188
fed:1:1:2:

fe8d: :dede: 35FF : fefc:fodd

feBO: :2be: T5FF: fefb:1d8e
Fobl:1:1:1::188
fed:1:1:2::2
fc@:1:1:2::2
fc00:1:1:1::160
feld:1:1:2::2

feBB: :2be: 75Ff : fef6:1d3e
FeB0: jdede: I5FF: fefe:fedd

Desstination

FFa2::1:f00:2

fedd: : 2be:75ff: fefo: 1dBe
fe@dd:1:1:2::2
FFo2::1:ffo0:100
ffoz::1:ffo@:100
Fedd:1:1:2::2
ffoz::1:ffe0:100

fedd: : 2be:75ff: fefb:1dBe
Fedd: :dede: 35FF: fefc: Fodl
Fodd:1:1:2::2
ffoz::1:ffee:10@
ffoz::1:ffoe:100
Fe@@:1:1:2::2
FFo2: :1: ffo0:100

fedd: :dede:35FF: fefc:fodl
fedd: :2be: 75¢F: fef6:1dBe

upstream device (1P fc00:1:1:2::2).
2. Therouter replies with an |Pv6 Neighbor Advertisement.

3. Thefirewall sends an IPv6 ICMP Echo Request.
4. The upstream device (router fc00:1:1:2::2) sends an IPv6 Neighbor Solicitation message which asks

h  Info
98 Neighbor Solicitation for fe@:1:1:2::
9@ Neighbor Advertisement fc@@8:1:1:2::

98 Neighbor Solicitation for fc@B:1:1:1::
99 Neighbor Solicitation for fo@@:1:1:1::

118 Echo (ping) request id=8x168d, seq=2, hop limit=64 (no response foundl)

99 Neighbor Solicitation for fe@@:1:1:1::

98 Neighbor Solicitation for feB8::2be:75ff:fef6:1d8e from dc:de:35:fc:fo:df

82 Neighbor Advertisement feB8::3be:75ff:
118 Echo (ping) request id=0x168d, seq=3,
9@ Neighbor Solicitation for fo@@:l:l:1::
98 Neighbor Solicitation for fc@:1:1
118 Echo (ping) request id=8x16@d, seqg=4,
98 Neighbor Solicitation for fo@@:1:1:1::

98 Neighbor Solicitation for feB8::dede:35Ff:fefc:fcd8 from 9@:be:75:F6:1d:8e

2 from 08:be:75:f6:1d:8e

2 (rtr, sol, owr) is at ac:de:35:fc:fc:dd
18 Eche (ping) request ids0x16@d, seqel, hop limit=64 (no response found!)

188 from dc:de:35:fc:fo:dd
16¢ from dc:de:35:fc:fc:dd

100 from dc:de:35:fcife:dg

fef6:1d8e (rtr, sol)

hop limit=54 {no response foundl}

180 from dc:de:35:fcifc:dd

11088 from dc:de:35:fc:fc:d8
hop limit=64 {no response found!)

18 from dc:de:35:fc:fo:dd

82 Neighbor Advertisement feBB::dede:35Ff:fefc:fedB (rtr, sol)

for the MAC address of the IPv6 address fc00:1:1:1::100.
5. The firewall sends an additional IPv6 ICMP Echo Request.



6. The upstream router sends an additional 1Pv6 Neighbor Solicitation message which asks for the MAC
address of the IPv6 address fc00:1:1:1::100.

Point 4 is very interesting. Normally the upstream router asks for the MAC of the firewall OUTSIDE
interface (fc00:1:1:2::2), but instead, it asks for the fc00:1:1:1::100. Thisis an indication of a
misconfiguration.

Recommended Actions

The actions listed in this section have as a goal to further narrow down the issue.
Action 1. Check the IPv6 Neighbor Table.

The firewall IPv6 Neighbor Table is properly populated.

<#root>

firepower#

show i pv6 nei ghbor | i fcO00
fc00:1:1:2::2 58 4c4e.35fc.fcd8 STALE OUTSIDE
fc00:1:1:1::100 58 4c4e.35fc.fcd8 STALE INSIDE

Action 2. Check the IPv6 Configuration.

Thisisthefirewall configuration.

<#root>

firewall#
show run int el/2

|
interface Ethernetl/2
nameif INSIDE
cts manual
propagate sgt preserve-untag
policy static sgt disabled trusted
security-level 0
ip address 192.168.0.1 255.255.255.0
ipv6 address

fc00:1:1:1::1/64
ipv6 enable

firewall#
show run int el/3.202

1
interface Ethernetl/3.202
vlan 202
nameif OUTSIDE
cts manual
propagate sgt preserve-untag



policy static sgt disabled trusted
security-level 0

ip address 192.168.103.96 255.255.255.0
ipv6 address

fc00:1:1:2::1/64

ipv6 enable

The upstream device configuration reveal s the misconfiguration:

<#root>

Router#
show run interface g0/0.202

interface GigabitEthernet0/0.202
encapsulation dotlQ 202

vrf forwarding VRF202

ip address 192.168.2.72 255.255.255.0
ipv6 address FC00:1:1:2::2

/48

Captures - Functiona Scenario

The subnet mask change (from /48 to /64) fixed the issue. Thisisthe CAPI capture in the functional
scenario.

M. Time Source Destination Protooo ngth  Info

1 2019-10-24 15:17:28.677775 fc@@:1:1:1::100 ffo2::1:Ffe0:1 ICMPYI 86 Neighbor Solicitation for fc@@:1:1:1::1 from 4c:de:35:fc:fc:d8

2 2019-10-24 15:17:20.677989 fop:1:1:1::1 fc@9:1:1:1::100 ICHPw 86 Neighbor Advertisement fc88:1:1:1::1 (rtr, sol, ovr) is at @@:be:75:f6:1d:ae
3 2019-10-24 15:17:208.678401 fe@@:1:1:1::168 fe0@:1:1:2::2 ICHPvE 114 Eche (ping) request id=0x097e, seq=0, hop limit=64 (no response found!)

4 2019-10-24 15:17:22.674281 fcP@:1:1:1:: fc@0:1:1:2::2 ICMPy 114 Echo (ping) request id=@x897e, seq=1, hop limit=64 (no response found!)

5 2019-10-24 15:17:24.674403 feb@:1: fc@B:1:1:2::2 LCHI"vE 114 Echo (ping) request id=0x897e, seq=2, hop limit=64 (reply in 6)

fc@@:1:1:1::100 ICHPVE 114 Echo (ping) reply id=0x@97e, seq=2, hop limit=64 (reguest in 5)

1:1
1:3
1:1
1:1
1:1
6 2019-10-24 15:17:24.674815 fepo:l:1
1:1
1:1
1:1
1:1

7 2919-10-24 15:17:24.675242 fe@@:1:1:1: fcBd:1:1:2::2 ICHMPVE 114 Echo (ping) request id-8x897e, seq=3, hop limit=64 (reply in 8)
8 2019-10-24 15:17:24.675731 fo@@:1:1:2:: fc@@:1:1:1::108 ICHPvE 114 Echo (ping)} reply id=@x897e, seq=3, hop limit=64 (request in 7)
9 2019-10-24 15:17:24.676356 fe@:1:1:1:: fe@@:1:1:2::2 ICHPVE 114 Echo (ping) request id-@x897e, seq=4, hop limit=64 (reply in 10)
16 2019-18-24 15:17:24.676753 fc@@:1:1:2::2 fc@@:1:1:1::168 ICMPVE 114 Echo (ping) reply id-@x897e, seq=4, hop limit=64 (regquest in 9)

Key Point:

1. The router sends an 1Pv6 Neighbor Solicitation message which asks for the MAC address of the
upstream device (1P fc00:1:1:1::1).

2. Thefirewall replies with an |Pv6 Neighbor Advertisement.

3. The router sends ICMP Echo Reguests and gets Echo Replies.

CAPO contents:



Ho. Time Source Destination Protoce ngth  Info

1 2019-10-24 15:17:20.678645 feg0: :2be:75ff:fe.. ffO2::1:ff0@:2 IC 98 Neighbor Solicitation for fc@@:1:1:2::2 from @@:be:75:f6:1d:8e

2 2919-10-24 15:17:20 681818 Fo@d:1:1:2::2 FeBB::be:75FfF:fe.. I 9@ Neighbor Advertisement fc8@:1:1:2::2 (rtr, sol, owr) is at dc:de:35:fc:fc:dg
3 2019-10-24 15:17:22.674342 fe@@:1:1:1::106 fe@0:1:1:2::2 IC 118 Echo (ping) request id=0x897e, seq=1, hop limit=64 (reply in 6)

4 2819-19-24 15:17:22.677943 fo@@:1:1:2::2 FF02::1:ff@0:1 I 90 Neighbor Solicitation for fc@0:1:1:2::1 from 4c:de:35:fc:fc:d8

5 2819-10-24 15:17:22.678896 fob@:1:1:2::1 fe@B:1:1:2::2 IC 9@ Neighbor Advertisement fc@@:1:1:2::1 (rtr, sol, ovr) is at @@:be:75:f6:1d:8e
6 2819-10-24 15:17:22.678462 fcP@:1:1:2::2 fc@B:1:1:1::100 ICHPvE 118 Echo (ping) reply id=8x897e, seq=1, hop limit=64 (request in 3)

7 2019-10-24 15:17:24.674449 fe@:1:1:1: 1100 fe@B:1:1:2::2 ICHPwE 118 Echo (ping) request id=0x897e, seq=2, hop limit=64 (reply in 8)

8 2019-19-24 15:17:24.674785 fcom:1:1:2::2 fc@g:1:1:1::100 ICHP 118 Echo (ping) reply id=8x897e, seq=2, hop limit=64 (request in 7)

9 2019-10-24 15:17:24.675395 fe@@:1:1:1::166 fe@0:1:1:2::2 TCHPw 118 Echo (ping) request id=0x@897e, seq=3, hop limit=64 (reply in 18)

10 2019-10-24 15:17:24.675700 fc0@:1:1:2::2 fc00:1:1:1::100 ICHPvE 118 Echo (ping) reply id-0x@97e, seq=3, hop limit=64 (request in 9)

11 2619-10-24 15:17:24.676448 fedd:1:1:1::180 fe@:1:1:2::2 ICMPwE 118 Echo (ping) request id-8x697e, seq=4, hop limit=64 (reply in 12)

12 2619-18-24 15:17:24 676738 fopd:1:1:2::2 fc@p:1:1:1::108 ICHPwG 118 Fcho (ping) reply id=8x#97e, seq=4, hop limit=64 (request in 11)

Key Points:

1. Thefirewall sends an IPv6 Neighbor Solicitation message which asks for the MAC address of the
upstream device (1P fc00:1:1:2::2).

2. Thefirewall replieswith an IPv6 Neighbor Advertisement.

3. Thefirewall sends an ICMP Echo Request.

4. The router sends an I1Pv6 Neighbor Solicitation message which asks for the MAC address of the
downstream device (1P fc00:1:1:1::1).

5. Thefirewall replies with an IPv6 Neighbor Advertisement.

6. The firewall sends ICMP Echo Requests and gets Echo Replies.

Case 12. I nter mittent Connectivity Problem (ARP Poisoning)

Problem Description: Internal hosts (192.168.0.x/24) have intermittent connectivity issues with hostsin the
same subnet

This image shows the topology:

ﬁ
\

p— 192.168.0.0/24

i. E1/2 g E1/3.202
INSIDE —@_ OUTSIDE
[ 4

- — g é
p— MAC address % I\ J

00be.75f6.1dae

|

_

Affected Flow:

Src IP: 192.168.0.x/24
Dst I1P: 192.168.0.x/24
Protocol: any

The ARP cache of an internal host seems to be poisoned:



BN C:\Windows\system32\cmd.exe

C:xlserswmnzafeirol >arp —a

Interface: 192.168.8.55 —— Bxb

Internet Address Physzical Address T upe

1?22.168.8.1 B8-he-75—f6—1d—ae dynamic
122 168 . 6_.22 B8-he-75—fh—1d—ae dynamic
122.168.8.23 B8-he-?5—f6—1d—ae dynamic
192 _168.68_24 BB-he-75—f6—1d—ae dynamic
1922 .168.8.25 B8-he-?5—f6—1d—ae dynamic
192 .168.08.26 B8-he-75—-f6—1d—ae dynamic
172 _168.8_.27 B8-he-7?5—fh—1d—ae dynamic
1?22.168.08.28 B8-he-75—f6—1d—ae dynamic
122 168 .6.27 B8-he-75—fh—1d—ae dynamic
1?2.168.08.38 B8-he-?5—f6—1d—ae dynamic
122168 _6_88 BB-he-75—f6—1d—ae dynamic
192 _168_8_255 FE—ff—ff—ff-ff—f£f static
224.8.8.22 A1-80-5e-B0-B0-16 static
224_9.08.251 31-80—5%e—-B0-88—-f h static
224.8.08.252 31-80-5e-B8-80—f c static
239_255.255.258 B1-80-5e-7f-ff-fa static

C:sUserssmzafeirol

|||

Capture Analysis

Enable acapture on FTD LINA engine

This capture only captures ARP packets on the INSIDE interface:

<#root>

firepower#

capture CAPI _ARP interface INSIDE ethernet-type arp

CAPI_ARP
192.168.0.0/24
E1/2 \ E1/3.202
INSIDE OUTSIDE

MAC address
00be.75f6.1dae

ElnxE
|

Captures - Non-functiona Scenario:

The capture on the firewall INSIDE interface contains.




l-i |[arp.dst,pmto_lpv4 == 192.168.0.0/24) &8 !(arp.src.proto_ipvd == 192.168.0.1)
No. Time Saurce Destination Pratacel ngth  Info
4 2019-18-25 10:61:55.17957 Vmware_2c:9b:a7 Broadcast ARP 0 60 Who has 192.168.0.23?7 Tell 192.168.0.5
5 2019-10-25 1@:@1:55.1?9699&5:0_{6:1(1:% Vmware_2c:9b:a7 ARP 42 192.168.0.23 is at @@:be:75:f6:1d:ae a
35 2619-19-25 10:02:13.05039 Vmware_2c:9b:a7 Broadcast ARP o 60 Who has 192.168.0.24% Tell 192.168.0.55
36 2019-19-25 109:02:13.050488 Cisco_f6:1d:ae Vmware_2c¢:9b:a7 ARP 42 192.168.0.24 is at @0:be:75:16:1d:ae 9
47 2019-10-25 10:02:19.284683 Vimware_2c:9b:a7 Broadcast ARP o 60 Who has 192,168.0.257 Tell 192.168.0.5
48 2019-10-25 10:82:19.284775 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 42 192.168.8.25 is at @0:be:75:f6:1d:ae 9
61 2619-10-25 10:82:25.779821 Vmware_2c:9b:a7 Broadcast ARP 066 Who has 192.168.0.267 Tell 192.168.0.5
62 2019-19-25 10:02:25.779912 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 42 192.168.0.26 is at @@:be:75:f6:1d:ae 9
76 2019-19-25 10:02:31.978175 Vmware_2c:9b:a7 Broadcast ARP néﬂ Who has 192.168.0.277 Tell 192.168.0.5
77 2019-10-25 19:82:31.978251 Cisco_f6:1d:ae Vmware_2¢:9b:a7 ARP 42 192.168.0.27 is at @0:be:75:16:1d:ae 9
97 2019-18-25 10:082:38.666515 Vimware_2c:9b:a7 Broadcast ARP 60 Who has 192.168.0.287 Tell 192.168.0.5
98 2019-10-25 10:82:38.666606 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 8112 192.168.0.28 is at @0:be:75:f6:1d:ae 9
121 2019-10-25 10:02:47.384074 Vmware_2c:9b:a7 Broadcast ARP 60 Who has 192.168.8.297 Tell 192.168.0.5
122 2019-10-25 10:02:47.384150 Cisco_f6:1d:ae Vmware_2c:9b:a7 ARP 42 192.168.0.29 is at @@:be:75:f6:1d:ae 9
137 2019-10-25 109:82:53.539995 Vmware_2c:9b:a7 Broadcast ARP 066 Who has 192.168.0.3@7 Tell 192.168.9.55
138 2019-18-25 10:82:53.540087 Cisco _f6:1d:ae Vimare_2¢:9b:a7 ARP 42 192.168.9.30 is at @0:be:75:f6:1d:ae 9

Key Points:

1. Thefirewall receives various ARP requests for IPswithin 192.168.0.x/24 network
2. Thefirewall repliesto all of them (proxy-ARP) with its own MAC address

Recommended Actions

The actions listed in this section have as agoal to further narrow down the issue.
Action 1. Check the NAT configuration.

With regard to the NAT configuration, there are cases where the no-proxy-ar p keyword can prevent the
earlier behavior:

<#froot>

firepower#

show run nat

nat (INSIDE,OUTSIDE) source static NET_1.1.1.0 NET_2.2.2.0 destination static NET_192.168.0.0 NET_4.4.4

no- pr oxy-arp

Action 2. Disable the proxy-arp functionality on the firewall interface.

If the ‘no-proxy-arp’ keyword does not solve the problem, try to disable proxy ARP on the interface itself.
In case of FTD, at the time of thiswriting, you have to use FlexConfig and deploy the command (specify the
appropriate interface name).

sysopt noproxyarp INSIDE

Case 13. Identify SNMP Object I dentifiers (Ol Ds) that cause CPU Hogs

This case demonstrates how certain SNMP OIDs for memory polling were identified as the root cause of



CPU hogs (performance issue) based on the analysis of SNMP version 3 (SNMPv3) packet captures.

Problem Description: Overruns on data interfaces continuously increase. Further research revealed that there
are also CPU hogs (caused by the SNMP process) which are the root cause of the interface overruns.

Next step in the troubleshoot process was to identify the root cause of the CPU hogs caused by the SNMP
process and in particular, narrow down the scope of the issue to identify the SNMP Object Identifiers (OID)
which, when polled, could potentially result in CPU hogs.

Currently, the FTD LINA engine does not provide a 'show' command for SNMP OIDs that are polled in
real-time.

Thelist of SNMP OIDs for polling can be retrieved from the SNM P monitoring tool, however, in this case,
there were these preventive factors:

» The FTD administrator did not have access to the SNM P monitoring tool
» SNMP version 3 with authentication and data encryption for privacy was configured on FTD

Capture Analysis

Since the FTD administrator had the credentials for the SNMP version 3 authentication and data encryption,
this action plan was proposed:

1. Take SNMP packet captures

2. Save the captures and use Wireshark SNMP protocol preferences to specify the SNMP version 3
credentials to decrypt the SNMP version 3 packets. The decrypted captures are used for the analysis
and retrieval of SNMP OIDs

Configure SNMP packet captures on the interface that is used in snmp-server host configuration:

<#root>

firepower#

show run snnp-server | include host

snmp-server host management 192.168.10.10 version 3 netmonv3

firepower#
show i p address managenent

System IP Address:

Interface Name IP address Subnet mask Method
Management0/0 management 192.168.5.254  255.255.255.0  CONFIG
Current IP Address:

Interface Name IP address Subnet mask Method
Management0/0 management 192.168.5.254  255.255.255.0  CONFIG

firepower#

capture capsnnp interface managenent buffer 10000000 match udp host 192.168.10.10 host 192.168.5. 254 ec

firepower#

show capture capsnnp



capture capsnmp type raw-data buffer 10000000 interface outside [Capturing -

9512

bytes]
match udp host 192.168.10.10 host 192.168.5.254 eq snmp

tio. T o Protocol  Source Source Port  Destnation Port  Destination Length Info

1 @.8e@ [SNP 192.168.10.18 65484 161 192.168.5. 254 108 getBulkRequest

2  ©.888 SN 192.168.5.254 161 65484 192.168.18.18 167 report 1.3.6.1.6.3.15.1.1.4.8
3 8.176 SNHP 192.168.10.18 65484 161 192.168.5. 254 197 enc i priviey Mo
4 8,176 SNHP 192.168.5.254 161 G584 192,168.10.190 132 report 1.3.6.1.6.3.15.1.1.2.9]
5 8.325 SHHP 142.168.10.18 65484 161 192.168.5.254 199 encryptedPDl: priviey Unknown
6 B.326 SN 192.168.5.254 161 65484 192.168.10.18 678 encryptedPDU: priviey Unknown
7 0.498  SHMP 192.168.10.18 65484 161 192.168.5.254 205 encryptedPDU: priviey Unknown
a8 @.498 SNHP 192.168.5.254 151 65484 192.168.10.18 560 encryptedPD: priviiey Unknown
9 08.675 ShHP 192.168.10.18 5484 161 192,168.5,254 283 encryptedPil; priviey Unknown
18 B.767 SHHP 192.168.5.254 161 G548 192.168.18.19 618 encryptedPDU: priviey Unknown
11 ©.945 SN 192.168.10.18 65484 161 192.168.5. 254 205 encryptedPDU: priviey Unknown
12 ©.946  SNMP 192.168.5.254 161 65484 192.168.10.18 584 encryptedPDU: priviey Unknown
13 1.1: SNHP 192.168.10.18 65484 161 192,168.5.254 205 encryptedPBl: priviey Unknown
14 1.134 ShHP 192.168.5.254 161 G484 192,168.10.19 SBE encryptedPil; priviey Unknown
15 1.317 SHHP 192.168.10.18 65484 161 192.168.5. 254 85 encryptedPiU: priviey Unknown
16 1.318 SN 192.168.5.254 161 65484 192.168.10.18 513 encryptedPDU: priviey Unknown
17 17.595  SNMP 192.168.10.18 62008 161 192.168.5.254 100 getBulkRequest

18 17.595  SNHP 192,168.5,254 161 GO 192,168.10.190 167 réport 1.3.6.1.6.3.15.1.1.4.9
19 17.74%  SHMP 192.168.10.18 62008 161 192.168.5,254 157 encryptedPil); priviey Unknown
@ 17749 SHHP 192.168.5.254 161 G20E 192.168.18.18 192 report 1.3.6.1.6.3.15.1.1.2.8
21 17.898  SNWP 192.168.10.18 62008 161 192.168.5. 254 199 encryptedPDU: priviey Unknown
22 17.899  SNMP 192.168.5.254 161 62008 192.168.18.18 678 encryptedPDU: priviey Unknown
23 18,894 SNHP 192.168.10.18 63008 161 192.168.5.254 205 encryptedPBl: priviey Unknown
24 18.094  SNHP 192.168.5.254 161 G200 192.168.10.19 566 encryptedPiU; priviey Unknown
25 18298  SNHP 192.168.10.18 62008 161 192.168.5. 254 285 encryptedPDU: priviey Unknown

«[Destination Host: 192_168.5.254]>
<[Source or Destination Host: 192.168.5.254]>

User Datagram Protocel, Src Port: 65484, Dst Port: 161

~ Simple MHetwork Management Protocol

msgVersion: snmpv3 (3}
msgGlobalData
mighuthoritativeEnginelD: BBO0BBE0Felc6daddDiPabieflfec2301621ad158bfc1f40 .
msghuthoritativeEngineBoots: @
msgfuthoritativeEngineTime: @
msglseriiame: netmonyi
msgluthenticationParameters: FFS176F5073c30b62FFcl1bE
migPrivacyParameters: BO00402108003106

~ msgData: encryptedPDU (1)

e [encryptedPil: 879a16d#363 3d00a039] c 5260d226e0c ecbAddET 101ba 03

Key points:

1. SNMP source and destination addresses/ports.
2. The SNMP protocol PDU could not be decoded because privKey is unknown to Wireshark.
3. The value of the encryptedPDU primitive.

Recommended Actions

The actions listed in this section have as agoal to further narrow down the issue.
Action 1. Decrypt the SNMP captures.

Save the captures and edit the Wireshark SNMP protocol preferences to specify the SNMP version 3
credentials to decrypt the packets.

<#root>

firepower#

copy /pcap capture: tftp

Source capture name [capsnhmp]?
Address or name of remote host []? 192.168.10.253

Destination filename [capsnmp]? capsnhmp.pcap



64 packets copied in 0.40 secs

Open the capture file on Wireshark, select an SNMP packet and navigate to Protocol Preferences> Users

Table, as shown in the image:

Mo, Time: Protocol Source Sowrce Port  Destination Port Desbnation Length Info
1 9.000  SHMP  102.168.10.10 65484 161 192.168.5.254 100 getBulkReguest
2 9,000 SN  192.168.5,.254 161 65484 192.168,10.18 167  réport 1,3.6.1.6.3,15.1,1.4.0
e e s e | eima o L T
4 . . PR report 1.3.6.1.6.3. -1.1.2.
5 9.325 SWP  192.168.10.18 65484 m‘g:‘:rﬁx‘:ﬂ gﬂ? encryptedPbU: privey Unknown
[ B.326 SNMP 192.168.5.254 161 ) N S encryptedPlU: priviey Unknown
7 0.490  SNP  102.168.10.18 65484 Time Shift... CuteShifi+T encryptedPDU: privKey Unknown
§  0.490 SN 192.168.5.294 161 Paciet Comment. Cirl+Alt+C encryptedPDU: priviey Unknown
9 B.675 SHP 192.168.10.18 65484 Edit Resotved Name encryptedPDU: priviey Unknown
1@ e.767 SHMP 192.168.5.254 161 encryptedPDU: priviey Unknown
11 9.945  SNMP 192.168.10.18 65484 Apply as Filter L eneryptedPDU: priviey Unknown
12 ©8.946 ShHP 192.168.5.254 161 Frepare a Filter L2 encryptedPDU: priviey Unknown
13 1.133 SHHP 192.168,10.18 65484 Cormersation Filter Lt encryptedPDU;: priviey Unknown
14 1.134 SHMP 192.168.5,.254 161 Colorize Conversation L] encryptedPDU; priviey Unknown
15 1.317 SHMP 192.168.18. 18 65484 SCTR L] encryptedPDU;: privkey Unknown
1% 1.318 SNMP 192.168.5.254 161 Follow . encryptedPDU: priviey Unknown
17 17.595  SNMP 192.168.18. 18 62008 getBulkRequest
18 17.595  SNMP 192.168.5.254 161 Copy " report 1.3.6.1.6.3.15.1.1.4.8
19 17.743  SHP 192.168.18. 18 62808 | Protocol Preferences »l  Open Simple Network Management Protocol prefirences...
0 17.749  SNMP 192.16B.5.254 161 Decode A —
21 17.898 SWMP  102.166.10.180 62008 e T R S SHMP OI0 in inlo Coluin )
22 17.899 SHMP  102.168.5.254 161 S DT wro (¥ Reassembie SNMP-over-TCP messages spanning multiple TCP segments
23 18.894 SNMP 192.168,10.18 62008 161 192.168.5.254 205 || Display dissected variables inside SNMP tree:
24 18.094  SNMP 192.168,5,254 161 G008 192.168.10.10 568 | Users Table... |
75 18.290 SN 192.168.10.10 62008 161 192.168.5.254 205 Enterpise Speciic Trap Types...
< SNMP UDP part: 161... »
«[Destination Host: 192.168.5.254]> SNMP TCP port: 161...
<[Source or Destination Host: 192.168.5.254]» Disable SNMP-..

> User Datagram Protocol, Src Port: 65484, Dst Port: 161
v Simple Network Managesent Protocol
msgVersion: snmpv3 (3)
» migGlobalData

In the SNMP Users table the SNMP version 3 Username, Authentication model, Authentication Password,
Privacy protocol and the Privacy password were specified (actual credentials are not shown below):

M SNMP Users

Engine ID Username Authentication model Password Privacy protocol Privacy password
MD5 DES
+ | = Ih AWV ?b 2 Roami ik fas]
Copy from = Cancel Help

Once SNMP Users settings were applied Wireshark showed decrypted SNMP PDUs:



o, Time Frotcol  Source Source Fort  Destration Port  Destimabion
1 9,080 SNHP 192.163.10.1@ 65484 161 192,168, 5, 254
2 9.000 SHHP 192,168.5.254 161 G484 192.168.10.19
3 9.176 SNHP 192.168.108.18 65484 161 192.168.5.254
41 8.176 SNHP 192,168.5.254 161 B548d 192.168.10.10
5 8.335 SNHP 192.168.18.18 B54B4 161 192.168.5.254
[ B.326 SNHP 192.168.5.254 161 BR4E4 1892 168.10.18
T 9.498 SNHP 192.168.18.18 63484 161 192.168.5.254
8 9.4%9 SNHP 192.168.5.254 161 G5484 192.168.10.19
9 0.675 SHHP 192.163.108.18 65484 161 192.168.5.254
e 0.767 SHHP 192.168.5.254 161 65484 192.168.10.10
11 9.945 SNHP 192.168.18.18 65484 161 192.168.5.254
12 9.945 SNHP 192,168.5.254 161 G484 192.168.10.19
13 1.133 SNHP 192.168.18.18 65484 161 192.168.5.254
14 1.134 SNHP 192.168.5.254 161 6R4E4 192.168.10.18
15 1.317 SNMP 192.163.18.18 65484 161 192.168. 5. 254
16 1.318 SHHP 192.168.5.254 161 G484 192.168.10.19
17 17.595  ShHP 192.168.10.18 G2O0E 161 192.168. 5,254
18 17.595  SNMP 192.168.5.254 161 62008 192.168.10.19
19 17.743  SNMP 192.168.18.18 B200E 161 192.168.5.254
28 17.743  SNMP 192.168.5.254 161 B2BRE 102.168.10.18
frs 17.898 SHMP 132.163.18.18 B2BBE 161 192 168.5.254
22 17.899  SNWP 192,168.5.254 161 62008 192.168,10.19
3 18.894  SNHP 192.163.18. 18 G005 161 192.168.5.254
24 18.894  SHMP 192.168.5.254 161 GRS 192.168.10.10
5 18.296  SNMP 192.168.18.18 62008 161 192,168, 5.254

100 @
167
197
192
199
678
205

Info

getBulkRequest
report 1,3.6.1.6.3.15.1.1.4.0

getBulkRequest 1.3.6.1.4.1.9.9.221.

report 1.3.6.1.6.3.15.1.1.2.8
getBulkReguest 1.3.6.1.4.
get-response 1.3.6.1.4.1.
getBulkRequest 1.3.6.1.4.
get-response 1.3.6.1.4.1.
getBulkRequest 1.3.6.1.4.
get-response 1.3.6.1.4.1.
getBulkRequest 1.3.6.1.4.
get-response 1.3.6.1.4.1.
getBulkRequest 1.3.6.1.4.
get-response 1.3.6.1.4.1.
petBulkRequest 1.3.6.1.4.
get-response 1.3.6.1.4.1,
getBulkRequest

report 1.3.6.1.6.3.15.1.1.4.8
getBulkRequest 1.3.6.1.4.1.9.
report 1.3.6.1.6.3.15.1.1.2.8
getBulkRequest 1.3.6.1.4.1.9.
get-response 1.3.6.1.4.1.9.9.
gctBulkRequest 1.3.6.1.4.1.9,
get-response 1.3.6.1.4.1.9.9.
getBulkReguest 1.3.6.1.4.1.9.

% D WD D W O O W DD Do

9.2,
221.1.
9.221.1.1.
221.1.

9.211
221.1
9.211
221.1
9.221
221.1
9.1

392.1.

9.221.

a.221.

221.1
9.221
221.1
9.221

[

P L L

A

1.3.6.1.4.1.9.9.221.1.1.1.1.2.1
3
1.3.6.1.4.1.9.9.221.1.1.1.1.5.1.2

.2

2.1.1
1.3.1.
5.1.1
1.6.1.
7.1.1 1.3.6.1.4.1.9.9.221.1.1.1.1.7.1.2
1.8.1.

@ e e

17.1.1 1.3.6.1.4.1.9.9.221.1.1.1.1.17.1.

1.18.1.8

19.1.1 1.3.6.1.4.1.9.9.221.1.1.1.1.19.1.

1.1.1.8
1.3.6.1.4.1,9,9.392,1.1.2.0 1.3.6.1.4.1

1.3.6,1.4.1,9,9.221.1.1,1.1.2.1.2

-3.6.1.4.1.9.9.201.1.1.1.1.5.1.2

.9.9.

221.1.1

.11

.11

9.221.1

9.221.1

1.3.6.1

221.1.1

.11

~ msgData: encryptedPDU (1)
v encryptedPDU: 870215d23633400a0301c5280d226e0cecB44dET101baT0I..
v Decrypted ScopedPDU: 303b041980000009f ¢ 1c6daddaainabefl fec 2301621a415..
> contextEnginelD: B0088003felcGdaddd30andef]lfec2301621a4158bfc1f40
contextName:
v data: getBulkRequest (5)
~ getBulkRequest
request-id: 5628
non-repeaters: @
max-repetitions: 16
~ varisble-bindings: 1 item
~ 1,3.6.1.4,1.9.9, 221.1: Value (Hull)
Object Name: 1.3.6.1.4.1.9.9.221.1 (is0.3.6.1.4.1.9.9.221.1)
Walue (Null)

Key points:

1. The SNMP monitoring tools used SNMP getBulkRequest to query and walk over the parent OID

1.3.6.1.4.1.9.9.221.1 and related OIDs.

2. The FTD responded to each getBulkRequest with get-response that contain OIDs related to

1.3.6.1.4.1.9.9.221.1.

Action 2. Identify the SNMP OIDs.

SNMP Object Navigator showed that OID 1.3.6.1.4.1.9.9.221.1 belongs to the management information

base (MIB) named ClI SCO-ENHANCED-M EMPOOL-MIB, as shown in the image:



https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en

Tools & Resources

SNMP Object Navigator

HOME TRANSLATE/BROWSE SEARCH DOWNLOAD MIBS MIB SUPPORT - SW
SUPPORT )

Translate Browse The Object Tree
TOOLS & RESOURCES

SNMP Object Navigator

Translate OID into object name or object name into CID to receive object details

Enter OID or object name: {1 3.6.1.4.1.9.9.221.1

examples -
OID: 1.36.1.4.1.99.27

ransla

Object Information

QObject Name: ifindex

Help | [ Feedback

Related Tools
Support Case Manager
Cisco Community

il [

Object cempMIBObjects

QID 1.36.14.1.992211

MIB | -ENHAN -MEMP -MIB f - View Supporting Images of
OID Tree

You are currently viewing your object with [2 ¥ | levels of hierarchy above your object

. is0 (1) org (3).. dod (B)_. internet (1)_. private (4)_. enterprises (1).. cisco (9)
|

—— ciscolgmt (9)

+ -- ciscoTepMIB (6)
|

To display the OIDs in human-readable format in Wireshark:

1. Download the MIB CISCO-ENHANCED-MEMPOOL-MIB and its dependencies, as shown in the

image:

Tools & Resources

SNMP Object Navigator

HOME TRANSLATE/BROWSE SEARCH DOWNLOAD MIBS
SUPPORT
TOOLS & RESOURCES

SNMP Object Navigator View MIB dependencies and download MIB or view MIB contents

List matching MIBs

|A100-R1-MIB
ACCOUNTING-CONTROL-MIB
ACTONA-ACTASTOR-MIB
ADMIN-AUTH-STATS-MIB
ADSL-DMT-LINE-MIB
ADSL-LINE-MIB

ADSL-TC-MIB
ADSL2-LINE-MIB

I ® \iew MIB dependencies and download MIB I

= View MIB contents

 Submit |

MIB SUPPORT - SW

i i en select a function in step 2 and click Submit
CISCO-ENHANCED-MEMPOOL-MIB i

Help | H Feedback

Support Case Manager
Cisco Community
MIB Locator



Tools & Resources

SNMP Object

HOME

SUPPORT

TOOLS & RESOURCES
SNMP Object Navigator

DOWNLOAD MIBS

MIB SUPPORT - SW

View compiling dependencies for other MIBS by clearing the page and selecting another MIB.

Before you can compile CISCO-ENHANCED-MEMPOOL-MIB , you need to compile the MIBs listed

Navigator
TRANSLATE/BROWSE SEARCH
CISCO-ENHANCED-MEMPOOL-MIB
Compile the MIB
below in the order listed.

Download all of these MIBs (Waming: does not include non-Cisco MIBs) or view details about each

MIB below.

If you are using Intemet Explorer click here.

MIB Name
1. SNIMPv2-SI

2. SNMPv2-TC

3. SNMPv2-CONF

4. SNMP-FRAMEWORK-MIB
5. CISCO-sMI

6. ENTITY-MIB

7. HCNUM-TC

8. RFC1155-5MI

9. RFC-1212

10. RFC-1215

1. SNMPv2-TC-v1

12. CISCO-ENHANCED-
MEMPQOL-MIB

version 1 Dependencies
Download | Eﬁi"" )

. !EW
B | Dependencies
Mot Required | Dependenci
Do View

S | Dependencies

View
Dovinioad | Dependencies
View

Dounload I Dependencies
Download | Yew
e Cependencies
Mon-Cisco I ~
MIB
Non-Cisco | B
MIB
Non-Cisco | -
MIB
Non-Cisco | B
MIB
Download |

I*] Feedback

Related Tools

Supnort Cace Manager
Cisco Community,
MIE Locator

Help

2. In Wireshark in Edit > Preferences > Name Resolution window the Enable OID Resolution is
checked. In SMI (MIB and PIB paths) window specify the folder with the downloaded MIBs and in SM1
(MI1B and PIB modules). The CISCO-ENHANCED-MEMPOOL-MIB is added automatically to the list of

modules:
e, Time Frotocel  Source Source Peet_ Destingtion Port__ Destinetion Lteath, Il
4 0176 SN A
5 0.325  shw
3 0.326 SHMP [+ Appearance I [] resobes MAL sddresses
7 B.499 SHHP Calumns [] Rusohs tranepert names
& @.43¢ SHHP Font and Colors,
e 067  Sew Layout (] Resobee network () addresses
19 ©.767  swep Capture [] use copbared DS packet dotn for nddress resclution
11 8.945  SNHP Expert 7] usa n asternal ratvoric nama resokar
12 096 SN Filter Bustons | Maimum concurment requasts 500 |
13 1,133 SWe Name Resalution )
4 1134 W > Protacals L e e
15 1317 swep RSA Keys (] mesakee viaN 5
16 1.318  SNMP » Statisties [ mesobee 557 pes
17 17.595  Swep Advarced [T Enabie O resohin
18 17.595  SWHP
19 17.743 SN L suppress st arveen
M 17.749 SN SMI(MB and PIB) pasts | Edi..
21 17.898  SNWP
boollil-cih-c g SHI(ME and PIE) moddles | Edt..
| 23 18.094  SNWP Maxmind database directories: Edit...
74 18.094 SN £ 2
[£ I oK Cancel

> Frame 23: 205 bytes on wit

» Ethernet II, Src: l:isco_zz:Fg-:bF {W:!.z.::’f:!z:‘f::hf),-nst: a2:4¢:66:00:00:20 (a2:4c:66:00:00:20)
> Internet Protocol Version 4, Src: 192.168.10.18, Dst: 192.168.5.254
» User Datagram Protocol, Src Port: 62088, Dst Port: 161

3. Once Wireshark isrestarted, OID resolution is activated:

M 51 Paths 7 X
~] || [ cirectery patn 11.4.1.9.9.221.1.1
IC:.ste!sa'Adml'niﬂra‘urfﬂuwnluadw’sNMpMIBS
.1.4.1.9.9.221.1.1
.1.4.1.9.9.221.1.1
6.1.4,1,9.9.231.1
16.1.4.1.9.9.221.1
62.1.1.3.8 1.3.6.1
+| = B A v B o oadhy
o ]| cwmeu W | |1.4.1.9.9.221.1.1
1| o s odutes 7 3 b.8.1.9.9.221.1.1Y
i >
Module name L
IPVE-MIB
SNMP-COMMUNITY-MIB
vt —
SNMP-MPD-MIB
SNMP-NOTIFICATION-MIB
SHMP-PROXY-MIB
SNMP-TARGET-MIB
SNMP-USER-BASED-SM-MIB
SNMP-USM-DH-QBJECTS-MIB
M P-WIEW-| AT M
CISCO-ENHANCED- MEMPOOL-MIB -
+ [= & &« ® lemy moghiie
ol e [




Mo, Tirw Frotocol  Souroe Source Port  Destinshion Fort  Destinsbon Length Info
1 0. 000 SNHP 192.168.10.10 65434 161 192.168.5,254 100 getBulkRequest
2 0.000 SN 192.168.5.254 161 65484 192.168.19.10 167 report SHUP-USER-BASED-SH-MIB: ;useStatsUnknownEnginelDs. 8
3 9.176 ShHP 192.168.10.10 65484 161 192.168.5.254 197 petBulkRequest CISC0-ENHANCED -MEMPOOL-MIB: : cempHIBObjects
4 8.176 SNHP 192.168.5.254 161 65484 192.166.10.18 192 report SHMP-USER-BASED-SM-MIB: :usmStatshotInTimeWindows .8
5 B.335 SNHP 192.168.18.18 65484 161 192.168.5.254 199 getBulkRequest CISCO-ENHANCED-MEMPOOL-MIB: :compMIBObjects
& 8.336 SNHP 192.168.5.254 161 65484 192.168.10.10 678 get-response CISCO-ENHANCED-MEMPOOL-MIB: :cempMesPoolType. 1.1 CISCO- ENHANCED-HEMPOOL -MIB ! : cempHenPoo] Type
7 9.498 SNHP 192.168.18.18 65484 161 192.168.5.254 205 petBulkRequest CISCO-ENHANCED-MEMPOOL-MIB: : cempMenPoolNane . 1.8
B 9.498 ShHP 192.168.5.254 161 65484 192.168.19.18 566 get-response CISCO- ENHANMCED-MEMPOOL-MIE: :cempMenPoolAlternate. 1.1 CISC0-ENHANCED-MEMPOOL -MIB: : cempMemPoc
9 B.675 SNHP 192.168.10.18 65484 161 192.168.5,254 w5 getBulkRequest CIS00-ENHANCED-MEMPOOL-MIE: :cempMenfoolValid. 1.8
w8767 ShHP 192.168.5. 354 161 65484 192.168.18.18 618 get-response CISCO- ENHANCED-MENPOOL-MIE: cempMenPoollsed. 1.1 CISCO-ENHANCED-HEMPOOL-MIB: ; cempMenPoolUsed
11 9,945 SNHP 192.168.10. 18 65484 161 192.168.5,254 205 getBulkRequest CISCO0-ENHANCED-MEMPOOL-MIB: :cempMemPoolFree.1.8
17 9.946 SNHP 192.168.5. 354 161 65484 192.168.10.18 584 get-response CISCO-ENHANCED-MEMPOOL-MIE: : cempMenPoolUsedOvrfln. 1.1 CTSC0-ENHANCED-MEMPOOL -MIB: : cempMesPc
13 1.133 S 192.168.10.18 65484 161 192.168.5.254 205 getBulkRequest CISCO-EHHANCED-HEMPOOL-MIB: : cemphienPoolHCUsed 1.8
14 1 134 S o 107 169 & 384 141 LLELE] 107 1A 14 18 o0 ' e AAMAMC D MIEMOOCL MTE . 1 it MAMC O MMM MIE .

< »

[ v CI5C0O-ENNANCED-MEPFOOL -FITA: : cenprienrooHome. 1.1 (1.3.6.1.4.1.0.9.221.1.1.1.1.3.1.1): aystem memory

Object Name: 1.3.6.1.4.1.9.9.271.1.1.1.1.3.1.1 (CIS00-ENHANCED-MEMPOOL -MIB: : cempMenPoolName . 1.1)
CISC0-ENHANCED -MEMPOOL -MIB: : cempMemPoolName : Syitem memory

~ CISCO-ENHANCED-MEMPOOL -MIB: : cempHemPoolHome, 1.2 (1.3.6,1,4,1,9.9,221,1.1.1,1,3,1.2); System memory
Object Neme: 1.3.6.1.4.1.9.9.271.1.1.1.1.3.1.2 (CISC0-ENHANCED-HEMPOOL -MIB: : cempiienPoolName . 1.2)
CISC0-ENHANCED-MEMPOOL -MIB: : cempMemPoolName : System memory

~ CISCO-ENHANCED-MEMPOOL-MIB: : cempMesPoolName. 1.3 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.3): MEMPOOL_MSGLYR
Object Name: 1.3.6.1.4.1.9.9.271.1.1.1.1.3.1.3 (CIS00-ENHANCED-MEMPOOL -MIB: : cempMenPoolName . 1.3)
CIS00-ENHANCED-MEMPOOL -HIB: : cespMemPoolName : MEMPOOL_MSGLYR

~ CISCO-ENHANCED-MEMPOOL-MIB: : cempMenPooliame. 1.4 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.4): MEMPOOL_HEAPCACHE_1

Object Name: 1.3.6.1.4.1.9.9.271.1.1.1.1.3.1.4 (CIS00-ENHANCED-MEMPOOL -MIB: : cempMenPoolName . 1.4)

CISC0-ENHANCED -MEMPOOL -HIB: : cempMemPoo]Name : MEMPOOL_MEAPCACHE 1

w CISCO-ENHANCED-MEMPOOL -MIB: : cémpHéaPoolHame. 1.5 (1.2.6.1.4.1.9.9.221.1.1.1,1,3.1,5): MEMPOOL_HEAPCACHE B
Object Neme; 1.3.6.1.4,1.9.9.221.1.1.1.1,3.1.5 (CISCO-EMHANCED-HEMPOOL -MIB; ; cemplienPoolName . 1.5)

CISCO0-ENHANCED -MEMPOOL -HIB; : cempMemPoolName : HEMPOOL_HEAPCACHE 9

~ CISCO-ENHANCED-MEMPOOL-MIB: : cempHesPoo IName. 1.6 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.6): MEMPOOL_DMA_ALT1
Object Name: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.6 (CIS00-ENHANCED-MEMPOOL -MIB: : cempMenPoolName .1.6)

CISC0-ENHANCED -MEMPOOL -MIB: : cempMemPoolName : MEMPOOL_DMA_ALT1

CISC0-ENHANCED -MEMPOOL -HIB : - cempMemPoo]Name 1 HEHMPOOL_DMA

~ L15C0-ENHANCED-MEMPOOL-MIB: : cempHesPoollame. 1.7 (1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.7): MEMPOOL_DHA
Object Name: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.7 (CISC0-EMHANCED-HEMPOOL-MIB: : cempMenPoolName .1.7)

w CISCO-ENHANCED-MEMPOOL -MIB: : cempMesPoo lHame . 1.8 (1.3.6.1.4,1.9.9.271.1.1.1.1,3,1,.8): MEMPOOL_GLOBAL_SHARED
Object Name: 1.3.6.1.4.1.9.9.221.1.1.1.1.3.1.8 (CISC0-ENHANCED-MEMPOOL -MIB: : cempMenPoolName . 1.8)

CISC0-ENHANCED -MEMPOOL -HIB: : cempMemPoolName : MEMPOOL_GLOBAL_SHARED

Based on the decrypted output of the capture file the SNM P monitoring tool was periodically (10 seconds
interval) polling data about the utilization of memory pools on the FTD. As explained in the TechNote
article ASA SNMP Palling for Memory-Related Statistics, polling the Global Shared Pool (GSP) utilization

with SNMP resultsin high CPU usage. In this case from the captures, it was clear that the Global Shared
Pool utilization was periodically polled as part of SNMP getBulkRequest primitive.

In order to minimize the CPU hogs caused by the SNMP process, it was recommended to follow the
mitigation steps for the CPU Hogs for SNMP mentioned in the article and avoid to poll the OIDs related to
GSP. Without the SNMP poll for the OIDs that relate to GSP no CPU hogs caused by the SNMP process
were observed and the rate of overruns significantly decreased.

Related I nfor mation
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Learn Wireshark
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