Install FTD on 4100 Firepower Appliances
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| ntroduction

This document demonstrates how to install and register Cisco Secure Firewall Threat Defense (FTD)
software on Firepower 4100 security appliances.

Prerequisites
Requirements
There are no specific requirements for this document.

Components Used

The information in this document is based on these software and hardware versions:

* Cisco Firepower 4125 Security Appliance, which runs FXOS 2.16(0.128) and FTD 7.6.0



 Cisco Secure Firewall Management Center, which runs 7.6.0

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background Information

FTD isaunified software image that can be installed on these platforms:

* Cisco Secure Firewall Devices (FPR1xxx, FPR12xx, FPR21xx, FPR31xx, FPR42xx)
* Firepower Security Appliances (FPR41xx and FPR9300)

* 3000 Series Industrial Security Appliances (ISA)

* Integrated Service Router (ISR) module

* Private Cloud:
- VMware (ESXi)
- Kernel-based Virtual Machine (KVM)
- OpenStack
- Cisco HyperFlex

» Public Cloud:
- Amazon Web Services (AWS)
- Microsoft Azure
- Google Cloud Platform
- Oracle Cloud Infrastructure
- Nutanix Cloud
- Equinix

Configure

Network Diagram
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Task 1. FTD Softwar e Download

Navigate to Security > Firewalls > Next-Gener ation Firewalls (NGFW) > Firepower 4100 Series>

Firepower 4125 Security Appliance and choose Firepower Threat Defense Softwar e as shown in this
image:

Downloads Home / Security / Firewalls | Next-Generation Firewalls (NGFW) f Firepower 4100 Series |/ Firepower 4125 Security Appliance

Select a Software Type
Adaptive Security Appliance (ASA) Device Manager
Adaptive Security Appliance [ASA) Software
Firepower Coverage and Content Updates
Firepower Extensible Operating System

I Firepower Threat Defense (FTD) Software I
Firewall Migration Tool (FMT]
Radware Virtual DefensePro (vDP)

Task 2. Verify FXOS-FTD Compatibility
Task Requirement

Verify that the FXOS version that runs on the chassis is compatible with the FTD version you want to install
in the security module.

Solution

Step 1. Check the FXOS-FTD compatibility.

Before you install an FTD image into the modul e/blade, ensure the Firepower chassis runs a compatible



FXOS software. In the FXOS Compatibility Guide, check the Logical Device Compatibility table. The
minimum required FXOS version to run FTD 7.6.0is2.16, as shown in Table 1:

FXOS Version

217

Table 1. Firepower 4100/9300 Compatibility with ASA and Threat Defense

Model

Firepower 4112

Firepower 4145
Firepower 4125
Firepower 4115

Firepower 9300 SM-56
Firepower 9300 SM-48
Firepower 9300 SM-40

Firepower 4112

Firepower 4145
Firepower 4125
TEpower 4

Firepower 9300 SM-56
Firepower 9300 SM-48
Firepower 9300 SM-40

ASA Version

9.23 (recommended)
9.22
9.20
9.19
9.18

9,23 (recommended)
9.22
9.20
9.19
9.18

9.22 (recommended)
9.20
9.19
9.18
9.17

9.22 (recommended)
9.20
9.19
9.18
9.17

Threat Defense Version

7.7 (recommended)
7.6
7.4
7.3
7.2

7.7 (recommended)

7.6 (recommended)
7.3
7.2
7.1

If the FXOS image is not compatible with the target FTD image, upgrade the FXOS software first.

Verify the FXOS Image

Method 1. From Firepower Chassis Manager (FCM) Ul Overview page, as shown in thisimage:

I (N [nterfaces Logical Devices Security Engine  Platform Settings
KSEC-FPR4125-1 10.62.148.225 [::]
Model: Cisco Firepower 4125 Security Appliance I Version: 2.16{!1.123}'

Method 2. Navigate to FCM System > Update page, as shown in thisimage:

Overview Interfaces Logical Devices Security Engine Platform Settings

Available Updates

Image Name
Ix0s-k9.2.12.0.498.5PA
fx08-k9.2.12.0.467.5PA

fx05-k9.2.16.0.128.5PA

Type
platform-bundie
platform-bundie

platform-bundie

Method 3. From FXOS CLI:

<#root>

FPR4125#

Version Status

2.12(0.498) Not-Instalied
2.12(0.467) Not-Installed
2.16(0.128) Installad |




show fabric-interconnect firmware

Fabric Interconnect A:
Running-Kern-Vers: 5.0(3)N2(4.160.555)
Running-Sys-Vers: 5.0(3)N2(4.160.555)

Package-Vers: 2.16(0.128)

Startup-Kern-Vers: 5.0(3)N2(4.160.555)
Startup-Sys-Vers: 5.0(3)N2(4.160.555)
Act-Kern-Status: Ready

Act-Sys-Status: Ready

Bootloader-Vers:

Task 3. Upload FTD Imageinto Firepower Appliance
Task Requirement

Upload the FTD image into FPR4100 chassis.

Solution

Method 1. Upload the FTD image from the FCM UI.

Log into the FPR4100 Chassis Manager and navigate to System > Updates tab. Choose Upload | mage to
upload thefile, as shown in thisimage:

Overview Interfaces Logical Devices Security Engine Platform Settings SN Tools  Help  admin

Configuration Licensing Updates User Management

Available Updates & Refresh | x
| Image Name Type Version Status Build Date

fxos-k0.2.0.1.23.5PA platform-bundle  2.0(1.23) MNot-Installed 05/18/2016 nG
Fxos-k9.2.0.1.37.5PA platform-bundle  2.0(1.37) Installed 08112016 B
Fros-k9.2.0.1.4.5PA platform-bundle  2.0(1.4) Mot-Installed 04/06/2016 l. 5]

Browse to choose the FTD image file and click Upload, as shown in thsimage:

Upload Image Tx

Select File:
Choose File pcisco-ftd.7.6....SPA (1).csp

|  Upload Cancel |

Accept the End User License Agreement (EULA).



Verification is as shown in this image:

Overview Interfaces Logical Devices Security Engine Platform Settings System

Configuration Licensing Updates
Available Updates

K09.2.12.0.498.5P4 2.12{0.498) Not-Tnstaled 04/24/2023

fxos-k9.2.12.0.467.5PA 2.12{0.467) 0171972023
fuos-k9.2.16.0.128.5PA 2.16(0.128) 05/06/2024
cisco-ftd.7.2.5.208.c5p frd ¥.2.5.108 07217023
cisco-222.9.12.4 47 .cep a5 9.12.4.47 DE/LEF2022
cisco-ftd.7.2.4.126.5p fid 7.2.4.126 Not-Installed 04/10/2023
cisco-ftd.7.2.4. 165.cap fid 7.2.4,165 Installed 05/03/ 2023
cisco-ftd.7.6.0.113.c5p ftd 7.6.0.113 Not-Instaled 09/13/2024
cisco-ftd.7.3.1.19.c3p el 7.3.1.19 Not=Instalied 03/09/2023

Method 2. Upload the FTD image from the FXOS CLI.

Y ou can upload the FTD image from an FTP, HTTP, HTTPS, Secure Copy (SCP), Secure FTP (SFTP),
TFTPor viaUSB. (In thisexample, FTP is utilized):

<#root>

FPR4100#

scope ssa

FPR4100 /ssa #

scope app-software

FPR4100 /ssa/app-software #

downl oad i nage ?

ftp: Location of the image file
http: Location of the image file
https: Location of the image file
scp: Location of the image file
sftp: Location of the image file
tftp: Location of the image file
usbA: Location of the image file

Before the image transfer starts, verify connectivity between the chassis management interface and the
remote server:

<#froot>

FPR4100#

connect | ocal - mgnt
FPR4100(Tocal-mgmt)#

ping 10.229.24. 22



PING 10.229.24.22 (10.229.24.22) from 10.62.148.88 eth0O: 56(84) bytes of data.
64 bytes from 10.229.24.22: icmp_seq=1 tt1=124 time=0.385 ms
64 bytes from 10.229.24.22: +icmp_seq=2 tt1=124 time=0.577 ms
64 bytes from 10.229.24.22: icmp_seq=3 ttl1=124 time=0.347 ms

To download the FTD image, navigate to this scope and use the download image command:

<#root>

FPR4100#

scope ssa

FPR4100 /ssa #

scope app-software

FPR4100 /ssa/app-software #

downl oad i mage ftp://ftp_usernane@0. 229. 24. 22/ ci sco-ftd. 7. 6. 0. 113. SPA. csp

Password:

To monitor the image upload progress:

<#root>

FPR4100 /ssa/app-software #

show downl oad-t ask det ai

Downloads for Application Software:

File Nane: cisco-ftd.7.6.0.113. SPA csp

Protocol: Ftp

Server: 10.229.24.22

Port: O

Userid: ftp

Path:

Downloaded Image Size (KB): 95040
Time stamp: 2016-12-11T20:27:47.856

St at e: Downl oadi ng

Transfer Rate (KB/s): 47520.000000

Current Task: downloading image cisco-ftd.7.6.0.113.SPA.csp from 10.229.24.22(FSM-STAGE:sam:dme:App

Use this command to verify the successful download:



<#root>

FPR4100 /ssa/app-software #

show downl oad-t ask

Downloads for Application Software:
File Name Protocol

Userid

State

cisco-ftd.7.6.0.113.SPA.csp Ftp

Downl oaded

For additional details:

<#root>

KSEC-FPR4100 /ssa/app-software #

show downl oad-task fsm status expand

File Nane: cisco-ftd.7.6.0.113. SPA csp

FSM Status:

Affected Object: sys/app-catalogue/dnld-cisco-ftd.7.6.0.113.SPA.csp/fsm

Current FSM Downl oad

St at us: Success

10.229.24.22

Completion Time: 2016-12-11T20:28:12.889

Progress (%): 100
FSM Stage:

Order Stage Name

1 DownTloadLocal
Success
1
2 DownTloadUnpackLocal
Success
1

File Name: Cisco_FTD_SSP_Upgrade-7.6.0-113.sh

The image is shown in the chassis repository:

<#root>



KSEC-FPR4100 /ssa/app-software # exit
KSEC-FPR4100 /ssa #

show app
AppTication:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.6.2.3 N/A cisco Native Application No
ftd 7.6.0.113
N/A cisco Native Application No

Task 4. Configure FTD Management and Data | nter faces

Task Requirement

Configure and enable Management and Data interfaces for FTD on the Firepower appliance.

Solution

To create anew interface, log in to the FCM and navigate to the I nterfaces tab. The current interfaces are
visible. To create a new Port Channel interface, choose the Add New > Port Channel button, as shownin

the image:

UL ETSE N Logical Devices Security Engine  Platform Settings

Network Module 1

Systemn

Tools

]

Subinterface

O] werwork Module 2 : Empty Metwork Maduls 3 : Empty
n 1 3 5 7
) Hardwace Bypass
3 Add New = | Fill
Admin Speed Operational Speed Instances VLAN Admin Duplex Auto Neg Operation State M|  Fort Channel

Step 1. Create a Port Channel Data I nterface.

Create a new Port Channel Interface, as shown in thisimage:

Port Channel ID 1
Type Data
Enable Yes

Member ID Ethernetl/2, Ethernet 1/3




For the Port Channel 1D, avaue from 1 to 47.

%4 Note: PortChannel 48 is used for clusters.

Add Port Channel

Port Channel ID: | |1 Enable
Type: Data w
Admin Speed: 1gbps w 1
Mode: Active o
Admin Duplex: Full Duplex v
Metwork Control | default w
Palicy:
Auto Negotiation: CYes ®no
Interfaces |
Available Interface Member ID

4, Search

Ethernetl/2 2

Ethernetl/3
] Ethernet1/4 3
] Ethernetl/s
] Ethernetl/6
=7 Ethernetl/7

] Ethernet1/8

[T7 Etherneti/2
| Ethernet1/3

Add Interface

(=)

Verification is as shown in thisimage:



CUR G, T8 Hardware Bypass

MGMT Management
- @ Port-channell I data up
Ethermetl/2 up
Ethernetl/3 up

Step 2. Create a Management Interface.

On the I nter faces tab, choose the interface, select Edit, and configure the Management interface, as shown
in thisimage:

Edit Interface - Ethernetl/1 7%
Name: Ethernetl/1 Enable
Type: mgmt
Admin Speed: | 1gbps
Auto Negotiation: ® Yes O No
Admin Duplex:  Full Duplex v
Network Control  default v |
Policy: ' :
Debounce Time | 150
(ms):

0K | Cancel |




Task 5. Create and Configure New L ogical Device
Task Requirement

Create an FTD as a Standalone Logical Device and deploy it.
Solution

Step 1. Add aLogical Device.

Navigate to the L ogical Devices tab and choose the Add Device button to create anew Logica Device, as
shown in thisimage:

Overview Interfaces QNI:[<:1ReIUTSLT-0 Security Engine Platform Settings System Tools Help admin

% Refresh ) Add -

Logical Device List (0 instances) 100% (62 of 62) Cores Available Standalone

Cluster

No legical devices available. Click on Add Device 1o add a new logical device,

Configure an FTD device with the settings shown in this image:

Device Name FPR4125-1

Cisco Secure Firewall Threat

Template Defense

Image Version 7.6.0.113




Add Standalone ? [

Device Name: FPR4125-1

Template: Cisco Secure Firewall Threat Defense v
Image Version: 7.6.0.113 i
Instance Type: MNative -

Ok Cancel

Step 2. Bootstrap the Logical Device.

After creating the logical device, the Provisioning —device_name window displays. Choose the device icon
to start the configuration, as shown in thisimage:

Overview Interfaces QEEITEINEUTS-TE Security Engine  Platform Settings System Tools Help admin

Provisioning - FPR4125-1 Save Cancel
Standalone | Cisco Secure Firewall Threat Defense | 7.6.0.113

Data Ports

Ethernetl/s

Ethernetl/s C“Gk hEI‘e

Etnernetlie

Ethernetl/7

Etnernetl/s

Port-chanmel 1

=
FTD - 7.6.0.113
Click to configure

Decorators -

Configurethe FTD General Information tab, as shown in thisimage:

Management Interface Ethernetl/1

Address Type [Pv4 only

Management |P 10.62.148.226




Network Mask 255.255.255.128

Network Gateway 10.62.148.129

Cisco Secure Firewall Threat Defense - Bootstrap Configuration

I General Information I Settings  Agreement

Interface Information

Management Interface: |Ethemetl/1 v

Address Type: IPv4 anly w
TPy

Management IP: 10.62.148.226

Metwork Mask: 255.255.255.128

Metwork Gateway: 10.62.148. 1;_"9'|

Configurethe FTD Settings tab, as shown in thisimage:

Registration Key cisco

Password Pa$$wOrd

Cisco Secure Firewall Management

Center |P 10.62.148.43
Search Domains cisco.com
Firewall Mode Routed

DNS Servers 192.168.0.2

Fully Qualified Hostname FPR4125-1.cisco.com




Eventing Interface -

Cisco Secure Firewall Threat Defense - Bootstrap Configuration 7/ X

General Infurmatlunl Settings | Agreement

Management type of application instance: |FMC v

Search domains: Cisco.com

Firewall Mode: Routed hd

DNS Servers: 192.168.0.2

Fully Qualified Hostname: FPR4125-1.cisco.com

Password: TTTTITTTY Set: Yes
Confirm Password: sesssanns

Registration Key: senenenn Set: Yes
Confirm Registration Key: sssssnns

CDO Onboard:
Canfirm CDO Onboard:
Firepower Management Center IP: 10.62.148.43

Firepower Management Center NAT ID:

Eventing Interface: v

OK [ Cancel |

Ensure the Agreement is accepted and select OK.
Step 3. Assign the Data Interfaces.

Expand the Data Ports area and choose each interface to assign to FTD. In this scenario, one interface (Port-
channel 1) was assigned, as shown in this image:



Overview Interfaces QELIEINvEINIG-N Security Engine  Platform Settings System Toals Help admin

»

Provisioning - FPR4125-1

Standalone | Cisco Secure Firewall Threat Defense | 7.6.0.113 |

v

Data Ports

Ethernetl/4
Etharnetl/s
Etharnetls/e
Ethernatl?

Ethernatl/8

Part-channel 1

Port-channail

=

FTD - 7.6.0.113
Ethernetl/1
Click to configure

Choose Save to finish the configuration.
Step 4. Monitor the Installation Process.

Thisis how the FTD installation progresses when monitored from the FCM U, as

Overview Interfaces

[KE.LILEIR T Security Engine  Platform Settings

shown in these images:

Loglcal Device List {1 Native instanca) 100% (62 of 62) Cores Available

FPRA125-1 Stardalone Status: ok
Application Varsion Rasourca Profila Managamant IP Gateway
= Fro 7.6.0.113 10.62.148.226 10.62. 148,129
Interface Nama Type
mh’\ﬂ'n"n"".‘-: dala

Overview Interfaces

Logical Devices BEE=TIISWOT LT

Platform Settings

Managamant Port

Ethemetl /1

Logical Device List {1 Native instance) 0% (0 of 62) Cores Avallabis

FPR4125-1 Standakone Status: ok
Application Version Resource Profile Management IP Gateway
= FTo 7.5.0.113 10.62.1498. 226 10.62.148.129
Interface Namae Typa
.ﬁ Port-channell data

Management Port Status

Ethernetl/1



Overview Interfaces QIGLITINONTLEN Security Engine  Platform Settings

Logical Device List (1 Mative instance) 0% (0 of 62) Cores Available
FPR4125-1 Standalens Status:ok
Application Version Resource Profile Management IP Gateway Management Port Status
® Fo 7.6.0.113 10.62.148.226 10.62.148.129 Ethernetl/1

Interface Name Type Attributes

@ Port-channsii data Cluster Operational Status : nat-applicable
FIREPOWER-MGMT-1P 1 10.62.148.226
MGMT-URL : hitps:/
HA-ROLE . standalone
uuID : 2230c03e-1061-11e{-9754-21737046e192

Monitor the installation process from the Firepower CLI:

<#root>

FPR4100#

connect nodule 1 console

Telnet escape character is '~'.
Trying 127.5.1.1...
Connected to 127.5.1.1.

Escape character is '~'.

Firepower-modulel>

show services status all

Services currently running:
Application Type | Identifier | Oper State | Up Since | Instance ID

ftd (native) | FPR4125-1 | RUNNING | 00:01:56 | ftd_001_JAD22360004\V\WC84030

Task 6. Register FTD into the Cisco Secure Firewall Management Center (FMC)
Task Requirement

Register FTD into the FMC.

Solution

Step 1. Verify basic connectivity between the FTD and the FMC.

Before you register the FTD to the FMC, verify basic connectivity between the FTD and the FMC:

<#root>
Firepower-module1>

connect ftd



Connecting to ftd(FPR4125-1) console... enter exit to return to bootCLI
>

pi ng system 10. 62. 148. 43

PING 10.62.148.43 (10.62.148.43) 56(84) bytes of data.

64 bytes from 10.62.148.43: icmp_seq=1 {tI=63 time=0.254 ms
64 bytes from 10.62.148.43: icmp_seq=2 =63 time=0.283 ms
64 bytes from 10.62.148.43: icmp_seq=3 =63 time=0.217 ms

Due to bootstrap configuration, the FTD has the manager FMC already configured:

<#root>
>

show nmanagers

Type : Manager
Host : 10.62.148.43
Display name : 10.62.148.43

Identifier : 10.62.148.43
Registration :

Pendi ng

Step 2. Add the FTD into the FMC.

On the FMC, navigate to the Devices> Device M anagement tab and navigate to Add... > Add Device, as
shown in thisimage:

Devices Objects Integration Deplay Q O &+ ® admin~ el cpruRe

Migrate Deployment History

T, Search Device Add »

Deployment Pending (2) ~ ® Upgrade (0) @ Snort3 (2)

Device (Wizard)

Cluster
Downloa
Chassis
High Awvailability
Chassis Licenses Access Control Policy Auto RollBack Gr{}up

Configure the FTD device settings, as shown in this image:



Add Device (7]

|| COO Managed Device

Host:=
| 10,62 148,276

Display Marme:
| FPR4125-1

Reqgistration Key:*

| MNone

Access Control Policy:®
| ACP_LAB_FTD

Smart Licensing

Mote: All virtual Firewall Threat Defense devices require a performance tier license.

hMake sure your Smart Licensing account contains the available licenses you need.

It's important to choose the tier that matches the licensa you have in your account.

Click here far information about the Firewall Threat Defense performance-tiered licensing.
Lntil you choose a tier, wour Firewall Threat Defense virtual defaults to the FTDWAD selection.

Performance Tier {only for Firewall Threat Defense virtual 7.0 and above):

| Select a recommended Tier -

Carrer

Malware Defense
IPS

(] URL

Advanced
Unigque MAT Dt

Transfer Packets

Cancel



https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215540-configure-verify-and-troubleshoot-firep.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html#pgfId-136544
https://www.cisco.com/c/en/us/support/security/firepower-ngfw/series.html
https://www.cisco.com/c/en/us/support/index.html

