Configure Duo Two-Factor Authentication for
FMC Management Access
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| ntroduction

This document describes the steps required to configure external two-factor authentication for management
access on Firepower Management Center.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

* Firepower Management Center (FMC) object configuration
* ldentity Services Engine (ISE) administration

Components Used

* Cisco Firepower Management Center (FMC) running version 6.3.0
 Cisco ldentity Services Engine (I1SE) running version 2.6.0.156



 Supported version of Windows (Cisco Duo) with connectivity to FMC, ISE, and the Internet to act as
the Duo Authentication proxy server

» Windows Machine in order to access FMC, | SE and Duo Administration Portal

» Duo web account

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

The FMC administrator authenticates against the ISE Server, and an additional authentication in the form of
apush notification is sent by the Duo Authentication Proxy server to the administrator's mobile device.
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Authentication Flow Explained

1. Primary authentication initiated to Cisco FMC.
2. Cisco FMC sends an authentication request to the Duo Authentication Proxy.
3. Primary authentication must use Active Directory or RADIUS.


https://duo.com/docs/authproxy-reference#new-proxy-install

4. Duo Authentication Proxy connection established to Duo Security over TCP port 443.
5. Secondary authentication via Duo Security’s service.

6. Duo authentication proxy receives the authentication response.

7. Cisco FMC GUI accessis granted.

Configure
In order to compl ete the configuration, take into consideration these sections:

Configuration Stepson FMC

Step 1. Navigate to System > Users > External Authentication. Create an External Authentication Object
and set the Authentication Method as RADIUS. Ensure the Administrator is selected under the Default User
Role:

N Note: 10.106.44.177 isa sample | P address of the Duo Authentication Proxy server.

Overview Analysis Policies Devices Objects | AMP Intelligence deploy s EEECE Help v admin v

Configuration Usars Domains Integration Updates Licenses ¥ Health»  Monitoring vy~ Tools v
Users User Roles m

External Authentication Object

Authentication Method rapius B
Name * DusAuthProxy
Drescription

Primary Server

Haost Name/1P Address = 10.106.44.177
Fart * 1812
RADIUS Secret Key ~ ssses

Backup Server (Optional)
Haost Name/IP Address
Fort 1812

RADIUS Secrat ey

RADIUS-Specific Parameters

Timeout (Seconds) 30
Retries 3
Access Admin

Admindstrator

Click Save and Apply (ignore the warning):



Overview Analysis Policies Devices Objects AMP Intelligence Deplay A s\r:umm

Configuration Usérs Darfmbins Integration Updates Lioenses ¥ Health Maonitering * Taals =

) Ore or more enabled external avthentication objecis
don't have defined user rodes.

LT BT Extarnal Authantication

[l save €D cancel o Save and Appiy

Default User Role:  None Shell Authentication Disabled B

& Acd External Authentication Object

Hame Method Enabled
1. BuohuthProxy

RADIUS (@ - |

Step 2. Navigate to System > Users > Users. Create a User, and check the Authentication Method as
External:

User Configuration

User Name cpiplani
Authentication Use External Authentication Method
Options Exempt from Browser Session Timeout

User Role Configuration

Administrator
External Database User
Security Analyst
Security Analyst (Read Only)
Security Approver
Default User Roles Intrusion Admin
Access Admin
Metwork Admin
Maintenance User
Discovery Admin
Threat Intelligence Director (TID) User

Save Cancel

Step 3. Download and Install the Duo Authentication Proxy Server.

Log in to the Windows machine and install the Duo Authentication Proxy Server

Cisco recommends to use a system with at least 1 CPU, 200 MB disk space, and 4 GB RAM.

% Note: This machine must have accessto FMC, a RADIUS server (ISE in our case), and Duo Cloud
(Internet).


https://dl.duosecurity.com/duoauthproxy-latest.exe

Step 4. Configure the authproxy.cfg file.

Open thisfilein atext editor such as Notepad++ or WordPad.

% Note: The default location isfound at C:\Program Files (x86)\Duo Security Authentication
Proxy\conf\authproxy.cfg.

Edit the authproxy.cfg file and add this configuration:

<#root>

[radius_client]

host =10. 197. 223. 23 Sanple | P Address of the | SE server

secret=ci sco

Password configured on the | SE server in order to register the network device

The IP address of the FMC must be configured along with the RADIUS secret key.

<#root>

[radius_server_auto]
TKey=XXXXXXXXXXXXXXX
SKey=XXXXXXXXXXXXXXXXXXXXXXXXXXX
api_host=api-xxxxxxxx.duosecurity.com

radi us_i p_1=10. 197. 223. 76

I P of FMC

radi us_secret 1=ci sco

Radi us secret key used on the FMC



failmode=safe
client=radius_client
port=1812
api_timeout=

Ensure you configure the ikey, skey, and api_host parameters. To obtain these values, log in to your Duo
account (Duo Admin Login) and navigate to Applications > Protect an Application. Next, select the
RADIUS authentication application:

Dashboard » Applications » RADIUS

RADIUS

See the RADIUS documentation O to integrate Duo into your RADIUS-enabled platform.

Details
Secret key Click to view. select

Don't write down your secret key or share it with anyone.

* Integration key = ikey
o secret key = skey
* API hostname = api_host

Step 5. Restart the Duo Security Authentication Proxy Service. Save the file and Restart the Duo service on
the windows machine.

Open the Windows Services console (services.msc). Locate Duo Security Authentication Proxy Servicein
thelist of services, and click Restart:


https://admin.duosecurity.com/

Configuration Stepson | SE

Step 1. Navigate to Administration > Networ k Devices. Click Add to configure the Network device:

N Note: 10.106.44.177 is asample | P address of the Duo Authentication Proxy server.

"teth Identity Services Engine Home » Context Visibility » Operations » Policy ~ Administration » Work Centers

cisco

» System  » Identity Management =~ Network Resources = » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

= Metwork Devices  MNetwork Device Groups  Metwork Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM

I
[<)
Natiicik Davias Network Devices List > DuoAuthproxy
Network Devices
Default Device
* Name | DuocAuthproxy
Device Security Settings
Description | J

1P [ 10.106.44.177 | 1[32]

* Device Profile | &% Cisco | » | &

Configure the Shar ed Secr et as mentioned in the authproxy.cfgin* Shared Secret:



‘il |dentity Services Engine Home  » ContextVisibility  » Operations  » Policy [ERIGuNC Ml * Work Centers

» System  » Identity Management =~ Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~ Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM

L<]
Network Devices » RADIUS Authentication Settings
Default Device
Device Security Settings RADIUS UDP Settings

Protocol RADIUS

* Shared Secret |..... | | Show

Use Second Shared Secret [ i

| Show

CoA Port | 1700 | [ set To Default |

Step 2. Navigate to Administration > I dentities. Click Add to configure the Identity user:

‘tlistls: Identity Services Engine Home » Context Visibility » Operations » Palicy ~ Administration » Work Centers

» System  ~Identity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

= |dentites  Groups  External |dentity Sources  Identity Source Sequences  » Settings

Network Access Users List > cpiplani
Users
* Network Access User
Latest Manual Network Scan Results

* Name | cpiplani

Status Enabled «

Email |

v Passwords

Password Type: Internal Users bl

Password Re-Enter Password
* Login Pagsword | sesssses | sasassan l | Generate Password 7
Enable Password [ | | ] | Generate Password | (i

Configuration Steps on Duo Administration Portal

Step 1. Create a username and activate your Duo Mobile on the device.

Add the user on the Duo Cloud administration webpage. Navigate to Users > Add Users:
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N Note: Ensure the end-user has the Duo app installed.

« Manual Installation of Duo Application for |OS Devices
» Manual Installation of Duo Application for Android Devices

Step 2. Automatic generation of code.

Add the users phone number:

Phonas
s g e U e T R B R

=Us .
il

Dashiaard

|:-u-<w.- ¥ Usern ¥ coplani b A Prona

Prlcies
Add Phone
Applications
L ¥ Phona
Taivet
Frrvom il .- Shorm eadensicon figid
Add Phons

Choose Activate Duo Mobile:

Device Info

Not using Duo Mobile Model ,//_\ os
Activate Duo Mobile Unknown '.\-\ f '/ Generic Smartphone


https://apps.apple.com/us/app/duo-mobile/id422663827
https://play.google.com/store/apps/details?id=com.duosecurity.duomobile&hl=en

Choose Generate Duo Mobile Activation Code as shown in the image:

Activate Duo Mobile

Verify
Use this section to confirm your configuration works properly.

Step 1. Log into FMC using your user credentials that were added on the | SE user identity page. Y ou must
receive a Duo push notification on your end-point for Two Factor Authentication (2FA). Ensure you
approve it and FMC will log in:



Login Request

CISCO SYSTEMS

o
cpiplan

August & 2019, 737 Fid

Step 2. On the | SE Server, navigate to Operations > RADIUS > Live L ogs. Find the username used for
authentication on FMC, and select the detail authentication report under the detail column. Y ou must verify
if the authentication is successful:

s Engine

Overview

Evant

Usemame

Endpaint Id

Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Result

Authentication Details

Source Timestamp
Recalved Timestamp
Policy Server

Evant

Usemame

User Typa

Authentication ldentity Store

5200 Authenticalion succaedad

cpiptani

Default >> Dafault
Delault >> Basic_Authenticaled_Access

PemitAcoess

2019-07-11 03:50:38 654
2019-07-11 03:50:38 604
ROHAN-ISE

5300 Authentication succeeded
cpiplani

Usar

Intermal Users

Troubleshoot

Steps

1001
107
1My
15049
15008
15041
15048
22072
15013
24210
242
22037
15036

15048
15048
15048
15048
15016
22081
22080
1002

Received RADIUS Access-Request

RADIUS created a new session

Generabed a new session 1D

Evaluating Policy Group

Evaluating Service Selection Policy

Evaluating ldantity Palicy

Queried PIP - Normalised Radius RadiusFlowType (4 tmes)
Salected identity source sequence - All_User_ID_Siores
Selected |dentity Source - Intemal Lisars

Looking up User in Intermal Usars IDStone - cpiplani
Found User in Internal Users IDSome
Authantication Passed

Evaluating Aulhesization Palicy

Queried PIP - Radius NAS-Port-Typs

Cueried PIP - Network Access.UseriName

Queried PIP - IdentityGroup, Name

Cueried PIP - EndPoints LogicalProfile

Cueried PIP - Network Access. AuthenticationStatus
Salacted Authorization Profile - Parmithccess

Max sassions policy passed

Nerw accounting session created in Session cache

Retumed RADIUS Access-Accepl



This section provides additional information to troubleshoot your configuration.

» Check the debugs on the Duo Authentication Proxy Server. The logs are located in:
C:\Program Files (x86)\Duo Security Authentication Proxy\log
Open the file authproxy.log in atext editor such as Notepad++ or WordPad.

L og snippets when incorrect credentials are entered and authentication is rejected by the ISE Server.
<#froot>

2019-08-04T18:54:17+0530 [DuoForwardServer (UDP)] Sending request from

10. 197. 223. 76

to radius_server_auto

10.197.223.76 is the IP of the FMC

2019-08-04T18:54:17+0530 [DuoForwardServer (UDP)] Received new request id 4 from ('10.197.223.76', 3452
2019-08-04T18:54:17+0530 [DuoForwardServer (UDP)] (('10.197.223.76', 34524), 4):

login attenpt for usernane u' cpiplani

2019-08-04T18:54:17+0530 [DuoForwardServer (UDP)] Sending request for user u'cpiplani' to ('10.197.223.
2019-08-04T18:54:17+0530 [RadiusClient (UDP)]

Cot response

for id 199 from ('

10. 197. 223. 23

', 1812);

code 3 10. 197.223.23 is the IP of the |ISE Server

2019-08-04T18:54:17+0530 [RadiusClient (UDP)] (('10.197.223.76', 34524), 4): Primary credentials reject
2019-08-04T18:54:17+0530 [RadiusClient (UDP)] (('10.197.223.76', 34524), 4):

Ret ur ni ng response code 3: AccessRej ect

2019-08-04T18:54:17+0530 [RadiusClient (UDP)] (('10.197.223.76"', 34524), 4): Sending response

On the ISE Server, navigate to Operations > RADIUS > Live L ogs to verify the authentication details.

Log snippets of successful authentication with ISE and Duo:



<#root>

2019-08-04T18:56:16+0530

10. 197. 223. 76

to radius_server_auto

2019-08-04T18:56:16+0530
2019-08-04T18:56:16+0530
2019-08-04T18:56:16+0530
2019-08-04T18:56:16+0530

10. 197. 223. 23

', 1812);

code 2

2019-08-04T18:
2019-08-04T18:
2019-08-04T18:
2019-08-04T18:
2019-08-04T18:
2019-08-04T18:
2019-08-04T18:
2019-08-04T18:

Duo authentication returned 'allow :

56:
56:
56:
56:
56:
56:
56:
56:

16+0530
16+0530
17+0530
17+0530
17+0530
17+0530
17+0530
30+0530

[DuoForwardServer (UDP)] Sending request from

[DuoForwardServer (UDP)] Received new request id 5 from ('10.197.223.76', 3409
[DuoForwardServer (UDP)] (('10.197.223.76', 34095), 5): Togin attempt for user
[DuoForwardServer (UDP)] Sending request for user u'cpiplani' to ('10.197.223.
[RadiusClient (UDP)] Got response for id 137 from ('

<<<< At this point we have got successful authentication fromISE Server

[RadiusClient (UDP)] http POST to https://api-f754c261.duosecurity.com:443/res
[duoauthproxy.lib.http._DuoHTTPClientFactory#info] Starting factory <_DuoHTTPC
[HTTPPageGetter (TLSMemoryBIOProtocol),client] (('10.197.223.76', 34095), 5):
[HTTPPageGetter (TLSMemoryBIOProtocol),client] Invalid ip. Ip was None
[HTTPPageGetter (TLSMemoryBIOProtocol),client] http POST to https://api-f754c2
[duoauthproxy.lib.http._DuoHTTPClientFactory#info] Starting factory <_DuoHTTPC
[duoauthproxy.1ib.http._DuoHTTPClientFactory#info] Stopping factory <_DuoHTTPC
[HTTPPageGetter (TLSMemoryBIOProtocol),client] (('10.197.223.76', 34095), 5):

' Success. Logging you in..

2019-08-04T18:56:30+0530 [HTTPPageGetter (TLSMemoryBIOProtocol),client] (('10.197.223.76', 34095), 5):

Ret ur ni ng response code 2: AccessAccept

<<<< At this point, user has hit the approve button

2019-08-04T18:56:30+0530 [HTTPPageGetter (TLSMemoryBIOProtocol),client] (('10.197.223.76', 34095), 5):
2019-08-04T18:56:30+0530 [duoauthproxy.Tlib.http._DuoHTTPClientFactory#info] Stopping factory <_DuoHTTPC

Related | nfor mation

« RA VPN Authentication Using Duo

e Technical Support & Documentation - Cisco Systems



https://duo.com/docs/cisco-firepower#change-the-remote-access-vpn-authentication-method-to-duo-radius
https://www.cisco.com/en/US/support/index.html?referring_site=bodynav

