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| ntroduction

This document describes how to configure inbound and outbound mail to exempt |P addresses, domains, or
email addresses for Cisco ESA.

Exempt | P Addresses’DomaingEmail Addresses from ESA Bounce
Configuration

Y ou can specify recipient domains on which to disable Bounce V erification when the Email Security
Appliance (ESA) deliversto those domains. Y ou need to configure both outbound and inbound mail.

Outbound Mail

1. Navigate to Mail Policies > Destination Controls.
2. Select Add destination...

3. Cdll the new destination example.com.

4. In the settings, set Bounce Verification to No.

5. Submit and Commit changes.



Destination Controls

Destination:  [axample.com @

1P Address Preference; | Default (IPv6 Preferred) & |

Lirmits: Concurrent | | Use Default (500
Connections: | (=} Maximum of [500 {betwoen I and 1,000)
Maxirfurm HE&&EQB Per = Usa Defaulk (50
Cannection: | j=) Maximum of [50 {betwoen I and 1,000)
Recipients: | (=) Use Default (Mo Limit)
' Maximurm of [0 |EI:I

Number of reciplents between 0 and 1,000,000,000
per aumber of minutes betwean 1 and 60

Apply limits: | Per Destination:
i®) Entire Domain
. Emch Mail Exchanger (MY Record) IP address

Per ESA hostname:
(=) Syskern Wide
_ Bach Virtual Gateway
(recammendead I Wirtual Gateways are in use)

TLS Support! | Default (Mone) :

A securily certificate/key has nol yet baen configured. Enabiing TLS will automatically enabie the
“Demo” cartificate/key. (To configure a different certificate/key, start the CLI and wse the
certeconfig command.)

Bounce Verification: Perform address tagging: e Default (Mg}
No
Yes ‘_

Applias only If bounce verification address tagging is in vse. See Mail Policles = Bownce Venfication.

Bounce Profile: | pefault ¢
Bounce Profife can be configured at Netwark > Bounce Profifes,

% Note: For outbound mail, you can only refer to the destination domain and not an IP address or email
address.

|nbound M alil

1. From Mail Policies > Mail Flow Palicies, use an exisiting Mail Flow Policy or create a new Mail
Flow Policy, and set the Bounce Verification/Consider Untagged Bouncesto bevalid to Yes.

2. From Mail Policies> Hat Overview, add the domain to a Sender Group that uses the modified or
created Mail Flow Policy.
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% Notes: Failure to configure your inbound mail can cause your ESA to drop valid bounce messages for
messages.

% Notes: To verify that Bounce Verification is disabled for this domain, you can enable domain debug
logs and tail the logsto verify.
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