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This document describes Duo push integration with AD and Cisco ISE as 2FA for Cisco Secure Clients
connected to ASA.

Prerequisites

Requirements



Cisco recommends that you have knowledge of these topics:

Duo Applications

Active Directory (AD)

Identity Services Engine (I1SE)

RADIUS Configuration on ASA

Remote Access VPN (RAVPN) Configuration on Adaptive Security Appliance (ASA)

Components Used

The information in this document is based on these software and hardware versions:

Duo Server

|SE Server 3.0

ASA 9.14(3)18

Microsoft 2016 Server

Duo Authentication Proxy Manager

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Network Diagram and Scenario
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Communication Process

Duo Two-Factor RADIUS Authentication for Cisco |SE

1. Primary authentication initiated to Cisco I SE.

2. Cisco ASA sends authentication request to the Duo Authentication Proxy.

3. Primary authentication uses Active Directory or RADIUS.

4. Duo Authentication Proxy connection established to Duo Security over TCP port 443.
5. Secondary authentication via Duo Security’s service.

6. Duo authentication proxy receives authentication response.

7. Cisco | SE access granted.

User Accounts:

 Active Directory Admin: Thisis used as the directory account to allow the Duo Auth Proxy to bind to
the Active Directory server for primary authentication.

» Active Directory test user.

* Duo test user for secondary 2FA.

Active Directory Configurations

Windows Server is preconfigured with Active Directory Domain services.

% Note: If RADIUS Duo Auth Proxy Manager runs on the same Active Directory host machine,


https://duo.com/docs/ciscoise-radius

N Network Policy Server (NPS) Roles must be uninstalled/deleted. If both RADIUS services run, they
can conflict and impact performance.

To achieve AD configuration for authentication and user identity on Remote Access VPN users, afew
values are required. All these details must be created or collected on the Microsoft Server before
configuration can be completed on the ASA and Duo Auth proxy server.

The main values are:

» Domain Name: Thisisthe domain name of the server. In this configuration guide, agarciam.cisco is
the domain name.

» Server IP/Fully Qualified Domain Name (FQDN) Address. The IP address or FQDN used to reach
the Microsoft server. If an FQDN is used, aDNS server must be configured within ASA and the Duo
Auth proxy to resolve the FQDN. In this configuration guide, this value is agarciam.cisco, which
resolvesto 10.28.17.107.

» Server Port: The port used by the LDAP service. By default, LDAP and STARTTLS uses TCP port
389 for LDAP, and LDAP over SSL (LDAPS) uses TCP port 636.

* Root CA: If LDAPSor STARTTLS isused, the root CA used to sign the SSL certificate used by
LDAPSisrequired.

» Directory Username and Password: Thisis the account used by the Duo Auth proxy server to bind
to the LDAP server and authenticate and search for users and groups.

» Baseand Group Distinguished Name (DN): The Base DN is the point of departure for Duo Auth
proxy and alerts Active directory to begin searching for and authenticating users.

In this configuration guide, the root domain agarciam.cisco is used as the Base DN and Group DN is Duo-
USERS.

1. To add anew Duo user on Windows Server, navigate to the Windows icon at the bottom left, and click
the Windows Administrative Tools:




Recently added Windows Server

Windows
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2. On the Windows Administrative Tools window, navigate to Active Directory Usersand Computers.

3. On the Active Directory Users and Computers panel, expand the domain option and navigate to the Users
folder.

4. In this configuration example, Duo-USERS is used as the target group for secondary authentication.
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5. Right-click on the Usersfolder and select New > User:
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6. On the New Object-User window, specify the identity attributes for the new user and click Next:
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7. Confirm the password and click Next, then Finish once the user information is verified.

Mew Object - User X

& Createin: agarciam cisco./Users —

o
M
Password: |tin-anmau~ +— |
Corfirm password: |ntunuu| ..q_ |
[] User must change password at nest logon
[] User cannot change password E
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8. Assign the new user to a specific group, right-click and select Add to a group:
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9. On the Select Groups panel, type the name of the desired group and click Check Names. Then, select the
name that matches your criteriaand click Ok.
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10. Thisisthe user that is used in this document as an example.

Duo Configurations

1. Log into your Duo Admin portal.




Admin Login

Enter your admin credentials

- e oo

Log in as someona alsa

Password

Forgot password?

Confirm your identity

2.0n the left-side panel, navigate to Users, click Add User and type the name of the user that matches the
Active Domain username, then click Add User.

-.I' Q, Search for users, groups, applications, or devices

Dashboard
Dashboard > Users > Add User

Add User

Most applications allow users to enroll themselves after they complete primary authentication.
Applications Learn more about adding users [f

Device Insight

Policies

Single Sign-On

Users Username duovpn -—

A Should match the primary authentication username.
Pending Enroliments

Bulk Enroll Users

Import Users
Add User
Di reCtory 5‘_|"|"|C -

3. On the new user pand, fill in all necessary information.




Uasnooarg > LSers » auovpn

Policies

Send Enrollment Email

Applications duovpn Logs

Single Sign-On

This user has not enrolled yet. See our enrollment documentation [ to learn more about enrolling users.
Users

Add User

Pending Enroliments
Bulk Enroll Users Username UOVPN e

Import Users

Directory Sync
Username allases + Add a username alias

Bypass Codes Users can have up to B aliases.
Groups Optionally, you may choose to reserve using an alias number for a specific alias
(e.g., Username alias 1 should cnly be used for Employee ID).

Endpoints
2FA Devices

Full name test ypn user -
Trusted Endpoints
Trust Monitor

Email a1 BE.com ‘
Reports
Settings

Status @ Active —alf—

Require multi-factor authentication (default).
Need Help?
Chat with Tech Suppaort [
wi RRort [ Bypass
Email Support Allow users to skip two-factor authentication and log in with only a password. Passwordless authentication is not skipped.
Gall us at 1-855-386-2884
Disabled

Versioning Automatically deny access
Core Authentication Service:
D235.6 This controls the user's two-factor authentication process.
Admin Panel:
D235.6
Read Release Notes [ N "

Groups You don't have any editable groups. Add one.
Account ID Groups can be used for management, reporting, and policy. Learn more about groups Cf

2810-8030-53

Deployment ID
DUOB3 f

Notes
Helpful Links

Documentation (£

User Guide [7
For internal use.

Knowledge Base (5

4. Under user devices, specify the secondary authentication method.

% Note: In this document, the Duo push for mobile devices method is used, so a phone device must be
added.

5. Click Add Phone.




Phones Add Phone
You may rearranga the phones by dragging and dropping in the table. Learn mone about activating a replacement phone 5. i

This user has no phones. Add one.

Endpoints

This user has no devices.

This usar has no hardware tokens. Add ona.

This user has no bypass codes. Add ona.

WebAuthn & U2F Add Security Key

6. Type in the user phone number and click Add Phone.

Dashboard > Users > dugvpn > Add Phone

Add Phone

Learn more about Activating Duo Mobile 4.

Type ® Phone
Tablet
Phone number —_— - K Iy Show extension field

Optional. Example: "+52 1 222 123 4567T"

7. On the left Duo Admin panel, navigate to Users and click the new user.




Dashboard
Dashboard > Users

Device Insight
Use rs Directory Sync | Import Users | Bulk Enroll Users

Policies

Applications
You have users who have not activated Duo Moblle. Click here to send them activation links.

Single Sign-On

Need to activate a replacement phone? Learn more about Reactivating Duo Mobile C5.

Users

Add User 5 0 2 1 0 0

Pending Enrollments

Total Users Mot Enrolied Inactive Users Trash Bypass Users Locked Out
Bulk Enroll Users
Import Users.
Select (O~ | --- Export Q search

Directory Sync
By

Username = Mame Email Phones Tokens Status Last Lagin
Groups
Endpoints - 1 Active Mar 8, 2022 6:50 PM
2FA Devices

L] Active Mar 5, 2022 7.04 PM

Trusted Endpaints

1 1 Active Mever authenticated

Trust Monitor

Reports = = com 1 Active Mevar authenticated

Settings
L= B = o= = EEQ.COM 1 Active Mar 5, 2022 7:16 PM

Note: If you do not have access to your phone at set up, you can select the email option.

8. Navigate to the Phones section and click Activate Duo M obile.

Phones
Add Fhona
You may rearrange the phonas by dragging and dropping in the table. Learn more about activating a replacement phomna Cf.

Alias Daovice Platform Model Security Warnings

phonel ol e ala | Android 10 il ] Activate Duo Mobile o

9. Click Generate Duo Mobile Activation Code.




49, Search for users, groups, applications, or devices

Dashboard
Pashboard & = m = Activate Duo Mobile

Activate Duo Mobile

Davice Insight

Policies

This form allows you to generate a new activation code for this phone's Duo Mobile appl

Applications

maobile device or authenticate via Duo Push,

Single Sign-0n
Mote: Generating an activation code will invalidate any existing Duo Mobile credentials fc

Users
Groups Phone N e
Endpoints

2FA Devices Expiration 24 hours w| after generation

Phones

Hardware Tokens

WebAuthn & U2F s ol  Generate Duo Moblle Activation Code

10. Select Email to receive the instructions via email, type your email address and click Send Instructions
by email.

Dashboard > ¥ ew FeB0TIHM THE » Activate Duo Mobile

Activate Duo Mobile

This form allows you to generate a new activation code for this phone's Duo Mobile application. The Duo Mobile application allow:
mobile device or authenticate via Duo Push.

Mote: Generating an activation code will invalidate any existing Duo Mobile credentials for this device until it is activated with the r

Phone W T B RT -
Send links via SMS
® Email =
Email g =t b rsom —_—

11. You receive an email with the instructions.




This is an automated email from Duo Security.

Your organization invites you to set up Duo Mobile en your phone. You will find instructions from your Duo

administrator below. If you have questions, please reach out to your organization's IT or help desk team,

This email will help you add your Cisco account to Duo Mobile on this device:

Just tap this link from + ™ gee ™™ r copy and paste it into Duo Mobile manually:

If you're not reading thisfrom+ m = = smmn Duo Mobile on your phone and scan

this barcode:

Don't have Duo Mobile yet? Install it first:

iPhone: https://itunes.apple com/fusfapp/dua-mobile/id422663827

12. Open the Duo Mobile App from your mobile device and click Add, then select Use QR Code and scan
the code from the email.

13. The new user is added to your Duo Mobile App.

Duo Auth Proxy Configuration

1. Download and Install Duo Auth Proxy Manager from Cisco Duo Authentication.



https://duo.com/docs/authproxy-reference

% Note: In this document, the Duo Auth Proxy Manager isinstalled on the same Windows Server that
hosts Active Directory services.

2. On the Duo Admin Panel, navigate to Applications and click Protect an Application.

-ll‘- “. Saarch for users, groups, applications, or devices B cisco | o arpanamsn alan v
Dashboard

Rashboard » Applications
Device Insight = =

Apphcahons Protect an Appilication
Folicies -'
Applications
Protect an Application

Manage your update to the new Universal Prompt
Single Sign-On . .

experience, all in one place.
Uisers
Groups Get Started Gat Mare Information 3

]

Endpoints

2FA Devices

Export ~ Q search
Trusted Endpoints

3. On the search bar, look for Cisco |SE Radius.

Protect an Application

Add an application that you'd like to protect with Duo two-factor authentication,
You can start with a small “proof-of-concept” installation — it takes just a few minutes, and you'reé the only one that will see it, until you decide to add others.,

Documentation: Gatting Started Cf

Choose an application below to get started.

isdl

Application Pratection Type

& Akamal Enterprise Application Access 2FA Drocumantation Cf Pratect

':rlll-;.'-I;!.-l.ul Cisco ISE RADIUS - — 2FA Documentatian o

4. Copy the Integration key, Secret key, and the APl Hostname. Y ou need this information for the Duo
Authentication Proxy configuration.




Successfully added Cisco ISE RADIUS to protected applications. Add another.

Dashboard > Applications > Cisco ISE RADIUS 1

Cisco ISE RADIUS 1

Follow the Cisco ISE RADIUS instructions 4.

Details

Integration key [ LR o Bl R e Gupy ‘

Secrot key [ sssssnssnsnannns|VSho Gapy

Don't write down your secrat key or share it with anyone.

APl hostname

(T ol oy ae Ca, oy, L W Copy ‘

5. Run the Duo Authentication Proxy Manager application and complete the configuration for both Active
Directory client and | SE Radius Server and click Validate.

% Note: If validation is unsuccessful, refer to the debug tab for details and correct accordingly.




B Duo Authentication Prexy Manager - a o

Version:

Authentication Proxy is running Up since: 3/5/2022, 9:23:04 AM Restart Service Stop Service

Upd

Validation passed
Configuration has passed validation and is ready 10 De SaVed  wfj——

Configure: authproxy.cfg Unsawved Changes Output

Running The Duo Authentication Proxy Connectivity Tool. This may take
5 ral minu
[info] Testing section "main' with configuratiom:

[info]

in=DC=agarciam,DC=cisco 'log_max_size '28971528",
‘test_connectivity on_startup®: “true'}

[radius_server_auto] } n
[info]

TRV E S | VA gPa I [infe] Testing section 'ad_client® with configuration:
[infe] {'debug': "True',

17.101 *host': "1@.28.17.107°,
1= ey ! 'search_dn': 'DC=agarciam,DC=cisce",

v "

le=safe service_a unt_password': "secoes",
t=ad_client 'service_account_username': "Administrator'}
rt=1812
[info]

[info]

| validate Save

Cisco | SE Configurations

1. Log into the ISE Admin portal.

2. Expand Cisco | SE tab and Navigate to Administration, then click Network Resour ces, and
click External RADIUS Servers.

*® Ciscol

Dashboard

Operations § Administration

Recent Pages

B

ik Cha ( filos

External RADIUS Servers

ntenanca

Restore

3. On the External Radius Serverstab, click Add.




= Cisco |ISE Administration - Network Resources

Metwork Devices Metwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences

External RADIUS Servers

M Deseription

4. Fill in the blank with the RADIUS configuration used in the Duo Authentication Proxy Manager and
click Submit.

MNetwork Devices MNetwork Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences MAC Managers External MDM More ~
* Name DUQ_NEW —
Description
y:
* Host IP 10.28.17.107
* Shared Secret e 1 4 Show
Enable KeyWrap D o

* Key Encryption Key

* Message Authenticalor Code Key

Key Input Format © ASCH () HEXADECIMAL

* Authemtication Port 1812 (Valid Range 1 to 65535)

* Accounting Port 1813 (valid Range 1 10 65535)

* Server Timeout 5 Seconds (Valid Range 1 1o 120)
* Connection Attempls 3 (Valid Range 1 to 9}

Radius ProxyFailover Expiration 300

(T)lvalid Range 1 to 600)

5. Navigate to RADIUS Server Sequencestab and click Add.

= Cisco ISE Administration - Network Resources

Netwark Devices MNetwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences

RADIUS Server Sequences

For Policy Exporl go 1o Administration > System > Backup & Restore = Policy Exporl Page




6. Specify the name of the sequence and assign the new RADIUS External server, click Submit.

ices List » New RADIUS Server Sequence

RADIUS Server Sequence

General Advanced Attribute Settings

* Mame

Description

v User Selected Service Type

Select the set of external RADIUS servers to use to process requests. Servers are accessed in sequence until a response is r

Available ¥ Selected

DUC_MEW -
DUO_Radius
= #

Remote accounting

— .
| Local accounting

7. Navigate from the Dashboard menu to Policy, and click Policy Sets.

X Claeo 15

Dashboard

Policy
Racom Pagan
Palicy Sata Prediing

Poaturs Cliemt Provisloning

Policy lsments




8. Assign the RADIUS Sequence to the default policy.

% Note: The duo sequence to all connectionsis applied with the default policy being used; policy
assignment can vary.

Palicy Sets
Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence  Hits
a [ LT IA™ ] 1 Radius-User-NMame EQUALS isevpn Default Network Access
] - Radius-NAS-Port-Type EQUALS Virtual DUO_Sequence
(. Default Default policy set _—————.‘ Default Network Access

Allowed Pratocols
Default Network Access

Proxy Sequence

Cisco ASA RADIUS/ISE Configuration

1. To configure the ISE RADIUS Server under AAA Server groups, navigate to Configuration, then
click Device Management, expand the User SAAA section, and select AAA Server Groups.




onitoring | Q Save G Refresh |° Back I,;

- configuration :
To bookmark a page, right-click on a node in the .M.A Server Groups
naviagation tree and select "Add to bookmarks". Server Group Pre
LOCAL Lo
ad-agarciam LD
0a8 Device Management
I'F‘ Management Access
28 Licensing
28 system Image /Configuration
& High Availability and Scalability :
 Logging . Find:
£ smart Call-Home
Eig Cloud Web Security Servers in the Selected
{3 service Module Settings Server Name or IP Addres
£l Users/AAA -4 10.28.17.101
EFdAnA Server Groups IR S
&5 LDAP Attribute Map
55 AMA Kerberos
&‘ Authentication Prompt
Hi AAA Access

il Dynamic Access Policies
£l User Accounts
B Password Policy
ﬂ Change My Password
Login History

[E3 Cenificate Management

i DHCP

- DN5

A NCCT AR A e e

& Device Setup

€ Firewall

gg Remote Access VPN
{5 site-to-Site VPN

ke
-

Find:

2. Onthe AAA Server Groups panel, click Add.




e @ Refresh | Q) Back () rorward | D Help | Type topic o aloil

AAA Server Groups
| Server Gruui Protocol Accauntlni Mode Reactivation Mode  Dead Time  Max Failed Attempts 0

T - Edit
L - L - = ] L]
Delete
Find: (=) Match Case
Servers in the Selected Group
Server Name or IP Address  Interface Timeout - Add
Edit
Delete
Mave Up
Mowve Down
Test

3. Select the name of the Server group and specify RADIUS as the protocol to use, then click OK.




[ ] [ ] Add AAA Server Group

AAA Server Group: ISE - l
Protocol: RADIUS n -

Accounting Mode: Simultanecus ) Single
Reactivation Mode: ) Depletion Timed
Dead Time: 10 minutes

Max Failed Attempts: 3

Enable interim accounting update
Update Interval 24 Hours
Enable Active Directory Agent mode
ISE Policy Enforcement
Enable dynamic authorization
Dynamic Authorization Port: 1700

Use authorization only mode (no common password configuration required)

L

{ VPN3K Compatibility Option

Help Cancel -

5. Select your new Server group and click Add under the Serversin the Selected Group panel:




Protocol Accounting Mode Reactivation Mode Dead Time Max Failed Attempts 1 Add

RADIUS
- LOCAL Edit
- " 10 4
Delete
Find: @ 6 Match Case
Servers in the Selected Group  Sl——————
Server Name or IP Address  Interface Timeout Add
] L] ]
Edit
Delete
Move Up
Move Down

6. On the Edit AAA Server window, select the I nterface Name, specify the | P Address of the ISE Server
and type the RADIUS Secret Key, and click OK.

% Note: All information must match the one specified on the Duo Authentication Proxy Manager.




(] [ ] Edit AAA Server

Server Group: ISE

Interface Name: outside '——-_
Server Name or IP Address: 10.28.17.101 .q_

Timeout: 10 seconds

RADIUS Parameters

Server Authentication Port: 1645

Server Accounting Port: 1646
Retry Interval: 10 seconds el
Server Secret Key: ssens

Common Password:

ACL Netmask Convert: Standard el
Microsoft CHAPv2 Capable:

SDI Messages
. Message Table ¥

Help Cancel

CLI Configuration

aaa-server ISE protocol radius
dynamic-authorization

aaa-server ISE (outside) host 10.28.17.101
key B XXX

Cisco ASA Remote Access VPN Configuration

ip local pool agarciam-pool 192.168.17.1-192.168.17.100 mask 255.255.255.0

group-policy DUO internal
group-policy DUO attributes

banner value This connection is for DUO authorized users only!
vpn-tunnel-protocol ikev2 ssT-client

split-tunnel-policy tunnelspecified

split-tunnel-network-1ist value split-agarciam

address-pools value agarciam-pool

tunnel-group ISE-users type remote-access
tunnel-group ISE-users general-attributes



address-pool agarciam-pool
authentication-server-group ISE
default-group-policy DUO

tunnel-group ISE-users webvpn-attributes
group-alias ISE enable

dns-group DNS-CISCO

Test

1. Open the Cisco Secur e Client/AnyConnect app on your PC. Specify the hostname of the VPN ASA
Headend and log in with the user created for the secondary Duo authentication, and click OK.

AnyConnect ]
Secure Mobility Client CIS€o

VPN:
Please enter your username and password.

Cisco AnyConnect | 192.168.100.100

% Please enter your username and password.

. Group: ISE A <

mMsgstringESMEX  duovpn — <fje—

MEX-PASS sssssssssss

Cancel

2. Y ou receive a Duo push notification on the specified user Duo Mobile device.

3. Open the Duo Mobile App notification and click Approve.
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4. Accept the banner and the connection is established.




AnyConnect dfa]n
Secura Mobility Client CISCO

VPN:

Please respond to banner.

Cisco AnyConnect - Banner

This connection is for DUO authorized users only!

Disconnect




®eC® AnyConnect ]
- Secure Mobility Client ClIS€O

VPN:
Connected to 192.168.100.100.

N

Metwork access allowed. Scan Again

Disconnect

System Scan:
Compliant.

Roaming Security:

Umbrella is active.

AMP Enabler:
Waiting for configuration...

Troubleshoot

This section provides information you can use to troubleshoot your configuration. Duo Authentication Proxy
comes with a debug tool that displays error and failure reasons.

Working Debugs

% Note: The next information is stored in C:\Program Files\Duo Security Authentication
Proxy\log\connectivity_tool.log.




Output

Running The Duo Authentication Proxy Connectivity Tool. This may take
several minutes...
[info] Testing section 'main' with configuration:
[info] {'debug': ‘True’',
"log_max_files': "18’,
'"log_max_size': '28971520',
'"test_connectivity on_startup': 'true'}

e em———

[info] Testing section 'ad_client' with configuration:
[infe] {'debug': "True',
‘host": "18.28.17.187",
'search_dn": 'DC=agarciam,DC=cisco’,
'service_account_password': 'soooek",

'service_account_username’: ‘"Administrator'}

[info]

[info] Testing section 'radius_server_auto' with configuration:

[info] {'api_host': 'm P lire v pawt
'client': ‘ad_client®,

'debug': 'True’,

'failmode': 'safe’,

"ikey': Lak@G i JNEEHSLLC
'port': '1812°',

'radius_ip_1': '10.28.17.101°',
'radius_secret_1": "scickek'
'skey': "soooce[40]"}

[info] Testing section 'main' with configuration:
[info] {'debug': 'True',

"log_max_files': '18"',

'log_max_size': '208971520',

"test_connectivity on_startup': "true'}




[infe] ———————————————
[info] Testing section 'ad_client' with configuration:
[info] {'debug': ‘True®,
'host': "18.28.17.187',
'search_dn': "DC=agarciam,DC=cisco’,
'service_account_password': ‘sooiick",
'service_account_username': 'Administrator'}

[info] The LDAP Client section has no connectivity issues.
[info]

[info] Testing section 'radius_server_auto' with configuration:

[info] {'api_host': ‘sl #i~wial.@:mzrits.:mn',
'client"': 'ad_client’',
'debug': "True",
'"failmode': 'safe’,
'ikey': ®7TREECTVIN W EADAORT
'port': "1812°,
'radius_ip_1"': '1@.28.17.181",
'radius_secret_1': "soeeek',
'skey': "sceeee[40]'}
[infoy ——-—-———-—-—-H—-H—-—-H-H--+++++-—— —
[info] SUMMARY

Common Problems

1. Connectivity I'ssues, Wrong I P, Unresolvable FQDN/Hostname on Active Directory Configuration

[ad_client]
host=10.28.17.186

ount_username=Administrator
11 Al P |
=cisco




'host"': "18.28.17.185",
'search_dn": 'DC=agarciam,Df=cisco’,

vice_account_password':

vice_account_username’ : strator'}

[warn] The LDAP Client sectlon has « probl

[warn] The

[ad_client]
st=10.28.17.16e7
mame=Administrator
j=IHe=asm "IT"?

=agarciam, M =cisco

Debugs:

[info] The Auth Proxy was able to establish a connection to 18.28.17
- 187:389.

[info] The Auth Proxy was able to establish an LDAP connection to
« 28 17. 187389,

[debug)

of the
1 rerun

the tester.

3. Wrong Base Domain

[ad_client]
t=18.28.17.187

name=Administrator
=i =L

dn=DC=agarciam,DC=ciscoo

Debugs:



[info] The Auth Proxy was able to bind as Administrator.

RefErr: DSID 1887F9, data @,

4. Wrong iKey RADIUS Value

[radius_server_auto]
key=U11Wm 210 LV HRNZGEZ 1
skey=lawx m=1 1§l D 1 g ol S 0D il 0
=apl o M 4T.h v 711 ity.com
1=18.28.17.181
secret_l=!Mexvpn!17!
le=gafe
lient=ad_client
t=1812

[inlu]-
[info] SUMMARY

[warm] Che mal connect

5. Verify I SE Server Sends Access-Request Packets

i Ethermet
File Edit Wiew Go Captwre Analyze Statistics Telephony Wireless Tools Help
m e RER+cETFTLES(=ERAQAQH
] :racius- # {
e, Tirne Source DsEnaton Pribgond
= 1511. 6020.521457 19.28.17.101 18.28.17.187 RADIUS
«- 151%_ B824. 344735  10.28.17.187 18.28.17.181 RADIUS

Frame 151115: B77 bytes on wire (7016 bits), 877 bytes captured (7816 bits) on inmterface “Device\NPF_{CABS2CEE-S
Ethernet II, 5rc: w\mre_h}.ad:zf (@@:50:56:b3:a4: 27 ), Dst: Vibiare_b3ibdide (BDi50i56ib3ib4ai3e)
Internet Protocol Version 4, Src: 18.28.17.181, Dst: 18.28.17.167
User Datagras Protecol, Src Pert: 42022, Dst Port: 1812
¥ RADIUS Protocaol
Code: Access-Request (1)
Packet identifier: @xlf [31)
Length: 835
Authenticator: 3Ea28cadcabbbe26lBl9c53edblbetel
'1hg response £o 'ﬂ;j request ie in ;,!q J}.E.E-
~ attribute Value Pairs
AvP: tslzer-Nsme(l) ls=8 walsduawvpn "‘_
AVP: telser-Password(2) 1=18 val=Encrypted
AP teNAS-IP-Address(d) lwf valwl92.1G68. 1o, 188
AVFP: te=NAS-Port(5) l=& val=344063
aviP: telalled-Station-Id(38) lel? walelS?.168.106.108
Ave: ts=Calling-Station-Id{31) 1=13 wal -M.00.22.2%
AVP: teProxy-State(33) l=25 val=466972737450726f 7T8793d31302e32382e3137 20313031
AvP: tsProxy-State(33) l=7é val=438973636f MO0 asa e T Ias 041435337 3665353237 3561 2d 30636 2302d 31 3165632063
AWP: teNAS-Port-Type(6l) l=6 val=Virtual(Ss)
Avi: teTunnel-Client-Endpoint{68) lell valwl®.99.65.53




6. Use NTRadPing Utility to Verify Duo Authentication Proxy isWorking

To confirm the Duo Authentication Proxy server works, Duo provides the NTRadPing tool to simulate
Access-request packets and responses with Duo.

6.1 Install NTRadPing on adifferent PC and generate traffic.

% Note: In this example, the 10.28.17.3 Windows machine is used.

6.2 Configure with the attributes used on | SE Radius configuration.

@ NTRadPing Test Utility - =

RADIUS 5 E[I02EIT07  — 1812 HTHadPmg 1.5 - RADIUS Server Testing Tool

erve/past : ® 1999-2003 Master Soft Spa - laly - Al rights reserved
Flech (e} Igi Freries: l_ hittp: o Fevwiwe. dislways. coms
RADILS Secoet keye | M= Py [ e

ms

Ulses-Hame [fopn ——— —
F‘asswd ||'||-|||'||-||| '_ L—,HAF' MASTEH{J(}F] DI ALWAY S
Flequest ype |.ﬂ.u|-eﬁu:at.mﬁeq.|estﬂ 0 FADILS 5 ervet iaphe

RADILS - -:-.J-h- R R R e R

- - O . - -
- R Rt L e T
[ [ R T R e B
L Tt S T IR SR
. A o
-

[ = =)
#dd | Femove | Clearin| Losd. | Save. | | Send Help... Che

6.3 Configure the Duo Authentication Proxy Manager like the next example:

[radius_server_auto]

ikey="1"THE T D T

skey=Jac3m® TV &l T PR & i’ FMixe2
st=an =Tl T L w5

p_1=10.28.17.181

: 1=!Mewym* 7!

)_2=18.28.17.3
t_2=IMed % (17!

6.4. Navigate to your NTRadPing tool and click Send. Y ou receive a Duo push notification on the
assigned mobile device.


https://help.duo.com/s/article/5798?language=en_US

3 NTRadPing Test Utility - 3

R L0707 12 1995 2003 Moster Solt Sp - Il - All ights reserved
Reply tineout (sec.} |3 Reiies: [6 http://www.dialways.com/

RADIUS Secret key: |IMexvprl1 71 uﬁf .

User-Name: [ — iy

o - oue |  MASTERSOFT' o arwrave
Request type: |Aushentication Request | |0 RADIUS Server iaply:

Additional BADIUS Altibutas: Sending authenticalion request bo server 1002817107 1812

Trwmpackﬁt, cnde-'i id=12 Iern;lh--!E

Hmnmﬁmmn Logoing you in...  ~<alf—

[ =] |
Add | Remove | Clearist| Load. | Save. | [ Sed | Hew. Close

Tl 29, BEH6E4 18.28.17.3 18.28.17.187 RADIUS B8 Access-Request idwl3, Duplicate Request
737 22.1B4895 18.28.17.187 18.28.17.3 RADTUS 99 Access-Accept ldwll  lf——

Frame 798: 88 bytes on wire (784 bits), 88 bytes captured (784 bits) on interface \Device\NPF_{CARSICEE-5528-4E0A-9318-105231600060), id @
Ethernet II, Src: VMware b3:f2:72 (B0:50:56:b3:f2:72), Dst: VMware_b3:bd:3e (00:50:56:b3:bd:3e)
Internet Protocol Version 4, Sre: 109.28.17.3, Dst: 18.28.17.187
User Datagram Protocol, Src Pert: 51188, Dst Port: 1812
RADIVS Protocol

Code: Access-Request (1)

Packet identifier: @xd (13)

Length: 46

Authenticator: 20202020102831363436393335333230

Fr L C:

The response to this request is in frome 737]
~ attribute Value Pairs

P AVP: telser-Nase(1l) Lef valedugvpn —-iff—

* AVP: teUser-FPassword(l) l=18 val=Encrypted

W oW oW



