Install and Configure of Secure Endpoint Virtual
Private Cloud
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| ntroduction

This document describes and focus on how to successfully deploy Virtual Private Cloud (VPC) on serversin
ESXi environment. For other documents such as Quick Start Guide, Deployment Strategy, Entitlement
Guide, Console and Administrator User Guide please visit this site Documentation

Contributed by Roman Valenta, Cisco TAC Engineers.
Prerequisites
Requirements:

VMware ESXi 5 or later

» Cloud-proxy mode (only): 128 GB RAM, 8 CPU cores (2 CPUs with 4 cores each recommended), 1
TB minimum free disk space on VMware datastore

Type of drives. SSD required for air gap mode and recommended for proxy

RAID Type: One RAID 10 group (striped mirror)

Minimum VMware datastore size: 2 TB

Minimum datastore random reads for the RAID 10 group (4K): 60K 10PS

Minimum datastore random writes for the RAID 10 group (4K): 30K 10PS

Cisco recommendsthat you have knowledge of thistopic:

» Basic knowledge how to work with certificates.
» Basic knowledge on how to setup DNS under DNS server (Windows or Linux)
* Installation an Open Virtual Appliance (OVA) Template in the VMWare ESXi


https://console.amp.cisco.com/docs/private_cloud

Used in thisLAB:
VMware ESX 6.5

 Cloud-proxy mode (only): 48 GB RAM, 8 CPU cores (2 CPUs with 4 cores each recommended), 1
TB minimum free disk space on VMware datastore

Type of drives. SATA

RAID Type: OneRAID 1

Minimum VMware datastore size: 1 TB

MobaXterm 20.2 (Multi-Terminal Program similar to PuTTY)

Cygwin64 (Used to download AirGap Update)

Additionally

* Certificate that you create either with openSSL or any other supported methods.

* DNS Server (Linux or Windows) In my lab | used Windows Server 2016 and CentOS-8
* Windows VM for our test endpoint

* License

If your memory isbellow 48GB RAM on version 3.2+ VPC become unusable.

% Note: The Private Cloud OV A creates the drive partitions so there is no need to specify them in
VMWare. server which resolves the clean interface hostname.

Refer to the VPC Appliance Data Sheet for more information about version-specific hardware
requirements.

% Note:The information in this document was created from the devices in a specific lab environment
and its only intend to give you a guidance through the deployment which might vary depending on the
version that is being deployed. All of the devices used in this document started with a cleared (default)
configuration. If your network is live, ensure that you understand the potential impact of any
command.

VPC Deployment

Select the URL provided in the eDelivery or entitlement email. Download the OV A file and proceed with
install

VM Installation
Stepl:

Navigate to File > Deploy OVF Template to open the Deploy OVF Template wizard, as shown in the
image.


https://www.cisco.com/c/en/us/products/collateral/security/fireamp-private-cloud-virtual-appliance/datasheet-c78-742267.html#ProductSpecification

11 New virtual machine - AMP-vPC

+ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Select the OVF and VMDK files or OVA far the WM you would like to deploy

3 Select storage

4 License agreements Enter a name for the virtual machine.
5 Deployment options |

AMP-vPC
& Additional settings

Yirtual machine names can contain up to 80 characters ang they must be unique within each ESXi instance.

7 Ready to complete

* W PrivateCloud-Latest ova

Back || Next || Finish || Cancel

1 Hew virtual machine
8 1 Select creation type Select creation type
2 Select OVF and VMDK files Haow would you like to create a Virtual Machine?

3 Select storage

4 License agreements
5 Deployment options
6 Additional settings

7 Ready to complete

This option guides you through the process of creating a
virtual machine from an OVF and VMDK files.

Create a new virtual machine

ploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

| Back || Next || Finish || Cancel



31 Hew virtual machine - AMP-vPC

¥ 1 Select creation type Select storage
¥ 2 Select OVF and VMDK files Selectthe datastore inwhich to store the configuration and disk files.
bd 3 Select storage
AL RANSe e The following datastores are accessible from the destination resource that you selected. Select the destination datastore for
5 Deployment options the virtual machine configuration files and all of the virtual disks.
& Additional settings ) )
7 Tty 1 vl Mame ~ | Capacity ~ @ Free ~ | Type ~  Thinpro... -~ Access
[ vDisk-70_12 922 75 GB I 9218 GB VMFS5 Supported  Single
vDisk-70_34 930.25 GB 9293 GB YMF35 Supported Single
vDisk-70_56 930.25 GB 9293 GB YMFS5 Supported Single
vDisk-70_78 930.25 GB 9293 GB YMF35 Supported Single
4 items
| Back | [ Next I | Finish || cancel

%4 Note: Thick Provisioning reserves space when adisk is created. If you select this option, it can
improve the performance over Thin Provisioned. However, thisis not mandatory. Now select on
Next, as shown in the image.

1 New virtual machine - AMP-vPC

¥ 1 Select creation type Deployment options

¥ 2 Select OVF and VMDK files Select deployment options

+ 3 Select storage

L 4 Deployment optio
Network mappings

5 Ready to complete WM Network | WM Network

Disk provisioning ® Thin O Thick

Back || Net | Finish || Cancel




Step 2

Select Browse... to select an OVA file, and then select on Next. Y ou notice the default OVA parameters on
the OVF Template Details page, as shown in the image. select on Next.

41 New virtual machine - AMP-vPC

+ 1 Select creation type Ready to complete

v 2 Select OVF and VMDK files Review your settings selection before finishing the wizard
+ 3 Select storage

+ 4 Deployment options

WY 5 Ready to complete Product FireAMP PrivateCloud x86_54

VM MName AMP-vPC

Disks PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk1 vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk2 vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk3.vmdk,PrivateCloud_3.2.0_202010082118_v6.5_signed-disk4 vmdk

Datastore vDisk-70_12
Provisioning type Thin

MNetwork mappings WM Metwork: VW Metwork
Guest 05 Name Unknown

‘u
' Do not refresh your browser while this VM is being deployed.
e )y

Back || Mest || Finish ‘| cancel

Initial Admin Interface Setup



1 New virtual machine - AMP-vPC

¥ 1 Select creation type Ready to complete

¥ 2 Select OVF and VMDK files Review your settings selection before finishing the wizard
+ 3 Select storage

+ 4 Deployment options

B 5 Ready to complete Product FireAMP PrivateCloud x86_64

VM Mame AMP-vPC

Disks PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk1.vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk2 vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-
disk3.vmdk PrivateCloud_3.2.0_202010082118_v6.5_signed-diskd vmdk

Datastore vDisk-70_12
Provisioning type Thin

Netwaork mappings WM Metwark: VM Network
Guest 03 Name Unknown

ey
' Da not refresh your browser while this VM is being deployed.
P

| Back || e Finish ‘| Cancel

Once the VM boots up you do the initial configuration through VM Console.
Step 1.

Y ou might notice that the URL shows [UNCONFIGURED] if the interface did not receive an IP address
from the DHCP server. Please note that this interface is the M anagement interface. Thisis not the
Production interface.



AMP -- Private Cloud Advanced Malware Protection (ver. 3.Z2.8)

Interface Configuration . Details

Use the arrow keys to move between fields, and the TAB key to toggle
between the form fields and buttons.

Press the ENTER key when finished, or ESC to cancel.

=NOTE: Gateway for administration portal return traffic only.

IF Address
Network Mask
Gateway= (Optionall

<Cancel >

Step 2:
Y ou can navigate through Tab, Enter, and Arrow keys.

Navigate to CONFIG_NETWORK and select the Enter key on your keyboard to begin the configuration
of the management | P address for the Secure Endpoint Private Cloud. If you do not want to use DHCP,
select No and select Enter key.

AMP —— Priwvate Cloud Advanced Malware Protection (wer. 3.2.8)

Interface Configuration :: HMode

Would you like to conf igure your interface with DHCP?

< Yes >




AMP —— Priwvate Cloud Advanced Malware Protection (ver. 3.2.8)

Main Menu
Your AMP Private Cloud device can be managed at:
! https:--192.168.75.2688
MAC Address ... : BB:Bc:29:ab6:4a:11
Password : PGBd"HbCyZ

The password shoun above has been automatically generated for you. You
will be required to change thiz password when you first login.

CONF IG_NETWORK onf igure the Web administration interface.
B 1 18 a0 12 e | ) e e 3 | | o e
INFO Display device status ~ information.

{515 P

In the appeared window choose Y es and select Enter key.

AMP —— Private Cloud Advanced Malware Protection (ver. 3.2.8)

Apply Your Interface Conf iguration?

Reconf igure your administration interface with a static conf iguration?

<No >

If the IPisalready in use you be treated with this error log. Just simply go back and pick something that is
unigue and not in use.



Restarting ethd. ..

ERROR . [retcrsysconf igs/network-scripts-ifup-ethl Error, some other host (BB:B8C:Z29:41:74:E3) alr
eady uses address 192.168.75.91.
ERROR : [retcrsysconf ig-/network-scripts-sifup-ethl Error, some other host (BB:8C:29:41:74:E3) alr
eady uses address 192.168.75.91.
ERROR . [retcssysconf ig/network-scriptssifup-eth]l Error, some other host (BA:BC:29:41:74:E3) alr
eady uses address 192.168.75.91.

AMP -—- Private Cloud Advanced Malware Protection (ver.

Interface Configuration :: Details

Use the arrow keys to move between fields, and the TAB key to toggle
between the form fields and buttons.

Press the ENTER key when finished, or ESC to cancel.

*NOTE: Gateway for administration portal return traffic only.

IP nAddress
Network Mask
Gateway= (Optional)

<Cancel>

If al goeswell, you see output that looks like this



execute[Conf igurePokedLogs] action ruﬁ

execute[Conf igureCloudLogs] action ruﬁ
execute[Conf igureEventLlogs] action ruﬁ
= echute[RestnreSELinuxFileCuntextDataj action run

Recipe: base::ssh
= templatel etcssshssshd_configl action create

-—- setcssshesshd_conf ig 2821-84-89 13:25:81.9699956824 +B06A

+++ setocssshe . chef -sshd_conf igZ28218418-8586-1ryBg=2 Z6821-8B4-18 B6:13:11.889389544 +BHEA
PR -15,7 +18,7 BR

tnddressFamily any

#listenAddress 8.8.8.8

#ListenAddress ::

-Listenfiddress 192.168.75.288

+Listennddress 192.168.75.92

t#t The default requires explicit activation of protocol 1
Protocol 2

= templatel etcssshossh_configl action create (up to date)d

= gervicelssh_server] action enable (up to date)

= servicelssh_server] action start (up to date)
Recipe: base::grub-conf

= cookbook_filelrsetcrdefault grubl action create (up to date)

= executelUpdate grub if new kernel installed] action run (skipped due to only_if)

= executelEnsure grub menu displays Cisco not Cent0S]1 action run (skipped due to only_if)
Recipe: base::transparent-hugepages

= executeldisable transparent hugepagel action run

= executeldisable transparent hugepage defragl action run

= executeldisable transparent hugepage for default kernell actiun.run

Restarting ethd. ..

Reconf iguring. ..

[Z821-84-18TE6:12:42+88:881 WARN: Ohai::Configl:disabled_plugins] is set. Ohai::Configl:disabled_plu
gins]l is deprecated and will be removed in future releases of ohai. Use ohai.disabled_plugins in you
r configuration file to configure :disabled_plugins for ohai.

[2821-B84-18TE6:12:42+88:801 WARN: Ohai::Configl:disabled_plugins] is set. Dhai::Configl:disabled _plu
gins] is deprecated and will be removed in future releases of ohai. Use ohai.disabled_plugins in you
r configuration file to configure :disabled_plugins for ohai.

Starting Chef Client, version 12.14.89

Step 3.

Wait until the blue screen pops again with your new STATIC IP. Also, please note the One Time
Password. Take a hote and let's open our browser.




AMPF -- Private Cloud Advanced Malware Protection (ver. 3.2.8)

Main FMenu

Your AMP Private Cloud device can be managed at:

: https:rr192.168.75.92 I
MAC Address ... ! HHIHCc:29:ab:4a:11
Password : PGBA"HbCgZ =

The password shown above has been automatically generated for you. You
will be required to change this password when you first login.

CONF IG_HNETWORK Conf igure the Web administration interface.

CONSOLE Gtart command-line console ~ shell.

INFO Display device status ~ information.
6B

Initial Configuration of the vPC via web GUI

Step 1:

Open aweb browser and navigate to the management | P address of the appliance. Y ou can receive a
certificate error as the Secure Endpoint Private Cloud initially generatesits own HTTPS certificate, as
shown in theimage. Configure your browser to trust the self-signed HTTPS certificate of Secure
Endpoint Private Cloud.

In your browser type the STATIC IP that you configured previously.



¢ @ £ hitps//192.168.75.92 ol R

T B D MenVisited B Cisco B CacowrH Ebme (P WHOS G TingSpeedtest- Spee. M USD1o CZE D] internet Banks - MOM.. % dCloud B Google Tanslate & Mews | Ciseo dCloud W EC2 Management Cor. 5 Leaming Linux g b5 1t Do T

Warning: Potential Security Risk Ahead

Firefox detected a potential security threat and did not continue to 192.168.75.92. If you visit this site, attackers could
fry to steal information like your passwords, emails, or credit card details.,

What can you do about it?

The issue is most likely with the website, and there is nothing you can do to resolve it.

If you are on @ cOrporate network o using anti-virus software, you can reach out 1o the SUpport teams for assistance.
You can also notify the website's administrator about the problem.

Leam more...

Advanced...

Someona could be trying to impersonate the site and you should not continue.
Websites prove their identity via certificates. Firefox does not trust 192.168.75.92 because its certificate
issuer is unknown, the certificate is self-signed, or the server is not sending the correct intermediate

certificates.

Emor code: SEC_ERROR_UNKNOWM_ISSUER

View Certificate

Accept the Risk and Continue

Step 2:

After you log in, you are required to reset the password. Use the initial password from the consolein the
Old Password field. Use your new password in the New Password field. Re-enter your new password in
the New Passwor d field. select on Change Password.

cisco AMP for En deilltS Private Cloud Administration Portal

Password Required

Authentication is required to administer your AMP for Endpoints Private Cloud
device. The password can be found on the device console of your Private Cloud
device.

R, weesesssese
\ Use one time password
PGEd“HbCgZ

This site is best viewed in: Internet Explorer 10+, Firefox 14+, Safari 8+, or Chrome 20+

Password Recovery

. Support

Step 3:

After you log in, you are required to reset the password. Use the initial password from the console in the
Old Password field. Use your new password in the New Password field. Re-enter your new password in



the New Passwor d field. select on Change Passwor d.

"clll_{él(;r AMP for Endpoints private cloud Administration Portal . Support ?Help @ Logout

ﬂ Configuration = Operations - Status ~ Integrations - Support ~ |~

© Password Expired

Change the password used to access the AMP for Endpoints Private Cloud Administration Portal and
the device console. Note that this is also the root password for your device. @

Warning

ssesesnsee - d one time password

(&

(&

|. &,

=

Step 4:
On the next page scroll down to the bottom to accept the license agreement. select on | have read and

agree.

—’/ - + | HAVE READ AND AGREE - B EEET

Step 5t

After you accept the agreement, you get the installation screen, as shown in the image. If you want to restore
from a backup, you can do that here, however, this guide proceeds with the Clean I nstallation option.
Select on Start in the Clean Installation section.



el

cISCO AMP for ElldeLllrS Private Cloud Administration Portal . Support  ?Help @ Logout

]

# Configuration ~ Operations - Status - Integrations - Support - - -

Installation Options

Install or Restore

» Install or Restore Either perform a clean installation or select a location to restore your device from. When restoring you will
» License have the option to edit your configuration before restore proceeds.

Clean Installation

Bl —

Restﬂ re Local  Remote

Restore a recovery file using your browser. Note that this method is only recommended for small recovery
files (less than 20MB)

E + Choose Restore File

W /data

Step 6:

The very first thing you need is license to even move forward. Y ou receive a license and passphrase when
you purchase the product. Select on +Upload License File. Choose the license file and enter the passphrase.
Select on Upload License. If the upload is unsuccessful, please check if the passphraseis correct. If the
upload is successful, a screen with valid license information is displayed. Select on Next. If you still cannot
install your license, contact Cisco Technical Support.

.\‘CII Iscllc; AMP for EI‘IdeiIlTS Private Cloud Administration Portal %. Support 7Help @ Logout

# Configuration ~ Operations ~ Status - Integrations ~ Support - o o

Installation Options

License

> Install or Restore v
» License

Device ID

£ C——

License

No license has been installed

Install New License

B license + Upload License File

[q} -

Upload License




cisco AMP for ]_‘;lldeiﬂtS Private Cloud Administration Portal . Support T?Help @ Logout
# | Configuration ~  Operations ~  Status ~  Integrations ~  Support ~ - -

@ License was successfully
uploaded

Installation Options

License

» Install or Restore

B % Device ID
» License v
B £ GO 5
» Deployment Mode
_AMP for Endpoints Console
Account License
» Hardware Requirements
i . Licensee Roman Valenta
Conhgtitation VA 0
» Metwork
» Date and Time Business Cisco - rvalenta
» Cerlificate Authorities 30526444 SN - 7 256 b49b7as
» Upstream Proxy Server v
s Ernail o Validity 2021-04-01 - 2025-12-31
» Motifications
% Backup < Product SKU FP-AMP-CLOUD=
» SSH
Seats 50
» Syslog v
» Updates L4
services Replace License (click to expand)

» Authentication
> AMP for Endpoints Console

» Disposition Server @

. Disposition Server

Step 7:

Y ou receive the Welcome Page, as shown in the image. This page shows you the information you must have
before the configuration of the Private Cloud. Read the requirements attentively. Select on Next to start the
pre-installation configuration.



ailien]es
CI15€0

Configuration =

Installation Options

# Install or Restore

¥ License

» Welcome

» Deploymant Mode

5 AMP for Endpoints Consale
Account

» Hardware Requirements

Configuration

> Network

» Date and Time

» Certificate Authorities
2 Upstream Proxy Server
» Ermail

» Notifications

> Backup

» SSH

> Syslog

» Updates

Services

» Authentication

» AMP for Endpoinis Console

» Disposition Server

.. Disposition Server
Extended Protocol
Disposition Update

?
Service
Firepower Management
Center

Other

¥ Recovery
» Review and Install

Operations =

L4

v
L

L4

v
v

Configuration

Step 1.

%4 Note: Please note that in next sets of slide we include some exclusive as shown in the image that are

AMP for Endpoints Private Cloud Administration Portal

Status ~

. Suppot 7 Help

Integrations = Support - o

Welcome to Private Cloud

Before you begin
AMP for Endpoints Private Cloud needs certain network and infrastructure resources in
place

You will be asked to provide this information as you proceed through the instaliation. For
mere information and examples, please refer to the Private Cloud Deployment Strategy
quide

Two Static IP Addresses
One for administrative use, and the other for enterprise-facing senices

DNS Server
Provides hostname resolution to the Private Cloud device.

Hostnames and Trusted Certificates
One hostname and trusted cerificate for each of the following senices:
« Authentication.
s AMP for Endpoints Console.
» Disposition Server.
» Disposition Server - Extended Protocal.
» Disposition Update Senice
= Firepower Management Center Link.

MNote: Hostnames can not be changed once the device has fimished installation

SMTP Server
Used for emails, alerts, and notifications.

NTP Server
Provides time synchronization across your Private Cloud device and endpoints.

External Internet connection (Proxy Mode only)
Proxy Mode devices perform anonymized disposition queries against the Cisco Cloud.

® Logout

unique only to AIR GAP mode, those be enclosed and marked as AIRGAP ONLY



A

4

cisco. AMP for E[ldeil‘lTS Private Cloud Administration Portal % Suppot ?Help @ Logout

# Configuration = Operations ~ Status - Integrations - Support = -~ -

Installation Options

Deployment Mode

¥ Install or Restore v Cloud proxy mode performs disposition lookups against Cisco Cloud disposition servers. Standalone
» License v mode disables upstream communication with Cisco Cloud disposition servers and performs disposition
» Welcome v lookups against a local database.

» Deployment Mode
AMP for Endpoints Consobe

Account

» Hardware Requirements » Requires an Intemet connection and « May require an Internet connection
communication with AMP for Endpaints « Communication with AMP for Endpoints

Configuration Connectors managed by this device. Connectors managed by this device are

» Network = Disposition queries are proxied to the Cisco needed

» Date and Time Cloud. « Disposition queries are handled by the Private

» Certificate Authorities « Content updates contain TETRA definitions Cloud device.

» Upstream Proxy Server « Content and software updates can be retrieved » Content updates contain TETRA definitions as

» Emai J and applied automatically. well as file disposition information.

> Motifications » Updates may be downloaded separately or

» Backup L automatically on this device.

> SSH

» Syslog v

2> Updates W

AIRGAP ONLY ¥ ¥



Note: These steps are applicable only for physical appliance.



stfuetl

cisco AMP for Elldpl)j.l}ts Private Cloud Administration Portal ?Help ® Logout

£ Configuration - Operations - Status - Integrations - Support ~ ¢ Standaione >

Installation Options

-..  Deployment Mode

> Install or Restore v Cloud proxy mode performs disposition lookups against Cisco Cloud disposition servers. Standalone mode
» License v disables upstream communication with Cisco Cloud disposition servers and performs disposition lookups
> Welcome g against a local database
» Deployment Mode v
% Standalons Operation <« Standalone
AMP for Endpoints Console
Account « Requires an Internet connection and « May require an intemet connection
» Hardware Requiremenis communication with AMP for Endpoints « Communication with AMP for Endpoints
Connectors managed by this device Connectors managed by this device are needed.
Configuration » Disposition queries are proxied to the Cisco « Disposition queries are handled by the Private
¥ Network Cloud Cloud device
» Date and Time « Content updates contain TETRA definitions « Content updates contain TETRA definitions as
» Cerfificate Authorities « Content and software updates can be retrieved well as file disposition information
> Upstream Proxy Senver v and applied automatically, « Updates may be downloaded separately or
» Email v automatically on this device.
> Notifications
» Backup v
» SSH
> Syslog v
> Updates v

i

cisco ? Help

AMP for Endpoints prwvate cioud Aministration Portal @ Logout

#  Configuration =~  Operations =  Status = Integrations ~  Support ~ «" Standalone e | -

Installation Options

- Standalone Operation

nly the License

» Install or Restore v Alr Gap mode requires updates to be downloaded separately from this Private Cloud device, and applied via
» License v an IS0 file attached to the device
> Welcome v

v

« Does not require an Internet Connection
= Updates must be downloaded separately and
applied to this Private Cloud device

» Deployment Mode

» Standalone Operation
AMP for Endpoints Console
Account

» Hardware Requirements

Configuration

> Network

» Date and Time

» Certificate Authorities
» Upstream Proxy Server
> Email

» Nofifications

» Backup v
> 38H

> Syslog
» Updates

€4

<4

AN A

>
>

AIRGAP ONLY
Step 2

Navigate to the Secure Endpoint Console Account page. An administrative user is used for the console to
create policies, computer groups, and add additional users. Enter Name, Email Address and Password for the
Console Account. Select on Next.



'éll Is';_lc;' AMP for ElldeiIlIS Private Cloud Administration Portal . Support  7Help [ Logout

L3 Configuration = Operations = Status - Integrations ~ Support - -~ -

Installation Options

AMP for Endpoints Console Account

Configure the initial account for the AMP for Endpoints Console. The AMP for Endpoints Console is the
main interface for your AMP for Endpoints Private Cloud.

» Install or Restore

» License

» Welcome

# Deployment Mode

. AMP for Endpoints

* Console Account

> Hardware Requirements

L4 s

Name Roman Valenta

Business Name  Cisco - valenta

Configuration rval G O

» Network Email Address

» Date and Time wal G oM

» Certificate Authorities

> Upstream Proxy Server v sssssssssssssssenss
» Cisco Cloud Password

% Email v sssssssssssssnnsnee

“w

2 Hotifications
Backup w
» SSH
Syskyg
> Updates.

v

Nextd

LY

L4

If you run in to this issue when you deploy from the OV A file then you have two choices either, continue
and fix thisissue later or shutdown then in order to your deployed VM and adjust accordingly. After restart
you continue where you |eft.

% Note: Thiswasfixed in OVA filefor version 3.5.2 which loads correctly with 128GB RAM and
8CPU Cores

I::I|I5.élgll AMP for Endpoints Private Cloud Administration Portal L Support  ?Help @ Logout

#  Configuration = Operations = Status - Integrations = Support = -

Installation Options

Hardware Requirements

5

Install or Restore
> License

A Hardware Requirements Not Met

W

Welcome

> Deplayment Mode
. AMP for Endpoints Console It is recommended that you shutdown this device and adjust its hardware allocation to meet
B or exceed the minimum requirements. If you proceed, you may expenence system
Hardware Requirements instability

Your current configuration does not meet the hardware requirements

LU S N

W

Configuration
Network Hardware Configuration
Date and Time

Certificate Authorities Installed Minimum Required
Upstream Proxy Server o
Cisco Cloud

Email L
Motifications

Backup L
> Syslog v

> Updates w

Y

CPU Cores 4 8

Memary 125 GB 128 GB

W N A

L

5

% Note: Use only recommended values unlessthisisfor lab purposes



(<1 Edit settings - AMP-vPC (ESXi 5.0 virtual machine)

[ Virtual Hardware

VM Options |

3 Add hard disk =8 Add network adapter

» il cPU

» Bl Memory

¥ 23 Hard disk 1

» 3 Hard disk 2

b 3 Hard disk 3

b [ Hard disk 4

3 SCSI Controller 0

» M MNetwork Adapter 1

» M Metwork Adapter 2

k9 COHDVD Drive 1

v [ video Card

= Add ather device

e =

‘ 131072 J [0]=!
376.52343 MB

‘ 17.272949 ‘ GB

‘ 17216082 ‘ B

‘ 4 765625 ‘ GB
L3l Logic Parallel
VM MNetwork
VM Network
Host device

Specify custom settings

Connect

4

4

Connect

¥ []Connect

It will worl: with 48Gh as well

Save

|| cancel

4

Once rebooted we continue where we | eft.

etlusnfia
CISCO

Configuration =

Installation Options

2 Install or Restore
> License
> Weicome
> Deployment Mode

%

L S S

AMP for Endpoints Console
Aceount
Hardware Requirements

Configuration

> Network

>

Date and Time:

» Certificate Authordies

> Upstream Proxy Server W
» Cisco Cloud

> Email v
» Nofifications

> Backup L
> SSH

> Syslog
» Updates

<4

Operations =

Status -

ntegrations =

AMP for Endpoinis private cloud Administration Partal

Support =

' Hardware Requirements Met

. Support

Hardware Requirements

Your current configuration meets or exceeds the hardware requirements

Hardware Configuration

Ensure you configure ETH1 with STATIC IP aswell.

Installed Minimum Required
Icpu Cores 8 8
Memory 125 GB 128 GB

? Help

= Logout

-

% Note: Y ou must never configure your device to use DHCP unless you have created MAC address
reservations for the interfaces. If the IP addresses of your interfaces change this can cause serious
problems with your deployed Secure Endpoint Connectors. If you don't have your DNS server



% configured you can use public DNS temporary to finish your installation.

Step 3:

atfunlne
Ccisco

#& | Configuration -

Installation Options

> Install or Restore

> License

# Weicome

> Deployment Mode

AMP for Endpoints Console
“ Account

> Hardware Requirements

Configuration

» Network

» Date and Time

> Certificate Authorities
» Upstream Proxy Server
» Cisco Cloud

> Emai

» Notifications

» Backup

> 554

> Syshkg

> Updates

Services

> Authentication

> AMP for Endpoints Console
> Disposition Server

X Disposition Server

“ Extended Protocol

5 D=position Update

* service

. Firepower Management
 Center

Other

» Recovery
» Review and Install

Operations ~

L S T S

Step 4:

AMP for Endpoints erivate cioud Administration Portal

Status - Integrations -

. Suppot 7 Help

E

Network Configuration

Clicking Next will apply your interface configuration before validating your settings. If using

|Admini51ralion Portal I

Iln terface Conﬂguraﬂonl

DNS

ethO [ ve:eC:29:86:4A:11

IP Assignment 192 168.75 92

More details

eth1 /00:8C:29:86:4A:1B

IP Assignment 192.168.75.209

Maore details

IP Assignment Stalic = .

IP Address [ 192.168.75.93 |

Check for IP Address conflicts

Subnet Mask | 255.255.255.0 |

Ga:e‘.'.‘a'_,-| 192.168.75.1 l

Primary DNE Sa S
Primary DNS Semver 8888

e | Js& public DNS temporary.

Secondary DNS Server

" Next (Applies Configuration) »

[ Logout

Y ou get the Date and Time page. Enter the addresses of one or more NTP servers you want to use for Date
and Time synchronization. Y ou can use internal or external NTP servers and specify more than one through
acomma or space delimited list. Synchronize the time with your browser or run amp-ctl ntpdate from the
device console to force an immediate time synchronization with your NTP servers. Select on Next.



ailanfus - . . .
CISCO \L\‘{J for ]'.|]'\'_".1L)]'lll_‘| Private Cloud Administration Portal . Support ?Help & Logout

# . " = " - " = § # _ § - E -

Installation Options

Date and Time

NTP Servers @ HELP

[] Verify hostname resolution

L T S

are Requirements

Configuration o | 2021
N I v =l
Date and Time @ 8 17 24 utc
Cartificate Authorties
o W e
c
Er v
Backup v
S5H

¥ ¥ AIRGAP ONLY Y~ ¥




Note: These steps are applicable only for physical appliance.

afafu

cisco AMP for EﬂdeinTS Private Cloud Administration Portal ?Help & Logout

# Configuration ~ Operations = Status ~ Integrations ~ Support = «" Standalone | -

Installation Options

Prepare amp-sync

You will need to ioad a snapshot of the Protect DB and retrieve the latest AMP updates from Cisco after your
device has finished installing in air gap mode. Cisco provides a shell script called amp-sync that will retrieve
the updates and build an 150 file that you can then mount on your AMP device:

» Install or Restore

» License

» Welcome

» Deployment Mode

» Standalone Operation
AMP for Endpaints Console
Account

» Hardware Requirements

It is suggested that you begin the download process now since the initial update is very large.

£ Download amp-sync @

L € L Ks

Configuration

> Metwork L
Date and Time L
Certificate Authorities L
Upstream Proxy Semver L
Prepare amp-sync

Email L
Maotifications

Backup v
35H
Syslog
Updatas

VVVVVVVY

{ <

A~ ~ AIRGAP ONLY

>
>

Step 5t

Y ou get the Certificate Authorities page, as shown in the image. Select on Add Certificate Authority to
add your root certificate.

'EI||5'é|cl,' AMP for EIldeilltS Private Cloud Administration Portal . Suppot ?Help @ Logout

# | Configuration - Operations = Status - Integrations = Support = ] (554

... Certificate Authorities

Add Cenrtificate Authority -

Installation Options

> Install or Restore
> License
Welcome

NN N

Deployment Mode Mo certificate authorities have been uploaded to this device
\ AMP for Endpoints Console

© Account

L T O

2 Mardware Requirements



"J.'s’ :;Icl, AMP for Endpoints private cloud Administration Portal . Suppot  ?Help & Logout

# | Configuration - Operations = Status - Integrations = Support ~ |-

'"' f"f_‘_‘.’““ .. Add Certificate Authority

2 Install or Restore

> License

2 Weicome:

2 Deployment Mode
AMP for Endpoints Console
Account

2 Hardware Requirements

@ Certificate Root (PEM .crt) [Disable Strict TLS Check

Certificate file has been uploaded

Certificate is in a readable format

4 4 L e

Configuration Certificate start and end dates are valid

Network
Date and Time
Certificate Authorites

L4

Certificate end date is later than 20 months from today,

Upstream Proxy Server W
Cisco Cloud

Emai L4
Notifications

Backup L
SS5H
Sysiog
Updates

Certificate file only contains one certificate

Certificate does not use sha-1 signature algonthm

O00000O0

Certificate using RSA keys must use a key size of 2048 or more

WVON N NN W N N W

L4

R AMPAPC-Root-CA pem = Add Certificate Root

Services

» Authenticatien -
2 AMP for Endpoints Console Cancel
> Disposition Server

wifvar]ns

asco AMP for Endpoints  private cioud Administration Portal . Suppot ?Help O Logout

# | Configuration - Operations - Status - Integrations = Support ~ - -

Certificate Authorities

Add Certificate Authority

Installation Options

2> Ingtall or Restore

> Licanse

7 Welcome

> Deployment Mode

. AMP for Endpoints Console
* Account

> Hardware Requirements

D Certificate [click to collapse)

Issuer  AMPaPC

LT S T S

& Download
Subject AMP+PC

i
3 Network Validity = 2021-04-09 16:28:00 UTC 2031-04-09 16:28:00 UTC

» Date and Time

» Certificate Authorities m
> Upstream Proxy Server v

> Cisco Cioud

<<

Step 6:

The next step is configure Cisco Cloud page, as shown in the image. Select the appropriate Cisco Cloud
Region. Expand View Hostnames if you need to create firewall exceptions for your Secure Endpoint
Private Cloud device to communicate with the Cisco Cloud for file lookups and device updates. Select on
Next.



s

CIsco

#  Configuration = Ope

Installation Options

install or Restore

License

Weicome

Deployment Mode

AMP for Endpoints Conscle
Account

Hardware Reguirements

Configuration
Network
Date and Time
Certificate Authorities
Upstream Proxy Server
Cigco Cloud
Email
Notifications

> Backup

# SSH
Syslkg
Updates

Step 7:

AMP for Elldpﬂill[s Private Cloud Administration Portal

L T S S S S

L 448

<

rations =

% Support  ?Help [ Logout

Integrations = Support = ~ -

Status -

Cisco Cloud
Cisco Cloud Configuration
Region

[

&  Cisco Cloud, North America
View Hostnames (click to expand)
Cisco Cloud Identity

Client Identity

& 0476 ac I 02 72560

Navigate to notifications page, as shown in the image. Select the frequency for critical and regular
Notifications. Enter the email addresses you want to receive alert notifications for the Secure

Endpoint device. Y ou can use email aliases or specify multiple addresses through a comma-separated list.
Y ou can also specify the sender name and email address used by the device. These notifications are not the
same as Secure Endpoint Console subscriptions. Y ou can also specify a unique Device Name if you have
multiple Secure Endpoint Private Cloud devices. Select on Next.

]
cisco

# Configuration -

Installation Options

» Install or Restore
License
> Welcome
Deployment Mode
AMP for Endpoints Console
" Account
# Hardwrare Reguiremenis

Configuration

» Network

» Date and Time
Certificate Authorities
Upstream Proxy Server

# Cisco Cloud
Ermail
HNotifications
Backup

+ 55H
Syslog

» Updates

Services

Authentication
# AMP for Endpoints Console
Disposition Server
Disposition Server
 Extended Protocol

AMP for End po ints  private Cloud Administration Portal

Operations =

L G L

LALLLs

8

L9

. Support  ?Help & Logout

Status = Integrations = Support = " |
MNotification Frequency
Crtical Notification Frequency @ HELP @ Every 5 Minutes w
Notification Frequency © HELP @ Every Week s
Motification Addresses
Notification Recipients OHELP | = (v T
Notification Sender Address OHELF | @ donotreply@cisco.com
hotification Sender Name © HELP & AMP for Endpoints Device
Device Name
Device Name QHELP % Cyberhet vPC 2



Step 8:

Next you navigate to SSH Keys page, as shown in theimage. Select on Add SSH K ey to enter any public
keys you want to add to the device. SSH keys allow you to access the device via aremote shell with root
privileges. Only trusted users must be granted access. Y our Private Cloud device requires an OpenSSH
formatted RSA key. Y ou can add more SSH keys later through Configuration > SSH in your
Administration Portal. Select on Next.

I|c||'slélc;' AMP for End pOi]ltS Private Cloud Administration Portal A Announcements P Help & Logout
* Configuration Operations ~ Status ~ niegrations - Support = « Standalone L
© Maintenance Mode © Sanity Check Failing

This page allows you to add and remove SSH keys on your Cisco AMP for Endpoints Private Cloud
device. SSH keys allow administrators remote root authentication to the device. Only trusted users
should be granted access.

Add SSH Key

Windows PuTTY

2021-11-17 23:01:01 +0000 2021-11-17 23:01:01 +0000 @ Edit

ecdsa-shal-nistp2Se AAAAE 2 i © = T2y Tead Phgwn 1IB90jTelgFXtR7QGTdagayTaeD5X0XEd

I4DKhrTNBvE/77T8d/ Jagx7Przxs=

Next you get the Services section. On the next pages you need to assign hostnames and upload the
appropriate certificate and key pairs for these device services. In next few slides we can see configuration of
one of the 6 certificates.

Services
Step 1:
During configuration process you might run in to these errors.

First “error” that you might notice is highlighted with the 3 arrows. To bypass this just simply un-check
“Disable Strict TLS Check”



Caution: On VPC 3.8.2 and up TLSWeb Server Authentication isnow required for the
certificate to be accepted, Service Certificate cannot exceed validity of 398 Days.



Ingtallation Options

ion can

Authentication Configuration

B HELP

[A vaiidate DNS Hame

Replace Certificate

» Disposition Server )
Disposition Server Certificate match

&:liall or Flasr ¥ Authentication Hostname
» License o
» Welcome L
» Deployment hode v I @ | vPCZ-Authentication cyberworld Jocal |
AMP for Endpoints &
Console Account
P Hemee Requlmments. o4 Authentication Certificate ; Undo
Disable Strict TLS Check
Configuration
¥ Metwork L ® Certificate (PEM .crt)
» Date and Time o
¥ Cerificate Authorities v %
Certificate file has been uploaded.
» Upstream Proxy Server ¥ "
» Cisoo Cloud L
3 Email v a Certificate is in a readable format. a
¥ Notifications -
» Badwp V E Certificate start and end dates are falid.
» S8H E s
» Sysleg v Certificate contai bject
® icate contains a subject. e
> Upiers . @ Q
ERrikias Certificate contains a col
¥ Authentication
AMP for Endpaints a Certificate contains a
Caonsole the uploaded key.
:
Extended Fratacal
> Dispasition Update Certificate iz
Sarvice authority.
Firepower Management PRI it
Cariar cate issued after
have a validity period of 825 days or less.
Other
Certificate issued after 09/01/2020 must
> Recovery

3 Rt and irall have a validity period of 398 days or kess,

(o I o i ]

Certificate does not use sha-1 signature
algorithm

Certificate using RSA keys must use a
size of 2045 or more.

Certificate must specify server cerdificate in
Extended Key Usage extension,

B vPC2-Authenticatior < Choose Certificate

Without Strict TLS Check

B vPC2-Authenticatior

& Key (PEM .key)

Key file has been uploaded,

Key contains a supported key type.

Key contains public key material.

Key contains private key material

Key contains a public key matching the
uphkaded certificate.

+ Choose Key



]

cI1sco AMP for EI]deiHIS Private Cloud Administration Portal % Support ?Help @ Logout

M |  Configuration - QOperations - Status - Integrations. ~ Support - -~ -

Installation Options

Authentication Configuration

7 Instal or Restore v Authentication Hostname © HELP
> License v
> Welcome v
% Deployment Mode v @ | vPC2-Authentication cyberword.10Ca | pe— A Validate DNS Name

AMP for Endpoints Console -

Account
> Hardware Requrements: v Authentication Certificate & Disable Strict TLS Check = Undo | Replace Cedtificate
Configuration
» MNetwork v ® Certificate (PEM .crt) & Key (PEM .key)
> Date and Time v
> Certificate Authorities v Certificate file has been uploaded. B Key file has been uploaded
> Upstream Proxy Server v
> Cisco Cloud v - — :
3 Emal 7 Certificate is in a readable format. a Key contains a supported key type
> HNotifications v
> Backup v Certificate start and end dates are valid a Key contains public key matenal
> SSH v
> Sysiog v Certificate contains a subject Key contains private key material
> Updates v
S Certificate contains a common name. Key contains a public key matching

the uploaded certificate.
> Authentication |-

2 AMP for Endpoints Console
> Dispostion Server

Certificate contains a public key

Thatcing the uplosdad iy B WPC2-Authenticatic + Choose Key

OO0 O 00000

> DMpastion Server Certificate matches hostname.
Extended Protocol
5 Disposition Update ) —
Service Ce“*“‘?a'e is signed by a trusted root vPC2-Authentication.cyberworld local.pem
Firepower Managament authority
? Center
Other B PC2-Authenticatic 4 Choose Cedificate -s=—PC2-Authentication.cyberworldlocal.crt
> Recovery

> Review and Instal

Step 2:
The next error you get isif you leave “Validate DNS Name” checked. Here you have two choices.
#1: Either un-check the Validate DNS check mark

#2: Return to your DNS Server and configure rest of your host records.



;I;ség AMP for L;‘ll(ipui[l[fi Private Cloud Administration Portal L Support ?Help G Logout

L Configuration = Operations ~ Status = ntegrations = Support = - -

An error occurred while processing your request.

= Hostname does not resolve

Instaliation Options

Authentication Configuration

> Install or Restore

v
i - Authentication Hostname @ HELP
AORNse
Welcome v
» Deployment Mode v @  vPC2-Authentication.cyberworld. local [[] Validate DNS Name
AMP for Endpoint
: P for points v
Console Account
» Hardware Requirements % L e R [
Authentication Certificate [ Disable Strict TLS Cheek | Undo Replace Certificate
Configuration
Network v ® Certificate (PEM .crt) @, Key (PEM .key)
> Date and Time v
> Certificate Authoriti v
S e a Certificate fie has been uploaded a Key fie has been uploaded
» Upsiream Proxy Server
» Cisco Cloud o
Email o a Certificate is in a readable format E Key contains a supported key type
Notifications d
Backup v G Certificate start and end dates are valid a Key contains public key material
SSH v
Syslog v a Certificate contains a subject B Key contains private key material
Updates v
Sarvicas a Certificate contains a common name E Key contains a public key matching the
_ uploaded certificate
Authentication
AMP for Endpaints a Certificate contains a pubkc key matching
A the upkaded ke
Conscle ¥ | ] 4+ Choose Key
Disposition Server
Disposition Server ﬂ Certificate matches hostname
Extended Protocol
Disposition Update a Certificate is signed by a trusted root
¥ aervica authority,

. Firepower Managemaent

" Center
# Choose Certificate

Other

> Recovery
Review and Install

Now repesat the same process five more times for the rest of the certificates.

Authentication

- The Authentication service be used in future versions of Private Cloud to handle user authentication.
Secur e Endpoint Console

- Console isthe DNS name where the Secure Endpoint administrator can access the Secure Endpoint
Console and Secure Endpoint Connectors receive new policies and updates.

Disposition Server

- Disposition Server isthe DNS name where the Secure Endpoint Connectors send and retrieve cloud lookup
information.

Disposition Server - Extended Protocol

- Disposition Server - Extended Protocol is the DNS name where newer Secure Endpoint Connectors send
and retrieve cloud lookup information.



Disposition Update Service

- Disposition Update Service is used when you link a Cisco Threat Grid appliance to your Private Cloud
device. The Threat Grid appliance is used to send files for analysis from the Secure Endpoint Console and
the Disposition Update Service is used by Threat Grid to update the disposition (clean or malicious) of files
after they have been analyzed.

Firepower Management Center

-Firepower Management Center Link letsyou link a Cisco Firepower Management Center (FMC) device to
your Private Cloud device. This allows you to display Secure Endpoint datain your FMC dashboard. For
more information on FM C integration with Secure Endpoint see your FM C documentation.

_& Caution: hostnames cannot be changed once the device has finished the installation.

Make a note of the required hostnames. Y ou need to create six unique DNS A records for the Secure
Endpoint Private Cloud. Each record points to the same |P Address of the Virtual Private Cloud Console
interface (ethl) and must be resolved by both the Private Cloud and the Secure Endpoint.

Step 3.
On next page download and then verify Recovery File.

Y ou get the Recovery page, as shown in theimage. Y ou must download and verify a backup of your
configuration before the start of the installation. The recovery file contains all of the configuration as well as
the server keys. If you lose arecovery file, you are unable to restore your configuration and all Secure
Endpoint connectors have to be reinstalled. Without an original key, you have to reconfigure the entire
private cloud infrastructure with new keys. The recovery file contains all the configurations related to the
opadmin portal. The backup file contains the contents of recovery file as well as any dashboard portal data
like events, connector history and so on. If you would like to restore just the opadmin without the event data
and all, you can use the recovery file. If you restore from the backup file, then the opadmin and dashboard
portal data be restored.

Select on Download to save the backup to your local computer. Once the file has been downloaded, select
on Choose File to upload the backup file and verify that it is not corrupt. Select on Next to verify thefile
and proceed.

Cisco Cloud v 1. Download Recovery File 2_Verify Recovery File

Email v

Natifications v i : : . .

= v Please keep a copy of this file in a safe place. After downloading your backup, upload it to the device
adup VETifY " v i .

- - to verify that you have a matching copy.

Syslog v

Updates o & Download pre-install-backup.bak

Services

Authentication v

AMP far Endpaints o Recovery File Ready for Download

Conscle B

Disposition Server v S L L

Disposition Senver
isposition TV v

Extended Protocol

Disposition Update

Service

Firepower Management

Center
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cisco AMP for Endpoints  srivate cloud Administration Portal t.Support  PHelp G Logout

L] Configuration ~ Operations ~ Status ~ Integrations ~ Support ~ - -
Installation Options -
v Review and Install
b alten r installation
> Install or Rastore - Review the following information and, once you are satisfied with your configuration seftings, begin the
¥ License LS installation. Note that the configuration shown below cannot be alttered after installation.
» Welcome Ld
» Deploymant Mode o~
5 AMP for Endpaints o
Console Agogunt -
s et ssat Clean Installation
Configuration A clean instalation will be performed.
» Network v
¥ Date and Time L
» Centificate Authorities v Installation Type #Edt
» Upstream Proxy Server W
» Cisco Cloud «
» Email £ Cloud Proxy
o newoos : * Requires an internet connection and communication with AMP for Endpoints Connectors managed by this
> ssuE sowp 5 device.
? s « Dispostion quéries are proxied to the Cisco Cloud.
> Spleg % » Content updates contain TETRA definitions.
7 Updiles + Content and software updates can be retrieved and applied automatically.
Services
» Authentication L
AMP for Endpaints AMP for Endpoints Console Account LEdt
L 4
> Console -
¥ Disposition Server ot Name Roman Valenta
3 Diisposition Sarver )
Extended Protocol Email Address rva . -
Disposition Update -
> Sarvios Business Name Cisco - rvalenta
3 Firepower Management -
Center
Recovery 2 Edt
Other
¥ Recovery v Uploaded Recovery File Matches Current Settings

» Review and Install

¥ ¥ AIRGAP ONLY ¥ ¥



Note: These steps are applicable only for physical appliance.



csco AMP for Endpoinls Private Cloud Administration Portal 7Help @ Logout

# | Configuration -~  Operations -  Status - Integrations -  Suppod - «" Standalone ™ | ~

Installation Options

> install or Restore

> License

> Welcome

» Deployment Mode

¥ Standalone Operation
AMP for Endpoints Console
Account

> Hardware Reguirements

L€ L L4 s

Configuration

% Hetwork

% Date and Time

» Certificate Authorities
> Upstream Proxy Server
> Prepare amp-sync

> Emai

> Notifications

> Backup

> SSH

> Syskg

» Updates

LR Y

Services

» Authentication

» AMP for Endpoints Console
> Disposkion Server
Disposiion Server
Extended Protocol
Disposiion Update

Service

Firepower Management
Center

L S S

>

<

>
Other

> Recovery o
> Review and Install

P Start Installation

A~ A~ AIRGAP ONLY

>

Review and Install

Review the following information and, once you are satisfied with your configuration settings, begin the
installation. Note that the configuration shown below cannot be altered after installation.

Clean Installation

A clean installation will be performed

Installation Type # Edit

Standalone Air Gap =

« Does not require an Internet Connection

» Communication with AMP for Endpoints Connectors managed by this device are needed
= Disposition queries are handled by the Private Cloud device.

« Content updates contain TETRA definitions as well as file disposition information.

« Updates must be downloaded separately and applied to this Private Cloud device.

AMP for Endpoints Console Account # Edit
Name Roman Valenta

Email Address rval ST

Business Name Cisco vamrodia PC 2

Recovery # Edit

Uploaded Recovery File Matches Current Settings

P Start Installation

AN

Y ou see similar input like this...

_& Caution: When you are on this page do not refresh asit can cause issues.



The device is installing...

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

22 State B3 Started B2 Finished @ Duration

Sat Apr 10 2021 13:36:08 O Please walt... @ Please wait...
GMT-0400 (Eastern Daylight Time)

0 day, 0 hour, 0 minute, 14

seconds age

Your device will need to be rebooted after this operation.

Rebaot

le_chunk

[2021-24-16T17:36:20+88:88] DEBUG: Chef::HTTP::StreamHandler calling Chef::HTTP: :Decompressor::NoopInflater#handle_chunk
[2021-24-10T17:36:20400:0@] DEBUG: Chef::HTTP calling Chef::HTTP::Decompresserithandle_request
[2021-84-18T17:36:20400:00] DEBUG: Chef::HTTP calling Chef::HTTP::Authenticator#handle_request
[2621-84-18T17:36:28+00:008] DEBUG: Chef::HTTP calling Chef::HTTP::RemoteRequestID#handle request
[2021-84-16T17:36:20+80:80] DEBUG: Chef::HTTP calling Chef::HTTP::ValidateContentLength#handle_request
[2021-24-10T17:26:20400:00] DEBUG: Chef::HTTP calling Chef::HTTP::ValidateContentlength#handle_stream_complete
[2021-84-18T17:36:20+00:0@] DEBUG: HTTP server did not include a Content-Length header in respense, cannot identify truncated dow
nloads.

[2821-24-18T17:36:20+80:20] DEBUG: Chef::HTTP calling Chef::HTTP::RemoteRequestID#handle stream complete
[2821-84-18T17:36:28+60:00] DEBUG: Chef::HTTP calling Chef::HTTP::Authenticator#handle_stream_complete
[2821-€4-18T17:36:20+00:08] DEBUG: Chef::HTTP calling Chef::HTTP::Decompressortthandle_stream_complete
[2021-24-16T17:36:20+60:00] DEBUG: Chef::HTTP calling Chef::HTTP::CoskieManager#handle_stream complete
[2021-84-16T17:36:28+80:90] DEBUG: Chef::HTTP calling Chef::HTTP::150NOutput#handle stream complete
[2821-84-18T17:36:20+00:88] DEBUG: Chef::HTTP calling Chef::HTTP::JS0NInput#handle stream_complete
[2021-24-10T17:36:20+00:0@] INFO: Storing updated cookbooks/rabbitmg/recipes/default.rb in the cache.
[2821-84-10T17:36:20+80:08] DEBUG: Creating directory ,/var/run/cookbooks/rabbitmq/recipes

& Download Output

Oncetheinstallation is done hit the reboot button



The device is installing...

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

£2 State £ started 84 Finished @ Duration

Sat Apr 10 2021 13:36:08 Sat Apr 10 2021 13:57:05 0 day, 0 hour, 20 minutes, 57

GMT-0400 (Eastern Daylight Time) ~ GMT-0400 (Eastern Daylight Time)  seconds
0 day, 0 hour, 24 minutes, 14 0 day. 0 hour, 3 minutes, 17
seconds ago seconds ago

Your device will need to be rebooted after this operation.

[2621-84-18T17:57:84+80:088] INFO: Running report handlers

[2021-94-1@T17:57:84400:8@] INFO: Report handlers complete

[2021-94-10T17:57:04400:00] DEBUG: Server doesn't support resource histery, skipping resource report.
[2621-84-18T17:57:04+00:008] DEBUG: Audit Reports are disabled. Skipping sending reports.
[2021-84-10T17:57:04400:00] DEBUG: Forked instance successfully reaped (pid: 2552)
[2621-84-10T717:57:04+00:00] DEBUG: Exiting

Sending system notification (this may take some time).

Running retryable command, 48 retries remaining.

Chef run finished successfully

Registration against the AMP fer Endpeints Disposition Server has previcusly succeeded.

Installation has finished successfully! Please reboot!

& Download Output

¥ ¥ AIRGAP ONLY Y~ ¥



Note: These steps are applicable only for physical appliance.



The device is installing...

Please wait for this page to redirect you. Refreshing manually might cause problems. Installation time is typically under 20 minutes.

32 State Started Finished @ Duration

Tue Nov 02 2021 14:46:30 Tue Nov 02 2021 15:07:02 0 day, 0 hour, 20 minutes, 32
GMT-0400 (Eastern Daylight Time) GMT-0400 (Eastem Daylight Time) seconds
0 day, 0 hour, 21 minutes, 21 0 day, 0 hour, 0 minute, 49
seconds ago seconds ago

Your device will need to be rebooted after this operation.

= Qutput

LEVEL=ILA~ULTAT .U/ JULTOUU.UU] 41 . RUNNLIE T CPUl L Ianuics »
[2021-11-82T19:87:21+20:0€] INFO: Report handlers complete

[2021-11-82T19:07:01+00:00] DEBUG: Server doesn't support resource history, skipping resource report.
[2021-11-82T719:07:01+00:00] DEBUG: Audit Reports are disabled. Skipping sending reports.
[2021-11-982T19:87 :01+00:00] DEBUG: Forked instance successfully reaped (pid: 29292)
[2821-11-82T19:07:01+20:00] DEBUG: Exiting

Sending system notification (this may take some time).

Running retryable command, 40 retries remaining.

Chef run finished successfully

sss=ssssssssssssssSsSsSsSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSSsSSsSsssssssssssssssss

[Registrntion is not possible in air gap mode. I

Installation has finished successfully! Please reboot!

& Download Output

y
y

A~ A~ AIRGAP ONLY A~ A~



Note: These steps are applicable only for physical appliance.

Once the appliance is fully booted, next time you log in with your admin interface you get presented with
this dashboard. Y ou might notice high CPU at the beginning but if you give few minutes it gets settle down.



'::Ills'él,;’,' AMP for Endpoints private cioud Administration Portal . Support M Announcements  ?Help & Logout

# | Configuration ~  Operations ~ Status +  Integrations +  Support = ~ ¢ -
Key Metrics
CPU Usage Memory Usage Cisco Cloud Query Failure Rate
9 8 % 1 8 % %
r* Details r* Details r* Details
Cisco Cloud Query Latency Fullest Partition : root Active Connections
ms %
* Details 7 Details 7 Details

After few minutes...

N 1 i
clm;la AMP for El‘ldelI'ltS Private Cloud Administration Portal . Support M Announcements  ? Help &% Logout
L3 Configuration - Operations - Status - Integrations - Support = - s -
Key Metrics
CPU Usage Memory Usage Cisco Cloud Query Failure Rate
3 0 % % %
#* Details 7 Details ~* Details
Cisco Cloud Query Latency Fullest Partition : root Active Connections
ms 6 O %
* Details * Details * Details

From here you navigate to Secure Endpoint console. Click on thelittle icon that looks like fire in right
corner next to the flag.



AMP for Endonints Private Cloud £ 3 BB USRSt el mallTats x |+ et (] *
AMP for Endpoints Private Cloud Administration Portal |

o

< c @ © & hitpsi//192.168.75.92 w IhneD & =
~
aifranfn, ~ us, i T
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Note: These steps are applicable only for physical appliance.

Asyou can see, we failed sanity check dueto DB Protect Snapshot , also Client Definitions, DFC and

Tetra. This must be done by offline update via downloaded 1SO file previously prepared through amp-sync
and uploaded to NFS location.

.Icl|lg,'é’.:;' AMP for El]deinTS Private Cloud Administration Portal A Announcements  ?Help  ( Logout

# | Configuration - Operations - Status - Integrations - Support ~ «" Standalone ™ ¢ ~
© Sanity Check Failing

The device sanity check is failing
your device might not function
properly until corrective measures
are taken

@ Details

FAIL: A Protect DB snapshot has not been loaded.
Devices configured in standalone mode should have a Protect DE smapshot
loaded. Protect DB snapshots contain threat intelligpence about known
clean and known malicicus files.

Key Metrics
CPU Usage Memory Usage Fullest Partition : root
1 1 % % %
r* Details * Details 7 Details

Active Connections

7 Details
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& Configuration ~ Operations - Status - Integrations ~ Support ~ «" Standalone ™ & | -

© Sanity Check Failing

Updates keep your Private Cloud device up to date. & Download amp-sync

< Check Update IS0
@ There is no 1ISO Ioaded. Load an I1SO and try again.
Content

Q 3.2.0_202010081917 & Update Content

__0 ABSENT

@ Import a Protect DB snapshot to your standalone device.

Checked 1 minute ago; the update check failed.

Software
© 3.2. 9_28_291_9_882118

Checked 1 minute ago; the update check failed.

AirGap Update Package

For thefirst time we have to use this command in order to receive the Protect DB
./amp-sync all

% Note: Download all the packages viathis command and then verify could take long time. Depend on
the speed and link quality. In my case with 1Gig fiber it still end up take almost 25hrs to complete.
Partially thisis also due to fact that this download is directly from AWS and henceisthrottled. Lastly
note that this download is rather big. In my case the downloaded file was 323GB.

In this example we used CygWin64

1. Download and install the x64 version of Cygwin.

2. Run setup-x86_64.exe and go through the installation process choose all the defaults.
3. Choose a download mirror.

4. Select packagesto install:

All -> Net -> curl

All -> Utils -> genisoimage

All -> Utils -> xmlstarlet

* VPC 3.8.x up - > Xorriso
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Note: In the newest update VPC 3.8.x with CygWin64 as your main downloading tool you can
encounter this issue described below.



s not found 1n your PATH, op
lowing tools installed in order for the AMP for En

y function:

dirname
my
MISSING -> xor

These t 1d ra1lable 1n both Windows Subsystem for Linux and most
Unix-T1ike

Release notes Page #58. As you can see “xorriso” isnow required. We changed the format of the 1SO to the
SO 9660 and that dependency iswhat converts the image to proper format so the update can complete.
Unfortunately, CygWin64 do not offer xorriso in any of their built-in repositories. However, for those that
would still like to use CygWin64 there is away to overcome thisissue.


https://docs.amp.cisco.com/SecureEndpointPCAdminGuide.pdf

Installing dependencies

CentOS

To run amp-sync you will first have to install EPEL, xorriso, and xmistarlet.
1. Enable the EPEL repo.

» sudo yum install epel-release
1. Install dependencies via yum.

» sudo yum install worriso

» sudo yum install xmlstarlet

Ubuntu

To run amp=-sync you will first have to install xorriso and xmlstarlet.
* Install dependencies via apt.
» sudo apt install xorriso
» sudo apt install xmlstarlet

Windows

1. Setup Windows Subsystem for Linux (WSL) with the Ubuntu distribution. See the
Microsoft documentation for details.

2. Expand the WS5L virtual hard disk size to comply with minimum free disk space.
See the Microsoft documentation for details.

3. Install xorriso and xmistarlet dependencies via apt.
» sudo apt install xorriso
» sudo apt install xmlstarlet

To be able use CygWin once again you must to manually download xorriso from GitHub repository. Open
your browser and type <L atest xorriso.exe 1.5.2 pre-build for Windows> it should come up asfirst link
named as <PeyTy/xorriso-exe-for-windows — GitHub> navigate to that GitHub page and download
<xorriso-exe-for-windows-master.zip> file inside of the zip file you find among few other file named
<xorriso.exe> copy and paste thisfilein to <CygWin64\bin> path of your local CygWin installation. Try

again run <amp-sync> command. Y ou should no longer see the error message and download start and finish
as shown in the picture.
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Perform the backup of the current (in this case) 3.2.0 VPC in Airgap Mode.

Y ou can use this command form CLI

rpm -qa | grep Pri

Or you can also Navigate to Oper ations > Backups, as shown in the image and Perform Backup there.



cISCO AMP for Endpoints Private Cloud Administration Portal A Announcements  ?Help @ Logout
#  Configuration ~  Operations ~  Status = Integrations ~  Support = <" Slandalone ™ ¢ =~

© Sanity Check Failing

Backups create a copy of your configuration and databases.

Manual Backup

Perform Backup

Last Backup Successful
Transferring Backups To External Storage Is Recommended

To facilitate disaster recovery, you are strongly encouraged to transfer backup archives fo a secure external backup location. Transfer of
backup archives can be performed via download, sftp, or rsync.

& Backup Job Details

Previous Backups

The number of backups that will be stored on disk is: 1
Name 2 Size £2 Timestamp iZ Operations

/data/backups/amp-backup-20211106-000@.18.bak 738 MB 2021-11-06 00:03:43 +0000 Y B

about 10Urs age

Transfer the latest | SO generated with amp-sync to the VPC. This can take up to several hours as well based
on your speed. In this case the transfer took over 16Hrs

/data/tmp
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After the upload is done mount the SO

mount /data/tmp/PrivateCloud-3.2.0-Updates-2021-11-03-prod.iso /data/updates/
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Navigate to opdamin Ul to perform the update Oper ations > Update Device > Select Check update | SO.
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cIsco AMP for Elldei.L‘ltS Private Cloud Administration Portal A Announcements  ? Help @ Logout

L. Configuration ~ Operations ~ Status ~ Iintegrations ~ Support ~ «" Standalone w & | -
© Sanity Check Failing
Updates keep your Private Cloud device up to date. & Download amp-sync
=~ Check Update IS0 ——
¢ Checking SO for updates
Content

917 #* Update Content
fersion

@ Import a Protect DB snapshot to your standalone device.

) 3.2.0 2020100

Client Definitions, DFC, Tetra Go.

O A

Checked 9 minutes ago; the update check failed.

Software

@ 3.2.0_202010082118

Private Cloud Software Version
O A software updale is available.

In thisexample | proceed with Update Content first



'lc|||5'é|¢;' AMP for Endpoints Private Cloud Administration Portal A Announcements  ? Help & Logout

# Configuration ~ Operations = Status ~ Integrations - Support = * Standalone m ¢ -
© Sanity Check Failing
Updates keep your Private Cloud device up to date. & Download amp-sync

=~ Check Update SO

Content
© 3.2.0_202010081917
Client Definitions, DFC, Tetra Confent Version
© ABSENT
Protect DB Version I © IS0 contains Protect DB snapshot version 28218531-6613 ]
@ Import a Protect DB snapshot to your standalone device,
I © A content update |s available
Software

© 3.2.0 202010082118

ste Cloud Sof
vale Cioud 200

Version

I © A software update s availabie

Then select Import Protect DB.



'.':',';.':'(;' AMP for Endpoints  private cioud Administration Portal A& Announcements  ? Help @ Logout

# Configuration ~ Operations ~ Status - Integrations - Support = «" Standalone m & |

© Sanity Check Failing

Updates keep your Private Cloud device up to date. & Download amp-sync

£ Check Update ISO

Content

© 20211102210054

& Import Protect DB

© ABSENT

@ Import a Protect DB snapshot to your standalone device.

Checked less than a minute ago: content is up to date

Software

e 3.2. 6_202010082118

O A software update is available

Asyou can see thisis another very lengthy process that can take long time to complete.

Home | Operafions - Update Device | Protect DB Import Details

¥ Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take several hours.

22 State E# Started [ Finished @ Duration
~_____ PRunning 2021-11-07 18:48:44 +0000 @ Please wait... @ Please wait..
less than a

inute ago

Attempting to mount an IS0, if one is present.
mount: special device fdev/cdrom does not exist
Starting update.

Stepping apply-cloud-deltas...

Stopping authentication web...

Stopping authentication worker...

& Download Output



Home = Operations - Update Device | Protect DB Import Details

£* Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take|several hours.

22 State B Started B Finished @ Duratign

2021-11-07 18:48:44 +0000 @ Please wait..

42 minutes ago

@ Plegbe walit...

LA GCCAUIT A PO @t B - i
Extraction 14.9GE at 6.6MB/s eta: H

Extraction 14.9GB at 6.6MB/s eta: H

Extraction  14,9GB at 6.5MB/s eta: 9:

Extraction 14.9G6 at 6.5M8/5 eta: 9 1
Extraction  14.9GB at 6.5MB/s eta: 9:28:58 6% [== -
Extraction  14.9GB at 6.5MBSs eta: 9:29:12 6% [mm 1
Extraction 14.9GB at 6.5MB/s eta: 9:29:26 6% [== 1
Extraction 15.8GB at 6.5MB/s eta: 9:28:56 6% [== 1
Extraction 15.8GE at 6.6MB/s eta: 9:28:208 6% [== ]
Extraction 15.8GB at 6.6MB/s eta: 9:28:28 6% [== 1
Extraction 15.8GB at 6.5MBSs eta: 9:28:44 6% [== 1
Extraction 15.8GE at 6.5MBSs eta: 9:28:51 e [== ]
Extraction 15.8G6 at 6.5MB/s eta: 9:28:48 6% [== 1
Extraction 15.8G6 at 6.5MB/s eta: 9:28:56 6% [== ]
Extraction 15.8GB at 6.5MB/s eta: 9:29:18 6% [mm 1
Extraction 15.8GB at 6.5MB/s eta: 9:29:23 B [== ]

& Download Output

£ Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take several hours.

22 State B Started B3 Finished @ Duration

2021-11-19 17:04:05 +0000 @ Please wait... @ Please walit...
about 20 hours ago

CALN BLLLIUN  £30. 200 Bt NI T GewwLTE  I3A | mmmmmmmmm—em—mm—ee e ]
Extraction 233.26B at  4.2M8/s eta: ©:00:00 99X [====scssscsssssssssa=]
Extraction 233.268 at 4.2MB/s eta: ©:00:00 100X [sesssssssssssmsmssees]
Snapshot Version 3

Going to drop disposition tables.

Dropping detections table.

Dropping binaries table.

Dropping binaries_detections table.

Dropping samples table.

Dropping publishers table.

Dropping cas table.

Dropping certificates table.

Dropping cert_fingerprints table.

Recreating Protect DB tables from the schema in the snapshot.
Importing Protect DB data (this may take some time).
Importing detections table (this may take some time).

Importing binaries table (this may take some time).



Problem #1 - Exhausted room in Data Store

Here you can ran in to two issues. Since vPC prior to 3.5.2 don't have the ability to mount external NFS
storage you have to upload the update | SO file to the /data/temp directory. In my case since my datastore
wasonly 1TB | ran out of the room and the VM crashed. In other words you need at least 2TB of space on
your Data Store to successfully deploy AirGap VPC that is bellow version 3.5.2

Thisimage bellow is from the ESXi server which shows the error that there is no more available space on
the HDD when you try to boot the VM. | was able to recover from this error by temporary switch the 128
GB RAM to 64GB. Then | was able to boot up again. Also remember that if you provision thisVM as Thin
Client the downside of the Thin Client deployment is that disk size can grow, but it wouldn't shrink even if
you free up some space. In other word let’s say you uploaded your 300GB file to the directory of the vPC
and then deleted. The disk in ESXi still show 300GB |ess space on your HDD

! Event Details

Type: error User: root Time: 11/15/2021 12:24:43 PM Target: AMP-vPC AirGap
Description: Q)
@ 11/15/2021 12:24:43 PM, Error message on AMP-vPC AirGap on UCS-2 in ha-datacenter; Failed to power on VM,

Eror Stack:  Hide
“+ Failed to power on VM.
+ Could not power an virtual machine: msg.wmk.status.VMK_NO_SPACE.
 Failed to extend the virtual machine swap file
4 Current swap file size is 0 KB,
+ Failed to extend swap file from 0 KB to 134217728 KB.
* File systemspecificimplementationof LookupAndOpen(file]failed
“ File systemspecificimplementation of Lookup(file] failed

Related Events:  Show

Problem #2 - Old Update

The 2" problem is if you run the software update first like | did in my 2" trial and from 3.2.0 | end up with
VPC to upgrade to 3.5.2 and because of that | had to download brand new 1SO update file since the 3.2.0
become invalid due to afact that | was no longer on the original 3.2.0 version.



it AMP for Endpoints Private Cloud Administration Portal A Announcements  ? Help @ Logout

cisco
# Configuration = Operations = Status - Integrations - Support ~ <" Standalone ¢ | -
© Maintenance Mode @ Sanity Check Failing @ Disabling TLS 1.0/1.1
The device is in maintenance mode
External services are unavailable
Updates keep your Private Cloud device up to date. | & Download amp-sync |

& Check Update ISO
© There is no I1SO loaded. Load an SO and try again.

Content

© 3.2.0_202010081917
efimtior DF Content Version

© ABSENT

Frotect DB Version

en ns, DFC, Tefra

@ Import a Protect DB snapshot to your standalone device.
@ _The previous Protect OB import failed.
Checked 24 minutes ago, the update check failed

Software

© 3.5.3_202111080345

Private Gloud Soffware Version

Checked 24 minutes ago; the update check failed.

Thisisthe error you see if you try mount the SO update file again.



; .':ltls' élc; ' AMP for Endpoints Private Cloud Administration Portal A& Announcements  ? Help

# Configuration = Qperations - Status - Integrations - Support - «" Slandaione

© Maintenance Mode © Sanity Check Failing © Disabling TLS 1.0/1.1

Home Operations - Update Devica Update Check Details
© The update check failed

Something went wrong while checking for updates.

&2 State g2 Started £ Finished @ Duration

x Failed 2021-11-16 16:29:23 +0000 2021-11-16 16:29:30 +0000 less than a minute

ess than 2 minute ag ess than a minute ago

Attempting to mount an IS0, if one is present.
Starting update check.

http://127.0.0.1:8080/PrivateCloud/3.5.3/prod/repodata/repomd. xml: [Errne 14] HTTP Error 404 - Not Found
Trying other mirror.

To address this issue please refer to the below wiki article

https://wiki.centos.org/yum-errors

If above article doesn't help to resolve this issue please use https://bugs.centos.org/.

One of the configured repositories failed (FireAMP PrivateCloud Repositery),
and yum doesn't have enocugh cached data to continue. At this point the only
safe thing yum can do is fail. There are a few ways to work "fix" this:

...... I [ISESTIEORS IS T T RIS e T, P

£ Download Output

& Logout
e~
W

This picture shows alternative way how to mount update image to your VPC. In version 3.5.X you can use

remote location such as NFS storage to share the update file with your VPC.



"c||'s',l_lc;' AMP for Endpoints private cloud Administration Portal

& Configuration ~ QOperations = Status ~ Integrations - Support -

© Maintenance Mode © Sanity Check Failing

Mount an Update ISO

I1SO Configuration
Mount Type |so ——————
ISO
NFS54
Mount Status

No ISO mounted

‘E',';é';' AMP for EﬂdeilltS Private Cloud Administration Portal

# Configuration « Operations « Status - Integrations ~ Support -

© Sanity Check Failing © Disabling TLS 1.0/1.1

Mount an Update ISO

1SO Configuration

Mount Type NFS3 w

Remote Share 192 168.75.4:/AMPAG

Remote ISO File PrivateCloud-3.5.3-Updates-2021-11-16-prod.iso. =

& Announcements  ? Help

«” Standalone | e

@ Disabling TLS 1.0/1.1

& Logout

L4

-

© HELP

A Announcements  ? Help

<" Standalone

& Configuration saved.

Mount Status

Mounted ISO

|nrs 192.166.75.4:/AMPAG PrivateCloud-3.5.3-Updates-2021-11-16-prod.iso |

-

@ Logout

¢

Q@ HELP

-



Updates keep your Private Cloud device up to date. & Downioad amp-sync

£ Check Update ISO

Content
© 3.5.2 202110122340 © Update Content
R g s R £ Import Protect DB
@ ABSENT
Proitect DB Version @IS0 contains Protect DB snapshot version 28210531-8613.
@ Import a Protect DB snapshot to your standalone device.
© A content update is available.
Software

@ 3.5.2 202110130433

vare \Version

LG

@ A software update is available.

Sanity Check Failing isrelated to Protect DB not currently available on the VPC

'.':I.IS'.,'—_IC',' AMP for Endpoints  private Cioud Administration Portal & Announcements P Help G Logout

# | Configuration ~  Operations ~  Status = Integrations ~  Support = <" Standalone m e+ -

© Sanity Check Failing

Updates keep your Private Clous device up to date. L Download amp-sync

2 Check Update 1SO

Content
0 3 . 5 . 2_2@2119122349 £ Update Content
Client Definitions, DFGC, Tetra Content Version
ol & Import Protect DB
© ABSENT
Protect DB Version & 130 contains Protect DB snapshot version 28218531-8613.
@ Import a Protect DB snapshot to your standalone device.
© A content update is available
Software

O 3.5.2 202110130433

Private Cloud Software Version

© A sofiware update is available



£ Protect DB importing

The device is currently importing a Protect DB snapshot. This process can take several hours.

22 State £2 started £ Finished @ Duration

2021-11-19 17:04:05 +0000 O Please wait.... @ Please wait...
about 20 hours ago

CALT GCLION €37+ 2ul ot i arys T
Extraction 233.2GB at 4.2MB/s eta:
Extraction 233.2GB at 4.2MB/s eta:

Snapshot Version 3

Going to drop disposition tables.

Dropping detections table.

Dropping binaries table.

Dropping binaries_detections table.

Dropping samples table.

Dropping publishers table.

Dropping cas table.

Dropping certificates table.

Dropping cert_fingerprints table.

Recreating Protect DB tables from the schema in the snapshot.
Importing Protect DB data (this may take some time).
Importing detections table (this may take some time).

Importing binaries table (this may take some time).

£ Download Qutput



i
cisco
# | Configuration ~  Operations -

Status - Integrations ~

Home = Operations - Update Device  Protect DB Impont Details

@ Protect DB imported successfully

A Protect DB snapshot was successfully imported.

22 State £ started

AMP for Endpoints Private Cloud Administration Portal

Support ~

£ Finished

A Announcements  ? Help @ Logout

«" Standalone & | =

1]

@ Duration

« Successiul

2021-11-19 17:04.:05 +0000

about 1 month ago

2021-12-21 01:08:11 +0000

less than a minute ago

about 1 month

SLET LA 1A EUSE_Lassanui a. . .
Starting firehose_cassandra_replay...
Starting firehose_publisher...
Starting firehose_publicher_replay...
Starting install-token-api...
Starting mgwt_unicorn...

Starting mongo_event_consumer...
Starting portal_unicorn...

Starting redis...

Starting retro-dipper...

Starting retrohose...

Starting retrohose-replay...

Starting tevent_listener...

Starting crond...

Starting flight...

Starting docker...

Sending notification (this may take some time).

& Download Output

Next update start automatically
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#  Configuration = Operations = Status - Integrations Support - <" Standaione ':iﬁ--i- ¢ | >

Home ' Operations - Update Device | Protect DB Update Details

£+ Importing Protect DB deltas.

Your Protect DB is being updated with threat intelligence that was queued during a previous content
update. Each delta can take several hours to import, and system performance might be impacted
during this time.

You should run content updates at the end of the business day or week to ensure updates are applied
outside of peak use.

Queued Updates O Protect DB
20211116-2135 202105310613

oieo

After this very lengthy process of the import Protect DB Database you can move and update Client
Definition and Software which roughly can take additional 3+ Hrs.
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# | Configuration ~  Operations ~  Status ~  Integrations ~  Support ~ «" Standalone S8 ¢ | ~

e

Home | Operations - Update Device | Update Content Details

@ Content updated successfully

The device successfully performed a content update.

2B State £2 started &3 Finished @ Duration
2021-12-21 03:10:11 +0000 2021-12-21 03:37:53 +0000 28 minutes
28 minutes ago less than a minute ago

Attempting to mount an IS0, if one is present.

PAS5: The mount point / has sufficient space available: 23273833728 »= 1008000008
PASS: The mount point [ has sufficient inodes available: 2018323 »>= 10000@

All checks succeeded!

Repodata is over 2 weeks old. Install yum-cron? Or run: yum makecache fast

Error: Mo matching Packages to list

Resolving Dependencies

--» Running transaction check

---» Package AMP-PrivateCloud-content.x86_64 ©:3.5.2 2021101223408-@ will be updated
---» Package AMP-PrivateCloud-content.x86 64 ©:28211117234515-0 will be an update
---» Package fireamp-amp-exprev-classifier.x86_64 ©:3.4.0-0.1a64 will be updated
---» Package fireamp-amp-exprev-classifier.x86_64 0:3.4.0-0.1a76 will be an update
---» Package fireamp-apde-signatures.x86_64 0:935-1 will be updated

---> Package fireamp-apde-signatures.x86_64 @:1852-1 will be an update

---» Package fireamp-clamav-definitions.x86 64 ©:1634876372-7 will be updated

---» Package fireamp-clamav-definitions.x86 64 ©:1637186573-7 will be an update

N e R s SR i AR i i e AT e s SR e A o

& Download Qutput

And finally done, please note that this process will take very long time.

For VPC appliance visit this TZ which contain other methods how to update HW Appliance, mount
I SO file and boot from USB.

https://www.cisco.com/c/en/us/support/docs/security/amp-virtual -private-cloud-appliance/217134-upgrade-
procedure-for-airgapped-amp-priv.html#anc5

A~ A~ AIRGAP ONLY

AN

»

Basic Troubleshooting


https://www.cisco.com/c/en/us/support/docs/security/amp-virtual-private-cloud-appliance/217134-upgrade-procedure-for-airgapped-amp-priv.html#anc5
https://www.cisco.com/c/en/us/support/docs/security/amp-virtual-private-cloud-appliance/217134-upgrade-procedure-for-airgapped-amp-priv.html#anc5

Problem #1 - FQDN and DNS Server

The first issue you can encounter isif your DNS server is not established and all FQDN are not properly
recorded and resolved. The issue might ook like this when you try navigate to Secure Endpoint console
through Secure Endpoint "fire" icon. If you use just IP addressit work, but you be not able to download
the connector. As you can seein 3™ picture bellow.

AMP for Endpoints Private Cloud & X & Server Not Found x

https://vpc2 -consol al sss w m o & =

Hmm. We're having trouble
finding that site.

We can't connect to the server at vpc2-
console.cyberworld.local.

If that address is correct, here are three other things you
can try:

* Try again later.

+ Check your network connection.

» |f you are connected but behind a firewall, check that
Firefox has permission to access the Web.

Try Again

If you modify HOSTS file on your local machine like as shown in the image solve the issue and you end up
with errors.

B o o e )

- - 4 » ThisPC » Local Dutk (C:) » Windows » Systemil » divers 7 off e 1 hastsect - Hotepad - o w
| File Edit Format View Help

besue CERT - =
|# The IP address and the host name should be separated by at least one -

Isse DNS Servei x - i # space.
o
Imhosts. 2T2019 432 AM 4 ik
& Onelrive s e R .. |# Additionally, comments (such as these) may be inserted on individual
& et A . “|# lines or following the machine name denoted by a ‘#' symbol.
This PE pratocol TAIEA2016 TdS AM File K2 g
= BACKUP (E) senvices G016 TS AM e KB # For example:
|#
Backup Prograr | # 182.54.94.97 rhing. aCEe . COR B SoUFCE SEPVER
Backup Video-& # 38.25.63.18 X, ACME , COR # x client host
Ciseo Stuff
3 | # localhost name resolution is handled within DNS itself.
oo |# 127.8.8.1 localhost
GO-Pro |# 738 localhost
Pictutes
|192.168.75.92 cyberworld.local
= KINGIG (G:) I192.168.75.93 vpc-console. cyberworld.local
092.168.75.93 vpc-authentication.cyberworld.local
a= MEDLA (TX) I92.168.75.93 vpe-dispositionex.cyberworld.local
Backup Program I192.168.75.93 vpc-disposition. cyberworld. local
P [192.168.75.93 vpc-update.cyberworld. local
Buckop Voo 1h92.168.75.9Y vpc-fmc. cyberworld. local
Cisgo Stulf v
Deocurnents
Pictutes Ln 29, Col 14 100%  Windows (CRLF) UTF-&
Saerns | itern selected 1.57KE £

You receive this error while you try to download the Secure Endpoint connector installer.
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cisco ' s :

Dashboard  Analysis Outbreak Control Management Accounts

© A failure has occurred downloading an installer. Please contact support X

Download Connector

Group | Protect

After some troubleshooting, the only correct solution was to setup DNS server.

DNS Resolution Console: nslookup vPC-Console.cyberworld.local (Returned 1, start 2021-03-02 15:43:00 +0

Server:
Address:

** server can't find vPC-Console.cyberworld.local: NXDOMAIN

Once you record all FQDN'sin your DNS server and change the record in Virtual Private Cloud from public
DNSto your DNS Server everything start work as it supposed to.



csco  AMP for Endpoints erivate cious aministration Portat

k.3 Configuration = Operations - Status - Integrations ~

Device Summary

Conl i network settings.

Change Password
Adm  Cisco Cloud
| network |
Date and Time
Certificate Authorities

Proxy
Notifications
License
Email
Backup
SSH

Syslog
Updates
Services

Support ~

L Support M Anhouncements  ?Help @ Logout
-~ EA
ethO/ee:eCc:29:A6:4A:11
IP Assignment 192 168.75.92
More details
eth1/06:0C:29:A6:4A:1B
IP Assignment 192.168.75.93
More details
IP Assignment Stalic |:l

IP Address 192.168.75.93
B Check for IP Address conflicts

Subnet Mask  255.255.255.0

Gateway | 102 168.75.1

Warning: Address and Hostname Changes

If you change the |P address of the interface you must also update the DNS records for each of your configured hostnames to point to the
new address. AMP for Endpoints Connectors will expect services to be available at the original DNS names assigned fo them.

View the Configuration help page for a list of affected services.

DNS

Primary DNS Server 192.168.75.4

cisco AMP for Endpoints  prwvate cioud Administration Portal

L] Configuration « Operations ~ Status ~ Integrations ~ Support ~

# Configuration Changed & Configuration saved.

Configuration changes do not take
effect until reconfiguration is
performed.

* Reconfiguration

. Support M Announcements 7 Help @ Logout

- OE
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'c',s,_!:', AMP for Endpom‘rs Private Cloud Administration Portal *. Support ML Announcements P Help @ Logout

# Configuration = Operations ~ Status ~ Integrations = Support = h L
Home | Operations - Apply Configuration | Details

2= State &3 started £ Finished @ Duration

Sun Apr 11 2021 20:19:00 © Please wait... © Please wait...
GMT-0400 (Eastern Daylight Time)
0 day, 0 hour, 1

T minute, 45
seconds ago

[2021-04-12T00:20:43+00:00] DEBUG: Found current_uid == nil, seo we are creating a new file, updating owner A
[2821-84-12T08:28:43+80:08] INFO: Tile[/tmp/cqlsh_check superuser_ password.cql] owner changed to 4815

[2021-€4-12T0@:208:43400:00] DEBUG: Found current_gid == nil, sc we are creating a new file, updating group
[2021-84-12T66:20:43+00:00] INFO: file[/tmp/cqlsh_check_superuser_password.cql] group changed to 4015

[2821-84-12T66:20:43+80:80] DEBUG: Found current_mode == nil, so we are creating a new file, updating mode
[2021-84-12T00:20:43+00:80] INFO: file[/tmp/cqlsh_check superuser password.cql] mode changed to 6@e

[2e21-84-12T@8:28:43+00:00] DEBUG: Restoring selinux security content with /sbhin/restorecon -R “"/tmp/cqlsh_check superuser_ passwo
rd.cql”

[2021-84-12T00:20:43+80:00] INFO: Processing execute[cqlsh_check superuser_password] action run (/var/run/cookbocks/cassandra/pro
viders/cqlsh.rb line 16)

[2021-@4-12T00:20:43+00:00] DEBUG: Providers for generic execute resource enabled on node include: [Chef::Provider::Execute]
[2621-04-12T80:20:43+0@:80] DEBUG: Provider for action run on resource execute[cqlsh_check_superuser_password] is Chef::Provide
r::Execute

[2021-84-12T00:20:43+80:00] INFO: Retrying execution of execute[cqlsh_check superuser_password], 19 attempt(s) left
[2821-84-12T00:208:45+00:00] DEBUG: Providers fTor generic execute resource enabled on node include: [Chef::Provider::Execute]
[2621-04-12T@@:20:45+00:00] DEBUG: Provider for action run on rescurce execute[cqlsh_check_superuser_password] is Chef::Provide
r::Execute w

& Download Qutput

At this point you be ableto log in and download the connector
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CISCO

Security

The Cisco Security account is a single destination for managing
multiple applications within the Cisco Security portfolio.

AMP for Endpoints

Threat Grid
Threat Response

and more...

v O™

Use Single Sign-On

Can't access your account?

Y ou get the initial Secure Endpoint policy wizard for your environment. It walks you through the selection
of anti-virus product you use, if any, aswell as proxy , and the types of policies you wish to deploy. Select
on appropriate Set Up... button depends on the operating system of the connector.

Y ou get the Existing Security Products page, as shown in the image. Choose the security products you use.
It automatically generates applicable exclusions to prevent performance issues on your endpoints. Select on
Next.



A Dashboard x IEg = o

«) = C @ | © & httpsy/fvpc2-consol ‘dashboard/fresh l B e w7 m o &

b AMP for Endpoints 2) (2) Pomenvaients

Dashboard Analysis~  Outbreak Control~ Management~  Accounts v Search Q

Dashboard

£ Cisco - rvalenta

Dashboard Inbox Overview Events
Getting Started Demo Computers

& View Online Help
+ Download Cisco AMP for Endpoints User Guide
i Download Cisco AMP for Endpoints Deployment Strategy

Deploy AMP for Endpoints Connectors

22 Set Up Windows Connector l

l # Set Up Mac Connector ]

l Q Set Up Linux Connector E

Demo Data

Demo Data allows you to see how Cisco AMP for Endpoints works by populating
your Console with replayed data from actual malware infections. Enabling Demo
Data will add computers and events to your Cisco AMP for Endpoints Console so
you can see how the Dashboard, File Trajectory, Device Trajectory, Threat Root
Cause, and Detections and Events displays behave when malware is detected.
Demo Data can coexist with live data from your Cisco AMP for Endpeints
deployment, however, because of the severity of some of the Demo Data

Download connector.

WannaCry Click here to view POF

The WannaCry attack involves a remote compromise through the Windows SMB
(Server Message Block) service using the ETERNALBLUE exploit. Upon system
compromise, the attacker drops the WannaCry ransomware variant that is initially
identified by AMP for Endpoints using ransomware indicators of compromise, and
later by AMP Cloud signatures,

SFEicar Click here to view PDF
Learn how Indications of Compromise can alert you to potential malware
problems and how to determine their effects in Device Trajectory.

ZAccess Click here to view PDF

Use Device Trajectory to watch a rootkit exploit privilege escalation on a
computer, and use File Trajectory to discover which other endpoints have been
compromised.

ZBot Click here to view PDF

See how a vulnerable version of Internet Explorer can expose you to malware.
Use Device Trajectory to learn what happened and use application blocking lists
to stop the future execution of vulnerable programs.

CozyDuke Click here 1o view PDF
Trace a detection back to an abused DLL search path, block any communications
to its upstream CnC, and deploy an Endpoint 10C to contain further attacks.



AMP for Endpoints

CIsSCo
Dashboard  Analysis~  Outbreak Control~  Management~  Accounts ~ Search
© Step 1: Existing Security Products
© Step 2: Set Up Proxy
© Step 3: Download Connector
Audit Only Protect Triage Server
Used when you're still Used during normal Used when you have a Used when you're

learning about the product
and want to install it
without any impact to your
existing systems,

operations and you want
Cisco AMP for Endpoints
to quarantine a file.

known of suspected
infected machine.

Roman Valenta v

Q

Opening amp_Protect.exe

You have chosen to open:
[37] amp_Protect.exe
which is: exe File
from: https://vpe-consale.cyberworld.local
Would you like to save this file?

Save File

Cancel

installing a connector on
standard Windows
Servers.

"1 installing a connector on |

Windows Domain
Controllers.

| © rolicy Details l

[ © Policy Details ‘

[ © Policy Details ‘

l © Requirements

‘ l © Requirements

Files Files Files Files Files
& Audited 18 Quarantined 181 Quarantined & Audited & Audited
Network Network Network Network Network
0 Blocked 0 Blocked U Blocked @of @on
Offline Engine Offling Engine Offling Englne Offiine Engine Offiine Engine
TETRA TETRA TETRA TETRA TETRA
[ 4 Download l [ 4 Download ] [ 4 Download [ 4 Download ] [ 4 Download ]

Step 4: Verify, Contain, and Protect

Problem #2 - | ssue with Root CA

The next issue you can faceisif you use your own in-house certificates is that after theinitial install,

connector can show as disconnected.



A & <« Network and Internet > Network Connections

Firefox
Organize = Disable thisi
P-! Internet Protocol Version 4 (TCP/IPv4) Properties
|
General

You can get IP settings assigned automatically if your network supports
this capabdity. Othenwise, you need to ask your network admmistrator
for the appropriate IP settings.

(O Obtain an [P address automatically
(@) Use the following IP address:

IP address:

Subnet mask:

Default gateway:

(@) Use the following DNS server addresses:

Preferred DNS server: 192.

Alternate DNS server:

[ vabidate settings upon exit

1 item 1 item selected

Once you install the connector Secure Endpoint can be seen as Disconnected. Run diagnostic bundle and
look through the logs, you be able to determine the issue.

AMP-YPC-...
Secure Endpoink:
Disconnected.

Flash Scan

Type here to search




Based on this output collected from diagnostic bundle you can see the Root CA error

(804765, +0 ms) Mar 06 00:47:07 [8876]: [http_client.c@l011]: GET request https://vPC-Console.cyberwor]
(804765, +0 ms) Mar 06 00:47:07 [8876]: [http_client.c@1051]: async request failed (SSL peer certificat

(804765, +0 ms) Mar 06 00:47:07 [8876]: [http_client.c@1074]: response failed with code 60

Once you upload the Root CA into trusted Root CA store and restart the Secure Endpoint service.
Everything start work as expected.

AMP-VPC-... General Detalls  Certification Path

Secure Endpoinkt:

% Disconnected,
4 ! : aij‘" Certificate Information

Flash Scan

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to:  AMP-RC

Issued by: AMP-vPC

Valid from 4/9/2021 to 4/8/2031

Install Certificate. ..

2 Type here to search




Certificate Import Wizard

Secure Endpoint:
Disconnected.

Flagh Scan Waealcome to the Certificate lmpon, Wizard

This wizard helps vou copy certificates, certificate trust ksts, and certificate revecation
ligts from your dick to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation
and containg information used to protect data or to establish secure netw
connections. A certificate store is the system area where certificates are kept.

f your identity
k

Store Lecation

To continue, dick Next.

£ Type here to search

€ &* Centificate Import Wizard
Secure Endpoint:
Disconnected,

Flash Scan £l Completing the Certificate Import Wizard

The certificate will be imported after you dick Finish,

You have spedified the following settings:

(o e AR R Trusted Root Certification Authorities

Content Certificate

) Type here to search




* Certificate Import Wizard

Secure Endpoint:
Disconnected,

Flash Scan Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, of you can spedfy a location for
the certificate.

() Awstomatically select the certificate store based on the type of certificate:

(®) Place all certificates in the folowing store

| select Certificate Store X E
Browse...

Select the certificate store you want to use.

Personal "
1
Enterprise Trust
Intermediate Certification Authorities
Trusted Publishers
| Intr ighad Cartificatag

€ ¥

[ st physical stores

Cancel

£ Type here to search

General Detals Certification Path
Secure Endpoint:

Disconnected.

r.'!;"‘ Certificate Information

Flash Scan

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: AMP-PC

Certificate Import Wizard
Issued by: AMP-PC

o The import was successful, Valid from 4/3/2021 to 4/%/2031

Install Certificate. ..

Type here to search




Certificate

General Details Certification Path
Secure Endpoint:
Disconnected.

B Certificate Information

- Flash Scan

This certificate is intended for the following purpose(s):

» All issuance polides
 All application policies

Issued to:  AMP-PC

Issued by: AMPPC

Valid from 4/9/2021 to 4/9/2031

Install Certificate. ..

2 Type here to search

AMP-vPC-... Secure Endpoint:
Disconnected.

Flash Scan

& @

1% Task Manager

File Options View
Processes Performance App history Statup Users Details Services

#

Mame PID Description Status Group
CDPUserSve_4aBa7 4788 Connected Devices Platform User Service_4a8a7 Running UnistackSveGr...
4 CenPropSve 44828 Certificate Propagation Running netsves
. CiscoAMP 7456  Cisco Secure Endpoint 8.4.1 ﬂ-— Running o :
CizeaSCMS 3000 Cisco Security Connector Monitoring 8.4.1 Running S /
ClipSVC Client License Service (ClipSVC) Stepped Stop
cloudidsve Micreseft Cloud Identity Service Stopped Restart

- COMSyshpp COM+ System Application Running
ConsentUkUserSve ConsentUX Stopped

Open Services
Search online

Go to details

Fewer details

2 Type here to search




AMP-vPC-... Secure Endpoint:
Disabled.

@ . Flash Scan

3 O

17l Task Manager

File QOptions View
Processes  Performance  App history Startup Users Details Services

=

MName FID Description
i COPUserSve_daBa7 4738 Connected Devices Platform User Service_d4aBa7
«; CertPropSve 4438 Certificate Propagation
s CiscoAMP Cisco Secure Endpoint 8.4.1
4 CiscoSCMS 3000 Cisco Security Connector Menitoring 8.4.1
< ClipSvC Client License Senvice (ClipSvC)
i, cloudidswe Microseft Cloud Identity Service
= COMSysapp COM=+ System Application
% ConsentUxUserSvc ConsentUX

Fewerdetails 5 Open Services

Type here to search

Status

Running
Running
Stopped
Running
Stopped
Stopped
Running

Stopped

Group

UnistackSveGr...
netsves

Restart

Open Services

Search online

Once we bounce the Secure Endpoint service connector become online as expected.

AMP-vPC-... Secure Endpoint:
Connected.

o | Flash Scan

¥ ©

i Task Manager

File Options View
Processes Performance App history Startup Users Details Services

Mame FID Description
oy COPUserSvc_4ala7 7 Connected Devices Platform User Service_4afa7
« CertPropSve 4488 Certificate Propagation
7 CiscoAMP Cisco Secure Endpoint 8.4.1
CiscoSCMS Cisco Security Connector Monitoring 8.4.1
5 ClipSvC Client License Service (ClipSVC)
4 cloudidsve Microsoft Cloud ldentity Service
4 COMSysApp COMs System Application
%4 ConsentUxUserSve ConsentUX

Fewer details = 55 Open Services

o Type here to search

Status

Running
Running
Running
Running
Stopped
Stopped
Running
Stopped

Group
UnistackSveGr...
netsves

wsappx
CloudldServic...

DevicesFlow
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Dashboard  Analysis Quibreak Comrol Management Accounts - &
Dashboard
lbox  Owerview Events
- 30 days || 2021-03-13 01:43 | 2021-04-12 01:43 | UTC
0, Inbox Status
O compromised 00 A DO © 0 Resclved
Compromises =meex  Quarantined Detections 1) Quarant Vulnerabilities View
Top 1 Tep Top Qo
Protect Protect
Threat Grid Analysis
annections Lo
151617181970 21 222324 1526 27 75 203031 1 2 567809 12 151617181920 21 222324 2536 27 23393031 1 2 567849 12
Connectors
Significant Compromise Artifacts Compromise Event Types
v

Tested malicious activity
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« > Q@ D & https/ivpc2- Jdashboard B0% - @ % Y N @ & =
@ AMP for Endpoints Pri... 4% Dashboard
) ~
alele AMP for Endpoints a) (7)) nemsnvsenav
Dashboard  Anshsia~  Dutbrask Control v Mansgements  ASoounts v Saarch Q
Dashboard

Dashboard Inbax Ovarvigw Evants.

[ Rafrosh All |'|:| Auto-Refresh | v @ 30 daya || 2021-03-1301:56 | 2021-04-12 0156 |uTe
OO/ ised @ Inbox Status
(o] compromised 9 0 0 Roquire Attenticn @ 0 In Progress @ 0 Resolved
Compromises © ®wee  Quarantined Detections @ Jauemntnetves  VUINErabilities View
Top Qo] [Tp [=RIT] Top Qo

Threat Grid Analysis

0 Ausomatic Analysls Submissions
0 Retroactive Threat Dotections

0 Fides Scanned
0 Metwori Connactions Logged

I Statistics

134151817181020212223 24252627 202030311 2 3 4 S 6 7 & 90112 TINANSIBITI6192021 222342802728 2030311 2 3 4 S 6 T B D02

Connectors

Significant Compromise Artifacts @ Compromise Event Types @ 1 Connectors
) r H 0 Installs
0 Install Failures

Quick Start

B Set Up Windows Connecior

Mo artifacts




