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This document describes the procedure to reset the Administrational Portal password in Cisco Secure
Endpoint Private Cloud. Please make sure you have console access to the machine. For Virtual Private
Cloud (vPC), you can use the VM Remote Console. For Secure Endpoint Private Cloud Appliances, you can
use the KVM in the Cisco Integrated Management Controller (CIMC) or physical console access.

Procedure

1) During the reboot of Private Cloud, press F10 to interrupt the boot process

2) The boot selection dialogue will appear:

B pgruszcz_ampv3 126127 | (!

Cizco AMP Priwvate Clound

Use the * and 4 keys to change the selection.
Press "'e' to edit the selected item, or 'c’ for a comdand pro[pt .

3) Press'e on your keyboard

4) The following screen will appear. Scroll down in the output to get into the "fi" section, and change
the"ro" part:



»2 To release your mouse press: Control-38

insHod ext?
zet root="hd#, msdosl’
if [ x$feature_platform_search_hint = xp 1; then
search no=f lappy fs=uunid set=root hint-bios=hdf, mzdos1 hins
-gfi=hdB, msdozs1l hint-haremetal=ahciB,msdosl 4c?dBfaZ2-18cd-4e27-8496-cGfaB8
ihda/H
else
search —--no-floppy --ft=-wuid —--set=root dc/difas-ldcd-4deld?-dd96-cbfa™
Hioo bda/d
fi
linuxlb #vrlinuz-3.18.8-693.17.1.el17.x86_64 root=<dew mMapper-amMp_sc_ro*
it—-root_lu ro crashkernel=auto rd. lvH. Iv=amp_sc_rootsroot_lv quiet biosdevnames
B net.ifnaAes=0 LANG=en_US5.UTF-8 transparent_hugepage=never console=ttuyl
initrdle Sinitramfs-3.14.8-693.17.1.el?.x86_b64. img

Press Ctrl-x to start, Cirl-c for a command prompt or Escape to
discard edits and return to the menuw. Pressing Tab lists
possibhle completions.

to " rw init=/sysroot/bin/sh" as presented in the screenshot:

[l poruszez_ampv3.126127

insMod ext?
=et root="hdl,msdosl"
if [ x@feature_platform_search_hint = xp 1; then
search ——mo-Tloppy ——fs-uuwid —--set=root —-hint-bios=hdB, msdosl ——hin
—egfi=hdB.msdosl ——-hint-baremetal =ahciB, Hsdosi deFdB8faZz-18cd-4de?7-8496—-chfaBd i~
bda’/H
else
search no=f loppy fs-—uuwid set=root 4c?d8faZ-18c4-4e2?7-8496-c6fa™
i Ghda 78
fi
linuxls ~uvmlinuz-3.18.H8-693.17.1.e17.x866_64 root=sdev Happer<aMp_sc_ro™
t-root_lv |rk init=/sysrootsbinssh|crashkernel=auto rd. luvm. lv=amp_sc_root-root™
1w guiet biosdevmaAe=6 net. iTmares=A LANG=en_US.UTF-8 transparent_hugepage=ne*
er console=ttyl_
initrdls #initramfs-3.18.8-693.17.1.e17. x86_64. imHg

Press Ctrl-x to start, Ctrl-c for a command prompt or Escape to
dizcard edits and return to the menu. Pressing Tab lists
possible completions.

5) Select 'Ctrl-X" on your keyboard

6) Once the shell is presented, execute the "chr oot /sysroot” command:
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»» To release your mouse press: Control-3
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[zdal Assuming
[2dc] Assuming
. 3333961 sd 2:8:3:8: [sdd] Assuming
12.3337851 s5d 2:8:1:8: [sdb] Assuming
FAILEN] Failed to start Switch Root.
ee "systemct] status initrd-suwitch-root.service’

for

details.

enerating "srunsinitramfs/rdsosreport.txt”

intering exergency Mode. Exit the shell to continue.

Mype " journalctl™ to wiew spstem logs.

f'ou might want to sawve "/runsinitramfs/rdsosreport.t=xt”™ to a USE stick or ~boot
ifter mounting them and attach it to a bug report.

% chroot “sysroot
AR

7)To reset your password, enter the command "passwd™ and follow the prompts to enter your new
password
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"systemct] status initrd-switch-root.service’ for
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details.

enerating "srunsinitramfs/rdsosreport. txt

intering emergency mode. Exit the shell to continue.
Type " journalctl”™ to view systemnm logs.
ou Might want to save “"s/runsinitramfssrdsosreport.txt™ to a USE stick or ~boot

rfter mounting them and attach it to a bug report.
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etype new password:

azgmd: all anthentication tokens updated successfully.
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chroot “sysroot

root.

8. Reload the VPC and login using the new password




