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| ntroduction

This document describes how to integrate AMP for Endpoints with FMC for event data integration.

| ssue

Integrate AMP for Endpoints with FMC so FMC can receive AMP for Endpoints event data.

Environment

» Firepower Management Center (FMC) with access to the AM P menu.

» Advanced Maware Protection (AMP) for Endpoints account with valid credentials for the appropriate
AMP cloud (for example, US, EU, APJC).

» Browser access from the FMC Ul to the AMP for Endpoints cloud for the authorization redirect.

* FMCversion 6.x,7.X.

» The article references the legacy navigation path AMP > AMP Management > Add AMP Cloud
Connection, which corresponds to Firepower M anagement Center 6.x and applies generally across
FMC 6.0 through 7.x

Resolution

% Note: Thisintegration sends event datafrom AMP for Endpointsto FMC in one direction only. This
procedure does not integrate configuration settings.

Compl ete these steps to register the AMP for Endpoints cloud connection in FMC:

1. Confirm access to the FM C and the AMP menu.



2. Confirm valid AMP for Endpoints credentials for the AMP cloud to register.

3. From FMC, click AMP > AMP M anagement.

Overview Analysis Policies Devices Objects Integration
——

Dynamic Attributes Connector [IEI Intelligence

Cisco Security Cloud Incidents

Security Analytics & Logging Sources

Other Integrations Elements
Settings

AMP

AMP Management

Dynamic Analysis Connections

image.png

4. Click Add AMP Cloud Connection.
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5. Select the AMP cloud used for AMP for Endpoints and click Register.
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6. Click Yesto alow redirection to the AMP for Endpoints console.
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7.Loginto AMP for Endpoints.
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8. Click Allow to authorize the AMP to FMC connection.



Authorize [N

with URL of
[ is requesting the following authorizations:

* Streaming event export

If you are going to authorize the request, please select which groups will have
their events exported to this application:

Event Export Groups

9. Return to the FM C browser tab.

» Verify that the Cisco AMP Solution Type field displays AMP for Endpointsand AMP for
Networ ks and that the State field shows a blue checkmark.
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e Technical Support & Documentation - Cisco Systems



http://www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

» Cisco AMP for Endpoints - TechNotes
e Cisco AMP for Endpoints - User Guide



https://www.cisco.com/c/en/us/support/security/fireamp-endpoints/products-tech-notes-list.html
https://docs.amp.cisco.com/en/A4E/AMP%20for%20Endpoints%20User%20Guide.pdf

