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server and a Cisco IOS® XE device asclient.



Overview

The Terminal Access Controller Access-Control System Plus (TACACS+) Protocol [RFC8907] enables
centralized device administration for routers, network access servers, and other networked devices through
one or more TACACS+ servers. It provides authentication, authorization, and accounting (AAA) services,
specifically tailored for device administration use cases.

TACACS+ over TLS 1.3 [RFC8446] enhances the protocol by introducing a secure transport layer,
safeguarding highly sensitive data. This integration ensures confidentiality, integrity, and authentication for
the connection and network traffic between TACACS+ clients and servers.

Using this Guide
This guide divides the activities into two parts to enable | SE to manage administrative access for Cisco |OS
XE based network devices.

* Part 1 — Configure I SE for Device Admin
* Part 2 — Configure Cisco 10S XE for TACACS+ over TLS

Prerequisites
Requirements

Requirements to configure TACACS+ over TLS:

» A Certificate Authority (CA) to sign the certificate used by TACACS+ over TLSto sign the
certificates of| SE and network devices.
» Theroot certificate from the Certificate Authority (CA).

* Network devices and I SE have DNS reachability and can resolve hostnames.
Components Used

The information in this document is based on these software and hardware versions:

* ISE VMware virtual appliance, release 3.4 patch 2
» Cisco IOS XE Software, version 17.18.1+

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Licensing

A Device Administration license allows you to use TACACS+ services on a Policy Service node. In ahigh

availability (HA) standalone deployment, a Device Administration license permits you to use TACACS+
services on asingle Policy Service nodein the HA pair.

Part 1 - Configure | SE for Device Administration

Generate Certificate Signing Request for TACACS+ Server Authentication



Step 1. Log in to the | SE admin web portal using one of the supported browsers.

By default, ISE uses a self-signed certificate for all services. Thefirst step isto generate a Certificate
Signing Request (CSR) to have it signed by our Certificate Authority (CA).

Step 2.Navigate to Administration > System > Certificates.

bl |dentity Services Engine

J Summary Endpoints Guests Vulne

Administration

Syatam ldantity Managomant
-\ Deployment Identities
| Licensing Groups

Cartificates External ldentity 5o
4 Logging Identity Source Seq
-, Maintenance Settings

Upgrade & Rollback

Health Checks Feed Sarvics
i Backup & Restore Profiler

Admin Access

Settings

Step 3. Under Certificate Signing Requests, click Gener ate Certificate Signing Request.
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Step 5.Select the PSNsthat wil have TACACS+ enabled.

Node(s)
Generate CSR's for these Nodes:

Node CSR Friendly Name

ISE1 ISE1HTACACS

Step 6. Fill the Subject fields with the appropriate information.



Subject

Commaon Name (CN)
SFODNS

Organizational Unit (OU)
CX

QOrganization (0)
Clsco

City (L)
Raleigh

State (ST)
Morth Carolina

Country (C)
us

Step 7.Add the DNS Name and | P Address under Subject Alternative Name (SAN).

Subgact ANernative Name [SAN]
i DNE Name ISET.lab
I Address 10,228,253 209

Step 8.Click Generate and then Export.

Successfully generated CSRis) B

Certificate Signing request(s) genarated:
ISEZHTACACS

Click Export to download CSR(s) or OK to return to list of C5R(s) screen

Now, you can have the certificate (CRT) signed by yourCertificate Authority (CA).
Upload Root CA Certificate for TACACS+ Server Authentication

Step 1. Navigate to Administration > System > Certificates. Under Trusted Certificates, click Import.



Identity Services Engine

Administration / System

] Deployment Licensing Certificates Logging Maintenance

Certificate Management

System Cortificates

Upgrade & Rollback

Health Checks

Backup & Restore

Trusted CertifiCates . ru s weavory i is recommenged 10 sxpor and backn 3 yaur srusied cortiiestos

Admin Access

Settings

Admin CartHicase Moda e
- Rostart & i Inmat CA . %
| Truated Certificatos
l Ll Friendly Namo Trusted For Serisl Number  Issued To Issued By Valid From Expiration Date Status

DCSP Chent Prodile

Infrastricturs

2 Cerilficate Signing (0  Amaron root CA e B 06 6C 9F CF .. Amazon Root CA 1 Amazon Root CA 1 Tue, 26 May 2015 Sun, 17 Jan 2. @ En
Requasts
i - | Clsco ECC Rogt CA 2099 Cisco Services 03 Clsgo ECC Root CA  Clsgo ECC Root CA Thu, 4 Apr 2013 Maon, 7 Sep 2. & En;
" Cortificate Periadic Check
Sattiags
| Cisco Licensing Root GA Gisco Services [ Cisco Licensing R.., Gisco Licensing R... Thu, 30 May 2013 Sun_ 30 May 2... @ En:
Er i
Gertificate Authority ¥ | Cisea Manufacturing CA SHAZ ;I‘rﬂ?:r:l:‘uw 02 Cisto Manufsetur.. Cisco Root CA M2 Men, 12 Nov 2012 Thu, 12 Nev 2. @ En:
" . Endpaints . n . : . 0
| Claco Root CA 2048 Idraatrochire GF FB 78 28 2. Cisco Root CA 20, Clsco Root CA 20..  Fri, 14 May 2004 Man, T4 Mey .. @1
O Cisco Root A 2099 Gisco Services 01 94 3358 7... Clsco Root CA 20... Cisco Root CA 20... Tue, 9 Aug 2016 Sun, 9 Aug 20... @ End
O Cisen Root CA M1 Ciseo Services 2E D2 0E 734... Cisco Aoot CAMI  Cisco Root CAMY  Tue, 18 Nov 2008 Fri, 18 Nov 20.. @ Ens
Infrastrisc ’ ;
(] Gisco Root GA M2 il LY Cisco Root GAMZ  CiscoRoot CAMZ  Mon, 12 Now 2012 Thu, 12 Now 2. @ Em
| Clsco RXG-R2 Gisco Services m Claco RXC-R2 Cisco RXG-R2 Wed, 9 Jul 2014 Sun, § Jul 2034 @ End

Step 2. Select the certificate issued by the Certificate Authority (CA) that signed your TACACS Certificate
Signing Request (CSR). Make sure that theTrust for authentication within I SE option is enabled.

Import a new Certificate into the Certificate Store

* Certificate File | Examinar... | ISE SVSLab CA.crt
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Trusted For: ()
Trust for authentication within ISE
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[_' Trust for cerificate based admin authentication
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[ validate Certificate Extensians

Description

Cancel

Step 3. Click Submit. The certificate must now appear under Trusted Certificates.
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Bind the Signed Certificate Signing Request (CSR) to I SE
Once the Certificate Signing Request (CSR) is signed, you can install the signed certificate on I SE.

Step 1.Navigate to Administration > System > Certificates. Under Certificate Signing Requests, select
the TACACS CSR generated in the previous step and click Bind Certificate.
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Step 2.Select the signed certificate and ensure the TACACS checkbox under Usage remains selected.
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Step 3.Click Submit. If you receive a warning about replacing the existing certificate, click Yesto proceed.

it

Warning

The cerificate you are importing or generating malches an existing certificate, (Both
cartificates have the same subject.) If you proceed, the existing certificate will be
replaced, and the new certificate will be given the same roles and Portal 1ag, if
applicable, as the existing cerlificate.

Do you wish to replace the axisting certificate?®

Mo Yers

The certificate must now be correctly installed. Y ou can verify this under System Certificates.
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EnableTLS 1.3

TLS 1.3 isnot enabled by default in ISE 3.4.x. It must be manually enabled.

Step 1.Navigate to Administration > System > Settings.
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Step 2.Click Security Settings, select the check box next to TL S1.3 under TLS Version Settings, then
click Save.

Security Settings

Spcriny Semiegn

TLS varsions Seftings

War ning: When you change the TLS version, the Cisco | SE application server restarts on all the
Cisco | SE deployment machines.

Enable Device Administration on | SE

The Device Administration service (TACACS+) is not enabled by default on an | SE node. Enable
TACACS+ on aPSN node.

Step 1.Navigate to Administration > System > Deployment. Select the check box next to the ISE node and



clickEdit.
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Step 2.Under Gener al Settings, scroll down and select the check box next to Enable Device Admin

Service.
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Step 3. Save the configuration. Device Admin Service is now enabled on | SE.

Enable TACACSOve TLS

Step 1.Navigate to Work Centers> Device Administration > Overview.
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Step 2.Click Deployment. Select the PSN nodes where you want to enable TACACS over TLS.
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Step 3.Keep the default port 6049 or specify adifferent TCP port for TACACS over TLS, then click Save.
Create Network Device and Network Device Groups

I SE provides powerful device grouping with multiple device group hierarchies. Each hierarchy represents a
distinct and independent classification of network devices.

Step 1. Navigateto Work Centers> Device Administration > Network Resour ces.Click Network Device
Groups and create a group with the name |OS XE.



Add Group

Description

Parent Group*
Select Group or Add as root group

Cancel Save

p Tip: All Device Types and All Locations are default hierarchies provided by ISE. You can add
your own hierarchies and define the various components in identifying a Network Device which
can be used later in the Policy Condition

Step 2.Now, add a Cisco |OS XE device as a Network Device. Navigate to Work Centers> Device
Administration > Networ k Resour ces > Network Devices. Click Add to add anew Network Device. For
thistest, it would be SVS BRPASRIK.
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Description
a
L- .
1P Address B: 10.225.253.180 I3z
Device Profile &% Cisco v
Model Name ~
Software Version w

Metwork Device Group

Location All Locations b Set To Default

Step 3.Enter the | P addr ess of the Device and make sure to map the L ocation and Device Type(l1OS
XE) for the Device. Finally, enable theTACACS+ over TL S Authentication Settings.
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L Subject Alternative Name (SAN)
Al Work Centers

Additional security can be enforced by validating SAN certificate attributes. Cisco ISE
suppons validating the IP address (IPAddress), DNS Name (dNSName), and Directory
Name (directoryName) attributes. The attributes chosen below are evaluated in this
order: IP address, DNS Name, Directory Name, When ANY of attributes match,

2 i it i N : : + "
£ Interactive Help validation is successful, otherwise, validation fails.

[ 1P Address
The IP addrass(es) listed within the SAN attribute of the certificate is matched with
the IP address of the network device. Both IPvd and IPvE addresses are supported.

Additional SAN attribute details Show

Additional SAN Attributes

p Tip: It isrecommended to Enable Single Connect Mode to avoid restarting the TCP session each
time a command is sent to the device.

Configure ldentity Stores

This section defines an Identity Store for the Device Administrators, which can be the ISE Internal Users
and any supported External |dentity Sources. Here uses Active Directory (AD), an External Identity Source.

Step 1. Navigate to Administration > I dentity Management > External I dentity Stores> Active
Directory. Click Add to define anew AD Joint Point.
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Step 2. Specify the Join Point name and the AD domain name and click Submit.
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Step 3. Click Y es when prompted Would you liketo Join all | SE Nodesto this Active Directory
Domain?

o

Information

Would you like to Join all ISE Nodes 1o this Active Directory Domain?

-

Step 4. Input the credentials with AD join privileges, and Join ISE to AD. Check the Status to verify it
operational.



Join Domain

Please specify the credentials requined to Join ISE node(s) to the Acthee Dinsciory

Drormain.

= AD User Mame () sdminkstrator

= Password Seoe

Specily Organizational Unit ()

E35tore Credentlals (1
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Join Operation Status
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ISE Node Node Status
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Step 5. Navigate to the Groups tab, and click Add to get al the groups needed based on which the users are
authorized for the device access. This example shows the groups used in the Authorization Policy in this
guide
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Select Directory Groups

This dialog is used to select groups from the Directory.

Domain svs.lab

Né_ame Diguiag _SID " T_\,fpe
Filter Filter Filter

Retrieve Groups... | 2 Groups Retrieved.

] Name ~  Group SID Group Type
[[]  svslab/Users/Device Admin 5-1-5-21-4125682916-2670386087-26956193... GLOBAL
[]  svslab/Users/Device RO S-1-5-21-4125682916-2670386087-26956193... GLOBAL
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ConfigureTACACS+ Profiles

Y ou are going to map the TACACS+ Profiles to the two main user roles on the Cisco |0S XE devices.

* Root System Administrator — Thisis the highest-privileged role in the device. The user with the root
system administrator role has full administrative access to al system commands and configuration
capabilities.

» Operator —Thisroleisintended for users who need read-only access to the system for monitoring and
troubleshooting purposes.

These are defined astwo TACACS+ Profiles: I0S XE_RW and IOSXR_RO.
|OS XE_RW - Administrator Profile

Step 1. Navigate to Work Centers > Device Administration > Policy Elements > Results> TACACS
Profiles. Add anew TACACS Profile and name it IOS XE_RW.



Step 2. Check and set the Default Privilege and Maximum Privilege as 15.

Step 3. Confirm the config and Save.
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IOSXE_RO - Operator Profile

Step 1. Navigateto Work Centers> Device Administration > Policy Elements > Results> TACACS
Profiles. Add anew TACACS Profileand name it IOS XE_RO.

Step 2. Check and set the Default Privilege and Maximum Privilege as 1.

Step 3. Confirm the config and Save.
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ConfigureTACACS+ Command Sets



these are defined as two TACACS+ Commands Sets: CISCO_IOS XE_RW and CISCO_IOS XE_RO.
CISCO_IOS XE_RW - Administrator Command Set

Step 1. Navigateto Work Centers> Device Administration > Policy Elements> Results> TACACS
Command Sets. Add anew TACACS Command Set and nameit CISCO_IOS XE_RW.

Step 2. Check the Permit any command that is not listed below checkbox (this alows any command for
the administrator role) and click Save.
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CISCO_IOS XE_RO - Operator Command Set

Step 1. From ISE Ul, navigate to Work Centers > Device Administration > Policy Elements > Results >
TACACS Command Sets. Add anew TACACS Command Set and name it CISCO_IOS XE_RO.

Step 2. In Commands section, add a new command.

Step 3. Select Permit from the dropdown list for Grant column and enter show on the Command column;
and click the check arrow.

Step 4. Confirm the data and click Save.
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ConfigureDevice Admin Policy Sets

Policy Sets are enabled by default for Device Administration. Policy Sets can divide polices based on the
Device Types so to ease application of TACACS profiles.

Step 1.Navigate to Work Centers> Device Administration > Device Admin Policy Sets. Add a new
Policy Set 10S XE Devices. Under condition specify DEVICE:Device Type EQUAL S All Device
Typest#l OS XE. Under Allowed Protocols, select Default Device Admin.
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Step 2.Click Save and click theright arrow to configure this Policy Set.

Step 3.Create the Authentication Policy. For Authentication, you use the AD astheID Store. Leave the
default options under If Auth fail, If User not found and If Processfail.
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Step 4. Define the Authorization Policy.
Create the authorization policy based on user groupsin Active Directory (AD).
For Example:

» Usersin the AD group Device RO are assigned the CISCO_IOSXR_RO Command Set and
the IOSXR_RO Shell Profile.

» Usersin the AD group Device Admin are assigned the CISCO_IOSXR_RW Command Set and
the IOSXR_RW Shell Profile.
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» Authorization Policy - Local Exceptions
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Part 2 - Configure Cisco |OS XE for TACACS+ over TLS 1.3

Caution: Ensure that the console connection is reachable and functioning properly.

p Tip: It isrecommended to configure atemporary user and change the AAA authentication and
authorization methods to use local credentials instead of TACACS while making configuration
changes, to avoid being locked out of the device.

Configuration Method 1 - Device Generated K ey-pair

TACACS+ Server Configuration

Step 1.Configure domain name and generate a key-pair used for router trustpoint.

ip domain name svs.lab

crypto key generate ec keysize 256 label svs-256ec-key



Trustpoint Configuration

Step 1. Create router trustpoint and associate the key-pair.

crypto pki trustpoint svs_cat9k
enrollment terminal pem
subject-name C=US,ST=NC,L=RTP,0=Cisco,0U=SVS,CN=cat9k.svs.Tab
serial-number none
ip-address none
revocation-check none
eckeypair svs-256ec-key

Step 2. Authenticate Trustpoint by installing CA certificate.

<#root>

cat9k(config)#

crypto pki authenticate svs_cat 9k

Enter the base 64 encoded CA certificate.

End with a blank T1ine or the word "quit" on a line by itself

MIIFTDCCA3ygAwIBAgIIIM10AsTaN/UwDQYJIKoZIhvcNAQELBQAwajELMAKGALUE
BhMCVVMxFzAVBgNVBAgTDk5vcnRoIENhcm9saW5hMRAWDgYDVQQHEwWdSYWx 1aWdo
MQ4wDAYDVQQKEwVDaXNjbzEMMAOGALUECXMDU1ZTMRIWEAYDVQQDEW1TVIMgTGF1
QOEwHhcNMjUWNDI4MTcwNTAWWhcNMzUWNDI4AMT cwNTAwWjBgMQswCQYDVQQGEwWIV
UzEXMBUGALUECBMOTm9ydGggQ2Fyb2xpbmExXEDAOBgNVBACTB1IhbGVpZ2gxDjAM
BgNVBAOTBUNpc2NvMQwwCgYDVQQLEWNTVTMxEjAQBgNVBAMTCVNWUYBMYWIDQTCC
AiIwDQYJKoZIhvcNAQEBBQADggIPADCCAgoCggIBAIvZUOyn2vIn6gKbx3M7vaRq
2YjwZ1zSH6EKEVXnITy+kksiFD33GyHQepk7vfp4NFU50tQ4HC7t/AO0vIgrDa3Qw
VwvV4MBbJhFM3s0] /ejgDYcMZhIAaPy0Zo5WLboOkXEiKjPLatkXojB8FVrhLF30
jMBSqwa4/W1niy5S+7s4FFxsCf20COWfBAsnrsOtatIThmcnx+VLIP7MRm8fOw4m
mutNo7IhbJSrgAFXmj1bBjMmgspObULo/wxMHdThbtPBf11HRHTKNIo3qy04UADL2
WpoGhgT/FaxxBo2UBcnYVaP+3jjREONYT973MCbVAAXxtNVU6GbEBROZ+LWniACzupm
+gh23SL43uW5A31iSw/BuU1lE9p7B0e80oDNKU6gXT0ojKyLP/gC7j8AeP031 r+KZuis8
b8X41iYn/67SbzZFhwxn3chkW4JYhQ4AImW1An2Q1+DMoZL7zRtSqQ39g9ZqRIMzQN
gJ+kQXe7QtT/ubmlMrtjE3gAEVPL334rTIxy9hpKZIkB861t2ZA3IX8CLsbhCal3sA
z1XCoONX+6alekmXuAOI+t3c1sNbN2AtFi4cJovTAO1xh60I4QnK+MNQKpTjt/E4
ydHTOrrurXsZummj9QBnkX4pqY7cDLHhdMKpbjDwg7jVL1783nTcO9wYptQEP1i 5sw
8399EMgKVOARIiVUa/qTAgMBAAG]PjASMAWGALUdEWQFMAMBATSWEQYJYIZIAYb4
QgEBBAQDAgAHMBkGCWCGSAGG+EIBDQQMFgpTVIMgTGFi IENBMAOGCSqGSIb3DQEB
CwUAA4ICAQAIT3080L2L67/7Kk9VdcouuaBsN902pNEk3KXeZ8ykarNoxa87sFYr
AWXIwfAtk8UuEHfNWulQcZ3LkEIMIrHVCZuKsYd3D6qojo54HTpxRLgo50K0dGay:i
iSEKSSX9qyfLFINHR2ISVqIU6jLsy86X7q7RmIPMS7XfHzuddFNI4YDOXRX67X+v
0+ja6zTQqjo6T1qlhmrSkyFbYf/ZTpe4d10zIsZjNsNOr8bF9n0A/7qNZLp3Z3cpU



PUOKdbiSvRgnPw3e8TfITVmAzcx8COI2SrYFMSUazo1VBvDy+xRKxyAtMbneGz6n
YdykCimThCKoKwp/pWpYBEQIEOf5ay1PKURO/8aj/B7aluJapXkmnj5qPeGhNOpB
Q9rl4reov4so2EspkXS7CrH9yGfpIlyTprokzlUvZBZ8v10I17YZmjFmem+5rT6Gnk
eU/1X7nV61SYG5W5K+I8uaKuyBHOMn7Amy3DYL5c5GIBgxpSZERbLXV+Q1tIgRU8
899z1P0dsS/i6Lo7ypYX0eBI9HgVDCkzQsLXQuHG] /2WsgPgdRcjkvnyURk4Ix+Ib
xDrmo7e0XPpSW4172a6K18CR3U2Cr4wsuvndPEq/qd2NRSBWfFOXE/AJHQG7STT
HaXLU9r2Ko6030ecu8ysGTwL1It/9T1/FObOxZRugWcplrVoTgDGuA==

Certificate has the following attributes:
Fingerprint MD5: D9C404B2 EC08A260 EC3539E7 F54ED17D
Fingerprint SHAl: OEB181E9 5A3ED780 3BC5A805 9A854A95 C83AC737

% Do you accept this certificate? [yes/no]:

yes

Trustpoint CA certificate accepted.
% Certificate successfully imported

cat9k(config)#

Step 3. Generate Certificate Signing Request (CSR).

<#froot>
cat9k(config)#

crypto pki enroll svs_cat 9k

% Start certificate enrollment ..

% The subject name in the certificate will include: C=US,ST=NC,L=RTP,0=Cisco,0U=SVS,CN=cat9k.svs.Tab
% The subject name in the certificate will include: cat9k.svs.lab
Display Certificate Request to terminal? [yes/no]:

yes

Certificate Request follows:

MIIBfDCCASMCAQAWgYQxGjAYBgNVBAMTEWNhdDT rLnRtby5zdnMuY29tMQwwCgYD
VQQLEWNTVTMxDjAMBgNVBAOTBUNpc2NvMQwwCgYDVQQHEWNSVFAXCzAJBgNVBAGT
Ak5DMQswCQYDVQQGEwWIVUzEgMB4GCSqGSIb3DQEJAhYRY2FOOWsudGlvLnN2cy5j
b20wWTATBgcqhkjOPQIBBggqhkjOPQMBBWNCAATpYE7atscrtl4ddevCh3UgxjYi
4N40BGWrpJBctKy4so8V51i6RXDt7kHgPzp14Qnf20bcXVODE1wtTAHHBrIXgoDww
0gYJIKoZIhvcNAQkOMSOwKzACBgNVHREEFTATghFjYXQ5ay50bW8uc3ZzLmNvbTAL
BgNVHQS8EBAMCB4AwCgYIKoZIzjOEAWQDRWAWRAIGZqP2QTwM3ZZrmIph]7+jSTER
40kTx2DiVs1lc1Xf+vR4CIBcSb18DIYz84DmgMHUaf778/cmpe9cWakvdaxMwseBH
————— END CERTIFICATE REQUEST-----

---End - This Tine not part of the certificate request---

Redisplay enrollment request? [yes/no]:

no



cat9k(config)#

Step 4. Import CA signed certificate.

<#froot>
cat9k(config)#

crypto pki inmport svs_cat9k certificate

Enter the base 64 encoded certificate.
End with a blank 1ine or the word "quit" on a line by itself

MIID8zCCAdugAwIBAgIIKfdYWg5WpskwDQYIKoZIhvcNAQELBQAwajELMAKGAIUE
BhMCVVMxFzAVBgNVBAgTDk5vcnRoIENhcm9saW5hMRAWDgYDVQQHEwdSYWx 1aWdo
MQ4wDAYDVQQKEwVDaXNjbzEMMAoGALUECXMDU1ZTMRIWEAYDVQQDEW1TVIMgTGF1
QOEwHhCNMj UWNTEOMTUXMj AwWhcNMj YWNTEOMTUXMj AwWj CBhDEaMBgGA1UEAXMR /1b9%erGQ==

————— END CERTIFICATE-----

% Router Certificate successfully imported

cat9k(config)#

TACACS & AAA with TLS Configuration

Step 1. Create TACACSS server and AAA groups, associate the client (router) trustpoint.

tacacs server svs_tacacs
address ipv4 10.225.253.209
single-connection

tls port 6049

tls idle-timeout 60

tls connection-timeout 60



tls trustpoint client svs_cat9k
tls ip tacacs source-interface GigabitEthernet0/0
tls ip vrf forwarding Mgmt-vrf

!
aaa

group server tacacs+ svs_tls

server name svs_tacacs

ip
!

vrf forwarding Mgmt-vrf

tacacs-server directed-request

Step 2. Configure AAA methods.

aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa
aaa

authentication login default group svs_tls Tocal enable
authentication login console Tlocal enable

authentication enable default group svs_tl1s enable
authorization config-commands

authorization exec default group svs_tls Tocal if-authenticated
authorization commands 1 default group svs_tls local if-authenticated
authorization commands 15 default group svs_tls

accounting exec default start-stop group svs_tls

accounting commands 1 default start-stop group svs_tls
accounting commands 15 default start-stop group svs_tls
session-id common

Configuration Method 2 - CA Generated Key-Pair

If you are importing the keys as well as device and CA certificates directly in aPKCS#12 format instead of
CSR method, you can use the this method.

Step 1. Create client trustpoint.

cat9k(config)#crypto pki trustpoint svs_cat9k_25junl7
cat9k(ca-trustpoint)#revocation-check none

Step 2. Copy the PK CS#12 file into bootflash.

Note: Ensure that PK CS#12 file contains the complete certificate chain and the private key as
encrypted file.

Caution: Keysin the imported PK CS#12 must be of RSA (E.g.: RSA 2048) type, not ECC.

<#root>



cat9k#

copy sftp bootflash: vrf Mnt-vrf

Address or name of remote host [10.225.253.247]7?

Source username [svs-user]?

Source filename [cat9k.svs.lab.pfx]? /home/svs-user/upload/cat9k-25junl7.pfx
Destination filename [cat9k-25junl7.pfx]?

Password:

1

2960 bytes copied in 3.022 secs (979 bytes/sec)

Step 3. Import the PK CS#12 file using the import command.

<#froot>
cat9k#
crypto pki import svs_cat 9k_25j unl7 pkcsl12 bootfl ash: cat 9k- 25j unl7. pf x

password Clsco.123
% Importing pkcsl2...Reading file from bootflash:cat9k-25junl7.pfx
CRYPTO_PKI: Imported PKCS12 file successfully.

cat9k#

cat9k#

show crypto pki certificates svs_cat9k_25junl7

Certificate
Status: Available
Certificate Serial Number (hex): 5860BF33A2033365
Certificate Usage: General Purpose
Issuer:
cn=SVS LabCA
ou=SVS
o=Cisco
1=Raleigh
st=North Carolina
c=US
Subject:
Name: cat9k.svs.lab
e=pkalkur@cisco.com
cn=cat9k.svs.lab
ou=svs
o=cisco
I=rtp
st=nc
c=us
Validity Date:
start date: 17:56:00 UTC Jun 17 2025
end date: 17:56:00 UTC Jun 17 2026
Associated Trustpoints: svs_cat9k_25junl?

CA Certificate
Status: Available
Certificate Serial Number (hex): 20CD7402C4DA37F5
Certificate Usage: General Purpose
Issuer:



cn=SVS LabCA

ou=SVS

o=Cisco

1=Raleigh

st=North Carolina

c=US
Subject:

cn=SVS LabCA

ou=SVS

o=Cisco

1=Raleigh

st=North Carolina

c=US
Validity Date:

start date: 17:05:00 UTC Apr 28 2025

end date: 17:05:00 UTC Apr 28 2035
Associated Trustpoints: svs_cat9k_25junl7 svs_cat9k
Storage: nvram:SVSLabCA#37F5CA.cer

TACACS & AAA with TLS Configuration

Step 1. Create TACACS server and AAA groups, associate the client (router) trustpoint.

tacacs server svs_tacacs

address ipv4 10.225.253.209
single-connection

tls port 6049

tls idle-timeout 60

tls connection-timeout 60

tls trustpoint client svs_cat9k
tls ip tacacs source-interface GigabitEthernet0/0
tls ip vrf forwarding Mgmt-vrf
|
aaa group server tacacs+ svs_tls
server name svs_tacacs

ip vrf forwarding Mgmt-vrf

|
tacacs-server directed-request

Step 2. Configure AAA methods.

aaa authentication Tlogin default group svs_tls local enable

aaa authentication Tlogin console Tocal enable

aaa authentication enable default group svs_tls enable

aaa authorization config-commands

aaa authorization exec default group svs_tls local if-authenticated
aaa authorization commands 1 default group svs_tls local if-authenticated
aaa authorization commands 15 default group svs_tls

aaa accounting exec default start-stop group svs_tls

aaa accounting commands 1 default start-stop group svs_tls

aaa accounting commands 15 default start-stop group svs_tls

aaa session-id common



Verification

Verify the configuration.

show tacacs
show crypto pki certificates <>
show crypto pki trustpoints <>

Debug for AAA & TACACSH.

debug aaa authentication
debug aaa authorization
debug aaa accounting

debug aaa subsys

debug aaa protocol Tocal
debug tacacs authentication
debug tacacs authorization
debug tacacs accounting
debug tacacs events

debug tacacs packet

debug tacacs

debug tacacs secure

! Below debugs will be needed only if there is any issue with SSL Handshake
debug ip tcp transactions
debug ip tcp packet

debug crypto pki transactions
debug crypto pki API

debug crypto pki messages
debug crypto pki server

debug ss1 openssl errors
debug ss1 openssT msg

debug ss1 openss1 states
clear logging



