Configure TACACS+ Device Administration on
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I ntroduction

This document describes TACACS+ Configuration on Palo Alto with Cisco ISE.
Prerequisites

Cisco recommends that you have knowledge of these topics:

» Cisco ISE and TACACS+ protocol.

o Palo Alto firewall.

Components Used

The information in this document is based on these software and hardware versions:



» Pao Alto Firewall version 10.1.0
* Cisco ldentity Services Engine (ISE) version 3.3 Patch 4

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.
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Authentication Flow

1. The administrator logs into the Palo Alto firewall.
2. Palo Alto sends a TACACS+ authentication request to Cisco ISE.

3. Cisco ISE:



If AD isintegrated, it queries AD for authentication and authorization.

If no AD, it useslocal identity stores or policies.

Cisco | SE sends an authorization response to Palo Alto based on the configured policies.
The administrator gains access with the appropriate privilege level.

Configure

Section 1: Configure Palo Alto Firewall for TACACS+

Step 1. Add a TACACS+ server profile.
The profile defines how the firewall connects to the TACACS+ server.

1. Select Device > Server Profiles> TACACS+ or Panorama > Server Profiles>TACACS+ on
Panoramaand Add aprofile.

2. Enter a Profile Name to identify the server profile.

3. (Optional) Select Administrator Use Only to restrict access to administrators.

4. Enter a Timeout interval in seconds after which an authentication request times out (default is 3; range
is 1-20).

5. Select the Authentication Protocol (default is CHAP) that the firewall uses to authenticate to the
TACACS+ server.

Palo Alto’ s default TACACS+ authentication protocol is CHAP (CHAP/MD5).

When | SE authenticates users against an external identity store such as Active Directory, CHAP/MD5
cannot be used because AD does not provide | SE with the reversible password information required for
CHAP validation. Therefore, for AD-backed authentication, configurethe Palo Alto TACACS+ server
profile to use PAP, not CHAP
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2. Add each TACACS+ server and perform these steps.

1. A Nameto identify the server.

2. The TACACS+ Server IP address or FQDN. If you use an FQDN address object to
identify the server and you subsequently change the address, you must commit the change
for the new server address to take effect.

3. A Secret and Confirm Secret to encrypt usernames and passwords.

4. The server Port for authentication requests (default is 49). Click OK to save the server
profile.

7. Click OK to save the server profile.




p Tip: Select PAP when using Active Directory or another external identity store.

Palo Alto’s CHAP option uses CHAP/MD5. Cisco I SE cannot validate CHAP/MD5 credentials against
Active Directory because AD does not expose the required password material. Use PAP for AD-backed
TACACS+ administrator authentication. CHAP can be used only where the selected | SE identity source
supportsit (for example, appropriately configured internal users).

Step 2. Assign the TACACS+ server profile to an authentication profile.

The authentication profile defines the authentication settings that are common to a set of users.

1. Select Device > Authentication Profile and Add aprofile.
1. Enter aName to identify the profile
2. Set the Typeto TACACSH+.
3. Select the Server Profile you configured.
4. Select Retrieve user group from TACACS+ to collect user group information from VSAs
defined on the TACACS+ server.




Authentication Profile

Name | Cisco-AAA-Auth Profile

Authentication Factors Advanced

Type | TACACS+

Server Profile | ISE server

ISE server

User Domain New % TACACS+ Profile
Username Modifier | %USERINPUT%

Single Sign On

Kerberos Realm

Kerberos Keytab | Click "Import” to configure this field ¥ Import

Cancel

The firewall matches the group information using the groups you specify in the Allow List of the
authentication profile.

1. Select Advanced and in the Allow List, Add the users and groups that can authenticate with this
authentication profile.
2. Click OK to save the authentication profile.



Authentication Profile

Name I Cisco-AAA-Auth Profile

Authentication Factors Advanced

Allow List

[C] | aLLow LisT

/] 'Q all

‘@ Add | Delete

Account Lockout

Failed Attempts | [0 - 10]

Lockout Time (min) | 0

Step 3. Configure the firewall to use the authentication profile for all administrators.

1. Select Device > Setup > Management and edit the Authentication Settings.
2. Select the Authentication Profile you configured and click OK.
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Step 4. Configure an Admin Role Profile.

Select Device > Admin Roles and click Add. Enter a Nameto identify therole.
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Step 5. Commit your changes to activate them on the firewall.

Commit

Db 3 commit will owerwnite Ihe running configuration with the commit scope
© Cammin Al Shanges Camemit Cramges My Br:
COMMIT SCOPE LOCATION TYPE

Hevire. and-nebwors
whared-object

E;] Presiew Changes (] Change Summary P validate Commis B Group By Location Type

Section 2: TACACS+ Configuration on I SE

Step 1. Theinitial step isto verify whether Cisco | SE has the necessary capabilities to handle TACACS+
authentication. To do this, confirm that the desired Policy Service Node (PSN) has the Device Admin



Service feature enabled. Navigate to Administration > System > Deployment, select the appropriate node
where | SE processes TACACS+ authentication, and click Edit to review its configuration.

= dul Identity Services Engine Administration / System

| Deployment Licensing Certificates Logging Maintenance Upgrade Health Checks
[
! Deployment Deployment Nodes
G
A+ Deploymaent
l = PAN Failover
3 [ Hostname - Personas Role(s)
(] Adminkstration, Monitoring, Policy Ser... STANDAL...

Backup & Restore

SESSION, PROFILER

Admin Access Settings

Felected 0 Totel 1 [0

all
Node Status

Step 2. Scroll down to locate the Device Administration Service feature. Note that enabling this feature
requires the Policy Service personato be active on the node, along with available TACACS+ licensesin the
deployment. Select the checkbox to enable the feature, then save the configuration.




Step 3. Configure Palo Alto Network Device Profile for Cisco I SE.

Navigate to Administration > Network Resour ces > Network device profile. Click Add and mention the
name (Palo Alto) and enable TACACS+ under supported protocols.
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Step 4. Add Palo Alto as aNetwork Device.

1. Navigate to Administration > Network Resources > Network Devices > +Add.
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2. Click Add and enter these details:

Name: Palo-Alto

IP Address: <Palo-Alto IP>

Network Device Profile: select Palo Alto

TACACS Authentication Settings:

Enable TACACS+ Authentication

Enter the Shared Secret (must match Palo Alto configuration)

Click Save.
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Step 5. Create User Identity Groups.

Navigateto Work Centers> Device Administration > User I dentity Groups, then click Add and specify
the name for the user group.
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Step 6. Configure A TACACS Profile.

Next up is configuring a TACACS Profile, which is where you can configure settings such as Privilege
Level and timeout settings. Navigate to Work Centers> Device Administration -> Policy Elements ->
Results-> TACACS Profiles.



Click Add to create anew TACACS Profile. Give the profile a good name.
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Step 6. Configure TACACS Command Sets.

Now, it istime to configure which commands users are allowed to be use. Since you can grant both of these
use cases the Privilege Level 15, which gives access to every command available, use TACACS Command
Setsto limit which commands can be used.

Navigate to Work Centers> Device Administration > Policy Elements >Results-> TACACS
Command Sets. Click Add to create anew TACACS Command Set and name it PermitAllCommands.
Apply this TACACS Command Set for Security Support.

The only thing you need to configure in this TACACS Command Set is to check the box for Permit any
command that isnot listed below.
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Step 7. Create a Device Admin Policy Set to be used for your Palo Alto, Navigate the menu Work Centers
> Device Administration > Device Admin Policy Sets, Click the Add + icon.

Step 8. Name this new Policy Set, add conditions depending upon the characteristics of the TACACS+
authentications that is ongoing from the Palo Alto Firewall, and select as Allowed Protocols > Default
Device Admin. Save your configuration.
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Step 9. Select in the > view option, then in the Authentication Policy section, select the external identity
source that Cisco I SE uses to query the username and credentials for authentication on the Palo Alto
Firewall. In this example, the credentials correspond to Internal Users stored within | SE.
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Step 10. Scroll down until the section named Authorization Policy until the Default policy, select the gear
icon, and then insert one rule above.
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Step 11. Name the new Authorization Rule, add conditions concerning the user that is authenticated already
as group membership, and in the Shell Profiles section add the TACACS profile that you configured
previously, save the configuration.



Verify

| SE Review

Step 1. Review if the TACACS+ serviceability is running, this can be checked in:

* GUI: Review if you have the node listed with the service DEVICE ADMIN in Administration ->
System -> Deployment.

* CLI: Run the command show ports|include 49 to confirm that there are connections in the TCP port
that belong to TACACS+

goldenserver/fadmin#show ports | include 49

Step 2. Confirm if there are live logs concerning TACACS+ authentications attemps : this can be checked in
the menu Operations-> TACACS -> Livelogs.

Depending upon the failure reason you can adjust your configuration or address the cause of failure.
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Step 3. In case you don't see any live log, proceed to take a packet capture navigate to the menu Oper ations
> Troubleshoot > Diagnostic Tools> General Tools> TCP Dump , select Add.



Identity Services

Operations / Troubleshoot

[ ] Bookmarks Hetwork Devices Hetwork Device Groups Metwork Device Proflles External RADIUS Sarvers RADIUS Server Sequences NAC Managers Extarmal MOM Mora
BT Dashboard
General Tanis
'3 Context Wisibliity RADUIS Aqthestcaon Traus! TCP Du mp

4 Operations Exsause Motk Dinioe Com The TGP Dump ulility page @ 1o mondar the cantents of packsts on a nelvwork interface and troubleshoat problama an the netwart &s they B eer

Pealsaie Conliguraiion Valdst
LU Postirn Trautiashocting RanuiPige @ ’
T Agerties Foatare Trostiesbe

EndPen Dabug '

Wark Cantars

L TEP Dume Host Mame Network interface Filter File Name Repository  Flle 5., Mumberof .. Time Limit  Premiscw

Session Trace Tasts

dentity Services Engine

Oparations / Troublashost

Bamarmaiis Matwork Oevices

" Dasnbosrg

ke

Sesired Teals

Wetwork Davice Groups

Extarnal RADIUS Servers  RADRE HAZ Maragers Exbarnal DM patiric Diract Sannactors Mo

Hetwork Davice Profiles iarvar Sequencea

TGP Burmg pacie for mo

2 taubiashoo: prablem on the networt 23 thay appesr

Genbaxt Visisiliy [T

[TE I

%, Operstiens
W Pomcy
4 Azmmiztrtizn

Wik Cailans

Saumen, Trses Team

Intmractive Festeres
Trurifoc Tacks

[ ———
G gunitE heenat O

IUp. Ruraisg]

hinatidsl

Step 4. Enable the component runtime-AAA in debug within the PSN from where the authentication is being
performed in Operations > Troubleshoot > Debug Wizard > Debug log configuration, select PSN node,
select then next in edit button .
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Identify the runtime-AAA component, set itslogging level to debug, reproduce the issue, and analyse the
logs for further investigation.

Troubleshooting
1 TACACS: Invalid TACACS+ Request Packet — Possibly Mismatched Shared Secrets

Problem

TACACS+ authentication between the Cisco | SE and the Palo Alto firewall (or any network device) fails

with the error message:
"Invalid TACACS+ request packet - possibly mismatched Shared Secrets”



Overview

Request Type Authentication
Status Fail
Session Key goldenserver/532805123/143

TACACS: Invalid TACACS+ request packet - possibly
mismatched Shared Secrets

Message Text
Username

Authentication Palicy

Selected Authorization
Profile

Authentication Details

Generated Time 2025-05-13 20:16:26.897000 +05:30
Logged Time 2025-05-13 20:16:26.897

Epoch Time (sec) 1747147586

ISE Node goldenserver

TACACS: Invalid TACACS+ request packet - passibly
mismatched Shared Secrets

Message Text
Failure Reasaon
Resolution

Root Cause

Username

Metwork Device Name

This prevents successful administrative login attempts and can impact device access control through
centralized authentication.

Possible Causes

» A mismatch in the shared secret configured on Cisco | SE and the Palo Alto firewall or network
device.

* Incorrect TACACS+ server configuration on the device (such as wrong | P address, port, or protocol).



Solution

There are several possible resolutions for this issue:
1. Verify the Shared Secret:

* OnCisco ISE:
Navigate to Administration > Network Resources > Network Devices, select the affected device, and
confirm the shared secret.

* OnthePao Alto firewall:
Go to Device > Server Profiles > TACACS+, and ensure the shared secret matches exactly, including
case and special characters.

2. Check TACACSt Server Settings:
» Ensure the correct |P address and port (default is 49) of Cisco ISE are configured in the firewall’s

TACACS+ profile.

» Confirm that the protocol typeis TACACS+ (not RADIUS).

2.NoISE TACACSLivelog

*Verify firewall routing/source interface and TCP/49 connectivity to the configured PSN.
*Validate that the firewall is using the intended | SE |P/FQDN.

*Confirm Device Administration Service is enabled on the target PSN.



