Rebuild Your Catalyst SD-WAN Fabric
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| ntr oduction

This document describes how to rebuild a Cisco SD-WAN fabric, including backing up and restoring
controller configurations for various deployments.

Prerequisites

Requirements

Cisco recommends that you have knowledge of these topics:

» Cisco Software-Defined Wide Area Network (SD-WAN)
* Cisco Software Centra
+ Download the Controllers software from software.cisco.com

Components Used

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Prerequisites Before Rebuilding the Fabric

* New set of system-ips,site-ids must be configured for the new fabric for the controllers

» Ensure firewall rules are in place to enable communication between the controllers and the Edges

* Note the neo4j(configuration-db) username and password (it must be the same on all vManage nodes
in acluster)

 Disable port-hop on all the edges

* Increase the graceful restart timersto 7 days

e Clear darmsin 3rd party tools before migration


https://software.cisco.com/download/home

Historical stats data (Alarms, Events, Device Stats, and so on) are lost unless there is a prior setup to
export stats to an external server such as vAnalytics

If Cloud OnRamp is configured, ensure you have reachability to the c8000v deployed in the cloud
prior to the start of this activity

If you have SDAV C enabled on old fabric ensure the new fabric has it enabled (for cluster, it needsto
be enabled on a single node only)

Configuration-db restoration is supported only on the same version as the orginal fabric

Confirm the persona used for the controllers. We support on COMPUTE_DATA and DATA persona
(details under each section)

For Enterprise CA, need to use the root certificate issued by the Enterprise CA, whichisused in
existing overlay, and cert is signed using the enterprise CA server and installed for all controllersvia
Ul

Deployment Options

vM anage Deployment

» Standalone (1 node)
» Cluster (3-node or 6-node)

DR Options

* NoDR
* Single Node DR
» Standby DR Cluster (Manual / Administer-triggered)

Note: For more details of type of disaster recovery refer to this link

Combinations:

| # | vM anage Setup | DR Option
1 Standalone (1 node) No DR
2 Standaone (1 node) Single Node DR
3 Cluster (3-nodeor 6-node) No DR

Cluster (3-node or 6-node) Standby DR Cluster

Common Steps Applicableto All Combinations

These steps are common to all deployment combinations. They cover the process of bringing up VM
instances and applying basic CL1 configuration. Each combination section tells you how many instances to
deploy and which additional steps to complete.


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/ha-scaling/ios-xe-17/high-availability-book-xe/m-high-availability-and-scaling.html#:~:text=Cisco%20Catalyst%20SD%2DWAN%20Manager%20Disaster%20Recovery&text=Note%20that%20the%20failure%20of,Recovery%20chapter%20for%20more%20information.

Install and bring up SD-WAN Controllers(Manager, Validator,
Controller)

S

Note: Cisco has rebranded certain terms, so these terms are interchangeable. Cisco vManage =
Cisco Catalyst Manager, Cisco vBond = Cisco Catalyst Validator, Cisco vSmart = Cisco Catalyst
Controller

Download the OV A filesfor SD-WAN controllers from the Cisco Software Download page here:

* Choose VEDGE Cloud and download the vBond OV A for the required software version.
» Choose vM anage software and download the vM anage OV A for the required software version.
» Choose vSmart software and download the vSmart OV A for the required software version.

Note: On the ESXi/cloud platforms, spin up vSmart, vBond and vManage Controllers using the
OVA file. Refer to the linked document and make sure sufficient CPU, RAM

and disks are allocated to all the controllers depending on the SD-WAN deployment type. Navigate
here for additional information. Make sure to assign secondary disk to vManage node as mentioned
in the column Storage Size* in the linked compute guide.

Bring up a Cisco Manager node

» Once the Cisco Manager or vManage VM is deployed and console of the manager is accessible, wait
for the boot up to complete. One indication is we see a message system isready and prompts for the
username and password.

» Enter the default user credentials username as admin and password as admin. Post that it prompts
the user to change the password, set the password that is needed for user admin as per your choice.

* It then prompts the user to select the persona. Thisisacritical step if the intention isto have
avManage cluster. Please choose the persona as per shown here scenarios.

For a standalone vManage, choose the persona as COMPUTE_AND_DATA.
For a 3 node cluster, on 3 vManage nodes, the persona is set to COMPUTE_AND_DATA.
For a 6 node cluster, on 3 vManage nodes the persona is COMPUTE_AND_DATA and on rest 3 vManage nodes pe

Example:Choose 1 for COMPUTE_AND_DATA


https://software.cisco.com/download/home/286320995/type
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/release/notes/compatibility-and-server-recommendations/ch-server-recs-20-15-combined.html

booted via startup_32()
hysical BASLR using RDRAND RDTSC. ..
irtual KEASLR using RDRAND RDTSC. ..

flecoMpressing Linux. .. Parsing ELF... Performing relocations... done.
the kernel.

28.12.5.1

login:
28.12.5.1

Manage login: adMin
P assword :
elcome to Viptela CLI
adMin connected from 127.8.8.1 using console on vManage
ou Must set an initial admin passuword different from default password.
Password :
e—enter passWord:
1) COMPUTE_AND_DATA

3) COMPUTE

Select persona for vManage [1,2 or 31: 1
ou chose persona COMPUTE_AND_DATA (1)
re you sure? [ysnl

Choose the secondary disk as shown:

1

Select storage device to use: 1
puld you like to format sdb? (ys/nd): y
mount: sdevs/sdb: not mounted.
ke2fs 1.45.7 (28-Jan-2821)
Discarding device blocks: done
reating filesystem with 26214488 4k blocks and G5536H8 inodes
Filesystem UUID: 5a94db1f-71c4-4e?5-abd1-8efZ4935c1de?
Superblock backups stored on blocks:
32768, 94384, 163848, 229376, 294912, 819288, 884736, 1685632, 2654248,
48966868, 7962624, 11239424, 2084886688, 23887872

Allocating group tables: done

riting inode tables: done

reating jourmal (131872 blocks): done

riting superblocks and filesystem accounting information: dome

* Choose the secondary disk and type Y to confirm.
» Cisco Manager reloads. Once it boots up, enter the username and password with the new
password that was newly configured.




rarly console in extract_kernel
input_data: 8xBBBBBBBBA21753b4
input_len: BxBBBBABBBAB121c7{3

output: HxBBBHBBBBB1BBBAAH
output_len: BxBHHBBBBEBB237eabc
kernel_total_size: BxBHBHBEAHAA1fDARAA
ooted via startup_320)

Physical KASLR using RDRAND RDTSC. ..
Uirtual RASLR using RDRAND RDTSC...

Decompressing Linux... Parsing ELF... Performing relocations... done.
Booting the kermel.

viptela 28.12.5.1

Manage login:
viptela 268.12.5.1

vManage login: admin

login: Hed Feb 18 18:52:47 UTC 2826 on ttyB
elcome to Viptela CLI
admin conmected from 127.8.8.1 using console on vmanage
UManage

* You can configure VPN 512 management inter face to enable out of band management access to the

controller.
» Use the command show interface | tab to check the VPN’ s to which interfaces are currently mapped

to
« configure the interfaces accordingly.

Example



SPEED M3S Rx TX

PN INTERFACE IP ADDRESS 3TATUS STATUS STATUS TYPE TYPE
MTU HUWADDR DUPLEX ADJUST UPTIME PACKETS PACRETS

192.168.45.218-24 null servi
BA:58:56: 6b 1888 full : : : 281

ethl -
HB:58:56: 7a:cb 1888 full

eth?2
A8 :56:56: :98 1688 full

dockerf
B2:42:6d: : 1866 full

cbr-vmanage

1488 full

Note: Y ou can refer to the configuration from the existing vManage and configure the same |P
address scheme here.

Management Interface (VPN 512) configurations

* If an interface needs to be moved from VPN 0 to VPN 512, use these commands and then configure
the IP address on the interface

Conf t
vpn 0
no interface eth0
vpn 512
interface eth0
ip address <IP-address/mask>
no shutdown
|

ip route 0.0.0.0/0 <default-gateway IP>
!

Bring up the Validator

* On the hypervisor, configure the required compute(CPU, RAM and disk) for the vBond node and
power it on.



» Oncethe consoleis accessible, wait for the vBond to boot up fully. Wait for the message System
Ready.

» The system then prompts for username and password. Enter the default user credentials username
asadmin and passwor d as admin. After that it prompts the user to change the password, set the
password that is needed for user admin as per your choice.

* You can configure VPN 512 management interface to enable out of band management access to the
controller.

» Use the command show interface | tab to check the VPN’ s to which interfaces are currently mapped
to

» Configure the interfaces accordingly.

Example:

dmMin connected from 127.8.8.1 using console on vbond-81
bond-81# sh int : tab

IF IF IF
TCP
AF ADMIN OPER TRACKER ENCAP
SPEED M33 Rx Tx
PN INTERFACE TYPE 1IP ADDRESS STATUS STATUS STATUS TYPE PORT TYP
HMTU HUADDR MBP3 DUPLEX ADJUST UPTIME PACRETS PACKETS

geB-H ipvd 18.186.51.184-24 Up null transpor

BB:58:56:bd:be:68 16884 full B:84:39:15 1838 1843

ged-1 ipvd - Dowum - -
AA:58:56:bd:A4:8e 166A full -
geB- 2 ipvd - Dowmn
BB:58:56:bd:f1:d5 1680 full -
system ipvd 1.1.1.4-32 Up - null loopback
- 18848 full H:84:408:46 8
loopbackl ipv4d 192.168.51.15-32 Up - null loopback
- 18688 full H:B4:39:18 B
12 ethd ipvd 18.186.51.169-24 Up - null Mgmt
- AA:58:56:bd:3c:9b 166A full B:84:39:18 1839 1839

bond-B1#

S

Note: You can refer to the configuration from the existing vBond and configure the same
configurations here.

Management Interface (VPN 512) configurations

« If an interface needs to be moved from VPN 0 to VPN 512, use these commands and then configure
the IP address on the interface.

Conf t
vpn 0



no interface eth0
vpn 512
interface eth0
ip address <IP-address/mask>

no shutdown
|

ip route 0.0.0.0/0 <default-gateway IP>
!

commit

Bring up a Controller (vSmart) Node

» Perform the same steps as the Validator to bring up the vSmart node.
* Once VPN 512 |P address is configured on all the SD-WAN controllers, you can access them using
SSH on the VPN 512 IP address.

Basic CL| Configuration on All Controllers

Once you have SSH accessto all the controllers, configure these CLI configurations on each controller.

System Configuration

config t

system

host-name <hostname>
system-ip <unique system-IP>
site-id <site-id>
organization-name <organization name>
vbond <IP address/URL of vBond>

commit

Note: If we are using URL as vBond address, make sure to configure DNS server |P addressesin
VPN 0 configuration or ensure they can be resolved.

Transport Interface (VPN 0) Configuration

These configurations are needed on all the controllers to enable the transport interface used to establish
control connections with the routers and the rest of the controllers.

config t
vpn 0



dns <IP-address> primary
dns <IP-address> secondary
interface ethl
ip address <IP-address/mask>
tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun
allow-service https
|
no shutdown
|
ip route 0.0.0.0/0 <default-gateway IP>
commit

S

Note: You can refer to the configurations of your existing controller and if the config is present
then you can add this configuration to the new controllers.

Configure the control protocol as TLS only if thereis arequirement for routers to establish secure control
connections with the vManage nodes using TLS. By default, all the controllers and routers establish control
connection using DTLS. Thisisan optional config required only on vSmart and vM anage nodes depending
0N you requirement.

Conf t
security
control
protocol tils
Commit

Combination 1. Standalone vM anage + No DR

| nstances needed:

* 1vManage (COMPUTE _AND _DATA)
* 1 or morevBond
e 1 or more vSmart



Steps:

1.
2.
3.
4.
S.

Step

Step

Bring up all instances using the Common Steps

Pre-Checks

Configure vManage Ul, Certificates, and Onboard Controllers
Config-db backup/restore

Post Checks

1: Pre-Checks

Ensure that the number of the active Cisco SD-WAN Manager instances are identical to the number
of the newly installed Cisco SD-WAN Manager instances.

Ensure that all the active and new Cisco SD-WAN Manager instances run the same software version.

Ensure that all the active and new Cisco SD-WAN Manager instances are able to reach the
management | P address of the Cisco SD-WAN Validator.

Ensure that certificates have been installed on the newly installed Cisco SD-WAN Manager instances.

Ensure that the clocks on all Cisco Catalyst SD-WAN devices, including the newly installed Cisco
SD-WAN Manager instances, are synchronized.

Ensure that a new set of System IPs and Site IDs is configured on the newly installed Cisco SD-WAN
Manager instances, along with the same basic configuration as the active cluster.

2: ConfigurevManage Ul, Certificates, and Onboard Controllers

Update the configurations on vM anage Ul

Once the configurationsin Step 1 are added on the CLI of al the controllers, we can access

the webUI of vManage, using the URL https://<vmanage-ip> in your browser. Use the VPN 512 | P
addr ess of respective vManage nodes. Y ou can log in with the admin username and password.
Navigate to Administration > Settings and complete these steps.

Configure Organization name and Validator/vBond URL/IP address. Configure the same value as
in the CLI of the vManage node.

In the vManage 20.15/20.18 these configurations are available under section System.
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» Verify the configurations for Certificate Authorization(CA), which decides the Certificate Authority
used for signing the certificates. We can see 3 options there:

1. Hardware WAN Edge Certificate Authorization - Decides the CA for hardware SD-WAN Edge
routers.
* On Box Certificate (TPM/SUDI Certificate) - With this option, the preinstalled certificate on
the router hardware is used to establish the Control connections (TLS/DTLS connections)
» Enterprise Certificate (signed by Enterprise CA) - With this option, the routers use certificates
signed by Enterprise certificate authority of your organization. While choosing this option, the
root certificate of Enterprise CA must be updated here.



aheil Catalyst SO-WAN

P The network is out of compliance due to licansing, phease elick hers for more actions

Settings
o, ;
Settings J Trust and Privacy
figuratiani
Tanancy Mede Hardware WAN Edge Certificate Autharization
il Enforee Software Version (ZTP)
Hardwears WAN Edge Certificate Authorization involves the process of ensuring that th
Software Install Timeout certificates used by the WAN Edge devices are authorized and valid
et | Sacurity »
(®) On Box Certificate(TPM/SUDI Certificate) Enterprise Certificate (signed by Enterprise Cal L]
3
a4 Hardware WAN Edge Certificate Authorizatbon 3
To +
Controdier Cartificats Authorization
WAN Edge Cloud Certificate Authorization
Certificate Revocation List
o
Wab Sarver Cartificate
Mairesnance
Enterpeise Feature Certificate Autharization [ cancen |
30 \ J
Administration User Sessions
DUDQ MFA Configuration
Expl

Password Policy

2. Controller Certificate Authorization - Decides the CA for SD-WAN controllers.

» Cisco (Recommended) - Controllers use the certificates signed by Cisco PKI. vManage
automatically contacts the PNP portal using the smart account credentials configured on the
vManage and get the certificate signed and is installed on the controller.

» Manua - Controllers use the certificates signed by Cisco PKI. Manually sign the CSR using the
Cisco PNP portal by navigating to smart account and virtual account of the respective SD-WAN
overlay.

» Enterprise Root Certificate - With this option, the routers use certificates signed by Enterprise
certificate authority of your organization. While choosing this option, the root certificate of
Enterprise CA must be updated here.



alrD] 0O admin W

) The network is out of comgliance due to kcensing, please click here for more actions

Settings
, p i Settings | Trust and Privacy
liguiratio
Tenancy Mode Controller Certificate Authorization
il
Analytics Enforce Software Version (ZTP)
Software Install Timeout
Warkflows
a Hardware WAN Edge Certificate Authorization
Touil
Controller Certificate Autharization
WAN Edge Cloud Certificate Authorization
Certificate Signing by
Cartifionta mesoation it Cisco (Recommended) Maral '.l_- Enterprise Rool Certificate
o

P Web Server Certificate
alnienance Enterprise Aoat Cartficate Salect a File

Enterprise Feature Certificate Authorization M CERTIFICATE
do
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DUO MFA Configuration
Expl

Password Policy | Cancel |

3. WAN Edge Cloud Certificate Authorization - Decides the CA for virtual SD-WAN Edge routers
(CSR1000v, C8000v, vEdge cloud)
» Automated (vManage signed) - vManage automatically signs the CSR for the virtual Edge
routers and install the certificate on the router.
* Manua (Enterprise CA - recommended) - Virtual routers use certificates signed by Enterprise
certificate authority of your organization. While choosing this option, the root certificate of
Enterprise CA must be updated here.

In case, if we are using our own CA, Enterprise certificate authority, choose Enterprise.



o Tha network is cut of compliance due to licensing, please click hera for more actions.
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» Navigate to Configuration > Certificates > Control Componentsin case of
20.15/20.18 vManage nodes. In case of 20.9/20.12 versions, Configuration > Devices > Controllers
» Click on ... for Manager/vManage and click on Generate CSR.

n The network is aul of compliance due to licensing, please click here for mare actions

a Certificates

Configuration
WAMN Edge List Control Components Applications CA Cert

Cartificats Serial

0@

Expiratian Date

Devices (3)
-
Warkflows
Sand to Validator Install Certificate
- Opsration Status Cantrolisr Typs Hastname System IP Site I
L]
Waintenar
o
Adrsinisteat
Expls
1112 Add Device Generate CSR Upload Certificate

Update Validatar

* Oncethe CSR is generated, you can download the CSR and get it signed based on the Certificate
authority chosen for controllers. Y ou can verify this configuration in Administration > Settings >

Controller Certificate Authorization. If Cisco (Recommended) is chosen, then the CSR is

automatically uploaded to the PNP portal by the vManage and once the certificate issigned, it is

installed on the vManage automatically.



 If Manual is chosen, manually sign the CSR using the Cisco PNP portal by navigating to smart
account and virtual account of the respective SD-WAN overlay. Once the certificate is available from
PNP portal, click oninstall certificate on the same section of vManage and upload the certificate and
install the certificate. Same procedure is applicable if we are using Digicert and Enterprise Root
Certificate.

Onboar ding vBond/Validator and vSmart/Controller to the vM anage

Navigate to Configuration > Devices > Control Componentsin case of 20.15/20.18 vManage nodes. In
case of 20.9/20.12 versions, Configuration > Devices > Controllers

Onboarding vBond/Validator

» Click on Add vBond in case of 20.12 vManage or Add Validator in case of 20.15/20.18 vManage. A
pop up opens, enter the VPN 0 transport | P of vBond which is reachable from the vManage.

» Check the reachability using ping if alowed from CLI of vManage to vBond IP.

* Enter the user credentias of vBond.

S

Note: We need to use admin credentials of vBond or a user part of netadmin group. Y ou can verify
thisin the CLI of the vBond. Choose Y es in the dropdown of “Generate CSR" if we need to install
anew certificate for vBond.

Note: If the vBond is behind aNAT device/Firewall, check if thevBond VPN O interface IPis
trandated to apublic IP. If VPN O interface I P is not reachable from vManage, use the public IP
address of VPN O interface in this step.



- — @ D@ ,Q admin W
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» Oncethe CSR is generated, you can download the CSR and get it signed based on the Certificate
authority chosen for controllers. Y ou can verify this configuration in Administration > Settings >
Controller Certificate Authorization. If Cisco (Recommended) is chosen, then the CSR is
automatically uploaded to the PNP portal by the vManage and once the certificate issigned, it is
installed on the vBond automatically.

 If Manual is chosen, manually sign the CSR using the Cisco PNP portal by navigating to smart
account and virtual account of the respective SD-WAN overlay. Once the certificate is available from
PNP portal, click oninstall certificate on the same section of vManage and upload the certificate and
install the certificate. Same procedure is applicable if we are using Digicert and Enterprise Root
Certificate.

* |f there are multiple vBonds, repeat the same steps.

Onboarding vSmart/Controller

» Click on Add vSmart in case of 20.12 vManage or Add Controller in case of 20.15/20.18 vManage.
* A pop up opens, enter the VPN 0 transport | P of vSmart which is reachable from the vManage.
» Check the reachability using ping if allowed from CLI of vManage to vSmart IP.

* Enter the user credentials of vSmart Note that we need to use admin credentials of vSmart or a user
part of netadmin group.

* You can verify thisin the CLI of the vSmart.

» Set the protocol to TLS, if we intend to use TLS for routers to establish control connections
with vSmart. This config needs to be configured on CLI of vSmarts and vM anage nodes as well.

» Choose Yesin the dropdown of "Generate CSR" if we need to install a new certificate for vSmart.



Note: If the vSmart is behind NAT device/Firewall, check if the vSmart VPN O interface IP is
trandated to apublic IP, and if VPN 0 interface IP is not reachable from vManage, use public IP
address of VPN O interface IP in this step.

@ The netwark is cut of compliance due to licensing, please elick here for mere actions
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* Oncethe CSR is generated, you can download the CSR and get it signed based on the Certificate
authority chosen for controllers. Y ou can verify this configuration in Administration > Settings >
Controller Certificate Authorization. If Cisco (Recommended) is chosen, then the CSR is
automatically uploaded to the PNP portal by the vManage and once the certificate issigned, it is
installed on the vSmart automatically.

 If Manual is chosen, manually sign the CSR using the Cisco PNP portal by navigating to smart
account and virtual account of the respective SD-WAN overlay. Same procedure is applicable if we
are using Digicert and Enterprise Root Certificate.

» Oncethe certificate is available from PNP portal, click on install certificate on the same section
of vManage and upload the certificate and install the certificate.

* If there are multiple vSmarts, repeat the same steps.

Verification

Once all the steps are completed, verify that all the control components are reachable
in Monitor > Dashboard
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* Click on the respective Control components and confirm that they are all reachable.
» Navigate to Monitor > Devices and confirm all the control components are reachable.

) The retwork s cut of compllance due ta lcensing, please click here for mane actians.
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Step 3: Config-db Backup/Restore
Collect vM anage configur ation-db backup and restore on another vM anage node

Collect Configuration-DB backup:



» Inthe SD-WAN fabric which is currently in use, you can generate configuration-db backup on both
standalone vManage and vManage cluster setup’s.
* For standalone vManage, that vManage itself is the configuration-db leader.

Confirm the configuration-db is running on the vM anage node.

Y ou can verify the same using the command request nms configuration-db status on vManage CLI. The
output is as shown

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

Use this command to collect the configuration-db backup from the identified configuration-
db leader vManage node.

request nms configuration-db backup path /opt/data/backup/<filename>

The expected output is as shown:

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47¢c383569ec88308015d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

» Make anote of the configuration-db credentialsif it has been updated.
» |If you are unaware of the configuration-db credentials, reach out to TAC to retrieve the
configuration-db credentials from the existing vManage nodes.

» Default configuration-db credentials are username: neo4j and password: password

Restore Configuration-db Backup to another vM anage node



Copy the configuration-db backup to /home/admin/ directory of vManage using SCP.

Sample scp command output:

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

To restore configuration-db backup, first we need to configure the configuration-db credentials. If your
configuration-db credentials are default(neo4j/password), we can skip this step.

To configure configuration-db credentials, use the command request nms configuration-db update-admin-
user. Use the username and password of your choice.

Kindly note that the Application server of vManage is restarted. Due to which vManage Ul becomes
inaccessible for a short time.

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

Post which we can proceed to retore the configuration-db backup:

We can use the command request nms configuration-db restore path /home/admin/< > to restore the
configuration-db to the new vManage:

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"


mailto:admin@10.66.62.27:/home/admin/

Stopping NMS application server on Tocalhost
Stopping NMS configuration database on Tocalhost
Reseting NMS configuration database on localhost
Loading NMS configuration database on localhost
Starting NMS configuration database on localhost
Waiting for 180s or the instance to start...

NMS configuration database on Tocalhost has started.
Updating DB with the saved cluster configuration data
Successfully reinserted cluster meta information
Successfully reinserted vmanage root ca information
Starting NMS application server on Tocalhost
Waiting for 180s for the instance to start...
Successfully restored database

Once the configuration-db is restored, make sure the vManage Ul is accessible. Wait for around 5 minutes
and then attempt to access the Ul.

Once logged into Ul successfully, ensure the Edge routers list, template, policies and all the rest of the
configurations that were present on your previous or existing vManage Ul is reflected on the new vManage
Ul.

S

Caution: The restored configuration-db still contains the SD-WAN Manager(s) the backup was
taken from. They are listed as Manager entriesin Configuration > Certificates > Control
Components (20.9/20.12: Configuration > Certificates > Controllers) but are not members of
Administration > Cluster Management. Until they are removed in Step 4:

» every Send to Validator reports Failed to find Vmanage Cluster node for uuid <uuid> for
them, and
* every controller certificate installation from the Ul fails and isrolled back.

Do not perform any controller certificate operation or Send to Validator on this vManage until Step
4 iscomplete. If acertificate installation fails, do not install the same certificate from the CLI,;
contact Cisco TAC.

Step 4. Reauthentication of Controllersand invalidation of old controllers

Once configuration-db is restored, we need to reauthenticate all the new controllers
(vmanage/vsmart/vbond) in the fabric.

S

Note: In actual production if the interface IP used to re-authenticate is the tunnel interface 1P, need
to ensure NETCONF service is alowed on the tunnel interface of the vManage, vSmart and vBond
and also on the firewalls along the path. The firewall port to open is TCP port 830 as bi-directional
rule from DR cluster to all vBonds and vSmarts.



On vmanage Ul, click on Configuration > Devices> Controllers

» Click the three dots near each controller and Click Edit

* Replacethe ip-address (system-ip of the controller) with the transport vpn 0 (tunnel interface) ip
address. Enter the username and password and click save
* Dothesamefor all the new controllersin the fabric

Sync the Root-cert-chain

Once all the controllers are onboarded, compl ete this step:

On any Cisco SD-WAN Manager server in the newly active cluster, perform these actions:

Enter this command to synchronize the root certificate with al Cisco Catalyst SD-WAN devicesin the
newly active cluster:

https.//vmanage-url/dataservice/system/device/sync/rootcertchain



https://vmanage-url/dataservice/system/device/sync/rootcertchain

Enter this command to synchronize the Cisco SD-WAN Manager UUID with the Cisco SD-WAN Validator:

https://vmanage-url/dataservice/certificate/syncvbond

Remove the previous SD-WAN Manager entries

Do thisright after the root-cert-chain sync and befor e any controller certificate operation or Send to
Validator.

1. Open Configuration > Certificates > Control Components (20.9/20.12: Configuration >
Certificates > Controllers) and Administration > Cluster M anagement. Every vManage entry that is
not this vManage is a previous SD-WAN Manager entry and must be removed.

2. Before any Send to Validator or Invalidate action, check for a conflicting serial number record.
Browse to https://<vmanage-ur|>/dataser vice/cer tificate/vsmart/list. No entry can have an
oldSerialNumber whose serial number equals its own serialNumber. This check isread-only. If such
an entry exists, stop and contact Cisco TAC: any Send to Validator or Invalidate sends the controller
list, and that controller would lose its control connections.

3. Navigate to Monitor > Tasks and open the most recent Push vSmart List task. Only inspect the
existing task results; do not click Send to Validator here. If no recent task is listed, wait for the next
top-of-hour list push. Each previous SD-WAN Manager entry must show Failed to find Vmanage
Cluster node for uuid <uuid>. If avManage uuid was pushed successfully, it isalive vManage: do
not invalidate it.

4. Click the three dots on the right side of the first previous SD-WAN Manager entry and click
Invalidate. Wait for the task to complete. The expected result is Success with war ning, with this
activity:

Invalidating Root Certificate Autority of vManage-<uuid>

Sending serial number of vManage-<uuid> as invalid to all controllers

Failed to push serial 1list to vManage-<uuid> - retry in 30 seconds; Failed to find Vmanage Cluster node
Updated serial 1list will be sent to vManage-<uuid> when it is reachable

Clearing certificate on vManage-<uuid>

Successfully invalidated vManage-<uuid>

The entry now shows No certificate installed. The previous SD-WAN Manager serial number and root CA
are removed from the validators.

5. Click the three dots on the same entry and click I nvalidate again. It completesimmediately, without a
task, and the entry is removed.

6. Repeat steps 4 and 5 for every previous SD-WAN Manager entry.

7. Click Send to Validator. The expected result is Success for every recipient within afew seconds,
with no Failed to find Vmanage Cluster node.

Invalidate the old controllers

Once the fabric is restored and the control and BFD sessions are up for all edges and controllersin the


https://vmanage-url/dataservice/certificate/syncvbond

fabric, invalidate the old vBond/V alidator and vSmart/Controller entries from the Ul :

* OnvManage Ul, navigate to Configuration > Certificates > Control Components (20.9/20.12:
Configuration > Certificates > Controllers).

* Click the three dots on the right side of the old vBond/vSmart and click I nvalidate.

» Click Send to Validator (Send to vBond in 20.9/20.12). It must show Success for every recipient.

» Navigate to Configuration > Devices > Control Components (20.9/20.12: Configuration > Devices
> Controllers).

 Click the three dots on the right side of the old vBond/vSmart and click Delete.

Step 5: Post Checks

Note: Continue with the Post Checks section shown here, which is common to all deployment
combinations.

Combination 2. Standalone vM anage + Single Node DR

| nstances needed:

1 vManage (primary, COMPUTE_AND_DATA)

1 vManage (DR standby, COMPUTE_AND_DATA)
1 or more vBond

1 or more vSmart

Steps:

1. Bring up al instances using the Common Steps

2. Pre-checks

3. Configure vManage Ul, Certificates, and Onboard Controllers
4. Single Node DR Setup

5. Config-db backup/restore

6. Post Checks

Step 1: Pre-Checks

» Ensure that the number of the active Cisco SD-WAN Manager instances are identical to the number
of the newly installed Cisco SD-WAN Manager instances.

» Ensurethat all the active and new Cisco SD-WAN Manager instances run the same software version.

» Ensurethat all the active and new Cisco SD-WAN Manager instances are able to reach the



management | P address of the Cisco SD-WAN Validator.
» Ensurethat certificates have been installed on the newly installed Cisco SD-WAN Manager instances.

» Ensure that the clocks on all Cisco Catalyst SD-WAN devices, including the newly installed Cisco
SD-WAN Manager instances, are synchronized.

» Ensurethat anew set of System IPs and Site IDs is configured on the newly installed Cisco SD-WAN
Manager instances, along with the same basic configuration as the active cluster.

Step 2: Configure vManage Ul, Certificates, and Onboard Controllers

Update the configurations on vM anage Ul

» Oncethe configurationsin Step 1 are added on the CLI of al the controllers, we can access
the webUI of vManage, using the URL https://<vmanage-ip> in your browser. Use the VPN 512 | P
addr ess of respective vManage nodes. Y ou can log in with the admin username and password.
* Navigate to Administration > Settings and compl ete these steps.
» Configure Organization name and Validator/vBond URL/IP address. Configure the same value as
in the CLI of the vManage node.
In the vManage 20.15/20.18 these configurations are available under section System.

Settings

Settings |
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» Verify the configurations for Certificate Authorization(CA), which decides the Certificate Authority
used for signing the certificates. We can see 3 options there:

1. Hardware WAN Edge Certificate Authorization - Decides the CA for hardware SD-WAN Edge
routers.
* On Box Certificate (TPM/SUDI Certificate) - With this option, the preinstalled certificate on
the router hardware is used to establish the Control connections (TLS/DTLS connections)
» Enterprise Certificate (signed by Enterprise CA) - With this option, the routers use certificates
signed by Enterprise certificate authority of your organization. While choosing this option, the
root certificate of Enterprise CA must be updated here.
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2. Controller Certificate Authorization - Decides the CA for SD-WAN controllers.

» Cisco (Recommended) - Controllers use the certificates signed by Cisco PKI. vManage
automatically contacts the PNP portal using the smart account credentials configured on the
vManage and get the certificate signed and is installed on the controller.

» Manua - Controllers use the certificates signed by Cisco PKI. Manually sign the CSR using the
Cisco PNP portal by navigating to smart account and virtual account of the respective SD-WAN
overlay.

» Enterprise Root Certificate - With this option, the routers use certificates signed by Enterprise
certificate authority of your organization. While choosing this option, the root certificate of
Enterprise CA must be updated here.
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3. WAN Edge Cloud Certificate Authorization - Decides the CA for virtual SD-WAN Edge routers
(CSR1000v, C8000v, vEdge cloud)
» Automated (vManage signed) - vManage automatically signs the CSR for the virtual Edge
routers and install the certificate on the router.
* Manua (Enterprise CA - recommended) - Virtual routers use certificates signed by Enterprise
certificate authority of your organization. While choosing this option, the root certificate of
Enterprise CA must be updated here.

In case, if we are using our own CA, Enterprise certificate authority, choose Enterprise.
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» Navigate to Configuration > Certificates > Control Componentsin case of
20.15/20.18 vManage nodes. In case of 20.9/20.12 versions, Configuration > Devices > Controllers
» Click on ... for Manager/vManage and click on Generate CSR.
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* Oncethe CSR is generated, you can download the CSR and get it signed based on the Certificate
authority chosen for controllers. Y ou can verify this configuration in Administration > Settings >

Controller Certificate Authorization. If Cisco (Recommended) is chosen, then the CSR is

automatically uploaded to the PNP portal by the vManage and once the certificate issigned, it is

installed on the vManage automatically.



 If Manual is chosen, manually sign the CSR using the Cisco PNP portal by navigating to smart
account and virtual account of the respective SD-WAN overlay. Once the certificate is available from
PNP portal, click oninstall certificate on the same section of vManage and upload the certificate and
install the certificate. Same procedure is applicable if we are using Digicert and Enterprise Root
Certificate.

Onboar ding vBond/Validator and vSmart/Controller to the vM anage

Navigate to Configuration > Devices > Control Componentsin case of 20.15/20.18 vManage nodes. In
case of 20.9/20.12 versions, Configuration > Devices > Controllers

Onboarding vBond/Validator

» Click on Add vBond in case of 20.12 vManage or Add Validator in case of 20.15/20.18 vManage. A
pop up opens, enter the VPN 0 transport | P of vBond which is reachable from the vManage.

» Check the reachability using ping if alowed from CLI of vManage to vBond IP.

* Enter the user credentias of vBond.

S

Note: We need to use admin credentials of vBond or a user part of netadmin group. Y ou can verify
thisin the CLI of the vBond. Choose Y es in the dropdown of “Generate CSR" if we need to install
anew certificate for vBond

Note: If the vBond is behind aNAT device/Firewall, check if thevBond VPN O interface IPis
trandated to apublic IP. If VPN O interface I P is not reachable from vManage, use the public IP
address of VPN O interfacein this step
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» Oncethe CSR is generated, you can download the CSR and get it signed based on the Certificate
authority chosen for controllers. Y ou can verify this configuration in Administration > Settings >
Controller Certificate Authorization. If Cisco (Recommended) is chosen, then the CSR is
automatically uploaded to the PNP portal by the vManage and once the certificate issigned, it is
installed on the vBond automatically.

 If Manual is chosen, manually sign the CSR using the Cisco PNP portal by navigating to smart
account and virtual account of the respective SD-WAN overlay. Once the certificate is available from
PNP portal, click oninstall certificate on the same section of vManage and upload the certificate and
install the certificate. Same procedure is applicable if we are using Digicert and Enterprise Root
Certificate.

* |f there are multiple vBonds, repeat the same steps.

Onboarding vSmart/Controller

» Click on Add vSmart in case of 20.12 vManage or Add Controller in case of 20.15/20.18 vManage.
* A pop up opens, enter the VPN 0 transport | P of vSmart which is reachable from the vManage.
» Check the reachability using ping if allowed from CLI of vManage to vSmart IP.

* Enter the user credentials of vSmart Note that we need to use admin credentials of vSmart or a user
part of netadmin group.

* You can verify thisin the CLI of the vSmart.

» Set the protocol to TLS, if we intend to use TLS for routers to establish control connections
with vSmart. This config needs to be configured on CLI of vSmarts and vM anage nodes as well.

» Choose Yesin the dropdown of "Generate CSR" if we need to install a new certificate for vSmart.



Note: If the vSmart is behind NAT device/Firewall, check if the vSmart VPN O interface IP is
trandated to apublic IP, and if VPN 0 interface IP is not reachable from vManage, use public IP
address of VPN O interface IP in this step.
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* Oncethe CSR is generated, you can download the CSR and get it signed based on the Certificate
authority chosen for controllers. Y ou can verify this configuration in Administration > Settings >
Controller Certificate Authorization. If Cisco (Recommended) is chosen, then the CSR is
automatically uploaded to the PNP portal by the vManage and once the certificate issigned, it is
installed on the vSmart automatically.

 If Manual is chosen, manually sign the CSR using the Cisco PNP portal by navigating to smart
account and virtual account of the respective SD-WAN overlay. Same procedure is applicableif we
are using Digicert and Enterprise Root Certificate.

» Oncethe certificate is available from PNP portal, click on install certificate on the same section
of vManage and upload the certificate and install the certificate.

* If there are multiple vSmarts, repeat the same steps.

Verification

Once all the steps are completed, verify that all the control components are reachable
in Monitor > Dashboard
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* Click on the respective Control components and confirm that they are all reachable.
» Navigate to Monitor > Devices and confirm all the control components are reachable.

) The retwork s cut of compllance due ta lcensing, please click here for mane actians.
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Step 3: Config-db Backup/Restore

Collect vM anage configur ation-db backup and restore on another vM anage node

S

Security Multiclowd Tunnels Logs |T| = @
Dwvices  Coriificaies  Licensing
Device Group am
Device & Export &
aq
As of: Feb 18, 2026 11:28 AM O
[re— Dwvics Mazal Sit ey Syvtem © vaanh © [rer— Comrgt B oro oc up Sine: CPULasd Mamary utiiz stice
vBand validat 111 e .
viranage Mangge 7 L] b —
l vemark I e L
*



Note: While collecting configuration-database backup from the existing vM anage node which has
Disaster recovery enabled, make sureit is collected after the Disaster recovery on that node is
paused and deleted.

Confirm there is no ongoing Disaster recovery replication. Navigate to Administration > Disaster
Recovery and make sure the status Success and not in atransient state such as Import Pending, Export
Pending, or Download Pending. If the statusis not success, reach out to Cisco TAC and make sure
replication is successful before you proceed to pause the disaster recovery.

First Pause the disaster recovery and make sure the task is complete. And then Delete the Disaster recovery
and confirm the task is completed.

Cisco vM . At tra Drsaster Recovery

Primary Cluster Status [
N Dee il

Reach out to Cisco TAC to ensure the Disaster Recovery is successfully cleaned up.

Collect Configuration-DB backup:

* Inthe SD-WAN fabric which is currently in use, you can generate configuration-db backup on both
standalone vM anage and vManage cluster setup’s.
 For standalone vManage, that vManage itself is the configuration-db leader.

Confirm the configuration-db is running on the viM anage node.

Y ou can verify the same using the command request nms configuration-db status on vManage CLI. The
output is as shown

vmanage# request nms configuration-db status



NMS configuration database
EnabTled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

Use this command to collect the configuration-db backup from the identified configuration-
db leader vManage node.

request nms configuration-db backup path /opt/data/backup/<filename>

The expected output is as shown:

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47c383569ec883080f5d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

» Make anote of the configuration-db credentialsif it has been updated.

 If you are unaware of the configuration-db credentials, reach out to TAC to retrieve the
configuration-db credentials from the existing vManage nodes.

» Default configuration-db credentials are username: neo4j and password: password

Restore Configuration-db Backup to another vM anage node

Copy the configuration-db backup to /home/admin/ directory of vManage using SCP.

Sample scp command output:

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz


mailto:admin@10.66.62.27:/home/admin/

To restore configuration-db backup, first we need to configure the configuration-db credentials. If your
configuration-db credentials are default(neo4j/password), we can skip this step.

To configure configuration-db credentials, use the command request nms configuration-db update-admin-
user. Use the username and password of your choice.

Kindly note that the Application server of vManage is restarted. Due to which vManage Ul becomes
inaccessible for a short time.

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

Post which we can proceed to retore the configuration-db backup:

We can use the command request nms configuration-db restore path /home/admin/< > to restore the
configuration-db to the new vManage:

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on Tocalhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on localhost

Loading NMS configuration database on localhost

Starting NMS configuration database on localhost

Waiting for 180s or the instance to start...

NMS configuration database on Tocalhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on Tocalhost

Waiting for 180s for the instance to start...

Successfully restored database



Once the configuration-db is restored, make sure the vManage Ul is accessible. Wait for around 5 minutes
and then attempt to access the Ul.

Once logged into Ul successfully, ensure the Edge routers list, template, policies and all the rest of the
configurations that were present on your previous or existing vManage Ul is reflected on the new vManage
Ul.

S

Caution: The restored configuration-db still contains the SD-WAN Manager(s) the backup was
taken from. They are listed as Manager entriesin Configuration > Certificates > Control
Components (20.9/20.12: Configuration > Certificates > Controllers) but are not members of
Administration > Cluster Management. Until they are removed in Step 5:

» every Send to Validator reports Failed to find Vmanage Cluster node for uuid <uuid> for
them, and
* every controller certificate installation from the Ul fails and isrolled back.

Do not perform any controller certificate operation or Send to Validator on this vManage until Step
5iscomplete. If acertificate installation fails, do not install the same certificate from the CLI,;
contact Cisco TAC.

Step 4. Single Node DR Setup

Refer to Step 2: Prechecksin Combination 2: Standalone vM anage + Single Node DR and make sure we
have completed all the requirements before we proceed to enable Disaster recovery.

Single Node DR

Prerequisites

» Ensure that the primary and the secondary node are reachable by HTTPS on atransport VPN (VPN
0).

» Ensure that the Cisco vManage primary node and secondary node are running the same
Cisco vManage version.

Out-of-band cluster interfacein VPN O

1. For each vManage instance within a cluster, athird interface (cluster link) is required besides the
interfaces used for VPN O (transport) and VPN 512 (management).

2. Thisinterface is used for communication and syncing between the vM anage servers within the cluster.

3. Thisinterface must be at least 1 Gbps and have a latency of 4msor less. A 10 Gbps interfaceis
recommended.

4. Both vManage nodes must be able to reach each other through this interface: be it alayer 2 segment or



through layer 3 routing.

Ensure that all services (application-server, configuration-db, messaging server, coordination server,
and statistics-db) are enabled on both Cisco vManage nodes.

Distribute all controllers, including Cisco vBond Orchestrators, across both primary and secondary
data centers. Ensure that these controllers are reachable by Cisco vManage nodes that are distributed
across these data centers. The controllers connect only to the primary Cisco vManage node.

Make sure that no other operations are in process in the active (primary) and the standby (secondary)
Cisco vManage node. For example, make sure that no servers are in the process of upgrading or no
templates are in the process of attaching templates to devices.

Disable the Cisco vManage HTTP/HTTPS proxy server if it is enabled. If you do not disable the
proxy server, Cisco vManage attempts to establish disaster recovery communication through the
proxy |P address, even if Cisco vManage out-of-band cluster | P addresses are directly reachable. Y ou
can re-enable the Cisco vManage HTTP/HTTPS proxy server after disaster recovery registration
completes.

Before you start the disaster recovery registration process, go to the Tools — Rediscover Network
window on the primary Cisco vManage node and rediscover the Cisco vBond Orchestrators.

Configuration

Configurethe CLI configurations of all the vM anage node which isacting as Disaster recovery node

The bare minimum configuration for vManage prior to the Disaster Recovery registration is as shown

config t

system

host-name <hostname>
system-ip <unique system-ip>
site-id <site-id>
organization-name <organization name>
vbond <IP address/URL of vBond>

commit

Note: If we are using URL as vBond address, make sure to configure DNS server | P addresses in
VPN 0 configuration or ensure they can be resolved.

These configurations are needed to enable transport interface used to establish control connections with the
routers and rest of the controllers



config t
vpn 0
dns <IP-address> primary
dns <IP-address> secondary
interface ethl
ip address <IP-address/mask>
tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp
no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun
allow-service https
I

no shutdown
!
ip route 0.0.0.0/0 <default-gateway IP>
commit

Also configure VPN 512 management interface to enable out of band management access to the controller.

Conf t
vpn 512
interface eth0
ip address <IP-address/mask>
no shutdown
!
ip route 0.0.0.0/0 <default-gateway IP>
!
commit

Configure serviceinterface on the DR vM anage

Configure service interface on the vManage node. Thisinterface is used for DR communication,

conf t

interface eth2
ip address <IP-address/mask>
no shutdown

commit

Make sure the same | P subnet is used for service interface on the Primary vManage and DR vManage



Update the configurations on vM anage Ul

* Once the configurations are added on the CLI of all the controllers, we can access
the webUI of vManage, using the URL https://<vmanage-ip> in your browser. Usethe VPN 512 | P
addr ess of respective vManage nodes. Y ou can log in with the admin username and password.

» Navigateto Administration > Settings and complete these steps.

» Configure Organization name. Configure the same value asin the CL1 of the vManage node.

* Inthe vManage 20.15/20.18 these configurations are available under section System.

Installing the Certificate on DR vManage

Proceed with the steps given under section Combination 2: Standalone vM anage + Single Node DR Step
2: Configure vM anage Ul, Certificates, and Onboard Controllerstoinstall the certificate on the Disaster
recovery vManage.

Adding the Disaster Recovery Configuration

* For this, go to the primary vManage.

» Navigate to Administration — Cluster Management and indicate the | P address of the out-of-band
interface after clicking on the three dots on the right side of the vManage entry and include username
and password. It is recommended to create a separate local user for example dradmin on both primary
and DR vmanage for this configuration.

= Conee Conaiya 8O- ) Sedect Resousce Grouge Admirsstrason « Chuster Management

Edit Manager

» VVManage reboots after this change.

» After the Primary vManage comes up, Navigate to Administration — Disaster Recovery. Click on
‘Manage Disaster Recovery’.

* Inthe pop-up window, fill the details for both primary and secondary vM anage.

* TheIP addresses to be indicated are the out-of-band cluster interfaces(eth2) | P addresses.

» Thecredentials must be those of a netadmin user (dradmin) and they must not be changed once
the DR isconfigured. A separate vManage local user credential for Disaster recovery can be used.



We need to make sure the vManage local user is part of netadmin group. Even admin credential can
be used here.

* Oncefilled, click ‘Next’.
* Fill thevBond controllers details.
» ThevBond controllers must be reachable in the specified | P address via Netconf.

» The credentials must be those of a netadmin user (dradmin) and they must not be changed once the
DR is configured.

* For thisit isrecommended that vBond have this dradmin user locally configured or you can use the
admin user to add the vBond.

Manage Disaster Recovery

* Oncefilled, click *Next’.
* Inthe Recovery Mode, choose ‘Manual’. Click ‘Next’.



Manage Disaster Recovery

@ Connectivity @® vBona @ Recovery
info info Mode

Manual Automanon

In the Replication Schedule, set the ‘ Replication Interval’. Every replication interval time, the datais
replicated from primary vManage to secondary vManage. The minimum configurable value is 15 minutes.

Manage Disaster Recovery

. Connec tivity . vBond . Recovery . Replication
info info Mooe Schedule
Start Time 3:00 . AM .
Replcaton Inena 15 mins -
Back Save Lance

» Set thevalue and click ‘ Save'.
» The DR Registration starts now. Click on the refresh button to manually refresh the state and the



progress logs. This process can take up to 20-30 minutes.

« C A Notsecure | hitgs//vmanage-1/#/a; | szt ' ’ : 5 496923454 e
= Cisco vM

Msaster Recovery Ragistration initiatad By: admin From: 10.61.76.160

[=]

» Note that the vManage GUI is restarted during this process.

* Once finished, a status of Success must be seen.

= Cisco vM

Dizsster Recovery Registration initisted By: admin  From: 10087, 76,180

Verify

Navigate to Administration — Disaster Recovery to see the Disaster Recovery status and when the data
was replicated last time.



Step 5: Reauthentication of Controllersand invalidation of old controllers

Once configuration-db is restored ,we need to reauthenticate all the new controllers
(vmanage/vsmart/vbond) in the fabric

S

Note: In actual production if the interface IP used to re-authenticate is the tunnel interface 1P, need
to ensure NETCONF service is alowed on the tunnel interface of the vManage, vSmart and vBond
and also on the firewalls along the path. The firewall port to open is TCP port 830 as bi-directional
rule from DR cluster to all vBonds and vSmarts .

On vmanage Ul ,vclick on Configuration > Devices > Controllers

» Click the three dots near each controller and Click Edit



* Replacethe ip-address (system-ip of the controller) with the transport vpn O(tunnel interface) ip
address .Enter the username and password and click save
* Dothesamefor all the new controllersin the fabric

Sync the Root-cert-chain

Once all the controllers are onboarded, compl ete this step:

On any Cisco SD-WAN Manager server in the newly active cluster, perform these actions:

Enter this command to synchronize the root certificate with al Cisco Catalyst SD-WAN devicesin the
newly active cluster:

https.//vmanage-url/dataservice/system/device/sync/rootcertchain

Enter this command to synchronize the Cisco SD-WAN Manager UUID with the Cisco SD-WAN Validator:

https://vmanage-url/dataservice/certificate/syncvbond

Removethe previous SD-WAN Manager entries

Do thisright after the root-cert-chain sync and befor e any controller certificate operation or Send to
Validator.

1. Open Configuration > Certificates > Control Components (20.9/20.12: Configuration >
Certificates > Controllers) and Administration > Cluster Management. Every vManage entry that is
not thisvManage is a previous SD-WAN Manager entry and must be removed. Do not invalidate the
Disaster Recovery vManage shown in Administration > Disaster Recovery. Only vManage entries


https://vmanage-url/dataservice/system/device/sync/rootcertchain
https://vmanage-url/dataservice/certificate/syncvbond

from the source of the configuration-db backup are removed here.

2. Before any Send to Validator or Invalidate action, check for a conflicting serial number record.
Browse to https://<vmanage-ur|>/dataser vice/certificate/vsmart/list. No entry can have an
oldSerialNumber whose serial number equals its own serialNumber. This check is read-only. If such
an entry exists, stop and contact Cisco TAC: any Send to Validator or Invalidate sends the controller
list, and that controller would lose its control connections.

3. Navigate to Monitor > Tasks and open the most recent Push vSmart List task. Only inspect the
existing task results; do not click Send to Validator here. If no recent task is listed, wait for the next
top-of-hour list push. Each previous SD-WAN Manager entry must show Failed to find Vmanage
Cluster node for uuid <uuid>. If avManage uuid was pushed successfully, it isalive vManage: do
not invalidate it.

4. Click the three dots on the right side of the first previous SD-WAN Manager entry and click
Invalidate. Wait for the task to complete. The expected result is Success with war ning, with this
activity:

Invalidating Root Certificate Autority of vManage-<uuid>

Sending serial number of vManage-<uuid> as invalid to all controllers

Failed to push serial 1list to vManage-<uuid> - retry in 30 seconds; Failed to find Vmanage Cluster node
Updated serial 1list will be sent to vManage-<uuid> when it is reachable

Clearing certificate on vManage-<uuid>

Successfully invalidated vManage-<uuid>

The entry now shows No certificate installed. The previous SD-WAN Manager serial number and root CA
are removed from the validators.

5. Click the three dots on the same entry and click I nvalidate again. It completes immediately, without a
task, and the entry is removed.

6. Repeat steps 4 and 5 for every previous SD-WAN Manager entry.

7. Click Send to Validator. The expected result is Success for every recipient within afew seconds,
with no Failed to find Vmanage Cluster node.

Invalidate the old controllers

Once the fabric is restored and the control and BFD sessions are up for all edges and controllersin the
fabric, invalidate the old vBond/Validator and vSmart/Controller entries from the Ul:

* OnvManage Ul, navigate to Configuration > Certificates > Control Components (20.9/20.12:
Configuration > Certificates > Controllers).

* Click the three dots on the right side of the old vBond/vSmart and click I nvalidate.

* Click Send to Validator (Send to vBond in 20.9/20.12). It must show Success for every recipient.

» Navigate to Configuration > Devices > Control Components (20.9/20.12: Configuration > Devices
> Controllers).

* Click the three dots on the right side of the old vBond/vSmart and click Delete.

Step 6: Post Checks



S

Note: Continue with the Post Checks section shown here, which is common to all deployment
combinations.

Combination 3: vManage Cluster + No DR

| nstances needed:

» 3 vManage (3-node cluster, al COMPUTE_AND_DATA) or 6 vManage (3
COMPUTE_AND_DATA + 3DATA)

» 1 or morevBond

* 1 or more vSmart

Steps:

1. Bring up al instances using the Common Steps

2. Pre-checks

3. Configure vManage Ul, Certificates, and Onboard Controllers
4. Build vManage Cluster

5. Config-db backup/restore

6. Post Checks

Step 1: Pre-Checks

» Ensure that the number of the active Cisco SD-WAN Manager instances are identical to the number
of the newly installed Cisco SD-WAN Manager instances.

» Ensurethat all the active and new Cisco SD-WAN Manager instances run the same software version.

» Ensurethat all the active and new Cisco SD-WAN Manager instances are able to reach the
management | P address of the Cisco SD-WAN Validator.

» Ensurethat certificates have been installed on the newly installed Cisco SD-WAN Manager instances.

» Ensure that the clocks on all Cisco Catalyst SD-WAN devices, including the newly installed Cisco
SD-WAN Manager instances, are synchronized.

» Ensurethat a new set of System IPs and Site IDs is configured on the newly installed Cisco SD-WAN
Manager instances, along with the same basic configuration as the active cluster.

Step 2: Configure vManage Ul, Certificates, and Onboard Controllers

Update the configurations on vM anage Ul



» Oncethe configurationsin Step 1 are added on the CLI of al the controllers, we can access
the webUI of vManage, using the URL https://<vmanage-ip> in your browser. Use the VPN 512 | P
addr ess of respective vManage nodes. Y ou can log in with the admin username and password.

* Navigate to Administration > Settings and complete these steps.

» Configure Organization name and Validator/vBond URL/IP address. Configure the same value as
in the CLI of the vManage node.

* Inthe vManage 20.15/20.18 these configurations are available under section System.

Settings j sy«

= @ D@ 82 admin ~

u The network is out of compliance due o licensing, please click here for more actions,
Mo :
Settings
A, -
Settings | system
figurat
I .
Cisco DNA Portal valldator
|
Anatytics Managed Cellular Activation - eSIM
ter the DNS name that points to the Validator or the IP address of the Cisco Catalyst SD-WAN
Validator and the port number to use to connact to it

Identity Provider Settings

Validator DNS/! IP Address Port

B Cloud Credentials
10.00.25.1 12346 e
a ThousandEyes User APl Tokens
Toals

Organization Name

Walidator
o
Banner
e 1
Maintenance Window Cancol
1a L J
Administraticn Interactive Help
Cross Platform Navigator
Exp

Proxy

» Verify the configurations for Certificate Authorization(CA), which decides the Certificate Authority
used for signing the certificates. We can see 3 options there:



1. Hardware WAN Edge Certificate Authorization - Decides the CA for hardware SD-WAN Edge
routers.
* On Box Certificate (TPM/SUDI Certificate) - With this option, the preinstalled certificate on
the router hardware is used to establish the Control connections (TLS/DTLS connections)
» Enterprise Certificate (signed by Enterprise CA) - With this option, the routers use certificates
signed by Enterprise certificate authority of your organization. While choosing this option, the
root certificate of Enterprise CA must be updated here.

0 Tha netwark is out of compliance due to licansing, please click hare for more actions
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2. Controller Certificate Authorization - Decides the CA for SD-WAN controllers.

» Cisco (Recommended) - Controllers use the certificates signed by Cisco PKI. vManage
automatically contacts the PNP portal using the smart account credentials configured on the
vManage and get the certificate signed and is installed on the controller.

» Manual - Controllers use the certificates signed by Cisco PKI. Manually sign the CSR using the
Cisco PNP portal by navigating to smart account and virtual account of the respective SD-WAN
overlay.

» Enterprise Root Certificate - With this option, the routers use certificates signed by Enterprise
certificate authority of your organization. While choosing this option, the root certificate of
Enterprise CA must be updated here.



alrD] 0O admin W

) The network is out of comgliance due to kcensing, please click here for more actions

Settings
, p i Settings | Trust and Privacy
liguiratio
Tenancy Mode Controller Certificate Authorization
il
Analytics Enforce Software Version (ZTP)
Software Install Timeout
Warkflows
a Hardware WAN Edge Certificate Authorization
Touil
Controller Certificate Autharization
WAN Edge Cloud Certificate Authorization
Certificate Signing by
Cartifionta mesoation it Cisco (Recommended) Maral '.l_- Enterprise Rool Certificate
o

P Web Server Certificate
alnienance Enterprise Aoat Cartficate Salect a File

Enterprise Feature Certificate Authorization M CERTIFICATE
do
Admiinistration Usar Sessions
DUO MFA Configuration
Expl

Password Policy | Cancel |

3. WAN Edge Cloud Certificate Authorization - Decides the CA for virtual SD-WAN Edge routers
(CSR1000v, C8000v, vEdge cloud)
» Automated (vManage signed) - vManage automatically signs the CSR for the virtual Edge
routers and install the certificate on the router.
* Manua (Enterprise CA - recommended) - Virtual routers use certificates signed by Enterprise
certificate authority of your organization. While choosing this option, the root certificate of
Enterprise CA must be updated here.

In case, if we are using our own CA, Enterprise certificate authority, choose Enterprise.
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» Navigate to Configuration > Certificates > Control Componentsin case of
20.15/20.18 vManage nodes. In case of 20.9/20.12 versions, Configuration > Devices > Controllers
» Click on ... for Manager/vManage and click on Generate CSR.
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* Oncethe CSR is generated, you can download the CSR and get it signed based on the Certificate

authority chosen for controllers. Y ou can verify this configuration in Administration > Settings >

Controller Certificate Authorization. If Cisco (Recommended) is chosen, then the CSR is
automatically uploaded to the PNP portal by the vManage and once the certificate issigned, it is

installed on the vManage automatically.



 If Manual is chosen, manually sign the CSR using the Cisco PNP portal by navigating to smart
account and virtual account of the respective SD-WAN overlay. Once the certificate is available from
PNP portal, click oninstall certificate on the same section of vManage and upload the certificate and
install the certificate. Same procedure is applicable if we are using Digicert and Enterprise Root
Certificate.

Onboar ding vBond/Validator and vSmart/Controller to the vM anage

Navigate to Configuration > Devices > Control Componentsin case of 20.15/20.18 vManage nodes. In
case of 20.9/20.12 versions, Configuration > Devices > Controllers

Onboarding vBond/Validator

» Click on Add vBond in case of 20.12 vManage or Add Validator in case of 20.15/20.18 vManage. A
pop up opens, enter the VPN 0 transport | P of vBond which is reachable from the vManage.

» Check the reachability using ping if alowed from CLI of vManage to vBond IP.

* Enter the user credentias of vBond.

S

Note: We need to use admin credentials of vBond or a user part of netadmin group. Y ou can verify
thisin the CLI of the vBond. Choose Y es in the dropdown of “Generate CSR" if we need to install
anew certificate for vBond

Note: If the vBond is behind aNAT device/Firewall, check if thevBond VPN O interface IPis
trandated to apublic IP. If VPN O interface I P is not reachable from vManage, use the public IP
address of VPN O interfacein this step
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» Oncethe CSR is generated, you can download the CSR and get it signed based on the Certificate
authority chosen for controllers. Y ou can verify this configuration in Administration > Settings >
Controller Certificate Authorization. If Cisco (Recommended) is chosen, then the CSR is
automatically uploaded to the PNP portal by the vManage and once the certificate issigned, it is
installed on the vBond automatically.

 If Manual is chosen, manually sign the CSR using the Cisco PNP portal by navigating to smart
account and virtual account of the respective SD-WAN overlay. Once the certificate is available from
PNP portal, click oninstall certificate on the same section of vManage and upload the certificate and
install the certificate. Same procedure is applicable if we are using Digicert and Enterprise Root
Certificate.

* |f there are multiple vBonds, repeat the same steps.

Onboarding vSmart/Controller

» Click on Add vSmart in case of 20.12 vManage or Add Controller in case of 20.15/20.18 vManage.
* A pop up opens, enter the VPN 0 transport | P of vSmart which is reachable from the vManage.
» Check the reachability using ping if allowed from CLI of vManage to vSmart IP.

* Enter the user credentials of vSmart Note that we need to use admin credentials of vSmart or a user
part of netadmin group.

* You can verify thisin the CLI of the vSmart.

» Set the protocol to TLS, if we intend to use TLS for routers to establish control connections
with vSmart. This config needs to be configured on CLI of vSmarts and vM anage nodes as well.

» Choose Yesin the dropdown of "Generate CSR" if we need to install a new certificate for vSmart.



Note: If the vSmart is behind NAT device/Firewall, check if the vSmart VPN O interface IP is
trandated to apublic IP, and if VPN 0 interface IP is not reachable from vManage, use public IP
address of VPN O interface IP in this step.
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* Oncethe CSR is generated, you can download the CSR and get it signed based on the Certificate
authority chosen for controllers. Y ou can verify this configuration in Administration > Settings >
Controller Certificate Authorization. If Cisco (Recommended) is chosen, then the CSR is
automatically uploaded to the PNP portal by the vManage and once the certificate issigned, it is
installed on the vSmart automatically.

 If Manual is chosen, manually sign the CSR using the Cisco PNP portal by navigating to smart
account and virtual account of the respective SD-WAN overlay.

» Oncethe certificate is available from PNP portal, click on install certificate on the same section
of vManage and upload the certificate and install the certificate.

» Same procedure is applicable if we are using Digicert and Enterprise Root Certificate.

* If there are multiple vSmarts, repeat the same steps.

Verification

Once all the steps are completed, verify that all the control components are reachable
in Monitor > Dashboard
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* Click on the respective Control components and confirm that they are all reachable.
» Navigate to Monitor > Devices and confirm all the control components are reachable.
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Step 3: Build vM anage Cluster

Onboard SD-WAN Fabric with avManage Cluster in the SD-WAN overlay

S



Note: vManage Cluster can be configured with 3 vManage nodes or 6 vManage nodes depending
on the number of sites onboarded to SD-WAN fabric. Kindly refer to your existing vManage
cluster and choose the number of nodes as per the same.

Configurethe CLI configurations of all the vM anage nodes which is part of the cluster

Configure System config on all vM anage nodes

» Configurethe rest of the vManage nodes. In case of 3 node cluster, you has remaining 2 nodes to
configure, in case of 6 node cluster you has 5 nodes to configure.
» Configure System configurations as shown:

config t
system
host-name <hostname>
system-ip <unique system-ip>
site-id <site-id>
organization-name <organization name>
vbond <IP address/URL of vBond>
commit

Note: If we are using URL as vBond address, make sure to configure DNS server | P addresses in
VPN 0 configuration or ensure they can be resolved.

Configure Transport interface on all vM anage nodes

These configurations are needed to enable the transport interface used to establish control connections with
the routers and rest of the controllers.

config t
vpn 0
dns <IP-address> primary
dns <IP-address> secondary
interface ethl
ip address <IP-address/mask>
tunnel-interface
allow-service all
allow-service dhcp
allow-service dns
allow-service icmp



no allow-service sshd
no allow-service netconf
no allow-service ntp
no allow-service stun

allow-service https
!

no shutdown
|

ip route 0.0.0.0/0 <default-gateway IP>
commit

Configure Management interface on all vM anage nodes

Also configure VPN 512 management interface to enable out of band management access to the controller.

Conf t
vpn 512
interface eth0
ip address <IP-address/mask>

no shutdown
|

ip route 0.0.0.0/0 <default-gateway IP>
!

Commit

Optional Config:

* You can refer to the configurations of your existing controller and if the config listed here is present,
you can add this configuration to the new controllers.

» Configure the control protocol as TLS only if thereis arequirement for routers to establish secure
control connections with the vManage nodes using TLS. By default, all the controllers and routers
establish control connection using DTLS. Thisis an optional config required only on vSmart and
vManage nodes depending on you requirement.

Conf t
security
control
protocol tls
commit

Configure serviceinterface on all vM anage nodes

Configure service interface on all the vManage nodes including vManage-1 which has been onboarded
already. Thisinterfaceis used for cluster communication, meaning communication between



the vManage nodes in the cluster.

conf t

interface eth2
ip address <IP-address/mask>
no shutdown

commit

Make sure the same | P subnet is used for service interface across all the nodes in the vManage cluster.

Configurecluster credentials

We can use the same admin credentials of the vManage nodes to configure the vManage cluster. Else we can
configure anew user credential which is part of netadmin group. The configurations to configure new user
credential is as shown

conf t

system

aaa
user <username>
password <password>
group netadmin

commit

Make sure to configure the same user credentials across all the vManage nodes which is part of the
cluster. If we decide to use admin credentials, it must be the same username/password across all
the vManage nodes.

Install device certificate on all vM anage nodes

» Loginto vManage Ul of al the vManage nodes using the URL https.//<vmanage-ip> in your browser.
Use the VPN 512 IP address of respective vManage nodes. Y ou can log in with the admin username
and password.

» Navigate to Configuration > Certificates > Control Componentsin case of
20.15/20.18 vManage nodes. In case of 20.9/20.12 versions, Configuration > Devices > Controllers

Click on ... for Manager/vManage and click on Generate CSR.
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* Oncethe CSR is generated, you can download the CSR and get it signed based on the Certificate
authority chosen for controllers. Y ou can verify this configuration in Administration > Settings >
Controller Certificate Authorization. If Cisco (Recommended) is chosen, then the CSR is
automatically uploaded to the PNP portal by the vManage and once the certificate issigned, it is
installed on the vManage automatically.

 If Manual is chosen, manually sign the CSR using the Cisco PNP portal by navigating to smart
account and virtual account of the respective SD-WAN overlay. Same procedureis applicable if we
are using Digicert and Enterprise Root Certificate.

» Oncethe certificate is available from PNP portal, click on install certificate on the same section
of vManage and upload the certificate and install the certificate.

» Complete this step across all the vManage nodes which is part of the cluster.

Prepareto build the vM anage Cluster

* On the webUI of vManage-1, navigate to Administration > Cluster Management, click on ...
under Actions for vManage-1, choose Edit.
» The node personais chosen automatically based on the persona we chose while the VM was

spun up.

Note: For a 3-node cluster, all 3 vManage nodes are brought up with compute+data as the persona.

» For a6 node cluster, 3 vManage nodes are brought up with compute+data as the persona and
3 vManage nodes are brought up with data as the persona.



» From the dropdown for Manager | P address, make sure to choose service interface | P of
the vManage.

Edit Manager

Node Personai

Compute + Data

Manages 1P Address 10
[ 010252

10.66.70.30
W0I0.25.2

PFassword
[ S Password

B Erstie SO-ANC

» Enter the username and password which we desire to use to enable vManage cluster which is referred
as cluster credentials.

* Asmentioned earlier, same credentials must be configured on all the vM anage nodes and must be
used while adding all the nodes to the cluster.

Note: Please refer to this configuration in your existing cluster to Enable SDAV C- Need to be
checked only if it isrequired and is needed only on one vManage node of the cluster.

Click on Update.

» Post this, the vManage NM S services restarts in the background and the Ul is not available for afew
minutes of around 5 to 10 minutes. During thistime, CLI access of vManage is available.

* OncethevManage-1 Ul is accessible navigate to Administration > Cluster Management, make
sure service interface | P of vManage isreflected under | P address, Configure Statusis
Ready and node per sona isreflected correctly.

» Switch to Service reachability section in the same page and make sure all services are reachable.
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If we see any of the services are not reachable yet, please wait. Usually takes around 20 to 30 minutes.

Build the vM anage Cluster

* OnthewebUl of vManage-1, navigate to Administration > Cluster M anagement, in the section
Service Configuration,
» Click on Add M anager, a pop-up window appears:
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Add Manager

MNode Personady
(® Compute + Data () Compute () Data
{Up 10 5 nodes each) g to % nodes) IUp ta 105 of nodes)

Marager 1P Addness

[ Mansger P Address

Usprname

[ Usarnami
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Choose the Node per sona based on the persona configurations done while the vManage — 2 node was
Spun up.

Enter the serviceinterface | P of vM anage-2 under Manager |1P address

Enter the username and password, which is the same credentials as we used in Step 6.

Enable SDAVC - To be left unchecked as we would have enabled it already on vManage-1

Click on Add.

Post this, the vManage NM S services restarts in the background for vManage 1 and 2 nodes. The Ul is
not available for afew minutes of around 5 to 10 minutes for vManage 1 and 2.

During thistime, CLI access of vManage 1 and 2 is available.

Once the vManage-1 Ul is accessible navigate to Administration > Cluster Management, make sure
serviceinterface | P of both the vM anageisreflected under | P address, Configure Statusis
Ready and node persona isreflected correctly.

Switch to Service reachability section in the same page and make sure all servicesarereachable
for both the vM anage nodes.

If we see any of the services are not reachable yet, please wait. Usually takes around 5 to 10 minutes.
Y ou can check the status of cluster add process in the Task-list available on the top right corner of

the vManage UI.
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* You canlook up for Activetask list and if the task is still listed under Active task list, it indicates the
task is not completed yet.

» You can click on the task to check the progress of the same. If the task is not listed under Active task
list, switch to Completed and make sure the task is successfully completed.

» Only after these points are validated proceed to next step.

These points need to be taken into consider ation befor e adding the next nodeto the cluster:

Please verify these points on al the Uls of the vManage nodes that are added to cluster so far:

Navigate to Monitor > Overview of vManage Ul and make sure the number of vManage nodes are
reflected correctly and are seen reachable depending on the number of the nodes added to the cluster.

* Navigate to Administration > Cluster Management and make sure service interface | P of both
thevManageisreflected under I P address, Configure Statusis Ready and node personais
reflected correctly.

» Switchto Servicereachability section in the same page and make sure all services are reachable
for both the vM anage nodes.

» Each time, anode is added to the cluster, the NM S services of al the nodesin the cluster is restarted
hence the Ul of all those nodes becomes unreachable for some time.

» Depending on the number of the nodes in the cluster, it can take alonger time for the Ul to be back up
and all the services to be reachable.

* You can monitor the task under Task-list available on the top right corner of the vManage UlI.

* On the vManage Ul of each of node added to the cluster, we need to see all the routers, templates and
policiesif they were available in vManage-1.

* |If those configurations were not present on vManage-1, the vBonds and vSmarts that were added to
vManage-1 and also Administration > Settings configurations for Organization-name, vBond,
Certificate Authorization must be reflected on rest of the vManage nodes added to the cluster.



» Repeat the same steps for the rest of the vManage nodes.

Once dl the controllers are onboarded, complete this step:

Step 4. Config-db Backup/Restore

Collect vM anage configur ation-db backup and restore on another vM anage node

Note: While collecting configuration-database backup from the existing vManage cluster which
has Disaster recovery enabled, make sureit is collected after the Disaster recovery on that node is
paused and deleted.

Confirm there is no ongoing Disaster recovery replication. Navigate to Administration > Disaster
Recovery and make sure the status Success and not in atransient state such as Import Pending, Export
Pending, or Download Pending. If the statusis not success, reach out to Cisco TAC and make sure
replication is successful before you proceed to pause the disaster recovery.

First Pause the disaster recovery and make sure the task is complete. And then Delete the Disaster recovery
and confirm the task is completed.

Reach out to Cisco TAC to ensure the Disaster Recovery is successfully cleaned up.

Collect Configuration-DB backup:

* Inthe SD-WAN fabric which is currently in use, you can generate configuration-db backup from
vManage cluster.



Kindly note that we must generate configuration-db backup only on one node of
the vManage cluster which is the configuration-db leader.

» For standalone vManage, that vManage itself is the configuration-db |eader.

* InvManage cluster, identify the configuration-db leader node using the
command request nms configuration-db diagnostics. Y ou can run this command on all the nodes of
the 3 node vM anage cluster.

* Ina6 node cluster, make sure to run this command on the vManage nodes where configuration-db is
enabled to identify the leader node. Navigate to Administration > Cluster M anagement to verify
the same:

* Aswe seein the screenshot, the nodes configured with persona COMPUTE_AND_DATA have
configuration-db running.

Y ou can verify the same using the command request nms configuration-db status on vManage CLI. The
output is as shown

vmanage# request nms configuration-db status
NMS configuration database
EnabTled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

» Once you execute the command request nms configuration-db diagnostics on these nodes, the output
is as shown:

» Look for the highlighted field for “IsLeader”. If it isset to 1, it indicates that node is the leader node
and we can collect configuration-db backup fromit.

vManage-3# request nms configuration-db diagnostics

NMS configuration database

Checking cluster connectivity for ports 7687,7474 ...

Pinging vManage node 0 on 169.254.1.5:7687,7474...

Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2026-02-18 12:41 UTC
SENT (0.0013s) Starting TCP Handshake > 169.254.1.5:7474

RCVD (0.0022s) Handshake with 169.254.1.5:7474 completed
SENT (1.0024s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (1.0028s) Handshake with 169.254.1.5:7687 completed
SENT (2.0044s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (2.0050s) Handshake with 169.254.1.5:7474 completed
SENT (3.0064s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (3.0072s) Handshake with 169.254.1.5:7687 completed

SENT (4.0083s) Starting TCP Handshake > 169.254.1.5:7474

RCVD (4.0091s) Handshake with 169.254.1.5:7474 completed

SENT (5.0106s) Starting TCP Handshake > 169.254.1.5:7687

RCVD (5.0115s) Handshake with 169.254.1.5:7687 completed

Max rtt: 0.906ms | Min rtt: 0.392ms | Avg rtt: 0.724ms

TCP connection attempts: 6 | Successful connections: 6 | Failed: 0 (0.00%)
Nping done: 1 IP address pinged in 5.01 seconds

Pinging vManage node 1 on 169.254.2.5:7687,7474...

========== SNIP ==========

Connecting to 10.10.10.3...



"online"
"online"
"online"
"online"
"online"
"online"

e i +
| type | row | attributes[row]["value"] |
e i +

| "StoreSizes" | "TotalStoreSize" | 85828934 |

| "PageCache" | "FTush" | 4268666 [

| "PageCache" | "EvictionExceptions" | O [

| "PageCache" | "UsageRatio" | 0.09724264705882353 |

| "PageCache" | "Eviction" | 2068 [

| "PageCache" | "HitRatio" | 1.0 [

| "ID Allocations" | "NumberOfRelationshipIdsInUse" | 2068 [

| "ID Allocations" | "NumberOfPropertyIdsInUse" | 56151 |

| "ID Allocations" | "NumberOfNodeIdsInUse" | 7561 [

| "ID Allocations" | "NumberOfRelationshipTypeIldsInUse" | 31 |

| "Transactions" | "LastCommittedTxId" | 214273 [

| "Transactions" | "NumberOfOpenTransactions" | 1 [

| "Transactions" | "NumberOfOpenedTransactions" | 441742

| "Transactions" | "PeakNumberOfConcurrentTransactions" | 11 [

| "Transactions" | "NumberOfCommittedTransactions" | 414568 [

| "Causal Cluster" | "IsLeader" | 1 >S>>>>>>>>

| "Causal Cluster" | "MsgProcessDelay" | 0 |

| "Causal Cluster"™ | "InFlightCacheTotalBytes" | 0 |
e i +
18 rows

ready to start consuming query after 388 ms, results consumed after another 13 ms
Completed

Connecting to 10.10.10.3...

Displaying the Neo4j Cluster Status

o ol
| name | aliases | access | address | role | requestedStatus |
o o
| "neo4j" | [] | "read-write" | "169.254.3.5:7687" | "leader" | "onTine"

| "neo4j" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online"

| "neo4j" | [] | "read-write" | "169.254.1.5:7687" | "follower" | "online"

| "system" | [] | "read-write" | "169.254.3.5:7687" | "follower" | "online"

| "system" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online"

| "system" | [] | "read-write" | "169.254.1.5:7687" | "leader" | "onTine"

o ol
6 rows

ready to start consuming query after 256 ms, results consumed after another 3 ms
Completed

Total disk space used by configuration-db:

60M

Use this command to collect the configuration-db backup from the identified configuration-
db leader vManage node.

request nms configuration-db backup path /opt/data/backup/<filename>

The expected output is as shown:

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th



Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47c383569ec883080f5d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

» Make anote of the configuration-db credentialsif it has been updated.
 If you are unaware of the configuration-db credentials, reach out to TAC to retrieve the
configuration-db credentials from the existing vManage nodes.

» Default configuration-db credentials are username: neo4j and password: password

Restore Configuration-db Backup to another vM anage node

Copy the configuration-db backup to /home/admin/ directory of vManage using SCP.

Sample scp command output:

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

To restore configuration-db backup, first we need to configure the configuration-db credentials. If your
configuration-db credentials are default(neo4j/password), we can skip this step.

To configure configuration-db credentials, use the command request nms configuration-db update-admin-
user. Use the username and password of your choice.

Kindly note that the Application server of vManage is restarted. Due to which vManage Ul becomes
inaccessible for a short time.

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati


mailto:admin@10.66.62.27:/home/admin/

Successfully restarted vManage Device Data Collector
Successfully restarted NMS application server
Successfully restarted NMS data collection agent
vmanage#

Post which we can proceed to retore the configuration-db backup:

We can use the command request nms configuration-db restore path /home/admin/< > to restore the
configuration-db to the new vManage:

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on Tocalhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on localhost

Loading NMS configuration database on localhost

Starting NMS configuration database on localhost

Waiting for 180s or the instance to start...

NMS configuration database on Tocalhost has started.

Updating DB with the saved cluster configuration data

Successfully reinserted cluster meta information

Successfully reinserted vmanage root ca information

Starting NMS application server on Tocalhost

Waiting for 180s for the instance to start...

Successfully restored database

Once the configuration-db is restored, make sure the vManage Ul is accessible. Wait for around 5 minutes
and then attempt to access the Ul.

Once logged into Ul successfully, ensure the Edge routers list, template, policies and all the rest of the
configurations that were present on your previous or existing vManage Ul is reflected on the new vManage
Ul.

S

Caution: The restored configuration-db still contains the SD-WAN Manager(s) the backup was
taken from. They are listed as Manager entriesin Configuration > Certificates > Control
Components (20.9/20.12: Configuration > Certificates > Controllers) but are not members of
Administration > Cluster Management. Until they are removed in Step 5:

» every Send to Validator reports Failed to find Vmanage Cluster node for uuid <uuid> for



them, and
» every controller certificate installation from the Ul fails and is rolled back.

Do not perform any controller certificate operation or Send to Validator on this vManage until Step
5iscomplete. If acertificate installation fails, do not install the same certificate from the CLI;
contact Cisco TAC.

Step 5: Reauthentication of Controllersand invalidation of old controllers

Once configuration-db is restored ,we need to reauthenticate all the new controllers
(vmanage/vsmart/vbond) in the fabric

S

Note: In actual production if the interface I P used to re-authenticate is the tunnel interface I P, need
to ensure NETCONF service is alowed on the tunnel interface of the vManage, vSmart and vBond
and also on the firewalls along the path. The firewall port to open is TCP port 830 as bi-directional
rule from DR cluster to all vBonds and vSmarts .

On vmanage Ul, click on Configuration > Devices > Controllers

* Click the three dots near each controller and Click Edit

* Replace the ip-address (system-ip of the controller) with the transport vpn O(tunnel interface) ip
address .Enter the username and password and click save
» Dothesamefor all the new controllersin the fabric



Sync the Root-cert-chain

Once dl the controllers are onboarded, complete this step:

On any Cisco SD-WAN Manager server in the newly active cluster, perform these actions:

Enter this command to synchronize the root certificate with all Cisco Catalyst SD-WAN devicesin the
newly active cluster:

https://vmanage-url/dataservice/system/device/sync/rootcertchain

Enter this command to synchronize the Cisco SD-WAN Manager UUID with the Cisco SD-WAN Validator:

https://vmanage-url/dataservice/certificate/syncvbond

Remove the previous SD-WAN Manager entries

Do thisright after the root-cert-chain sync and before any controller certificate operation or Send to
Validator.

1. Open Configuration > Certificates > Control Components (20.9/20.12: Configuration >
Certificates > Controllers) and Administration > Cluster M anagement. Every vManage entry that is
not listed in Administration > Cluster Management is a previous SD-WAN Manager entry and
must be removed.

2. Before any Send to Validator or Invalidate action, check for a conflicting serial number record.
Browse to https://<vmanage-ur|>/dataser vice/certificate/vsmart/list. No entry can have an
oldSerialNumber whose serial number equals its own serialNumber. This check is read-only. If such
an entry exists, stop and contact Cisco TAC: any Send to Validator or Invalidate sends the controller
list, and that controller would lose its control connections.

3. Navigate to Monitor > Tasks and open the most recent Push vSmart List task. Only inspect the
existing task results; do not click Send to Validator here. If no recent task is listed, wait for the next
top-of-hour list push. Each previous SD-WAN Manager entry must show Failed to find Vmanage
Cluster node for uuid <uuid>. If avManage uuid was pushed successfully, it is alive member of this
cluster: do not invalidateit.

4. Click the three dots on the right side of the first previous SD-WAN Manager entry and click
Invalidate. Wait for the task to complete. The expected result is Success with war ning, with this
activity:

Invalidating Root Certificate Autority of vManage-<uuid>

Sending serial number of vManage-<uuid> as invalid to all controllers

Failed to push serial 1list to vManage-<uuid> - retry in 30 seconds; Failed to find Vmanage Cluster node
Updated serial 1list will be sent to vManage-<uuid> when it is reachable

Clearing certificate on vManage-<uuid>

Successfully invalidated vManage-<uuid>


https://vmanage-url/dataservice/system/device/sync/rootcertchain
https://vmanage-url/dataservice/certificate/syncvbond

The entry now shows No certificate installed. The previous SD-WAN Manager serial number and root CA
are removed from the validators.

5. Click the three dots on the same entry and click I nvalidate again. It completes immediately, without a
task, and the entry is removed.

6. Repeat steps 4 and 5 for every previous SD-WAN Manager entry.

7. Click Send to Validator. The expected result is Success for every recipient within afew seconds,
with no Failed to find Vmanage Cluster node.

Invalidate the old controllers

Once the fabric is restored and the control and BFD sessions are up for all edges and controllersin the
fabric, invalidate the old vBond/Validator and vSmart/Controller entries from the Ul:

* OnvManage Ul, navigate to Configuration > Certificates > Control Components (20.9/20.12:
Configuration > Certificates > Controllers).

* Click the three dots on the right side of the old vBond/vSmart and click I nvalidate.

* Click Send to Validator (Send to vBond in 20.9/20.12). It must show Success for every recipient.

» Navigate to Configuration > Devices > Control Components (20.9/20.12: Configuration > Devices
> Controllers).

* Click the three dots on the right side of the old vBond/vSmart and click Delete.

Step 6: Post Checks

S

Note: Continue with the Post Checks section shown here, which is common to all deployment
combinations.

Combination 4: vM anage Cluster + Manual/Cold Standby DR

What is Manual/Cold Standby DR ? The backup SD-WAN Manager server or SD-WAN Manager cluster
is kept shutdown in cold standby state.

It can aso be kept powered on with its VPN 0 transport interface shut down. In either case the standby must
remain isolated from the fabric until it is activated, and the active vManage/cluster must be isolated before
the transport interface of the standby is enabled.

Regular backups of the active database are taken, and if the primary SD-WAN Manager or SD-WAN
Manager cluster goes down, the standby SD-WAN Manager or SD-WAN Manager cluster is brought up
manually and the backup database restored on it.

| nstances needed:



3 or 6 vManage (primary cluster)

3 or 6 vManage (DR standby cluster)

1 or more vBond (distributed across primary and DR data centers)
1 or more vSmart (distributed across primary and DR data centers)

Steps:

1. Bring up al instances using the Common Steps

2. Pre-checks

3. Configure vManage Ul, Certificates, and Onboard Controllers

4. Build vManage Cluster

5. Cold Standby DR Cluster Setup

6. Config-db backup/restore

7. Reauthentication of Controllers and invalidation of old controllers
8. Activating the Standby (and failing back)

9. Post Checks

Step 1. Pre-Checks

Ensure that the number of the active Cisco SD-WAN Manager instances are identical to the number
of the newly installed Cisco SD-WAN Manager instances.

Ensure that all the active and new Cisco SD-WAN Manager instances run the same software version.

Ensure that all the active and new Cisco SD-WAN Manager instances are able to reach the
management | P address of the Cisco SD-WAN Validator.

Ensure that certificates have been installed on the newly installed Cisco SD-WAN Manager instances.

Ensure that the clocks on all Cisco Catalyst SD-WAN devices, including the newly installed Cisco
SD-WAN Manager instances, are synchronized.

Ensure that a new set of System IPs and Site IDs is configured on the newly installed Cisco SD-WAN
Manager instances, along with the same basic configuration as the active cluster.

Step 2: Configure vM anage Ul, Certificates, and Onboard Controllers

Update the configurations on vManage Ul

Once the configurationsin Step 1 are added on the CLI of al the controllers, we can access

the webUI of vManage, using the URL https://<vmanage-ip> in your browser. Use the VPN 512 | P
address of respective vManage nodes. Y ou can log in with the admin username and password.
Navigate to Administration > Settings and complete these steps.

Configure Organization name and Validator/vBond URL/IP address. Configure the same value as
in the CLI of the vManage node.

In the vManage 20.15/20.18 these configurations are available under section System.
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» Verify the configurations for Certificate Authorization(CA), which decides the Certificate Authority
used for signing the certificates. We can see 3 options there:

1. Hardware WAN Edge Certificate Authorization - Decides the CA for hardware SD-WAN Edge
routers.
* On Box Certificate (TPM/SUDI Certificate) - With this option, the preinstalled certificate on
the router hardware is used to establish the Control connections (TLS/DTLS connections)
» Enterprise Certificate (signed by Enterprise CA) - With this option, the routers use certificates
signed by Enterprise certificate authority of your organization. While choosing this option, the
root certificate of Enterprise CA must be updated here.
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2. Controller Certificate Authorization - Decides the CA for SD-WAN controllers.

» Cisco (Recommended) - Controllers use the certificates signed by Cisco PKI. vManage
automatically contacts the PNP portal using the smart account credentials configured on the
vManage and get the certificate signed and is installed on the controller.

» Manua - Controllers use the certificates signed by Cisco PKI. Manually sign the CSR using the
Cisco PNP portal by navigating to smart account and virtual account of the respective SD-WAN
overlay.

» Enterprise Root Certificate - With this option, the routers use certificates signed by Enterprise
certificate authority of your organization. While choosing this option, the root certificate of
Enterprise CA must be updated here.
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3. WAN Edge Cloud Certificate Authorization - Decides the CA for virtual SD-WAN Edge routers
(CSR1000v, C8000v, vEdge cloud)
» Automated (vManage signed) - vManage automatically signs the CSR for the virtual Edge
routers and install the certificate on the router.
* Manua (Enterprise CA - recommended) - Virtual routers use certificates signed by Enterprise
certificate authority of your organization. While choosing this option, the root certificate of
Enterprise CA must be updated here.

In case, if we are using our own CA, Enterprise certificate authority, choose Enterprise.
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» Navigate to Configuration > Certificates > Control Componentsin case of
20.15/20.18 vManage nodes. In case of 20.9/20.12 versions, Configuration > Devices > Controllers
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» Click on ... for Manager/vManage and click on Generate CSR.
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» Oncethe CSR isgenerated, you can download the CSR and get it signed based on the Certificate
authority chosen for controllers. Y ou can verify this configuration in Administration > Settings >



Controller Certificate Authorization. If Cisco (Recommended) is chosen, then the CSR is
automatically uploaded to the PNP portal by the vManage and once the certificate issigned, it is
installed on the vManage automatically.

If Manual is chosen, manually sign the CSR using the Cisco PNP portal by navigating to smart
account and virtual account of the respective SD-WAN overlay. Once the certificate is available from
PNP portal, click oninstall certificate on the same section of vManage and upload the certificate and
install the certificate. Same procedure is applicable if we are using Digicert and Enterprise Root
Certificate.

Onboarding vBond/Validator and vSmart/Controller to the vM anage

Navigate to Configuration > Devices > Control Componentsin case of 20.15/20.18 vManage nodes. In
case of 20.9/20.12 versions, Configuration > Devices > Controllers

Onboarding vBond/Validator

S

Click on Add vBond in case of 20.12 vManage or Add Validator in case of 20.15/20.18 vManage. A
pop up opens, enter the VPN 0 transport | P of vBond which is reachable from the vManage.

Check the reachability using ping if allowed from CLI of vManage to vBond I P.

Enter the user credentials of vBond.

Note: We need to use admin credentials of vBond or a user part of netadmin group. Y ou can verify
thisin the CLI of the vBond. Choose Y es in the dropdown of “Generate CSR" if we need to install
anew certificate for vBond

Note: If the vBond isbehind a NAT device/Firewall, check if thevBond VPN O interface IPis
trandated to apublic IP. If VPN 0 interface IP is not reachable from vManage, use the public IP
address of VPN O interface in this step
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» Oncethe CSR is generated, you can download the CSR and get it signed based on the Certificate
authority chosen for controllers. Y ou can verify this configuration in Administration > Settings >
Controller Certificate Authorization. If Cisco (Recommended) is chosen, then the CSR is
automatically uploaded to the PNP portal by the vManage and once the certificate issigned, it is
installed on the vBond automatically.

 If Manual is chosen, manually sign the CSR using the Cisco PNP portal by navigating to smart
account and virtual account of the respective SD-WAN overlay. Once the certificate is available from
PNP portal, click oninstall certificate on the same section of vManage and upload the certificate and
install the certificate. Same procedure is applicable if we are using Digicert and Enterprise Root
Certificate.

* |f there are multiple vBonds, repeat the same steps.

Onboarding vSmart/Controller:

» Click on Add vSmart in case of 20.12 vManage or Add Controller in case of 20.15/20.18 vManage.
* A pop up opens, enter the VPN 0 transport | P of vSmart which is reachable from the vManage.
» Check the reachability using ping if allowed from CLI of vManage to vSmart IP.

* Enter the user credentials of vSmart Note that we need to use admin credentials of vSmart or a user
part of netadmin group.

* You can verify thisin the CLI of the vSmart.

» Set the protocol to TLS, if we intend to use TLS for routers to establish control connections
with vSmart. This config needs to be configured on CLI of vSmarts and vM anage nodes as well.

» Choose Yesin the dropdown of "Generate CSR" if we need to install a new certificate for vSmart.



Note: If the vSmart is behind NAT device/Firewall, check if the vSmart VPN O interface IP is
trandated to apublic IP, and if VPN 0 interface IP is not reachable from vManage, use public IP
address of VPN O interface IP in this step.
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* Oncethe CSR is generated, you can download the CSR and get it signed based on the Certificate
authority chosen for controllers. Y ou can verify this configuration in Administration > Settings >
Controller Certificate Authorization. If Cisco (Recommended) is chosen, then the CSR is
automatically uploaded to the PNP portal by the vManage and once the certificate issigned, it is
installed on the vSmart automatically.

 If Manual is chosen, manually sign the CSR using the Cisco PNP portal by navigating to smart
account and virtual account of the respective SD-WAN overlay.

» Oncethe certificate is available from PNP portal, click on install certificate on the same section
of vManage and upload the certificate and install the certificate.

» Same procedure is applicable if we are using Digicert and Enterprise Root Certificate.

* If there are multiple vSmarts, repeat the same steps.

Verification

Once all the steps are completed, verify that all the control components are reachable
in Monitor > Dashboard
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* Click on the respective Control components and confirm that they are all reachable.
» Navigate to Monitor > Devices and confirm all the control components are reachable.
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Step 3: Build vM anage Cluster

Onboard SD-WAN Fabric with avManage Cluster in the SD-WAN overlay

S



Note: vManage Cluster can be configured with 3 vManage nodes or 6 vManage nodes depending
on the number of sites onboarded to SD-WAN fabric

Onboard all the SD-WAN controllerswith single vM anage node

Proceed with the steps shared in "Onboard SD-WAN controllers with a single node vManage in the SD-
WAN overlay" to first bring up the SD-WAN fabric with one vManage node and onboard all the required
Validators(vBond) and Controllers(vSmart).

Configurethe CLI configurations of all the vM anage nodes which is part of the cluster

» Configure the rest of the vManage nodes. In case of 3 node cluster, you has remaining 2 nodes to
configure, in case of 6 node cluster you has 5 nodes to configure.
» Configure System configurations as shown:

config t

system

host-name <hostname>
system-ip <unique system-ip>
site-id <site-id>
organization-name <organization name>
vbond <IP address/URL of vBond>

commit

Note: If we are using URL as vBond address, make sure to configure DNS server |P addresses in
VPN 0 configuration or ensure they can be resolved.

These configurations are needed to enable the transport interface used to establish control connections with
the routers and rest of the controllers.

config t

vpn 0

dns <IP-address> primary

dns <IP-address> secondary
interface ethl
ip address <IP-address/mask>
tunnel-interface



allow-service all
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service stun

allow-service https
|

no shutdown
|

ip route 0.0.0.0/0 <default-gateway IP>
commit

Also configure VPN 512 management interface to enable out of band management access to the controller.

Conf t
vpn 512
interface eth0
ip address <IP-address/mask>

no shutdown
|

ip route 0.0.0.0/0 <default-gateway IP>
!

Commit

Optional Config:

» You can refer to the configurations of your existing controller and if the config listed here is present,
you can add this configuration to the new controllers.

» Configure the control protocol as TLS only if thereis arequirement for routers to establish secure
control connections with the vManage nodes using TLS. By default, all the controllers and routers
establish control connection using DTLS. Thisis an optional config required only on vSmart and
vManage nodes depending on you requirement.

Conf t
security
control
protocol tls
commit

Configure serviceinterface on all vM anage nodes

Configure service interface on all the vManage nodes including vManage-1 which has been onboarded
already. Thisinterfaceis used for cluster communication, meaning communication between
the vManage nodes in the cluster.



conf t

interface eth2
ip address <IP-address/mask>
no shutdown

commit

Make sure the same | P subnet is used for service interface across all the nodes in the vManage cluster.

Configurecluster credentials

We can use the same admin credentials of the vManage nodes to configure the vManage cluster. Else we can
configure anew user credential which is part of netadmin group. The configurations to configure new user
credential is as shown

conf t

system

aaa
user <username>
password <password>
group netadmin

commit

Make sure to configure the same user credentials across all the vManage nodes which is part of the
cluster. If we decide to use admin credentials, it must be same username/password across all
the vManage nodes.

Install device certificate on all vM anage nodes

» Loginto vManage Ul of al the vManage nodes using the URL https.//<vmanage-ip> in your browser.
Use the VPN 512 IP address of respective vManage nodes. Y ou can log in with the admin username
and password.

» Navigate to Configuration > Certificates > Control Componentsin case of
20.15/20.18 vManage nodes. In case of 20.9/20.12 versions, Configuration > Devices >
Controllers

Click on ... for Manager/vManage and click on Generate CSR.
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Once the CSR is generated, you can download the CSR and get it signed based on the Certificate
authority chosen for controllers. Y ou can verify this configuration in Administration > Settings >
Controller Certificate Authorization. If Cisco (Recommended) is chosen, then the CSR is
automatically uploaded to the PNP portal by the vManage and once the certificate is signed, it is
installed on the vManage automatically.

If Manual is chosen, manually sign the CSR using the Cisco PNP portal by navigating to smart
account and virtual account of the respective SD-WAN overlay.

Once the certificate is available from PNP portal, click on install certificate on the same section
of vManage and upload the certificate and install the certificate.

Same procedure is applicable if we are using Digicert and Enterprise Root Certificate.

Complete this step across all the vManage nodes which is part of the cluster.

Prepareto build the vM anage Cluster

S

» Onthe webUl of vManage-1, navigate to Administration > Cluster Management, click on ...
under Actions for vManage-1, choose Edit.
» The node personais chosen automatically based on the persona we chose while the VM was

spun up.

Note: For a 3-node cluster, all 3 vManage nodes are brought up with compute+data as the persona.

For a 6 node cluster, 3 vManage nodes are brought up with compute+data as the persona and
3 vManage nodes are brought up with data as the persona.



» From the dropdown for Manager | P address, make sure to choose service interface | P of

the vManage.
 Enter the username and password which we desire to use to enable vManage cluster which is referred

as cluster credentials.
» Asmentioned earlier, same credentials must be configured on all the vM anage nodes and must be

used while adding all the nodes to the cluster.
Optional Config:

Pleaserefer to this configuration in your existing cluster to Enable SDAVC - Need to be checked only if
itisrequired and is needed only on one vManage node of the cluster.

Click on Update.

» Post this, the vManage NM S services restarts in the background and the Ul is not available for afew
minutes of around 5 to 10 minutes. During thistime, CLI access of vManage is available.

» OncethevManage-1 Ul is accessible navigate to Administration > Cluster Management, make
sure serviceinterface | P of vM anageisreflected under | P address, Configure Statusis
Ready and node per sona isreflected correctly. Switch to Service reachability section in the same
page and make sure all services arereachable.

* If we see any of the services are not reachable yet, please wait. Usually takes around 20 to 30 minutes.

Build the vM anage Cluster

* Onthe webUl of vManage-1, navigate to Administration > Cluster M anagement, in the section
Service Configuration,
» Click on Add Manager, a pop-up window appears;



) The network i out of compliance dud ta Bcensing, please click hare for mare actions.

Cluster Management
A
Coatigeation Service Configuration  Service Reachability
-
bt As of: Feb 22, 2026 10:15 AM ¥
-3 Hostname P Addrass Cantigure Status Hode Parsana e Actions
‘Workdlows
VIMAnage 10667030 Roady COMPUTE_AMD_DATA ailfeab?-027e-dcab-bal-5378d 256911
J\I
Tools — semsperpsge 28 v 1-Tal) ¢ ¢ > 3l
F
Repons
]
MEntenanie
dg
Admnstrabon
&
Explesn
- Seraknibhat TNIE-07-17 at 95605 AM 17 Fab 2076 a1 RS AM ATMRE  PRG asn

Add Manager

=]

(®) Compute + Data () Compute
(Up ta 5 nodes each) iUip to 5 nodes) [Up to 105 of nodes)

Manager IP Address

[ ansger p address

Usarnamd

| Username

Fassword

[ S Password

) Enable SD-ave

» Choose the Node per sona based on the persona configurations done whilethe  vManage — 2 node
was spun up.

» Enter the serviceinterface | P of vM anage-2 under Manager | P address

 Enter the username and password, which is the same credentials as we used in Step 6.

» Enable SDAVC - To be left unchecked as we would have enabled it aready on vManage-1

» Click on Add.

» Post this, the vManage NM S services restarts in the background for vManage 1 and 2 nodes. The Ul is
not available for afew minutes of around 5 to 10 minutes for vManage 1 and 2.

* During thistime, CLI access of vManage 1 and 2 is available.

* Oncethe vManage-1 Ul is accessible navigate to Administration > Cluster Management, make sure



serviceinterface | P of both the vM anage isreflected under 1P address, Configure Statusis
Ready and node persona isreflected correctly.

» Switch to Servicereachability section in the same page and make sure all services arereachable
for both the vM anage nodes.

* If we see any of the services are not reachable yet, please wait. Usually takes around 5 to 10 minutes.

* You can check the status of cluster add process in the Task-list available on the top right corner of
the vManage UI.
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* You canlook up for Activetask list and if the task is still listed under Active task list, it indicates the
task is not completed yet.

* You can click on the task to check the progress of the same. If the task is not listed under Active task
list, switch to Completed and make sure the task is successfully completed.

* Only after these points are validated proceed to next step.

These points need to be taken into consider ation befor e adding the next nodeto the cluster:

Please verify these points on all the Uls of the vManage nodes that are added to cluster so far:

» Navigate to Monitor > Overview of vManage Ul and make sure the number of vManage nodes are
reflected correctly and are seen reachable depending on the number of the nodes added to the cluster.

* Navigate to Administration > Cluster Management and make sure serviceinterface | P of both
thevManage isreflected under 1P address, Configure Statusis Ready and node personais
reflected correctly.

» Switch to Servicereachability section in the same page and make sure all services arereachable
for both the vM anage nodes.

+ Each time, anode is added to the cluster, the NM S services of all the nodes in the cluster isrestarted



hence the Ul of all those nodes becomes unreachable for some time.

Depending on the number of the nodes in the cluster, it can take alonger time for the Ul to be back up
and all the services to be reachable.

Y ou can monitor the task under Task-list available on the top right corner of the vManage Ul.

On the vManage Ul of each of node added to the cluster, we need to see al the routers, templates and
policiesif they were available in vManage-1.

If those configurations were not present on vManage-1, the vBonds and vSmarts that were added to
vManage-1 and also Administration > Settings configurations for Organization-name, vBond,
Certificate Authorization must be reflected on rest of the vManage nodes added to the cluster.

Repeat the same steps for the rest of the vManage nodes.

Step 4. Cold Standby DR Cluster Setup

Cold Standby DR Cluster Setup

Y ou can bring up one more vManage cluster using steps described in Step 3: Build vM anage Cluster. Post
that compl ete the steps described in Step 5: Config-db Backup/Restore to restore the config-db backup in the
Standby cluster.

Step 5: Config-db Backup/Restore

Collect vM anage configur ation-db backup and restore on another vM anage node

Collect Configuration-DB backup:

In the SD-WAN fabric which is currently in use, you can generate configuration-db backup from
vManage cluster.

Kindly note that we must generate configuration-db backup only on one node of
the vManage cluster which is the configuration-db |eader.

For standalone vManage, that vManage itself is the configuration-db leader.

In vManage cluster, identify the configuration-db |eader node using the
command request nms configuration-db diagnostics. Y ou can run this command on all the nodes of
the 3 node vM anage cluster.

In a6 node cluster, make sure to run this command on the vM anage nodes where configuration-db is
enabled to identify the leader node. Navigate to Administration > Cluster M anagement to verify
the same:

Aswe see in the screenshot, the nodes configured with persona COMPUTE_AND_DATA have
configuration-db running.

Y ou can verify the same using the command request nms configuration-db status on vManage CLI. The
output is as shown



vmanage# request nms configuration-db status
NMS configuration database
EnabTled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#

» Once you execute the command request nms configuration-db diagnostics on these nodes, the output
is as shown:

» Look for the highlighted field for “IsLeader”. If it isset to 1, it indicates that node is the leader node
and we can collect configuration-db backup from it.

vManage-3# request nms configuration-db diagnostics

NMS configuration database

Checking cluster connectivity for ports 7687,7474 ...

Pinging vManage node 0 on 169.254.1.5:7687,7474...

Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2026-02-18 12:41 UTC
SENT (0.0013s) Starting TCP Handshake > 169.254.1.5:7474

RCVD (0.0022s) Handshake with 169.254.1.5:7474 completed
SENT (1.0024s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (1.0028s) Handshake with 169.254.1.5:7687 completed
SENT (2.0044s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (2.0050s) Handshake with 169.254.1.5:7474 completed
SENT (3.0064s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (3.0072s) Handshake with 169.254.1.5:7687 completed

SENT (4.0083s) Starting TCP Handshake > 169.254.1.5:7474

RCVD (4.0091s) Handshake with 169.254.1.5:7474 completed

SENT (5.0106s) Starting TCP Handshake > 169.254.1.5:7687

RCVD (5.0115s) Handshake with 169.254.1.5:7687 completed

Max rtt: 0.906ms | Min rtt: 0.392ms | Avg rtt: 0.724ms

TCP connection attempts: 6 | Successful connections: 6 | Failed: 0 (0.00%)
Nping done: 1 IP address pinged in 5.01 seconds

Pinging vManage node 1 on 169.254.2.5:7687,7474...

========== SNIP ==========

Connecting to 10.10.10.3...

e i +
| type | row | attributes[row]["value"] |
e i +
| "StoreSizes" | "TotalStoreSize" | 85828934 |
| "PageCache" | "FTush" | 4268666 [
| "PageCache" | "EvictionExceptions" | O [
| "PageCache" | "UsageRatio" | 0.09724264705882353 |
| "PageCache" | "Eviction" | 2068 [
| "PageCache" | "HitRatio" | 1.0 [
| "ID Allocations" | "NumberOfRelationshipIdsInUse" | 2068 [
| "ID Allocations" | "NumberOfPropertyIdsInUse" | 56151 |
| "ID Allocations” | "NumberOfNodeIdsInUse" | 7561 [
| "ID Allocations" | "NumberOfRelationshipTypeIldsInUse" | 31 |
| "Transactions" | "LastCommittedTxId" | 214273 [
| "Transactions" | "NumberOfOpenTransactions" | 1 [
| "Transactions" | "NumberOfOpenedTransactions" | 441742

| "Transactions" | "PeakNumberOfConcurrentTransactions" | 11 [
| "Transactions" | "NumberOfCommittedTransactions" | 414568 [
| "Causal Cluster" | "IsLeader" | 1 >S>>>>>>>>

| "Causal Cluster" | "MsgProcessDelay" | 0 |
| "Causal Cluster"™ | "InFlightCacheTotalBytes" | 0 |



18 rows

ready to start consuming query after 388 ms, results consumed after another 13 ms
Completed

Connecting to 10.10.10.3...

Displaying the Neo4j Cluster Status

o ol
| name | aliases | access | address | role | requestedStatus | currentStatus
o o
| "neo4j" | [] | "read-write" | "169.254.3.5:7687" | "leader" | "onTine" | "online"

| "neo4j" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"

| "neo4j" | [] | "read-write" | "169.254.1.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.3.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.1.5:7687" | "leader" | "onTine" | "online"

m o e
6 rows

ready to start consuming query after 256 ms, results consumed after another 3 ms
Completed

Total disk space used by configuration-db:

60M

Use this command to collect the configuration-db backup from the identified configuration-
db leader vManage node.

request nms configuration-db backup path /opt/data/backup/<filename>

The expected output is as shown:

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47c383569ec883080f5d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

» Make anote of the configuration-db credentialsif it has been updated.

 If you are unaware of the configuration-db credentials, reach out to TAC to retrieve the
configuration-db credentials from the existing vManage nodes.

» Default configuration-db credentials are username: neo4j and password: password

Restore Configuration-db Backup to another vM anage node

Copy the configuration-db backup to /home/admin/ directory of vManage using SCP.

Sample scp command output:



XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:
(admin@10.66.62.27) Password:
junel8th.tar.gz

To restore configuration-db backup, first we need to configure the configuration-db credentials. If
your configuration-db credentials are default(neodj/password), we can skip this step.

To configure configuration-db credentials, use the command request nms configuration-db update-
admin-user. Use the username and password of your choice.

Kindly note that the Application server of vManage is restarted. Due to which vManage Ul becomes
inaccessible for a short time.

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same of
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

Post which we can proceed to retore the configuration-db backup:

We can use the command request nms configuration-db restore path /home/admin/< > to restore the
configuration-db to the new vManage:

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on Tocalhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on localhost

Loading NMS configuration database on localhost


mailto:admin@10.66.62.27:/home/admin/

Starting NMS configuration database on localhost
Waiting for 180s or the instance to start...

NMS configuration database on Tocalhost has started.
Updating DB with the saved cluster configuration data
Successfully reinserted cluster meta information
Successfully reinserted vmanage root ca information
Starting NMS application server on Tocalhost

Waiting for 180s for the instance to start...
Successfully restored database

Once the configuration-db is restored, make sure the vManage Ul is accessible. Wait for around 5 minutes
and then attempt to access the Ul.

Once logged into Ul successfully, ensure the Edge routers list, template, policies and all the rest of the
configurations that were present on your previous or existing vManage Ul is reflected on the new vManage
Ul.

S

Caution: The restored configuration-db still contains the SD-WAN Manager(s) the backup was
taken from. They are listed as Manager entriesin Configuration > Certificates > Control
Components (20.9/20.12: Configuration > Certificates > Controllers) but are not members of
Administration > Cluster Management. Until they are removed in Step 6:

» every Send to Validator reports Failed to find Vmanage Cluster node for uuid <uuid> for
them, and
 every controller certificate installation from the Ul fails and isrolled back.

Do not perform any controller certificate operation or Send to Validator on this vManage until Step
6 iscomplete. If acertificate installation fails, do not install the same certificate from the CL1;
contact Cisco TAC.

Step 6: Reauthentication of Controllersand invalidation of old controllers

Once configuration-db is restored ,we need to reauthenticate all the new controllers
(vmanage/vsmart/vbond) in the fabric

S

Note: In actual production if the interface IP used to re-authenticate is the tunnel interface 1P, need
to ensure NETCONF service is alowed on the tunnel interface of the vManage, vSmart and vBond
and also on the firewalls along the path. The firewall port to open is TCP port 830 as bi-directional
rule from DR cluster to all vBonds and vSmarts .

On vmanage Ul, click on Configuration > Devices > Controllers



» Click the three dots near each controller and Click Edit

* Replacethe ip-address (system-ip of the controller) with the transport vpn O(tunnel interface) ip
address .Enter the username and password and click save
* Dothesamefor al the new controllersin the fabric

Sync the Root-cert-chain

Once al the controllers are onboarded, complete this step:

On any Cisco SD-WAN Manager server in the newly active cluster, perform these actions:

Enter this command to synchronize the root certificate with all Cisco Catalyst SD-WAN devicesin the
newly active cluster:

https://vmanage-url/dataservice/system/device/sync/rootcertchain

Enter this command to synchronize the Cisco SD-WAN Manager UUID with the Cisco SD-WAN Validator:

https://vmanage-url/dataservice/certificate/syncvbond

Remove the previous SD-WAN M anager entries

Do thisright after the root-cert-chain sync and before any controller certificate operation or Send to
Validator.

1. Open Configuration > Certificates > Control Components (20.9/20.12: Configuration >
Certificates > Controllers) and Administration > Cluster M anagement. Every vManage entry that is


https://vmanage-url/dataservice/system/device/sync/rootcertchain
https://vmanage-url/dataservice/certificate/syncvbond

not listed in Administration > Cluster Management is a previous SD-WAN Manager entry and
must be removed.

2. Before any Send to Validator or Invalidate action, check for a conflicting serial number record.
Browse to https://<vmanage-ur|>/dataser vice/certificate/vsmart/list. No entry can have an
oldSerialNumber whose serial number equals its own serialNumber. This check isread-only. If such
an entry exists, stop and contact Cisco TAC: any Send to Validator or Invalidate sends the controller
list, and that controller would lose its control connections.

3. Navigate to Monitor > Tasks and open the most recent Push vSmart List task. Only inspect the
existing task results; do not click Send to Validator here. If no recent task is listed, wait for the next
top-of-hour list push. Each previous SD-WAN Manager entry must show Failed to find Vmanage
Cluster node for uuid <uuid>. If avManage uuid was pushed successfully, it isalive member of this
cluster: do not invalidateit.

4. Click the three dots on the right side of the first previous SD-WAN Manager entry and click
Invalidate. Wait for the task to complete. The expected result is Success with war ning, with this
activity:

Invalidating Root Certificate Autority of vManage-<uuid>

Sending serial number of vManage-<uuid> as invalid to all controllers

Failed to push serial 1list to vManage-<uuid> - retry in 30 seconds; Failed to find Vmanage Cluster node
Updated serial 1ist will be sent to vManage-<uuid> when it is reachable

Clearing certificate on vManage-<uuid>

Successfully invalidated vManage-<uuid>

The entry now shows No certificate installed. The previous SD-WAN Manager serial number and root CA
are removed from the validators.

5. Click the three dots on the same entry and click I nvalidate again. It completesimmediately, without a
task, and the entry is removed.

6. Repeat steps 4 and 5 for every previous SD-WAN Manager entry.

7. Click Send to Validator. The expected result is Success for every recipient within afew seconds,
with no Failed to find Vmanage Cluster node.

Invalidate the old controllers

Once the fabric is restored and the control and BFD sessions are up for all edges and controllersin the
fabric, invalidate the old vBond/V alidator and vSmart/Controller entries from the Ul:

* OnvManage Ul, navigate to Configuration > Certificates > Control Components (20.9/20.12:
Configuration > Certificates > Controllers).

 Click the three dots on the right side of the old vBond/vSmart and click I nvalidate.

» Click Send to Validator (Send to vBond in 20.9/20.12). It must show Success for every recipient.

» Navigate to Configuration > Devices > Control Components (20.9/20.12: Configuration > Devices
> Controllers).

 Click the three dots on the right side of the old vBond/vSmart and click Delete.

Step 7: Activating the Standby (and failing back)



Complete this step every time the standby becomes active, and again in the opposite direction at failback.

1. Take a configuration-db backup on the active vManage/cluster, copy it to the standby and restore it as
described in Step 5: request nms configuration-db restor e path /home/admin/<file>.tar.gz. Wait
for Successfully restored database.

2. Isolate the previously active vManage/cluster (shut its VPN 0 transport interface or power it off).

3. Enable the VPN 0 transport interface on the standby.

4. Check show control connections and show control connections-history on the standby. If the
validators reject it with CRTREJSER, its serial number isno longer on the validators (expected after
the previous SD-WAN Manager entries were removed on the other side). To re-admit it:

» On the standby, navigate to Configuration > Devices > Control Components, click the three
dots on each vBond/vSmart and click Edit. Enter the transport VPN 0 | P address, username and
password and click Save. The NETCONF / TCP port 830 requirements in Step 6 apply.

» Before clicking Send to Validator, check for a conflicting serial number record. Browse to
https://<vmanage-ur|>/dataser vice/cer tificate/vsmart/list on the standby. No entry can have
an oldSerialNumber whose serial number equals its own serialNumber. This check is read-only.
If such an entry exists, stop and contact Cisco TAC.

» Click Send to Validator. The validators and this vManage report Success, and the standby
forms control connections within about a minute. The push to the previously active vManage
failswith Failed to find Vmanage Cluster node for uuid <uuid>; thisis expected.

5. Remove the previously active vManage entries befor e any controller certificate operation:

* In Configuration > Certificates > Control Components (20.9/20.12: Configuration >
Certificates > Controllers), every vManage entry not listed in Administration > Cluster
Management is a previous SD-WAN Manager entry.

» Confirm each one showed Failed to find Vmanage Cluster node for uuid <uuid> in the Send to
Validator task. If avManage uuid was pushed successfully, it is alive member of this cluster:
do not invalidate it.

» On each previous SD-WAN Manager entry, click the three dots and click I nvalidate, then wait
for Success with war ning. Click Invalidate again; the entry is removed.

» Click Send to Validator. The expected result is Success for every recipient within afew
seconds.

6. Continue with the Post Checks.

Step 8: Post Checks

Note: Continue with the Post Checks section shown here, which is common to all deployment
combinations.

Combination 5: vM anage Cluster + DR Enabled

| nstances needed:

3 or 6 vManage (primary cluster)

3 or 6 vManage (DR standby cluster)

1 or more vBond (distributed across primary and DR data centers)
1 or more vSmart (distributed across primary and DR data centers)



Steps:

1.
2.
3.
4.
S.
6.
7.

Step

Step

Bring up all instances using the Common Steps

Pre-checks

Configure vManage Ul, Certificates, and Onboard Controllers
Build vManage Cluster

Cold Standby DR Cluster Setup

Config-db backup/restore

Post Checks

1: Pre-Checks

Ensure that the number of the active Cisco SD-WAN Manager instances are identical to the number
of the newly installed Cisco SD-WAN Manager instances.

Ensure that all the active and new Cisco SD-WAN Manager instances run the same software version.

Ensure that all the active and new Cisco SD-WAN Manager instances are able to reach the
management | P address of the Cisco SD-WAN Validator.

Ensure that certificates have been installed on the newly installed Cisco SD-WAN Manager instances.

Ensure that the clocks on all Cisco Catalyst SD-WAN devices, including the newly installed Cisco
SD-WAN Manager instances, are synchronized.

Ensure that a new set of System IPs and Site IDs is configured on the newly installed Cisco SD-WAN
Manager instances, along with the same basic configuration as the active cluster.

2: ConfigurevManage Ul, Certificates, and Onboard Controllers

Update the configurations on vManage Ul

Once the configurationsin Step 1 are added on the CLI of al the controllers, we can access

the webUI of vManage, using the URL https://<vmanage-ip> in your browser. Use the VPN 512 | P
addr ess of respective vManage nodes. Y ou can log in with the admin username and password.
Navigate to Administration > Settings and complete these steps.

Configure Organization name and Validator/vBond URL/IP address. Configure the same value as
in the CLI of the vManage node.

In the vManage 20.15/20.18 these configurations are available under section System.
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» Verify the configurations for Certificate Authorization(CA), which decides the Certificate Authority
used for signing the certificates. We can see 3 options there:

1. Hardware WAN Edge Certificate Authorization - Decides the CA for hardware SD-WAN Edge
routers.
* On Box Certificate (TPM/SUDI Certificate) - With this option, the preinstalled certificate on
the router hardware is used to establish the Control connections (TLS/DTLS connections)
» Enterprise Certificate (signed by Enterprise CA) - With this option, the routers use certificates
signed by Enterprise certificate authority of your organization. While choosing this option, the
root certificate of Enterprise CA must be updated here.
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2. Controller Certificate Authorization - Decides the CA for SD-WAN controllers.

» Cisco (Recommended) - Controllers use the certificates signed by Cisco PKI. vManage
automatically contacts the PNP portal using the smart account credentials configured on the
vManage and get the certificate signed and is installed on the controller.

» Manua - Controllers use the certificates signed by Cisco PKI. Manually sign the CSR using the
Cisco PNP portal by navigating to smart account and virtual account of the respective SD-WAN
overlay.

» Enterprise Root Certificate - With this option, the routers use certificates signed by Enterprise
certificate authority of your organization. While choosing this option, the root certificate of
Enterprise CA must be updated here.
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3. WAN Edge Cloud Certificate Authorization - Decides the CA for virtual SD-WAN Edge routers
(CSR1000v, C8000v, vEdge cloud)
» Automated (vManage signed) - vManage automatically signs the CSR for the virtual Edge
routers and install the certificate on the router.
* Manua (Enterprise CA - recommended) - Virtual routers use certificates signed by Enterprise
certificate authority of your organization. While choosing this option, the root certificate of
Enterprise CA must be updated here.

In case, if we are using our own CA, Enterprise certificate authority, choose Enterprise.
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» Navigate to Configuration > Certificates > Control Componentsin case of
20.15/20.18 vManage nodes. In case of 20.9/20.12 versions, Configuration > Devices > Controllers
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» Click on ... for Manager/vManage and click on Generate CSR.
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» Oncethe CSR isgenerated, you can download the CSR and get it signed based on the Certificate
authority chosen for controllers. Y ou can verify this configuration in Administration > Settings >



Controller Certificate Authorization. If Cisco (Recommended) is chosen, then the CSR is
automatically uploaded to the PNP portal by the vManage and once the certificate issigned, it is
installed on the vManage automatically.

If Manual is chosen, manually sign the CSR using the Cisco PNP portal by navigating to smart
account and virtual account of the respective SD-WAN overlay. Once the certificate is available from
PNP portal, click oninstall certificate on the same section of vManage and upload the certificate and
install the certificate. Same procedure is applicable if we are using Digicert and Enterprise Root
Certificate.

Onboarding vBond/Validator and vSmart/Controller to the vM anage

Navigate to Configuration > Devices > Control Componentsin case of 20.15/20.18 vManage nodes. In
case of 20.9/20.12 versions, Configuration > Devices > Controllers

Onboarding vBond/Validator

S

Click on Add vBond in case of 20.12 vManage or Add Validator in case of 20.15/20.18 vManage. A
pop up opens, enter the VPN 0 transport | P of vBond which is reachable from the vManage.

Check the reachability using ping if allowed from CLI of vManage to vBond I P.

Enter the user credentials of vBond.

Note: We need to use admin credentials of vBond or a user part of netadmin group. Y ou can verify
thisin the CLI of the vBond. Choose Y es in the dropdown of “Generate CSR" if we need to install
anew certificate for vBond

Note: If the vBond isbehind a NAT device/Firewall, check if thevBond VPN O interface IPis
trandated to apublic IP. If VPN 0 interface IP is not reachable from vManage, use the public IP
address of VPN O interface in this step
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» Oncethe CSR is generated, you can download the CSR and get it signed based on the Certificate
authority chosen for controllers. Y ou can verify this configuration in Administration > Settings >
Controller Certificate Authorization. If Cisco (Recommended) is chosen, then the CSR is
automatically uploaded to the PNP portal by the vManage and once the certificate issigned, it is
installed on the vBond automatically.

 If Manual is chosen, manually sign the CSR using the Cisco PNP portal by navigating to smart
account and virtual account of the respective SD-WAN overlay. Once the certificate is available from
PNP portal, click oninstall certificate on the same section of vManage and upload the certificate and
install the certificate. Same procedure is applicable if we are using Digicert and Enterprise Root
Certificate.

* |f there are multiple vBonds, repeat the same steps.

Onboarding vSmart/Controller:

» Click on Add vSmart in case of 20.12 vManage or Add Controller in case of 20.15/20.18 vManage.
* A pop up opens, enter the VPN 0 transport | P of vSmart which is reachable from the vManage.
» Check the reachability using ping if allowed from CLI of vManage to vSmart IP.

* Enter the user credentials of vSmart Note that we need to use admin credentials of vSmart or a user
part of netadmin group.

* You can verify thisin the CLI of the vSmart.

» Set the protocol to TLS, if we intend to use TLS for routers to establish control connections
with vSmart. This config needs to be configured on CLI of vSmarts and vM anage nodes as well.

» Choose Yesin the dropdown of "Generate CSR" if we need to install a new certificate for vSmart.



Note: If the vSmart is behind NAT device/Firewall, check if the vSmart VPN O interface IP is
trandated to apublic IP, and if VPN 0 interface IP is not reachable from vManage, use public IP
address of VPN O interface IP in this step.
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* Oncethe CSR is generated, you can download the CSR and get it signed based on the Certificate
authority chosen for controllers. Y ou can verify this configuration in Administration > Settings >
Controller Certificate Authorization. If Cisco (Recommended) is chosen, then the CSR is
automatically uploaded to the PNP portal by the vManage and once the certificate issigned, it is
installed on the vSmart automatically.

 If Manual is chosen, manually sign the CSR using the Cisco PNP portal by navigating to smart
account and virtual account of the respective SD-WAN overlay.

» Oncethe certificate is available from PNP portal, click on install certificate on the same section
of vManage and upload the certificate and install the certificate.

» Same procedure is applicable if we are using Digicert and Enterprise Root Certificate.

* If there are multiple vSmarts, repeat the same steps.

Verification

Once all the steps are completed, verify that all the control components are reachable
in Monitor > Dashboard
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* Click on the respective Control components and confirm that they are all reachable.
» Navigate to Monitor > Devices and confirm all the control components are reachable.
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Step 3: Build vM anage Cluster

Onboard SD-WAN Fabric with avManage Cluster in the SD-WAN overlay

S



Note: vManage Cluster can be configured with 3 vManage nodes or 6 vManage nodes depending
on the number of sites onboarded to SD-WAN fabric

Onboard all the SD-WAN controllerswith single vM anage node

Proceed with the steps shared in "Onboard SD-WAN controllers with a single node vManage in the SD-
WAN overlay" to first bring up the SD-WAN fabric with one vManage node and onboard all the required
Validators(vBond) and Controllers(vSmart).

Configurethe CLI configurations of all the vM anage nodes which is part of the cluster

» Configure the rest of the vManage nodes. In case of 3 node cluster, you has remaining 2 nodes to
configure, in case of 6 node cluster you has 5 nodes to configure.
» Configure System configurations as shown:

config t

system

host-name <hostname>
system-ip <unique system-ip>
site-id <site-id>
organization-name <organization name>
vbond <IP address/URL of vBond>

commit

Note: If we are using URL as vBond address, make sure to configure DNS server |P addresses in
VPN 0 configuration or ensure they can be resolved.

These configurations are needed to enable the transport interface used to establish control connections with
the routers and rest of the controllers.

config t

vpn 0

dns <IP-address> primary

dns <IP-address> secondary
interface ethl
ip address <IP-address/mask>
tunnel-interface



allow-service all
allow-service dhcp
allow-service dns
allow-service icmp

no allow-service sshd

no allow-service netconf
no allow-service ntp

no allow-service stun

allow-service https
|

no shutdown
|

ip route 0.0.0.0/0 <default-gateway IP>
commit

Also configure VPN 512 management interface to enable out of band management access to the controller.

Conf t
vpn 512
interface eth0
ip address <IP-address/mask>

no shutdown
|

ip route 0.0.0.0/0 <default-gateway IP>
!

Commit

Optional Config:

» You can refer to the configurations of your existing controller and if the config listed here is present,
you can add this configuration to the new controllers.

» Configure the control protocol as TLS only if thereis arequirement for routers to establish secure
control connections with the vManage nodes using TLS. By default, all the controllers and routers
establish control connection using DTLS. Thisis an optional config required only on vSmart and
vManage nodes depending on you requirement.

Conf t
security
control
protocol tls
commit

Configure serviceinterface on all vM anage nodes

Configure service interface on all the vManage nodes including vManage-1 which has been onboarded
already. Thisinterfaceis used for cluster communication, meaning communication between
the vManage nodes in the cluster.



conf t

interface eth2
ip address <IP-address/mask>
no shutdown

commit

Make sure the same | P subnet is used for service interface across all the nodes in the vManage cluster.

Configurecluster credentials

We can use the same admin credentials of the vManage nodes to configure the vManage cluster. Else we can
configure anew user credential which is part of netadmin group. The configurations to configure new user
credential is as shown

conf t

system

aaa
user <username>
password <password>
group netadmin

commit

Make sure to configure the same user credentials across all the vManage nodes which is part of the
cluster. If we decide to use admin credentials, it must be same username/password across all
the vManage nodes.

Install device certificate on all vM anage nodes

» Loginto vManage Ul of al the vManage nodes using the URL https.//<vmanage-ip> in your browser.
Use the VPN 512 IP address of respective vManage nodes. Y ou can log in with the admin username
and password.

» Navigate to Configuration > Certificates > Control Componentsin case of
20.15/20.18 vManage nodes. In case of 20.9/20.12 versions, Configuration > Devices >
Controllers

Click on ... for Manager/vManage and click on Generate CSR.
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1.2 Add Device Generate CSR Upload Certificaie

Once the CSR is generated, you can download the CSR and get it signed based on the Certificate
authority chosen for controllers. Y ou can verify this configuration in Administration > Settings >
Controller Certificate Authorization. If Cisco (Recommended) is chosen, then the CSR is
automatically uploaded to the PNP portal by the vManage and once the certificate is signed, it is
installed on the vManage automatically.

If Manual is chosen, manually sign the CSR using the Cisco PNP portal by navigating to smart
account and virtual account of the respective SD-WAN overlay.

Once the certificate is available from PNP portal, click on install certificate on the same section
of vManage and upload the certificate and install the certificate.

Same procedure is applicable if we are using Digicert and Enterprise Root Certificate.

Complete this step across all the vManage nodes which is part of the cluster.

Prepareto build the vM anage Cluster

S

» Onthe webUl of vManage-1, navigate to Administration > Cluster Management, click on ...
under Actions for vManage-1, choose Edit.
» The node personais chosen automatically based on the persona we chose while the VM was

spun up.

Note: For a 3-node cluster, all 3 vManage nodes are brought up with compute+data as the persona.
For a 6-node cluster, 3 vManage nodes are brought up with compute+data as the persona and 3
vManage nodes are brought up with data as the persona.



» From the dropdown for Manager | P address, make sure to choose service interface | P of
the vManage.

Edit Manager

Nada Persana D

Compute + Data

Manager IF Address (201 510
[ rom0asz

L6 7030

WA025.2

Password

| S Pasgwond

Enable SD-AVC

» Enter the username and password which we desire to use to enable vManage cluster which is referred
as cluster credentials.

» Asmentioned earlier, same credentials must be configured on all the vM anage nodes and must be
used while adding all the nodesto the cluster.

Optional Config:

Pleaserefer to thisconfiguration in your existing cluster to Enable SDAVC - Need to be checked only if
itisrequired and is needed only on one vManage node of the cluster.

Click on Update.

» Post this, the vManage NM S services restarts in the background and the Ul is not available for afew
minutes of around 5 to 10 minutes. During thistime, CLI access of vManage is available.

* OncethevManage-1 Ul is accessible navigate to Administration > Cluster Management, make
sure service interface | P of vManage isreflected under | P address, Configure Statusis
Ready and node per sona isreflected correctly. Switch to Service reachability section in the same
page and make sure all services are reachable.

* If we see any of the services are not reachable yet, please wait. Usually takes around 20 to 30 minutes.

Build the vM anage Cluster



* On the webUI of vManage-1, navigate to Administration > Cluster M anagement, in the section
Service Configuration,
» Click on Add Manager, a pop-up window appears.
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» Choose the Node per sona based on the persona configurations done whilethe  vManage — 2 node
was spun up.

» Enter the serviceinterface | P of vM anage-2 under Manager | P address

» Enter the username and password, which is the same credentials as we used in Step 6.

» Enable SDAVC - To be left unchecked as we would have enabled it aready on vManage-1



» Click on Add.

* Post this, the vManage NM S services restarts in the background for vManage 1 and 2 nodes. The Ul is
not available for afew minutes of around 5 to 10 minutes for vManage 1 and 2.

* During thistime, CLI access of vManage 1 and 2 is available.

* Oncethe vManage-1 Ul is accessible navigate to Administration > Cluster Management, make sure
serviceinterface | P of both the vM anageisreflected under | P address, Configure Statusis
Ready and node personaisreflected correctly.

» Switch to Servicereachability section in the same page and make sure all services arereachable
for both the vM anage nodes.

 If we see any of the services are not reachable yet, please wait. Usually takes around 5 to 10 minutes.

* You can check the status of cluster add processin the Task-list available on the top right corner of
the vManage UlI.
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* You canlook up for Activetask list and if the task is still listed under Active task list, it indicates the
task is not completed yet.

» You can click on the task to check the progress of the same. If the task is not listed under Active task
list, switch to Completed and make sure the task is successfully completed.

» Only after these points are validated proceed to next step.

These points need to be taken into consider ation before adding the next nodeto the cluster:

Please verify these points on al the Uls of the vManage nodes that are added to cluster so far:

» Navigateto Monitor > Overview of vManage Ul and make sure the number of vManage nodes are
reflected correctly and are seen reachable depending on the number of the nodes added to the cluster.

* Navigate to Administration > Cluster Management and make sure service interface | P of both
thevManageisreflected under 1P address, Configure Statusis Ready and node personais
reflected correctly.



» Switch to Servicereachability section in the same page and make sure all services arereachable
for both the vM anage nodes.

» Eachtime, anode is added to the cluster, the NMS services of all the nodes in the cluster is restarted
hence the Ul of all those nodes becomes unreachable for some time.

» Depending on the number of the nodes in the cluster, it can take alonger time for the Ul to be back up
and all the services to be reachable.

* You can monitor the task under Task-list available on the top right corner of the vManage Ul.

* On the vManage Ul of each of node added to the cluster, we need to see all the routers, templates and
policiesif they were available in vManage-1.

* If those configurations were not present on vManage-1, the vBonds and vSmarts that were added to
vManage-1 and also Administration > Settings configurations for Organization-name, vBond,
Certificate Authorization must be reflected on rest of the vManage nodes added to the cluster.

* Repeat the same steps for the rest of the vManage nodes.

Step 4: Config-db Backup/Restore

Collect vM anage configur ation-db backup and restore on another vM anage node

Note: While collecting configuration-database backup from the existing vManage cluster which
has Disaster recovery enabled, make sureit is collected after the Disaster recovery on that nodeis
paused and deleted.

Confirm there is no ongoing Disaster recovery replication. Navigate to Administration > Disaster
Recovery and make sure the status Success and not in atransient state such as Import Pending, Export
Pending, or Download Pending. If the status is not success, reach out to Cisco TAC and make sure
replication is successful before you proceed to pause the disaster recovery.

First Pause the disaster recovery and make sure the task is complete. And then Delete the Disaster recovery
and confirm the task is compl eted.
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Reach out to Cisco TAC to ensure the Disaster Recovery is successfully cleaned up.

Collect Configuration-DB backup:

* Inthe SD-WAN fabric which is currently in use, you can generate configuration-db backup from
vManage cluster.

» Kindly note that we must generate configuration-db backup only on one node of
the vManage cluster which is the configuration-db leader.

» For standalone vManage, that vManage itself is the configuration-db leader.

* InvManage cluster, identify the configuration-db leader node using the
command request nms configuration-db diagnostics. Y ou can run this command on all the nodes of
the 3 node vM anage cluster.

* Ina6 node cluster, make sure to run this command on the vManage nodes where configuration-db is
enabled to identify the leader node. Navigate to Administration > Cluster M anagement to verify
the same:

» Aswe seein the screenshot, the nodes configured with persona COMPUTE_AND_DATA have
configuration-db running.

Y ou can verify the same using the command request nms configuration-db status on vManage CLI. The
output is as shown

vmanage# request nms configuration-db status
NMS configuration database
Enabled: true
Status: running PID:32632 for 1066085s
Native metrics status: ENABLED
Server-load metrics status: ENABLED
vmanage#



» Once you execute the command request nms configuration-db diagnostics on these nodes, the output
IS as shown:

» Look for the highlighted field for “IsLeader”. If it isset to 1, it indicates that node is the |leader node
and we can collect configuration-db backup from it.

vManage-3# request nms configuration-db diagnostics

NMS configuration database

Checking cluster connectivity for ports 7687,7474 ...

Pinging vManage node 0 on 169.254.1.5:7687,7474...

Starting Nping 0.7.80 ( https://nmap.org/nping ) at 2026-02-18 12:41 UTC

SENT (0.0013s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (0.0022s) Handshake with 169.254.1.5:7474 completed
SENT (1.0024s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (1.0028s) Handshake with 169.254.1.5:7687 completed
SENT (2.0044s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (2.0050s) Handshake with 169.254.1.5:7474 completed
SENT (3.0064s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (3.0072s) Handshake with 169.254.1.5:7687 completed
SENT (4.0083s) Starting TCP Handshake > 169.254.1.5:7474
RCVD (4.0091s) Handshake with 169.254.1.5:7474 completed
SENT (5.0106s) Starting TCP Handshake > 169.254.1.5:7687
RCVD (5.0115s) Handshake with 169.254.1.5:7687 completed
Max rtt: 0.906ms | Min rtt: 0.392ms | Avg rtt: 0.724ms

TCP connection attempts: 6 | Successful connections: 6 | Failed: 0 (0.00%)
Nping done: 1 IP address pinged in 5.01 seconds
Pinging vManage node 1 on 169.254.2.5:7687,7474...

========== SNIP ==========

Connecting to 10.10.10.3...
it et et e +

| type | row | attributes[row] ["value"] |
it et et e +

| "StoreSizes" | "TotalStoreSize" | 85828934 |

| "PageCache" | "Flush" | 4268666 |

| "PageCache" | "EvictionExceptions" | O |

| "PageCache" | "UsageRatio" | 0.09724264705882353 |

| "PageCache" | "Eviction" | 2068 |

| "PageCache" | "HitRatio" | 1.0 |

| "ID Allocations” | "NumberOfRelationshipIdsInUse" | 2068 |

| "ID Allocations” | "NumberOfPropertyIdsInUse" | 56151 |

| "ID Allocations" | "NumberOfNodeIdsInUse" | 7561 |

| "ID Allocations” | "NumberOfRelationshipTypeIdsInUse" | 31 |

| "Transactions" | "LastCommittedTxId" | 214273 |

| "Transactions" | "NumberOfOpenTransactions™ | 1 |

| "Transactions" | "NumberOfOpenedTransactions" | 441742 |

| "Transactions" | "PeakNumberOfConcurrentTransactions" | 11 |

| "Transactions" | "NumberOfCommittedTransactions" | 414568 |

| "Causal Cluster" | "IslLeader" | 1 S>>>>>>>>

| "Causal Cluster" | "MsgProcessDelay" | O |

| "Causal Cluster" | "InFlightCacheTotalBytes" | O |
it et et e +

18 rows

ready to start consuming query after 388 ms, results consumed after another 13 ms

Completed

Connecting to 10.10.10.3...

Displaying the Neo4j Cluster Status

o o
| name | aliases | access | address | role | requestedStatus | currentStatus
o o
| "neo4j" | [] | "read-write" | "169.254.3.5:7687" | "leader" | "onTline" | "onTine"
| "neo4j" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "onTine"



| "neo4j" | [] | "read-write" | "169.254.1.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.3.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.2.5:7687" | "follower" | "online" | "online"

| "system" | [] | "read-write" | "169.254.1.5:7687" | "leader" | "onTine" | "online"

m o e
6 rows

ready to start consuming query after 256 ms, results consumed after another 3 ms

Completed

Total disk space used by configuration-db:

60M

Use this command to collect the configuration-db backup from the identified configuration-
db leader vManage node.

request nms configuration-db backup path /opt/data/backup/<filename>

The expected output is as shown:

vmanage# request nms configuration-db backup path /opt/data/backup/junel8th
Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file
Successfully saved backup to /opt/data/backup/junel8th.tar.gz

sha256sum: 8d0f5af8aee4e70f05e3858bebbdd5e6c136134ae47c383569ec883080f5d359
Removing the temp staging dir :/opt/data/backup/staging

vmanage#

» Make anote of the configuration-db credentialsif it has been updated.
 If you are unaware of the configuration-db credentials, reach out to TAC to retrieve the
configuration-db credentials from the existing vM anage nodes.

» Default configuration-db credentials are username: neodj and password: password

Restore Configuration-db Backup to another vM anage node

Copy the configuration-db backup to /home/admin/ directory of vManage using SCP.

Sample scp command output:

XXXXXXXXX Downloads % scp junel8th.tar.gz admin@10.66.62.27:/home/admin/
viptela 20.15.4.1

(admin@10.66.62.27) Password:


mailto:admin@10.66.62.27:/home/admin/

(admin@10.66.62.27) Password:
junel8th.tar.gz

To restore configuration-db backup, first we need to configure the configuration-db credentials. If your
configuration-db credentials are default(neo4j/password), we can skip this step.

To configure configuration-db credentials, use the command request nms configuration-db update-admin-
user. Use the username and password of your choice.

Kindly note that the Application server of vManage is restarted. Due to which vManage Ul becomes
inaccessible for a short time.

vmanage# request nms configuration-db update-admin-user

configuration-db

Enter current user name:neo4j

Enter current user password:password

Enter new user name:ciscoadmin

Enter new user password:ciscoadmin

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully updated configuration database admin user(this is service node, please repeat same operati
Successfully restarted vManage Device Data Collector

Successfully restarted NMS application server

Successfully restarted NMS data collection agent

vmanage#

Post which we can proceed to retore the configuration-db backup:

We can use the command request nms configuration-db restore path /home/admin/< > to restore the
configuration-db to the new vManage:

vmanage# request nms configuration-db restore path /home/admin/junel8th.tar.gz

Starting backup of configuration-db

config-db backup logs are available in /var/log/nms/neo4j-backup.log file

Successfully saved database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Successfully backup database to /opt/data/backup/configdb-local-tmp-20230623-160954.tar.gz
Configuration database is running in a standalone mode

WARNING: sun.reflect.Reflection.getCallerClass is not supported. This will impact performance.
Successfully saved cluster configuration for localhost

Successfully saved vManage root CA information for device: "53f95156-f56b-472f-b713-d164561b25b7"
Stopping NMS application server on localhost

Stopping NMS configuration database on Tocalhost

Reseting NMS configuration database on Tocalhost

Loading NMS configuration database on localhost

Starting NMS configuration database on Tocalhost



Waiting for 180s or the instance to start...

NMS configuration database on Tocalhost has started.
Updating DB with the saved cluster configuration data
Successfully reinserted cluster meta information
Successfully reinserted vmanage root ca information
Starting NMS application server on Tocalhost

Waiting for 180s for the instance to start...
Successfully restored database

Once the configuration-db is restored, make sure the vManage Ul is accessible. Wait for around 5 minutes
and then attempt to access the Ul.

Once logged into Ul successfully, ensure the Edge routers list, template, policies and all the rest of the
configurations that were present on your previous or existing vManage Ul is reflected on the new vManage
Ul.

S

Caution: The restored configuration-db still contains the SD-WAN Manager(s) the backup was
taken from. They are listed as Manager entriesin Configuration > Certificates > Control
Components (20.9/20.12: Configuration > Certificates > Controllers) but are not members of
Administration > Cluster Management. Until they are removed in Step 6:

» every Send to Validator reports Failed to find Vmanage Cluster node for uuid <uuid> for
them, and
 every controller certificate installation from the Ul fails and isrolled back.

Do not perform any controller certificate operation or Send to Validator on this vManage until Step
6 iscomplete. If acertificate installation fails, do not install the same certificate from the CL1;
contact Cisco TAC.

Step 5: Enable Disaster Recovery on a vM anage Cluster

Important Prechecks

Two separate vM anage 3-node clusters must be configured and operational in order to proceed with disaster
recovery. On the active cluster you must have validators and controllers onboarded. In case you have
validator and controllers on the DR site, they must also be onboarded on the active cluster and not on the
DR vManage cluster.

Cisco recommends that before registering disaster recovery, these requirements must be met:

» Ensure that the primary and the secondary node are reachable by HTTPS on atransport VPN (VPN
0).

» Ensurethat Cisco vSmart Controllers and Cisco vBond Orchestrators on the secondary setup are
connected to the primary setup.



» Ensure that the Cisco vManage primary node and secondary node are running the same
Cisco vManage version.

» Out-of-band cluster interface(service interface) in VPN 0.

* For each vManage instance within a cluster, athird interface (cluster link) is required besides the
interfaces used for VPN 0 (transport) and VPN 512 (management).

» Thisinterfaceisused for communication and syncing between the vM anage servers within the cluster.

» Thisinterface must be at least 1 Gbps and have alatency of 4msor less. A 10 Gbps interfaceis
recommended.

» Both vManage nodes must be able to reach each other through this interface: be it alayer 2 segment or
through layer 3 routing.

* In each vManage, thisinterface must be configured in the GUI as a cluster interface (Administration
> Cluster Management— indicate own out-of-band cluster interface |P address, user and password).

* Inorder to alow Cisco vManage nodes to communicate with each other across data centers, enable
TCP ports 8443 and 830 on your data center firewalls.

» Ensurethat all services (application-server, configuration-db, messaging server, coordination server,
and statistics-db) are enabled on both Cisco vManage nodes.

 Distribute all controllers, including Cisco vBond Orchestrators, across both primary and secondary
data centers. Ensure that these controllers are reachable by Cisco vManage nodes that are distributed
across these data centers. The controllers connect only to the primary Cisco vManage node.

» Ensure that no other operations are in process in the active (primary) and the standby (secondary)
Cisco vManage node. For example, ensure that no servers are in the process of upgrading or attaching
templates to devices.

 Disable the Cisco vManage HTTP/HTTPS proxy server if it isenabled. See HTTP/HTTPS Proxy
Server for Cisco vManage Communication with External Servers. If you do not disable the proxy
server, Cisco vManage attempts to establish disaster recovery communication through the proxy IP
address, even if Cisco vManage out-of-band cluster 1P addresses are directly reachable. Y ou can re-
enable the Cisco vManage HTTP/HTTPS proxy server after disaster recovery registration compl etes.

» Before you start the disaster recovery registration process, navigate to the Tools > Rediscover
Networ k window on the primary Cisco vManage node and rediscover the Cisco vBond Orchestrators.

Configurations


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/systems-interfaces.html?bookSearch=true#concept_p2c_1km_z4b
https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/system-interface/ios-xe-17/systems-interfaces-book-xe-sdwan/systems-interfaces.html?bookSearch=true#concept_p2c_1km_z4b

For more information on vManage Disaster Recovery, refer to this link.

The two separate 3-node-clusters are already created, assuming each SD-WAN manager has
bare minimum configuration and certification part is completed.

Navigate to Administration > Cluster Management on both clusters and verify all nodes are in ready
state.

DC vManage

I I I F

DR vmanage

Navigate to Administration>Disaster Recovery of Primary vManage Cluster. Click M anage Disaster
Recovery.


https://www.cisco.com/c/en/us/td/docs/routers/sdwan/configuration/ha-scaling/vedge-20-x/high-availability-book-vedge/m-disaster-recovery.html

In the pop-up window, fill the details for both primary and secondary vManage.

The IP addresses to be indicated are the out-of-band cluster interfaces IP addresses. Preferrably use the IP
address of VPN 0 service interface of vManage-1 in each of the cluster.

The credentials must be those of anetadmin user and they must not be changed oncethe DR
isconfigured, unlessit isdeleted. A separate vManage local user credential for Disaster recovery can be
used. We need to make sure the vManage local user is part of netadmin group. Even admin credential can be
used here.
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Oncefilled, click Next.
* Fill thevBond controllers details.

The vBond controllers must be reachable in the specified | P address via Netconf.



Manage Disaster Recovery
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Oncefilled, click Next.

* Inthe Recovery Mode, choose Manual. The Automation mode is deprecated. Click Next.
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Manage Disaster Recovery
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Set the value and click Save.

» The DR Registration starts now. Click the refresh button to manually refresh the state and the progress
logs. This process can take up to 20-30 minutes.
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Navigate to Administration>Disaster Recovery in order to see the Disaster Recovery status and when the
datawas replicated last time.

Desaster Fe-Cowery




S

Note: Replication can take several hours depending on the database size. Additionally, it can
require afew cyclesto achieve successful replication.

Step 6: Reauthentication of Controllersand invalidation of old controllers

Once configuration-db is restored ,we need to reauthenticate all the new controllers
(vmanage/vsmart/vbond) in the fabric

S

Note: In actual production if the interface IP used to re-authenticate is the tunnel interface 1P, need
to ensure NETCONF service is alowed on the tunnel interface of the vManage, vSmart and vBond
and also on the firewalls along the path. The firewall port to open is TCP port 830 as bi-directional
rule from DR cluster to all vBonds and vSmarts .

On vmanage Ul, click on Configuration > Devices > Controllers

* Click the three dots near each controller and Click Edit

» Replacethe ip-address (system-ip of the controller) with the transport vpn O(tunnel interface) ip
address .Enter the username and password and click save
» Dothesamefor al the new controllersin the fabric

Sync the Root-cert-chain



Once all the controllers are onboarded, compl ete this step:

On any Cisco SD-WAN Manager server in the newly active cluster, perform these actions:

Enter this command to synchronize the root certificate with al Cisco Catalyst SD-WAN devicesin the
newly active cluster:

https.//vmanage-url/dataservice/system/device/sync/rootcertchain

Enter this command to synchronize the Cisco SD-WAN Manager UUID with the Cisco SD-WAN Validator:

https://vmanage-url/dataservice/certificate/syncvbond

Removethe previous SD-WAN Manager entries

Do thisright after the root-cert-chain sync and befor e any controller certificate operation or Send to
Validator.

1. Open Configuration > Certificates > Control Components (20.9/20.12: Configuration >
Certificates > Controllers) and Administration > Cluster Management. Every vManage entry that is
not listed in Administration > Cluster Management is a previous SD-WAN Manager entry and
must be removed. Do not invalidate the Disaster Recovery (secondary) cluster's vM anage nodes
shown in Administration > Disaster Recovery. Only vManage entries from the source of the
configuration-db backup are removed here.

2. Before any Send to Validator or Invalidate action, check for a conflicting serial number record.
Browse to https://<vmanage-ur|>/dataser vice/cer tificate/lvsmart/list. No entry can have an
oldSerialNumber whose serial number equals its own serialNumber. This check isread-only. If such
an entry exists, stop and contact Cisco TAC: any Send to Validator or Invalidate sends the controller
list, and that controller would lose its control connections.

3. Navigate to Monitor > Tasks and open the most recent Push vSmart List task. Only inspect the
existing task results; do not click Send to Validator here. If no recent task is listed, wait for the next
top-of-hour list push. Each previous SD-WAN Manager entry must show Failed to find Vmanage
Cluster node for uuid <uuid>. If avManage uuid was pushed successfully, it isalive member of this
cluster: do not invalidate it.

4. Click the three dots on the right side of the first previous SD-WAN Manager entry and click
Invalidate. Wait for the task to complete. The expected result is Success with war ning, with this
activity:

Invalidating Root Certificate Autority of vManage-<uuid>

Sending serial number of vManage-<uuid> as invalid to all controllers

Failed to push serial 1list to vManage-<uuid> - retry in 30 seconds; Failed to find Vmanage Cluster node
Updated serial 1list will be sent to vManage-<uuid> when it is reachable

Clearing certificate on vManage-<uuid>

Successfully invalidated vManage-<uuid>


https://vmanage-url/dataservice/system/device/sync/rootcertchain
https://vmanage-url/dataservice/certificate/syncvbond

The entry now shows No certificate installed. The previous SD-WAN Manager serial number and root CA
are removed from the validators.

5. Click the three dots on the same entry and click I nvalidate again. It completes immediately, without a
task, and the entry is removed.

6. Repeat steps 4 and 5 for every previous SD-WAN Manager entry.

7. Click Send to Validator. The expected result is Success for every recipient within afew seconds,
with no Failed to find Vmanage Cluster node.

Invalidate the old controllers

Once the fabric is restored and the control and BFD sessions are up for all edges and controllersin the
fabric, invalidate the old vBond/Validator and vSmart/Controller entries from the Ul:

* OnvManage Ul, navigate to Configuration > Certificates > Control Components (20.9/20.12:
Configuration > Certificates > Controllers).

* Click the three dots on the right side of the old vBond/vSmart and click I nvalidate.

* Click Send to Validator (Send to vBond in 20.9/20.12). It must show Success for every recipient.

» Navigate to Configuration > Devices > Control Components (20.9/20.12: Configuration > Devices
> Controllers).

* Click the three dots on the right side of the old vBond/vSmart and click Delete.

Post Checks

These post checks apply to all deployment combinations.

Reactivate cloud Edgerouters:

 If C8000v are part of the overlay and vmanaged signed, they need to be re-authenticated, that is:

request platform software sdwan vedge_cloud activate chassis-number <chassis-number > token <token num

Confirm Control connections and BFD sessions are up
Confirm application traffic is flowing end to end
If changes were made to the port-hop prior to the fabric rebuild on the edges, they must be reverted

Verify that the items appear as expected:
» Templates

e Policies



» Device page (both tabs) WAN vEdge List and Controllers
vManage post checks
» Applicable for vManage nodes:
Configuration-DB(Neo4j) Checks:

Execute the command "request nms configuration-db diagnostics' on all the vManage nodes:

1. Check for Node online and L eadership status:(not available for all versions)

“Neo4j” must show 3 nodes online and 1 leader and 2 followers. “system™ must also show 3 nodes
online and 1 leader and 2 followers, however as thisis not the default Db the default flag isfalse. If there are

less than 3 entries in each neo4j and system means node fallen off from cluster. Please contact Cisco TAC to
troubleshoot the same.

2. Check if any node is "quarantine”.

None of the nodes must be in quarantine state.

3. Schema validation must be "successful".

iguration—db admin names"




4. Collect a configuration-db backup using the command "request nms configuration-db diagnostics' and
make sure it is successful.

If there are any inconsistency or errors seen, reach out to Cisco TAC for troubleshooting.

Alternatively we can run these API calls to confirm the vmanage node status for a cluster ( for all
COMPUTE+DATA nodes) - works on version 20.12 and later only

go to vshell of the vmanage node ( to be done on all vmanages)

curl -u <config-db username>:<config-db password> -H "Content-Type: application/json" -d '"{"statemen

curl -u <config-db username>:<config-db password> -H "Content-Type: application/json" -d '"{"statemen

Ensurein acluster hasonly one leader for both neo4j and system and rest as followers .Ensure al the nodes
areonline .If you have 3 node cluster ( al three are COMPUTE+DATA),there must be only one leader for
both neo4j and system .Any deviation ,you must contact TAC

5. Check in /var/log/kern.log for any Disk, Mem , 10 errors. This needs to be checked on all the vManage
nodes.

6.Check the step when you form a fresh cluster for vmanage which dont have CC between each node
Perform ssh as vmanage-admin from node 1 to other nodes cluster ip and vise versa, to check if public key is
exchanged and password less ssh is working [ Consent token is required for shown here steps)

DR-vManage-1:~# ssh -i /etc/viptela/.ssh/id_dsa -p 830 vmanage-admin@<ClusterIP>

The authenticity of host '[192.168.50.5]:830 ([192.168.50.5]1:830)' can't be established.
ECDSA key fingerprint is SHA256:rSpscoYCVC+yifUMHVTIxtjgmyrZSFg93msFdoSUieQ.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes

Warning: Permanently added '[192.168.50.5]:830' (ECDSA) to the Tist of known hosts.
viptela 20.9.3.0.31

Password:

In case the output is asking to enter the password ,Contact TAC

Controller Post checks:



Applicable for al the SD-WAN controllers (vBond, vManage, vSmart):

Execute the commands on all the controllersin the overlay and confirm the vManage UUID and serial
numbers seen are valid for the currently fabric:

vBond commands:

show orchestrator valid-vsmarts

show orchestrator valid-vmanage-id

vManage/vSmart commands:

show control valid-vsmarts

show control valid-vmanage-id

Please note the output of show control valid-vsmarts includes the serial numbers of both vSmarts and
vManage nodes.

Compare it with the ones seen in vManage Ul. Navigate to section Configuration > Certificates >
Controllers.

Also confirm:

» Configuration > Certificates > Control Components lists, among the vManage entries, only the
vManage nodes in Administration > Cluster Management. Any other vManage entry is a previous

SD-WAN Manager entry carried over by the configuration-db restore and must be removed as
described in the Reauthentication of Controllers and invalidation of old controllers step of your
combination.

* https://<vmanage-ur|>/dataser vice/certificate/vsmart/list has no entry whose oldSerial Number

serial number equalsits serialNumber. If there is one, contact Cisco TAC before you click Send to

Validator.

» Send to Validator completes within seconds with Success for every recipient and no Failed to find

Vmanage Cluster node.

 After the next top-of-hour list push, the Push vSmart List task in Monitor > Tasks shows Success for

every recipient.

If any other additional entries are seen for the UUID/serial number which are currently not onboarded to the

fabric, contact Cisco TAC.



