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I ntroduction



This document describes a clear and practical reference for upgrading Cisco SD-WAN vManage clusters
across different software versions.

Background I nformation

This document covers all major upgrade scenarios, including direct and multi-step paths, in order to help
engineers plan and execute upgrades safely. The document also outlines recommended sequences, key pre-
checks, cluster considerations, and post-upgrade validations in order to ensure minimal disruption and
consistent system stability.

SD-WAN Manager Cluster Upgrade Procedure: Version 20.9.x to
20.12.x

Prerequisites

Note: Base version must be 20.9.5.2 or later release in 20.9.x train in order to upgrade to 20.12.x or
later release. If current version islower than 20.9.5.2, upgrade to 20.9.5.2 or alater 20.9.x version.

1. Controller Snapshots
Create complete snapshots of all SD-WAN controllers prior to beginning the upgrade process.

2. Configuration Database Backup
Execute a backup of the configuration database and store it in alocation external to the SD-WAN manager
server using the request nms configuration-db backup path <path_and_filename> command.

3. AURA Health Check on SD-WAN Manager Nodes
Perform the AURA health check on all SD-WAN manager nodes as documented in
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220514-execute-the-aura-script-on-

vmanage.html.

4. Image Distribution to SD-WAN Manager Servers
Manually copy the 20.12.5 upgrade image 'vmanage-20.12.5-x86_64.tar.gz' to the /hnome/admin directory
on each Cisco SD-WAN manager server in the cluster.

5. Image Verification
Verify that the upgrade image has been successfully copied to the /home/admin location on al SD-WAN
manager servers.

6. Six-Node Cluster Persona Verification
For six-node SD-WAN manager cluster upgrades, verify that the SD-WAN manager persona distribution
consists of three COMPUTE_DATA nodes and three DATA nodes. Thisinformation can be confirmed on


https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220514-execute-the-aura-script-on-vmanage.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220514-execute-the-aura-script-on-vmanage.html

the SD-WAN manager cluster management page.
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7. Software Inventory Management

» Execute the show softwar e command on each SD-WAN manager node in order to verify theinstalled
software versions.

» Ensure that no more than two software images are installed on each SD-WAN manager node.

« |f additional images are present, remove the obsolete installed images using the request software
remove <ver sion> command.

Example output:

vmanage3-2093# show software
VERSION ACTIVE DEFAULT PREVIOUS CONFIRMED TIMESTAMP

20.12.5 false false - - 2025-11-24T05:09:38-00:00
20.9.7 true true - - 2025-11-24T05:09:30-00:00

Pre-Upgrade Validation Checks

8. Control Connection Stability Verification

» Verify the stability of control connections between all SD-WAN controllers.
» Capture a screenshot of the SD-WAN manager dashboard for documentation purposes.

9. Site-Level Verification
Choose representative sites and capture these logs and outputs:

a. Control Connection Verification
show sd-wan control connections



b. BFD Session Verification
show sd-wan bfd sessions

c. Routing Table Verification
show ip routevrf <vrf_id>
show sd-wan omp routesvpn <vpn_id>

d. Application Service Testing
Y ou must perform application service testing from a minimum of five branch locations.

10. vSmart Controller Verification

a. Control Connections

Execute show control connectionsin order to verify that each vSmart maintains control connections with
all controllers.

b. OMP Peer Status
Execute show omp peersin order to verify the number of peers on each vSmart controller.

c. OMP Summary
Execute show omp summary in order to verify overall OMP status.

Upgrade Procedure

These high-level steps outline the upgrade process:

1. Software Installation
Install the upgrade image on each Cisco SD-WAN manager server using the request softwar e install
<path> command. Do not activate the image at this stage.




vmanage2-2093# request software install vmanage-28.12.5-x86_64.tar.gz
status vmanage-208.12.5-xB6_b4.tar.gz is local

status Installing vmanage-20.12.5-x86_64.tar.gz

status Signature verification Suceeded.

Signature verification Suceeded.

Signature verification Suceeded.

Signature verification Suceeded.

Successfully installed version: 28.12.5

status Installation of 20.12.5 complete

vmanage2-2093#
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vmanagel-2093# request software install vmanage-28.12.5-x86_64.tar.gz
status vmanage-28.12.5-xB6_64.tar.gz is local
status Installing vmanage-20.12.5-x86 64.tar.gz
status Signature wverificatiom Suceeded.
Signature verificatlon Suceeded.

Signature verificatien Suceeded.

Signature verification Suceeded.

SuccessTully installed version: 28.12.5

status Installation of 208.12.5 complete
vmanagel-2@893# I

2. Software Activation
Activate the upgrade image on each Cisco SD-WAN manager server using the request softwar e activate
<version> command. Note that all SD-WAN manager nodes will reboot simultaneously.

vmanagel-2@93# reguest software activate 28.12.5

This will reboot the node with the activated version.

Are you sure you want to proceed? [yes,NO] ves

Broadcast message from root@vmanagel-2@93 (somewhere) (Mon Nov 24 @5:26:31 2825

Mon MNowv 24 85:26:31 UTC 2825: The system 1s going down for reboot NOW!

vmanage2-2093# reguest software activate 28.12.5

This will reboot the node with the activated wversion.

Are you sure you want to proceed? [yes,NO] yes

Broadcast message from root@vmanageZz-2@93 (somewhere) (Mon Nov 24 @5:26:17 20825
Mon Nov 24 85:26:17 UTC 2825: The system is going down for reboot NOW!

error-reason 'activate 28.12.5: successful®
vmanageZ-2093# Connection to 192.168.183.35 closed.

Broadcast message from root@vmanagel-2892 (somewhere) (Mon Nov 24 @5:26:31 2825

vmanage3—-2893# request software activate 28.12.5
This will reboot the node with the activated version.
Are you sure you want to proceed? [yes,NO] ves

yes

Broadcast message from root@vmanage3-2893 (somewhere) (Mon Nowv 24 @5:26:14 2825
Mon Mov 24 @5:26:14 UTC 2825: The system 1s going down for reboot NOW!

error-reason 'activate 20.12.5: successful’
vmanage3-2093# Connection to 192.168.183.36 closed.




3. Upgrade Confirmation
Confirm the upgrade within 15 minutes of activation using the request softwar e upgrade-confirm
command.

S

Note: Following the upgrade, a manual configuration database upgradeisrequired. Allow 20-25
minutes after the reboot for servicesto initialize. During this period, you will observe that the app-
server and configuration database services do not start automatically, as they require a manual
upgrade procedure.

4. Service Status Verification

» Execute request nms all status on all nodesin order to verify the status of services.
» Verify that all services except app-server and configuration database are operational .

Expected observation: App-server will be in adown state, and the configuration database will continuously
restart.

5. Configuration Database Upgrade

» Perform the configuration database upgrade only on one node that is running the configuration
database service.
» Upon successful completion, the app-server and config-DB services will restart on all nodes.

Execute this command on one configuration database node:

vmanage-2# request nms configuration-db upgrade

== Upgrading configuration-db to 4.4.15 version..

== The configuration-db upgrade logs are available at /var/log/nms/neo4j-upgrade.log file
== Previous software version on this vmanage: 20.9.7

== Copying dump files remotely
== Loading configuration-db on remote nodes



Starting configuration-db in all nodes

Checking for remote nodes

Starting application server.

Configuration-db upgrade completed!

Waiting for instances to synchronize...

== Successfully upgraded configuration-db to 4.4.15 version.

6. Final Service Status Verification

» Wait approximately five minutes after the configuration database upgrade compl etes.
» Execute 'request nms all status on all nodesin order to verify that all services are operational.

Post-Upgrade Validation Checks

1. Software Version Verification
Verify that al controllers are running the correct software version.

2. SD-WAN Manager Service Status Verification
Confirm that al services on the SD-WAN manager servers are operational.

3. Inter-Controller Connection Verification
Verify control connections between all controllers.

4. Policy Activation Verification
Confirm that policies are properly activated on the SD-WAN manager servers.

5. Control Connection Distribution Verification

» Verify that control connections are properly distributed across all SD-WAN manager nodes.
» Navigate to Monitor > Networ k and verify the control connection column.

6. Site-Level Post-Upgrade Validation
Perform these validation tests on all sites where pre-upgrade checks were conducted:

a. Control Connection and BFD Session Verification
show sd-wan control connections
show sd-wan bfd sessions

b. Routing Verification

show ip route

show ip routevrf <vrf_id>

show sd-wan omp routesvpn <vpn_id>

c. Data Center Service Reachability



Verify reachability to all data center services.

d. Template Synchronization Verification
Verify that device templates are properly attached and synchronized post the upgrade.

e. Policy Verification from vSmart
Execute 'show sd-wan policy from-vsmart' in order to verify policy distribution.

f. User Acceptance Testing
Conduct user acceptance testing on all validated sites to ensure application functionality.

SD-WAN Manager Cluster Upgrade Procedure: Version
20.9.5.2/20.9.7 to 20.15.x

Prerequisites

1. Controller Snapshots
Create compl ete snapshots of all SD-WAN controllers prior to beginning the upgrade process.

2. Configuration Database Backup
Execute a backup of the configuration database and store it in alocation external to the SD-WAN manager
server using the request nms configuration-db backup path <path_and_filename> command.

3. AURA Health Check on SD-WAN Manager Nodes
Perform the AURA health check on all SD-WAN manager nodes as documented in
https.//www.cisco.com/c/en/us/support/docs/routers/sd-wan/220514-execute-the-aura-script-on-

vmanage.html.

4. Image Distribution to SD-WAN Manager Servers
Manually copy the 20.15.2 upgrade image 'vmanage-20.15.2-x86_64.tar.gz' to the /nome/admin directory
on each Cisco SD-WAN manager server in the cluster.

5. Image Verification
Verify that the upgrade image has been successfully copied to the /home/admin location on al SD-WAN
manager servers.

6. Six-Node Cluster Persona Verification

For six-node SD-WAN manager cluster upgrades, verify that the SD-WAN manager persona distribution
consists of three COMPUTE_DATA nodes and three DATA nodes. Thisinformation can be confirmed on
the SD-WAN manager cluster management page.


https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220514-execute-the-aura-script-on-vmanage.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220514-execute-the-aura-script-on-vmanage.html
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7. Software Inventory Management

» Execute the show softwar e command on each SD-WAN manager node in order to verify theinstalled
software versions.

» Ensure that no more than two software images are installed on each SD-WAN manager node.

« If additional images are present, remove the obsolete installed images using the request software
remove <ver sion> command.

Example output:

Pre-Upgrade Validation Checks

8. Control Connection Stability Verification

* Verify the stability of control connections between all SD-WAN controllers.
» Capture a screenshot of the SD-WAN manager dashboard for documentation purposes.

9. Site-Level Verification
Choose representative sites and capture these logs and outputs:

a. Control Connection Verification
show sd-wan contr ol connections

b. BFD Session Verification
show sd-wan bfd sessions



c. Routing Table Verification
show ip routevrf <vrf_id>
show sd-wan omp routesvpn <vpn_id>

d. Application Service Testing
Y ou must perform application service testing from a minimum of five branch locations.

10. vSmart Controller Verification

a. Control Connections

Execute 'show control connections' in order to verify that each vSmart maintains control connections with
all controllers.

b. OMP Peer Status
Execute 'show omp peers in order to verify the number of peers on each vSmart controller.

c. OMP Summary
Execute 'show omp summary' in order to verify overall OMP status.

Upgrade Procedure

These high-level steps outline the upgrade process:

1. Software Installation
Install the upgrade image on each Cisco SD-WAN manager server using the request softwar e install
<path> command. Do not activate the image at this stage.

vmanagel#request software install /home/admin/vmanage-20.15.2-x86_64.tar.gz

Signature verification Suceeded.

Signature verification Suceeded.

[2025-09-25 09:04:19,066] [INFO] [upgrade-context]: Upgrade context written to destination path: /opt
Signature verification Suceeded.

Successfully installed version: 20.15.2

vmanagel#

vmanage2#request software install /home/admin/vmanage-20.15.2-x86_64.tar.gz

Signature verification Suceeded.

Signature verification Suceeded.

[2025-09-25 09:04:19,066] [INFO] [upgrade-context]: Upgrade context written to destination path: /opt
Signature verification Suceeded.

Successfully installed version: 20.15.2

vmanage2#

vmanage3#request software install /home/admin/vmanage-20.15.2-x86_64.tar.gz

Signature verification Suceeded.

Signature verification Suceeded.

[2025-09-25 09:04:19,066] [INFO] [upgrade-context]: Upgrade context written to destination path: /opt
Signature verification Suceeded.

Successfully installed version: 20.15.2

vmanage3#



2. Software Activation
Activate the upgrade image on each Cisco SD-WAN manager server using the request softwar e activate
<version> command. Note that all SD-WAN manager nodes will reboot simultaneously.

vmanagel# request software activate 20.15.2
This will reboot the node with the activated version.
Are you sure you want to proceed? [yes,NO] yes

vmanage2# request software activate 20.15.2
This will reboot the node with the activated version.
Are you sure you want to proceed? [yes,NO] yes

vmanage3# request software activate 20.15.2
This will reboot the node with the activated version.
Are you sure you want to proceed? [yes,NO] yes

3. Upgrade Confirmation
Confirm the upgrade within 15 minutes of activation using the request softwar e upgrade-
confirm command:

S

Note: Post the upgrade, a manual configuration database upgrade is required. Allow 20-25 minutes
after the reboot for servicesto initiaize. During this period, you will observe that the app-server
and configuration database services do not start automatically, as they require amanua upgrade
procedure.

4. Service Status Verification

» Execute request nms all status on all nodesin order to verify the status of services.
» Verify that all services except app-server and configuration database are operational .

Expected observation: App-server will be in adown state, and the configuration database will continuously
restart.
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vmanage2# request nms all status
NMS service proxy

Enabled: true

Status: running PID:2B748 for 638s
NM5 service proxy rate limit

Enabled: true

Status: running PID:26818 for 644ds
NM5 application server

Enabled: true

S5tatus: yet to start
NMS configuration database

Enabled: true

Status: running PID:7895 for nulls

Native metrics status: ENABLED

Server-load metrics status: EMABLED
NMS coordination server

Enabled: true

Status: running PID:27686 for 647s
NMS messaging server

Enabled: true

Status: running PID:29968 for 626s
NM5 statistics database

Enabled: false

Status: not rumnimg
MNM5 data collection agent

Enabled: true

Status: yet to start
NM5 CloudAgent w2

Enabled: true

Status: running PID:27486 for 656s
NMS cloud agent

Enabled: true

Status: running PID:B518 for 1435s
MNM5 SDAVC server

Enabled: false

Status: not rumnimg
NMS SDAVC gateway

Enabled: false

Status: not rumning
vManage Device Data Collector

Enabled: true

S5tatus: yet to start
MM5 OLAP database

Enabled: true

Status: running PID:28926 for 652s
vManage Reporting

Enabled: true

Status: running PID:26653 for 671s
vmanage2#

5. Configuration Database Upgrade

» Perform the configuration database upgrade only on one node that is running the configuration
database service.
» Upon successful completion, the app-server and config-DB services will restart on all nodes.

Execute the request nms configur ation-db upgrade command on one configuration database node:



6. Final Service Status Verification

» Wait approximately five minutes after the configuration database upgrade compl etes.
» Execute 'request nms all status on all nodesin order to verify that all services are operational.

Post-Upgrade Validation Checks

1. Software Version Verification
Verify that al controllers are running the correct software version.

2. SD-WAN Manager Service Status Verification
Confirm that al services on the SD-WAN manager servers are operational.

3. Inter-Controller Connection Verification
Verify control connections between all controllers.

4. Policy Activation Verification
Confirm that policies are properly activated on the SD-WAN manager servers.

5. Control Connection Distribution Verification

» Verify that control connections are properly distributed across all SD-WAN manager nodes.
» Navigateto Monitor > Network and verify the control connection column.

6. Site-Level Post-Upgrade Validation
Perform these validation tests on all sites where pre-upgrade checks were conducted:

a. Control Connection and BFD Session Verification
show sd-wan control connections
show sd-wan bfd sessions

b. Routing Verification



show ip route
show ip routevrf <vrf_id>
show sd-wan omp routesvpn <vpn_id>

c. Data Center Service Reachability
Verify reachability to all data center services.

d. Template Synchronization Verification
Verify that device templates are properly attached and synchronized post the upgrade.

e. Policy Verification from vSmart
Execute 'show sd-wan policy from-vsmart' in order to verify policy distribution.

f. User Acceptance Testing
Conduct user acceptance testing on all validated sitesin order to ensure application functionality.

SD-WAN Manager Cluster Upgrade Procedure: Version 20.12.x to
20.15.x

Prerequisites

1. Controller Snapshots
Create compl ete snapshots of all SD-WAN controllers prior to beginning the upgrade process.

2. Configuration Database Backup
Execute a backup of the configuration database and store it in alocation external to the SD-WAN manager
server using the request nms configuration-db backup path <path_and_filename> command.

3. AURA Health Check on SD-WAN Manager Nodes
Perform the AURA health check on all SD-WAN manager nodes as documented in
https.//www.cisco.com/c/en/us/support/docs/routers/sd-wan/220514-execute-the-aura-script-on-

vmanage.html.

4. Image Distribution to SD-WAN Manager Servers
Manually copy the 20.15.x upgrade image 'vmanage-20.15.3-x86_64.tar.gz' to the /nome/admin directory
on each Cisco SD-WAN manager server in the cluster.

5. Image Verification
Verify that the upgrade image has been successfully copied to the /home/admin location on al SD-WAN
manager servers.

6. Software Inventory Management


https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220514-execute-the-aura-script-on-vmanage.html
https://www.cisco.com/c/en/us/support/docs/routers/sd-wan/220514-execute-the-aura-script-on-vmanage.html

» Execute the show softwar e command on each SD-WAN manager node in order to verify the installed
software versions.

» Ensure that no more than two software images are installed on each SD-WAN manager node.

* If additional images are present, remove the obsolete installed images using the request software
remove <ver sion> command.

Example output:

Pre-Upgrade Validation Checks

7. Control Connection Stability Verification

» Verify the stability of control connections between all SD-WAN controllers.
» Capture a screenshot of the SD-WAN manager dashboard for documentation purposes.

8. Site-Level Verification
Choose representative sites and capture these logs and outputs:

a. Control Connection Verification
show sd-wan control connections

b. BFD Session Verification
show sd-wan bfd sessions

c. Routing Table Verification
show ip routevrf <vrf_id>
show sd-wan omp routes vpn <vpn_id>

d. Application Service Testing
Y ou must perform application service testing from a minimum of five branch locations.

9. vSmart Controller Verification

a. Control Connections

Execute 'show control connections' in order to verify that each vSmart maintains control connections with
all controllers.

b. OMP Peer Status



Execute 'show omp peers in order to verify the number of peers on each vSmart controller.

c. OMP Summary
Execute 'show omp summary' in order to verify overall OMP status.

Upgrade Procedure

These high-level steps outline the upgrade process:

1. Software Installation
Install the upgrade image on each Cisco SD-WAN manager server using the request softwar e install
<path> command. Do not activate the image at this stage.

vmanagel# reguest software install vmanage-28.15.3-x86_64.tar.gz
status vmanage-28.15.3-xB6_64.tar.gz is local

status Installing vmanage-20.15.3-x86_b4.tar.gz

status Signature verification Suceeded.

Signature verification Suceeded.

Signature verification Suceeded.

Signature verification Suceeded.

SuccessTully installed version: 20.15.3

status Installation of 28.15.3 complete

vmanage 1#

vmanageZ# reguest software install vmanage-28.15.3-x86_64.tar.gz
status vmanage-28.15.3-xB6_64.tar.gz is local

status Installing vmanage-20.15.3-x86_b4.tar.gz

status Signature verification Suceeded.

Signature verification Suceeded.

Signature verification Suceeded.

Signature verification Suceeded.

SuccessTully installed version: 20.15.3

status Installation of 28.15.3 complete

vmanage2# I

vmanage3i# request software install vmanage-20.15.3-x86_64.tar.gz
status vmanage-208.15.3-x86_64.tar.gz is local

status Installing vmanage-20.15.3-x86_64.tar.gz

status Signature verification Suceeded.

Signature wverification Suceeded.

Signature verification Suceeded.

Signature verification Suceeded.

Successfully installed version: 28.15.3

status Installation of 28.15.3 complete

vmanage3# [}

2. Software Activation
Activate the upgrade image on each Cisco SD-WAN manager server using the request softwar e activate
<version> command. Note that all SD-WAN manager nodes will reboot simultaneously.

vmanagel# request software activate 20.15.3



This will reboot the node with the activated version.
Are you sure you want to proceed? [no,yes] yes
status activate 20.15.3: successful

vmanage2# request software activate 20.15.3

This will reboot the node with the activated version.
Are you sure you want to proceed? [no,yes] yes

status activate 20.15.3: successful

vmanage3# request software activate 20.15.3

This will reboot the node with the activated version.
Are you sure you want to proceed? [no,yes] yes
status activate 20.15.3: successful

3. Upgrade Confirmation
Confirm the upgrade within 15 minutes of activation using the request softwar e upgrade-
confirm command.

4. Service Status Verification

» Allow approximately 30 minutes after the reboot for servicesto initialize.
» Execute request nms all status on all nodes to verify the status of services.

Expected output:
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vmanage2# reguest nms all status
NMS service proxy

Enabled: true

Status: running PID:28198
NMS service proxy rate Llimit

Enabled: true

Status: running PID:19114
NMS application server

Enabled: true

Status: running PID:28191
MM5 configuration database

Enabled: true

Status:

Mative metrics status:

Server—Lload metrics status:

NM5 coordination
Enabled: true
Status: running PID: 19587
messaging Server
Enabled: true
Status: running PID:28563
statistics database
Enabled: false
Status: not rumning
data collection agent
Enabled: true
Status: running PID:47189
CloudAgent w2
Enabled:
Status:
cloud agent
Enabled:
Status:
SDAVC server
Enabled: false
Status: not rumning
SDAVC gateway
Enabled: false
Status: not running
vManage Device Data Collector
Enabled: true
Status: running PID:47@32
MMS OLAP database
Enabled: true
Status: running PID:2@4RB7
vManage Reporting
Enabled:
Status:
vmanage2# [

SErver

MNMS

MNMS

MMS

MNMS
true

running PID:19154
NMS
true

running PID:5562
NMS

MMS

true
running PID:18119

[R*T]

for

for

for

for

for

for

for

for

for

for

for

w3

Thbs

776s

This

running PID:16598 for 797s
ENABLED
EMABLED

1758

¥71s

3i8s

781s

18695

43s

770s

791s

Post-Upgrade Validation Checks

1. Software Version Verification

Verify that al controllers are running the correct software version.

2. SD-WAN Manager Service Status Verification
Confirm that all services on the SD-WAN manager servers are operational.

3. Inter-Controller Connection Verification
Verify control connections between all controllers.



4. Policy Activation Verification
Confirm that policies are properly activated on the SD-WAN manager servers.

5. Control Connection Distribution Verification

» Verify that control connections are properly distributed across all SD-WAN manager nodes.
» Navigateto Monitor > Network and verify the control connection column.

6. Site-Level Post-Upgrade Validation
Perform these validation tests on all sites where pre-upgrade checks were conducted:

a. Control Connection and BFD Session Verification
show sd-wan control connections
show sd-wan bfd sessions

b. Routing Verification

show ip route

show ip routevrf <vrf_id>

show sd-wan omp routes vpn <vpn_id>

c. Data Center Service Reachability
Verify reachability to all data center services.

d. Template Synchronization Verification
Verify that device templates are properly attached and synchronized post the upgrade.

e. Policy Verification from vSmart
Execute 'show sd-wan policy from-vsmart' in order to verify policy distribution.

f. User Acceptance Testing
Conduct user acceptance testing on all validated sitesin order to ensure application functionality.

SD-WAN Manager Cluster Upgrade Procedure: Version 20.15.x to
20.18.x

Prerequisites

Note: Base version must be 20.15.x in order to upgrade to 20.18.x or later release. If current
version islower than 20.15.x, upgrade to 20.15.x relase first.



1. Controller Snapshots
Create compl ete snapshots of all SD-WAN controllers prior to beginning the upgrade process.

2. Configuration Database Backup
Execute a backup of the configuration database and store it in alocation external to the SD-WAN manager
server using the request nms configuration-db backup path <path_and_filename> command.

3. Image copy to SD-WAN Manager Servers
Copy the 20.18.x upgrade image 'vmanage-20.18.1-x86_64.tar.gz' to SD-WAN manager repository.

Software Repository

Remote server Software Images Virtual Images Firmware

Software Images 1

Add New Software

As of: Oct 20, 2025 09:24:05 PM  .*

Software Version Conkreller Verskon Software Location Aovailable SMU Versions Available File Vendor Hattwork Function Type Image Type rchitecture Wersion Type Name  Actions

4. Software Inventory Management

» Execute the show softwar e command on each SD-WAN manager node in order to verify theinstalled
software versions.

» Ensure that no more than two software images are installed on each SD-WAN manager node.

* If additional images are present, remove the obsolete installed images using the request software
remove <ver sion> command.

Example output:

5. Verify container status
Verify docket container status using the command shown:

vmanage2# request nms container-manager dia
NMS container manager



Checking container-manager status
Listing all containers

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

3578e5ac3ele sd-wan/messaging-server:0.20.0 "/entrypoint.sh" 25 minutes ago Up 25 minutes (healthy) 127
e2cle54dd48f sd-wan/olap-db:23.3.13.6 "/usr/bin/docker-ini.." 25 minutes ago Up 25 minutes (healthy) 127
e3375elc2254 sd-wan/coordination-server:3.7.1 "/docker-entrypoint..." 25 minutes ago Up 25 minutes (heal
8ae9ce33bbc8 cloudagent-v2:91a62b952db9 "./entrypoint.sh" 25 minutes ago Up 25 minutes 127.0.0.1:9051-9
bla298cc3d4e sd-wan/ratelimit:latest "/usr/local/bin/rate.." 25 minutes ago Up 25 minutes (healthy) 6379
c077a9cc59b0 sd-wan/reporting:latest "/sbin/tini -g -- py.." 25 minutes ago Up 25 minutes 80/tcp, 127.0.
07dcbc92acbb sd-wan/data-collection-agent:1.0.1 "/usr/bin/docker-ini.." 25 minutes ago Up 12 minutes C(he
ca58a770f2dc sd-wan/vault:1.0.1 "docker-entrypoint.s.." 25 minutes ago Up 25 minutes (healthy) 8200/tcp,
ca838f61299f sd-wan/service-proxy:1.27.2 "/entrypoint.sh" 25 minutes ago Up 25 minutes (healthy) servic
8c0el5c9e552 sd-wan/configuration-db:4.4.19 "/usr/bin/docker-ini.." 25 minutes ago Up 25 minutes (health
671dfed47394 sd-wan/device-data-collector:1.0.0 "/bin/sh -c /vMDDC/v.." 25 minutes ago Up 12 minutes (he
ceb808046e34 sd-wan/application-server:19.1.0 "/sbin/tini -g -- /e.." 25 minutes ago Up 25 minutes (heal
dd744e0aa80f sd-wan/host-agent:1.0.1 "/entrypoint.sh pyth.." 25 minutes ago Up 25 minutes Chealthy) 127.
972a13290al5 sd-wan/cluster-oracle:1.0.1 "/entrypoint.sh java.." 25 minutes ago Up 25 minutes (healthy)

Pre-Upgrade Validation Checks

6. Control Connection Stability Verification

* Verify the stability of control connections between all SD-WAN controllers.
» Capture a screenshot of the SD-WAN manager dashboard for documentation purposes.

7. Site-Level Verification
Choose representative sites and capture these logs and outputs:

a. Control Connection Verification
show sd-wan control connections

b. BFD Session Verification
show sd-wan bfd sessions

c. Routing Table Verification
show ip routevrf <vrf_id>
show sd-wan omp routes vpn <vpn_id>

d. Application Service Testing
Y ou must perform application service testing from a minimum of five branch locations.

8. vSmart Controller Verification

a. Control Connections

Execute 'show control connections' in order to verify that each vSmart maintains control connections with
all controllers.

b. OMP Peer Status



Execute 'show omp peers in order to verify the number of peers on each vSmart controller.

c. OMP Summary
Execute 'show omp summary' in order to verify overall OMP status.

Upgrade Procedure

Here are the high-level steps to be observed for the upgrade:

Navigate to M aintainence > Softwar e Upgrade > Manager > Softwar e Image Action and choose
Upgrade. Image will be installed on all three nodes.

Maintenance

WAN Edge Caontrol Compoanents Mandager Firmware

Manager (3} &
Device Group | All ] Software Image Actions
Upgrade As of: Oct 17, 2025 1216 PM .7
Hostname System P Chassis Nurl Activate Site i Device Model Reachabiity Current Varsian Avaidabio Versions. Dot Version Up Since

: Delete Available Software |

Set Default Version

Installation of the image is successful on al three nodes.

@ The network is out of compliance due 10 licensing, pitase click here for more actions.

View Logs

 Back

Software Instal oV 1at 1 055 Huost: 1A

Total Task: 3 | Success: 3 Site 1D 300
Davice Model: Manager

Device Group (3)

Status Message Hostname System P Site 1D

© Succ
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Service Status Verification

» Allow approximately 30 minutes after the reboot for servicesto initialize.
» Execute 'request nms all status on all nodes in order to verify the status of services.

Expected output:



vManage-DC# request nms all status
NMS service proxy

Enabled: true

Status: running PID:3622 for 3299863s
NMS service proxy rate limit

Enabled: true

Status: running PID:4268B for 3299811s
NMS application server

Enabled: true

Status: running PID:18 for 3299183s
MM5 configuration database

Enabled: true

Status: running PID:35159 for 3299849s

Native metrics status: ENABLED

Server-load metrics status: ENABLED
NM5 coordination server

Enabled: true

Status: running PID:33088 for 3299852s
NMS cluster orchestrator

Enabled: true

Status: running PID:13467 for 3299113s
NMS messaging server

Enabled: true

Status: running PID:42873 for 3298949s
NMS data collection agent

Enabled: true

Status: running PID:578BB for 3297473s
NMS CloudAgent w2

Enabled: false

Status: not rumning
NMS cloud agent

Enabled: true

Status: running PID:25673 for 3299892s
NMS SDAVC server

Enabled: false

Status: not running
NMS SDAVC gateway

Enabled: true

Status: running PID:3@8188 for 3299873s
vManage Device Data Collector

Enabled: true

Status: running PID:3418B6 for 3297583s
NMS OLAP database

Enabled: true

Status: running PID:41757 for 3298955s
vManage Reporting

Enabled: false

Status: not running
NMS Radkit

Enabled: true

Status: running PID:33666 for 3299858s
vManage-DC#

Verify docker container status post upgradation:

vmanage2# request nms container-manager dia

NMS container manager

Checking container-manager status

Listing all containers

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

378d13a98478 sd-wan/messaging-server:0.20.0 "/bin/bash /entrypoi.." 9 minutes ago Up 9 minutes (healthy)
cf4f3dae69bc sd-wan/olap-db:24.3.6.48 "/usr/bin/tini -- /e.." 10 minutes ago Up 10 minutes (healthy) 127
e6af832a551d sd-wan/configuration-db:4.4.38 "/usr/bin/tini -g --.." 10 minutes ago Up 10 minutes C(health
3ff5a7f12bbd sd-wan/coordination-server:3.8.4 "/docker-entrypoint..." 10 minutes ago Up 10 minutes (heal



e065840d7736 sd-wan/application-server:24.0.1 "/usr/bin/tini -g --.." 3 days ago Up 11 minutes (healthy)
3bdf71f009e9 sd-wan/cluster-orchestrator:1.0.1 "/entrypoint.sh" 3 days ago Up 11 minutes (healthy) 127.
4c06cObe3efe sd-wan/vault:1.0.1 "docker-entrypoint.s.." 3 days ago Up 11 minutes (healthy) 8200/tcp, 127

Post-Upgrade Validation Checks

1. Software Version Verification
Verify that al controllers are running the correct software version.

2. SD-WAN Manager Service Status Verification
Confirm that all services on the SD-WAN manager servers are operational.

3. Inter-Controller Connection Verification
Verify control connections between all controllers.

4. Policy Activation Verification
Confirm that policies are properly activated on the SD-WAN manager servers.

5. Control Connection Distribution Verification

» Verify that control connections are properly distributed across all SD-WAN manager nodes.
» Navigateto Monitor > Network and verify the control connection column.

6. Site-Level Post-Upgrade Validation
Perform these validation tests on all sites where pre-upgrade checks were conducted:

a. Control Connection and BFD Session Verification
show sd-wan control connections
show sd-wan bfd sessions

b. Routing Verification

show ip route

show ip routevrf <vrf_id>

show sd-wan omp routes vpn <vpn_id>

c. Data Center Service Reachability
Verify reachability to all data center services.

d. Template Synchronization Verification
Verify that device templates are properly attached and synchronized post the upgrade.

e. Policy Verification from vSmart
Execute 'show sd-wan policy from-vsmart' in order to verify policy distribution.



f. User Acceptance Testing
Conduct user acceptance testing on all validated sites to ensure application functionality.

SD-WAN Manager Cluster Upgrade Procedure: Version 20.15.x to
26.X

Prerequisites

Note: Base version must be 20.15.x in order to upgrade to 26.x or later release. If current versionis
lower than 20.15.x, upgrade to 20.15.x relase first.

1. Controller Snapshots
Create complete snapshots of all SD-WAN controllers prior to beginning the upgrade process.

2. Configuration Database Backup
Execute a backup of the configuration database and store it in alocation external to the SD-WAN manager
server using ther equest nms configuration-db backup path <path_and_filename>command.

3. Image copy to SD-WAN Manager Servers
Copy the 26.x upgrade image 'vmanage-26.1.1.2-x86_64.tar.gz' to SD-WAN manager repository.
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4. Software Inventory Management

» Execute theshow softwar ecommand on each SD-WAN manager node in order to verify the installed
software versions.

» Ensure that no more than two software images are installed on each SD-WAN manager node.

« If additional images are present, remove the obsolete installed images using ther equest software
remove <ver sion>command.

Example output:



5. Verify container status
Verify docket container status using the command shown:

Vmanagel# request nms container-manager dia
NMS container manager

Checking container-manager status

Listing all containers

CONTAINER ID
6cdef9e07916
32672b00b5ea
fbc3fde2a0f2
971b9040d741
069054ff3bc5
e131691d5991
4b17b4f03a8f
£19cb88f758d
a882cfa868a0
94e5db8df5d5
86598ddc4e42
cad291476006
84baa8d2aa51
37ae467155e2

IMAGE COMMAND CREATED STATUS PORTS NAMES
sdwan/messaging-server:0.20.0 "/entrypoint.sh" 15 hours ago Up 15 hours (healthy) 127.0.0.

sdwan/olap-db:23.3.13.6 "/usr/bin/docker-ini..." 15 hours ago Up 15 hours (healthy) 127.0.
sdwan/configuration-db:4.4.19 "/usr/bin/docker-ini..." 15 hours ago Up 15 hours (healthy)
sdwan/coordination-server:3.7.1 "/docker-entrypoint...." 15 hours ago Up 15 hours (healthy

cloudagent-v2:3bd0f6c45478 "./entrypoint.sh" 15 hours ago Up 15 hours 127.0.0.1:9051-9052-
sdwan/ratelimit:latest "/usr/local/bin/rate..." 15 hours ago Up 15 hours (healthy) 6379/tc
sdwan/reporting:latest "/sbin/tini -g -- py..." 15 hours ago Up 15 hours 80/tcp, 127.0.0.1
sdwan/data-collection-agent:1.0.1 "/usr/bin/docker-ini..." 15 hours ago Up 15 hours (healt
sdwan/service-proxy:1.27.2 "/entrypoint.sh" 15 hours ago Up 15 hours (healthy) service-pro
sdwan/vault:1.0.1 "docker-entrypoint.s..." 3 months ago Up 15 hours (healthy) 8200/tcp, 12
sdwan/application-server:19.1.0 "/sbin/tini -g -- /e..." 4 months ago Up 15 hours (healthy
sdwan/device-data-collector:1.0.0 "/bin/sh -c /vMDDC/v..." 4 months ago Up 15 hours (healt
sdwan/host-agent:1.0.1 "/entrypoint.sh pyth..." 4 months ago Up 15 hours (healthy) 127.0.0
sdwan/cluster-oracle:1.0.1 "/entrypoint.sh java..." 4 months ago Up 15 hours (healthy) 127

Pre-Upgrade Validation Checks

6. Control Connection Stability Verification

» Verify the stability of control connections between all SD-WAN controllers.
» Capture a screenshot of the SD-WAN manager dashboard for documentation purposes.

7. Site-Level Verification
Choose representative sites and capture these logs and outputs:

a. Control Connection Verification
show sd-wan control connections

b. BFD Session Verification
show sd-wan bfd sessions



c. Routing Table Verification
show ip routevrf <vrf_id>
show sd-wan omp routesvpn <vpn_id>

d. Application Service Testing
Y ou must perform application service testing from a minimum of five branch locations.

8. vSmart Controller Verification

a. Control Connections

Execute 'show control connections' in order to verify that each vSmart maintains control connections with
all controllers.

b. OMP Peer Status
Execute 'show omp peers in order to verify the number of peers on each vSmart controller.

c. OMP Summary
Execute 'show omp summary' in order to verify overall OMP status.

Upgrade Procedure

Here are the high-level steps to be observed for the upgrade:

Navigate toM aintainence > Softwar e Upgrade > Manager > Softwar e | mage Actionand
chooseUpgrade. Image will be installed on all three nodes.
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Onceinstallation is complete, activate 26.1.1.2 image. All three nodes will be rebooted sequentially.
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Service Status Verification

» Allow approximately 30 minutes after the reboot for servicesto initialize.
» Execute request nms all status on all nodesin order to verify the status of services.

Expected output:
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vmanage3-201531# request nms all status
NMS service proxy

Enabled: true

Status: running PID:5911 for 283s
MMS service proxy rate limit

Enabled: true

Status: running PID:2886 for 263s
MMS application server

Emabled: true

Status: running PID:4181 for 294s
MMS configuration database

Enabled: true

Status: running PID:52823 for 297s

Native metrics status: ENABLED

Server-load metrics status: ENABLED
NM5 coordination server

Emabled: true

Status: running PID:76647 for 218s
MMS cluster orchestrator

Enabled: true

Status: running PID:39748 for 325s
NMS messaging server

Enabled: true

Status: running PID:63844 for 268s
MMS data collection agent

Enabled: true

Status: running PID:97198 for 158s
MMS Cloudfgent w2

Emabled: true

Status: running PID:56514 for 291s
MMS cloud agent

Enabled: true

Status: running PID:51358 for 3@6s
NMS SDAVC server

Enabled: false

Status: not rumming
MNMS SDAVC gateway

Enabled: false

Status: not rumning
vManage Device Data Collector

Emabled: true

Status: running PID:49177 for 317s
MM5 OLAP database

Enabled: true

Status: running PID:59657 for 283s
vManage Reporting

Enabled: true

Status: running PID:53957 for 299s
MMS Radkit

Enabled: false

Status: not rumning
vmanage3-281531# JJ



Cisco Catalyst SD-WAN

Platform Virsion:
26112

Application Version:
26.1R-root-08-Jun-2026 16:23:54 PDT

Server:
vmanagel1-201531

Timestamp;
2026-06-25 06:18117

Time zone:
uTc

Copyright (c) 2026, Cisco. All rights reserved.

Close

Verify docker container status post upgradation:

vmanage3# request nms container-manager dia
NMS container manager

Checking container-manager status

Listing all containers

CONTAINER ID
b296931c434e
27c014458993
d2708bb40157
7de033da69ca
0722e097f24f
914ca8196ach
176e7392ffae
fbc7c8c0771c
07dad5ed4072

IMAGE COMMAND CREATED STATUS PORTS NAMES

sdwan/coordination-server:3.8.4 "/docker-entrypoint...." 5 minutes ago Up 5 minutes (healt
sdwan/messaging-server:0.20.0 "/bin/bash /entrypoi..." 6 minutes ago Up 6 minutes (healthy
sdwan/olap-db:25.3.6.56 "/usr/bin/tini -- /e..." 6 minutes ago Up 6 minutes (healthy) 127.
sdwan/cloudagent-v2:1.0.0 "./entrypoint.sh"™ 6 minutes ago Up 6 minutes (healthy) 127.0.0.1
sdwan/reporting:latest "/usr/bin/tini -g --..." 6 minutes ago Up 6 minutes 80/tcp, 127.0.0
sdwan/configuration-db:4.4.44 "/usr/bin/tini -g --..." 6 minutes ago Up 6 minutes (healthy
sdwan/application-server:24.0.1 "/usr/bin/tini -g --..." 7 minutes ago Up 7 minutes (healt
sdwan/cluster-orchestrator:1.0.1 "/entrypoint.sh" 7 minutes ago Up 7 minutes (healthy) 127
sdwan/vault:1.0.1 "docker-entrypoint.s..." 8 minutes ago Up 8 minutes (healthy) 8200/tcp,

Post-Upgrade Validation Checks

1. Software Version Verification
Verify that al controllers are running the correct software version.

2. SD-WAN Manager Service Status Verification
Confirm that all services on the SD-WAN manager servers are operational.



3. Inter-Controller Connection Verification
Verify control connections between all controllers.

4. Policy Activation Verification
Confirm that policies are properly activated on the SD-WAN manager servers.

5. Control Connection Distribution Verification

» Verify that control connections are properly distributed across all SD-WAN manager nodes.
» Navigate toMonitor > Networ kand verify the control connection column.

6. Site-Level Post-Upgrade Validation
Perform these validation tests on all sites where pre-upgrade checks were conducted:

a. Control Connection and BFD Session Verification
show sd-wan control connections
show sd-wan bfd sessions

b. Routing Verification

show ip route

show ip routevrf <vrf_id>

show sd-wan omp routes vpn <vpn_id>

c. Data Center Service Reachability
Verify reachability to all data center services.

d. Template Synchronization Verification
Verify that device templates are properly attached and synchronized post the upgrade.

e. Policy Verification from vSmart
Execute 'show sd-wan policy from-vsmart' in order to verify policy distribution.

f. User Acceptance Testing
Conduct user acceptance testing on all validated sites to ensure application functionality.

SD-WAN Manager Cluster Upgrade Procedure: Version 20.18.x to
26.X

Prerequisites

1. Controller Snapshots
Create complete snapshots of all SD-WAN controllers prior to beginning the upgrade process.



2. Configuration Database Backup
Execute a backup of the configuration database and store it in alocation external to the SD-WAN manager
server using ther equest nms configuration-db backup path <path_and_filename>command.

3. Image copy to SD-WAN Manager Servers
Copy the 26.x upgrade image 'vmanage-26.1.1.2-x86_64.tar.gz' to SD-WAN manager repository.
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4. Software Inventory Management

» Execute theshow softwar ecommand on each SD-WAN manager node in order to verify the installed
software versions.

» Ensure that no more than two software images are installed on each SD-WAN manager node.

« |f additional images are present, remove the obsolete installed images using ther equest software
remove <ver sion>command.

Example output:

vmanagel-20182# show software

VERSION ACTIVE DEFAULT PREVIOUS COMFIRMED TIMESTAMP

28.18.2 true true 2026-82-10TR5:51: 46-80: 00
vmanage1-20182# ||

5. Verify container status
Verify docket container status using the command shown:

Vmanagel# request nms container-manager dia

NMS container manager

Checking container-manager status

Listing all containers

CONTAINER ID IMAGE COMMAND CREATED STATUS PORTS NAMES

ef4ab42dcb9e sdwan/messaging-server:0.20.0 "/bin/bash /entrypoi..." 29 minutes ago Up 29 minutes (healt
019a91df545a sdwan/olap-db:24.3.6.48 "/usr/bin/tini -- /e..." 29 minutes ago Up 29 minutes (healthy) 12
1lef330f425eb sdwan/coordination-server:3.8.4 "/docker-entrypoint...." 29 minutes ago Up 29 minutes (hea



ee48bdd46ell sdwan/configuration-db:4.4.38 "/usr/bin/tini -g --..." 30 minutes ago Up 30 minutes (healt
23e833bac9a9 sdwan/vault:1.0.1 "docker-entrypoint.s..." 4 months ago Up 30 minutes (healthy) 8200/tcp,

75360403c8d6 sdwan/application-server:24.0.1 "/usr/bin/tini -g --..." 4 months ago Up 30 minutes (healt
a371e8c3771b sdwan/cluster-orchestrator:1.0.1 "/entrypoint.sh" 4 months ago Up 30 minutes (healthy) 127

Pre-Upgrade Validation Checks

6. Control Connection Stability Verification

* Verify the stability of control connections between all SD-WAN controllers.
» Capture a screenshot of the SD-WAN manager dashboard for documentation purposes.

7. Site-Level Verification
Choose representative sites and capture these logs and outputs:

a. Control Connection Verification
show sd-wan control connections

b. BFD Session Verification
show sd-wan bfd sessions

c. Routing Table Verification
show ip routevrf <vrf_id>
show sd-wan omp routes vpn <vpn_id>

d. Application Service Testing
Y ou must perform application service testing from a minimum of five branch locations.

8. vSmart Controller Verification

a. Control Connections

Execute 'show control connections' in order to verify that each vSmart maintains control connections with
all controllers.

b. OMP Peer Status
Execute 'show omp peers in order to verify the number of peers on each vSmart controller.

c. OMP Summary
Execute 'show omp summary' in order to verify overall OMP status.

Upgrade Procedure

Here are the high-level steps to be observed for the upgrade:



Navigate toM aintainence > Softwar e Upgrade > Control Components > Actionand chooseUpgrade.
Image will be installed on all three nodes.
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Onceingtallation is complete, activate 26.1.1.2 image. All three nodes will be rebooted.

Note: Upon activating the image, vManage nodes will reboot sequentially not simultaneously.



Activate Software

o Bztbeatine rares wersion of sodtweans on Manager requines a rebet, which willleg oot al actve clisnty and

Ering devam all contrel connections

Platferm  Manager

Service Status Verification

» Allow approximately 30-45 minutes after the reboot for servicesto initialize.
» Execute 'request nms all status on al nodesin order to verify the status of services.

Expected output:

wvearage2-200ENE request res all status
M tervice pramy

Enalled: true
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M service prawy rate Lisie
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M coafigurat loan database

Ena&led: true
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Mative meiricy statwp: ENABLED
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Verify docker container status post upgradation:

vmanage3# request nms container-manager dia
NMS container manager
Checking container-manager status



Listing all containers

CONTAINER ID
b998e38656af
d0cc60f56b2e
718257b77966
77b9073bb3eb
2c7978562c4b
9941b541f493
a619c46600f6
07f09faeaf59

IMAGE COMMAND CREATED STATUS PORTS NAMES

sdwan/coordination-server:3.8.4 "/docker-entrypoint...." 14 minutes ago Up 14 minutes C(hea
sdwan/olap-db:25.3.6.56 "/usr/bin/tini -- /e..." 14 minutes ago Up 14 minutes (healthy) 12
sdwan/messaging-server:0.20.0 "/bin/bash /entrypoi..." 17 minutes ago Up 17 minutes (healt
sdwan/cloudagent-v2:1.0.0 "./entrypoint.sh" 18 minutes ago Up 18 minutes (healthy) 127.0.0
sdwan/configuration-db:4.4.44 "/usr/bin/tini -g --..." 18 minutes ago Up 18 minutes (healt
sdwan/application-server:24.0.1 "/usr/bin/tini -g --..." 18 minutes ago Up 18 minutes C(hea
sdwan/cluster-orchestrator:1.0.1 "/entrypoint.sh" 18 minutes ago Up 18 minutes (healthy) 1
sdwan/vault:1.0.1 "docker-entrypoint.s..." 19 minutes ago Up 19 minutes (healthy) 8200/tcp

Post-Upgrade Validation Checks

1. Software Version Verification
Verify that all controllers are running the correct software version.

2. SD-WAN Manager Service Status Verification
Confirm that all services on the SD-WAN manager servers are operational.

3. Inter-Controller Connection Verification
Verify control connections between all controllers.

4. Policy Activation Verification
Confirm that policies are properly activated on the SD-WAN manager servers.

5. Control Connection Distribution Verification

» Verify that control connections are properly distributed across all SD-WAN manager nodes.
» Navigate toMonitor > Networ kand verify the control connection column.

6. Site-Level Post-Upgrade Validation
Perform these validation tests on all sites where pre-upgrade checks were conducted:

a. Control Connection and BFD Session Verification
show sd-wan control connections
show sd-wan bfd sessions

b. Routing Verification

show ip route

show ip routevrf <vrf_id>
show sd-wan omp routes vpn <vpn_id>

c. Data Center Service Reachability



Verify reachability to all data center services.

d. Template Synchronization Verification
Verify that device templates are properly attached and synchronized post the upgrade.

e. Policy Verification from vSmart
Execute 'show sd-wan policy from-vsmart' in order to verify policy distribution.

f. User Acceptance Testing
Conduct user acceptance testing on all validated sites to ensure application functionality.



