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This document describes how to configure Cisco ISE 3.1 SAML SSO integration with an External Identity
Provider like Cisco Duo SSO.

Prerequisites
Requirements

Cisco recommends that you have knowledge of these topics:

 Cisco ldentity Services Engine (ISE) 3.1
» Basic knowledge about Security Assertion Markup Language (SAML) Single Sign-On (SSO)



deployments (SAML 1.1)
» Knowledge of Cisco DUO SSO
» Knowledge of Windows Active Directory

Components Used

The information in this document is based on these software and hardware versions;

* CiscolISE 3.1
» Cisco Duo SSO
» Windows Active Directory

The information in this document was created from the devices in a specific lab environment. All of the
devices used in this document started with a cleared (default) configuration. If your network islive, ensure
that you understand the potential impact of any command.

Background I nformation

I dentity Provider (1dP)

It isthe Duo SSO in this case, that verifies and asserts a user identity and access privileges to a requested
resource (the 'Service Provider').

Duo SSO acts as an |dP, authenticating your users using existing on-premises Active Directory (AD) with
SAML 1.1 or any SAML 2.0 IdP (for example, Microsoft Azure) and prompting for two-factor
authentication before permitting access to your service provider application.

When configuring an application to be protected with Duo SSO you must send attributes from Duo SSO to
the application. Active Directory works with no additional setup, but if you used a SAML(2.0) I1dP as your
authentication source, verify that you configured it to send the correct SAML attributes.

Service Provider (SP)
The hosted resource or service that the user intends to access; Cisco ISE Application Server in this case.
SAML

SAML is an open standard that allows IdP in order to pass authorization credentials to SP.

SAML transactions use Extensible Markup Language (XML) for standardized communications between the
identity provider and service providers. SAML isthe link between the authentication of the identity of the
user and the authorization in order to use a service.

SAML Assertion

A SAML Assertion isthe XML document that the IdP sends to the service provider that contains the user
authorization. There are three different types of SAML Assertions — authentication, attribute, and
authorization decision.

» Authentication assertions prove the identification of the user and provide the time the user logged in
and what method of authentication they used (for example, Kerberos, two-factor, and so on).
» The attribution assertion passes the SAML attributes, specific pieces of datathat provide information



about the user, to the SP.
« An authorization decision assertion declares if the user is authorized in order to use the service or if
the IdP denied their request due to a password failure or lack of rights to the service.

High-Level Flow Diagram
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Flow:

1. The user logsin to ISE using the Login Via SAML option.
2. ISE (SAML SP) redirects the browser of the user to Duo SSO with a SAML request message.

S

Note: In adistributed environment, you can get an Invalid Certificate error and Step 3. can
now work. Hence, for a distributed environment, Step 2. differs slightly in thisway:

Issue: | SE temporarily redirects to the Portal of one of the PSN nodes (on port 8443).
Solution: In order to ensure | SE presents the same certificate as the admin GUI certificate,
ensure the System Certificate that you trust is valid for Portal usage too on all PSN nodes.

3. User logs in with primary AD credentials.
4. Duo SSO forwards thisto AD which returns a response back to Duo SSO.

5. Duo SSO requires the user to compl ete two-factor authentication by sending a PUSH on the mobile.
6. The user completes Duo two-factor authentication.



7. Duo SSO redirects the browser of the user to the SAML SP with a response message.
8. The user isnow ableto loginto ISE.

Configure SAML SSO Integration with Duo SSO

Step 1. Configure SAML 1dP on ISE
Configure Duo SSO as an External SAML |dentity Source

On ISE, navigate to Administration > Identity Management > External Identity Sources > SAML Id Providers and click
the Add button.

Enter the name of the IdP and click Submit in order to save it. The IdP name is significant only for ISE as
shown in the image:
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Import the SAML Metadata XML filefrom the Duo Admin Portal

On ISE, navigate to Administration > Identity Management > External |dentity Sources > SAML Id Providers. > Choose the
SAML IdP you created, click theidentity Provider Configuration and then the Choose File button.

Choose the SSO IDP Metadata XML file exported from Duo Admin portal and click Open in order to save
it. (This step is mentioned in the Duo section of this document aswell.)

The SSO URL and Signing Certificates are:
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Configure | SE Authentication Method

Navigate to Administration > System > Admin Access > Authentication > Authentication Method and choose the Password-
Based radio button. Choose the required I1dP Name created earlier from the Identity Source drop-down list as
shown in the image:
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Create an Admin Group

Navigate to Administration > System > Admin Access > Authentication > Administrators > Admin Group and click the Super
Admin and then the Duplicate button. Enter the Admin group Name and click the Submit button.

This provides Super Admin privileges to the Admin group.
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Create an RBAC Policy for the Admin Group

Navigate to Administration > System > Admin Access > Authorization > RBAC Policy and choose the Actions corresponding
to Super Admin Policy. Click Duplicate > Add the Name field > Save.

The Permissions for access are the same as the Super Admin Policy.
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Add Groups Membership

On ISE, navigate to Administration > Identity Management > External Identity Sources > SAML Id Providers and choose the
SAML IdP you created. Click Groups and then the Add button.

Add the Name in Assertion (Name of the ISE Admin group) and from dropdown choose the Role-Based
Access Control (RBAC) Group created (Step 4.) and click Open in order to saveit. The SSO URL and
Signing Certificates are auto-popul ated:
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Export SP Information

Navigate to Administration > Identity Management > External Identity Sources > SAML Id Providers > (Your SAML Provider) .

Switch the tab to SP Info. and click the Export button as shown in the image:
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Includes the following portals:

ISE Portal (default)

Download the xmi file and save it. Make a note of the AssertionConsumerService L ocation URL
and entityl D value as these details are required in the Duo SSO Portal.

<?xml version="1.0" encoding="UTF-8"?><md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metada
TUxfaXNTMDIueGVyb3RydXNObGFicy5jb20wHhcNMjEXMTELIMjI10TMOWhcNMjYXMTEOMjI10TMO
WjANMSUwIwWYDVQQDEXXTQUIMX21zZTAyLnh1cm90cnVzdGxhYnMuY29tMIICIjANBgkghkiGOwOB
AQEFAAOCAg8AMIICCgKCAgEAXW7scSLMH1ApI30/7+vWsGP4schoJJHTVeJKHuJVgm19SXViw8Ab
WL9hQEXDr+U/zzp7fAq0YjckeNIg6VMhasao5tY4cutrAZK2F/kYvdVN+ON2cJUSTdIZNdKO+hcj
VmUgC1U1i6Xa4PINw+1yhj8PwrDTpzfgXZL1i3wlo5sMRGrg8NeSbShPIVakIEF2FoIOhXTOOSH4ZN
sD4q99dzrAv2m6y74vtU0GqwX4RRMOdvr7DIMNd2U/trh41QT85SY5c7016fRWtY9omZBdU0S2]C
1hWnC9ug7FEO0qdPm2h5KiZvxJck90qVXDHVtRKctW5gwzFX8Hu7DQKqs90h04HRUxg2GE i uiXCQZ



5p63KfoRTy50W50UKOLIMdyhD1+8uP+n+Jo3ufR81Ke42+/rws5Ctlhg4jozddutkKkw2vyxMEg5/
ZpAz/goRIOmMBN4r3n3FNGZV1uTfbb1Mz8yvY61ccGgTULl/Iynt9ImaNHxjbFtAP+HaiMPisfTKDRJ]
OLx91v+xKpb+opcOxqVK1gOUsOyGVvfycaFNZ3jP5wBNBzSAi7cvXk7sIWOWM7DC840jC/r9EbaX
WTT17MLV+16Z+FeDnzhzFVjq/cb61eNvXKKwDFryFqBnDLLIGmJuZQ/EgROwkvseR8tNE3qIYVhOe
gqfCKZUpWtZ+1GLDD3r50p9UCAWEAAaAN/MHOWIgYDVRORBBswGYIXaXNTMDIueGVyb3RydXNObGFi
cy5jb20wDAYDVROTBAUWAWEB /zALBgNVHQ8EBAMCAuwwHQYDVROOBBYEFAoHeqyYR5rOXpOVXODT
WdpDycOoMBOGA1UdJQQWMBQGCCsGAQUFBwWMBBggrBgEFBQcDAjANBgkghkiGOwOBAQwFAAOCAgEA
a0ITkyS8s1DwjQrRsUVyPi17Lv10TT1eCUQBrnr5WNUWTaXIB7Cb9qrG9D2ced72miH6vUcxine78
V410TsgVu3tV1s1QrOLW2eNLSbaN1XgbVU11sCZkA4wGt8uLPX0t8UYysecEPFXDONiKGPoIMaFg
3pP5525cIpelRkgHjwlZ2qT541sGd8Gdg6V666k1iAt73kPwfDiZf/uDsCI+euIHDywLdOad51k]
RWAsZ07tgxK3tJ09z7JU40Y1fI26DUN43++Ap3KSaDiz9gYI3fFjR9hP/nF/ywy0O0HO5MgHghsMo
+zBMADukmprYC8qd+0z76+NQ6TLXgUer7NQMty68tQYP4riupvc26CEmgEZ592jBgDdt2tkY9An4
F1/rqJPhX2RISLAUt50NcBbIZV0]/I1jkgHj9UGLE/U8qYy3krWwvZV+VV5ChVNzwiVTWFCEOHNOTh
1/yYdAAsODUBbwTqgJL1G3hNo+dA3LAgg/XKENFr+tt3LQOkwPAtjKFQsIX/4sgMetV4KSqUI3HZ
gw5u0tIWT578SZ5plu/qj2cfx2wdgRVk5vSij6Tx0pXIaCuY2L5YfeIMP/K49K+DecMBXxCrKygNT
vGXOPkVG/yqgQ90IfQZ10D3/NZxGyBIdzSSkjHxiUdWf41WjltVU+qav8M3imsCRvcZIppakKINo=</ds:X509Certificate></ds:X

Here are the detail s/attributes of interest gathered from the meta file which needs to be configured in the
Duo Generic SAML Integration

entityl D = http://Ciscol SE/7fdfc239-631e-439c-a3ab-f5e56429779d.

AssertionConsumerService Location = https://10.x.X.x:8443/portal/SSOL ogi nResponse.action where
10.x.x.x isthe ISE IP found on the XML file (Location).

AssertionConsumerService Location = https://isenodename.com:8443/portal/SSOL oginResponse.action
where isenodename iS the actual |SE FQDN name found on the XML file (L ocation).

Step 2. Configure Duo SSO for | SE

Check this KB in order to configure Duo SSO with AD as an Authentication Source.

Configured Authentication Sources

+ Add source

Name Type Status Authentication Proxies

Active Directory Active Directory Enabled Authentication Proxy

Check this KB in order to enable the SSO with your custom domain.
Single Sign-On

Custom Subdomain

Your users will see the custom subdomain when they authenticate to a Single Sign-On protected application. A familiar URL will help your users know that the
site belongs to your organization. The subdomain will be home to Duo Central, if you choose to enable it. Duo Central allows your users to access your
organization’s sites and applications in one central place.

Create a custom subdomain


http://CiscoISE/7fdfc239-631e-439c-a3ab-f5e56429779d
https://10.52.14.44:8443/portal/SSOLoginResponse.action
https://ise02.xerotrustlabs.com:8443/portal/SSOLoginResponse.action
https://duo.com/docs/sso#active-directory
https://duo.com/docs/sso#enable-duo-single-sign-on

Customize your SSO subdomain

Tailor the single sign-on experience to match your company's brand and help your users recognize phishing attempts. Your users will see this custom subdomain during
authentication.

Gustom subdomain zerotrustiabs Jogin.duosecurity.com

Subdomain must contain only letters, numbers, or hyphens (-). Subdomain may not begin or end with a

hyphen (-) and must be less than 63 characters in length.

(rospeti i

Step 3. Integrate Cisco | SE with Duo SSO as a Generic SP

Check Step 1. and Step 2. of thisKB in order to integrate Cisco | SE with Duo SSO as a Genreic SP.

Configure Cisco | SE SP detailsin Duo Admin Panel for Generic SP

Name Description

Entity ID http://Ciscol SE/7fdf c239-631e-439c-al3ab-f5e56429779d

C;ssrtl on Consumer Service (ACS) https://10.x.x.x:8443/portal/SSOL ogi nResponse.action

Service Provider

Entity ID * ‘ http://CiscolSE/7Tdic239-631e-439¢-a3ab-fbeb6429779d ‘

The unigue identifier of the service provider.

Assertion Consumer Service ‘ https://10.52.14.44:8443/portal/SSOLoginResponse.action ‘
(ACS) URL *

Configure SAML Response for Cisco | SE:

Name Description

Namel D format urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified



https://duo.com/docs/sso-generic#create-your-cloud-application-in-duo
http://CiscoISE/7fdfc239-631e-439c-a3ab-f5e56429779d
https://10.52.14.44:8443/portal/SSOLoginResponse.action

Namel D attribute Username

SAML Response

NamelD format * urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified -

The farmat that specifies how the NamelD is sent to the service provider.

NamelD attribute * ® <Username:

NamelD is a SAML attribute that identifies the user. Enter in an IdP attribute or select one of Duo's preconfigured attributes. that automatically chooses the NamelD

attribute based on the IdP. There are five preconfigured attributes: <Email Address>, <Usernames, <First Name>, <Last Name> and <Display Names.

Create agroup called Cisco Admin Group in the Duo Admin Panel and add the | SE users to this group or
create agroup in Windows AD and Sync the same to the Duo Admin panel using the directory Sync feature.

='I= Q, Search for users, groups, applications, or devices E Yasir Ifan US DC | ID: 0430-5768-85 ~ Yasir Iffan

S Dashboard > Groups

Davice Insight
Groups

Palicies

Applications

Export ~ Q
Single Sign-On
Users Name = Status Users Description
Groups
Ak G ISE Admin Group Active 3
Configure Role attributes for Cisco | SE:
Name Description
Attribute name groups
SP Role ISE Admin Group
Duo groups ISE Admin Group
Role attriputes Map Duo groups to different roles in this service provider. A Duo group can be mapped to multiple reles and each role can have multiple

groups mapped to it. Optional. Leam more about Due groups

Attribute name

| groups
The name af the atiribute which w camy he magpped males.
Service Provider's Role Ouo groups

| ISE Admin Group | | % |SE Admin Group {3 users)

In the Settings section provide an appropriate name in the Name tab for this integration.



Settings

Type Generic Service Provider - Single Sign-On

Name PWLTEST Cisco ISE - Single Sign-0On

Duao Push users will see this when approving transactions.

Click the Save button in order to save the configuration and refer to this KB for more details.

Click Download XML in order to download the SAML Metadata.

Downloads
Certificate Download certificate Expires: 01-19-2038
SAML Metadata Download XML

Upload SAML MetaData download from Duo Admin Panel to Cisco | SE by navigating to Administration >
Identity Management > External |dentity Sources > SAML Id Providers > Duo_SSO.

Switch the tab to I dentity Provider Config. and click the Choose file button.

Choose the M etadata XML file downloaded in Step 8. and click Save.

Note: This step is mentioned here under the section Configure SAML SSO Integration with Duo
SSO; Step 2. Import the SAML Metadata XML file from the Duo Admin portal.

Identity Provider List » Duo_SS0

SAML |dentity Provider

General Identity Provider Config. Service Provider Info. Groups Attributes Advanced Settings

Identity Provider Configuration

Import Identity Provider Config File | Choose file | ()

Provider Id

Verify
Testing the Integration with Duo SSO

1. Login to the Cisco | SE Admin Panel and click Log In With SAML.


https://duo.com/docs/sso-generic#create-your-cloud-application-in-duo

O B hittpsy/10.52.14.44/adminloginjsp

vtfean]
CISCo

Identity Services Engine

Intuitive network security

Log In With SAML

Log In With ISE

| B

Prablerns logging in?

i, e
2. Redirected to the SSO page, enter the Email Address and click Next.

O 8 nttpsy/zerotr ustlabs.loginduosecurity.comy/email_first?authkey=AS522 IWCRHSASKKBTRIZC Baid = 2441501 dbf0T 48d6becocd 5 3be00d389 &req -trace-group=c15fab5 162511 501607k 10a

Single Sign-On

Email Address.

[ nadia@xerotrustiabs. corr|

Next

Secured by Duo

3. Enter the password and click Log in.



O 8 O~ https:/fzerotrustlabs.login.duosecurity.com/login/RIXIZMLG 15RTSWLYQWPNZauthkey= ASSPHIEATNGT1 27 2MSD2 8aid

£ Back

Single Sign-On
Email Address
nadtai@rxerotrustiabs. com

Password

F—

Log in

Secured by Duo

4. You get a Duo Push prompt on your mobile device.

O El https:/fapi- 19aa14ff duosecurity.com/frame/vd fauth/prompt sid=frameless- 1 385d6f6-0ad8-4e5d-80dd-facb2 1923434

Duo needs your help
Take a quick 8-guestion survey [|to help us
improve this experience

Verify your identity

Check your phone for a Duo Push

Androld (+300 000X X6873)

( =i
Other options

Meed help? Secured by Duo

5. Once you accept the prompt, you get awindow and are automatically redirected to the ISE Admin page.



Success!

Logging you in...

Secured by Duo

6. ISE Admin GUI Access Page.



Total Endpoints Active Endpoints Rujested Endpoints Ancmalous Bahavier Authenticated Guests BYOD Endpoints Compliance

0 0 0 0 0 0 0

¥ AUTHENTICATIONS | NETWORK DEVIGES ¥ ENDPOINTS

i BYOD ENDPOINTS i ALARMS i SYSTEM SUMMARY

Severity  Hame Ocun.  Last Occurred
ise02

Troubleshoot

* Download the SAML tracer extension for Mozilla FF https://addons.mozilla.org/en-

USfirefox/addon/saml-tracer/.
 Scroll to the ssoLoginResponse.action packet. Under the SAML tab, you see a number of attributes sent

from Duo SAML: Namel D, Recipient (AssertionConsumerService Location URL), and
Audience(Entityl D).

>


https://addons.mozilla.org/en-US/firefox/addon/saml-tracer/
https://addons.mozilla.org/en-US/firefox/addon/saml-tracer/

hitps:/izerotrustlabs. login.duosecurity. comipwliASOOZMEKCLAET190VNASssp_callback?aid=64305067 d1f249f5bf6 d744a7603ef83&req-trace-group=dfac3f2db ~
https:/izerotrustlabs login.duosecurity. comifavicon.ico
ht

http

0. sfavicon.ic

hitps:/H10.

hitpsH10.

https://1 0. I iadmin/

https:/i10. Jadmin/ng/cssivendor/bootstrapicssibootstrap-dialog.css
https:410.4 Wadmin/ng/cssivendorffuelux/cssfuelux.min.css

hitp 5

hitp fadmin/ng/cssivendor/select2/select? min.css

hitp fadminflibicpma efault/combotexdbox.css

hitp fadmin/libicpr efaulttextboxsubmittercss
hitp fadmin/libicpmi es/default/expressionbuildercss
hitp fadmin/libicpr efaultsaveprogressindicatorcss
hitps:i fadminfliblcpmi efaulttablefreetable.css
hitp fadmin/libicpmiv es/defaulttable/pagetable.css
hitp fadmin/pages/utils/ces/icommon_icons.css

hitpsi fadmin/pages/utils/ces/icommon_styles.css v

HTTP FParameters SAML  Summary
<ds:x5880ata>

£ds:X589Certificate>MIIDDTCCAFWEAWIBAZIUCEHF+LELELIMeFEGVOB LrmdX3AVEWDQY JKoZ IhvcNAQELBQAWN] EVMBMGALUECEWMRHYY IFNLY3Vy aXREMROWGWYDVQQDD
BRESTZFODE2UkxETUIZMZExSFEIM]AcFudyMTExMTYwMJQ2ZNTFaF wd zODAxMT kwMz EGMDdaMDY xFTATEgNVEAOMDER1byBETZWN1 cml1@eTEAMEsGALIUE AwwUREK2 Tz g4 N1 IMRE
1CWTMxMUNQST IwggE 1 MABGCSqGSIb3DQEBAQUAAS T BDWAWEZEKADTBAQDBA3AYURIavwANOqZIHQZZu9HB vu/HSKLsH38585Muk j5FnoVVS8PGTuoFN4u9atsiFULJC8eQnUs
BRLPYQSJtOVZ3qVnvoGygsuHAsEnbKwyzpShzNFS9p03pXkoGPuB+DuZIrRyv@opsydvbrgkV+H/ bvMgyhlAGywfHNZedG7 pbwrYETvPDXUpnLQvtL2
ANHO238XUUXHF+k32hhagRg TLUBSXy TIHHOEb4n3mQKHs6yA /KNvaB3b/ AMUAXDgaEXNGEUQENMK 38w T 49
SWHrSFz7xpaemuRc@IBg3xniWnnFnyuiy7vSiFnlKFUFQU+BRASGhUWCUyIakmV7 CztAgMBAAGIEZARMABGALUMEWER
S WQFMAMBAFBWDQYIKOZIhvc NAQELEQADEEEBAH+K It cwBKtDxXBYZI55+25a+50F4Tqd,/ pHhS6E119d2KDHIhSUY sy
SY¥y1F¥AWEge3WBkedb3IR7znDE00Bs ZTYBFOwTHAs vU2guzdkOznXIN2ed C5FDivn]/ TaWZakp2MbTaxFUZVTLAKOKY/ 1JMEPLELPbKGFulNmh+5S i/ VseS+71C781el
JUB95XLbAUZIINYIZFVORKNVT 2LEF Y grjhpxdHBY 1 SxPbVWINWz vt bwZ FllogD3oXrPqleaXiv]yOHSVsaH9ew)8q048hI4F4]sDYrPNHIPZQTyM38k jymimEKEADIP caaGy v
EMinHUIkdWpiETES2Cmtwg+DzAWlipc=</ds: X589Certificate>
< /ds:X5890atax>
<fdsiKeyInfor
</ds:5ignatures
<saml:Subject>
¢samliNamelD Format="urn:ocasis:names:tc:SAML:1.1:nameid-format :unspecified”>nadia</saml:NameID>
<zaml:5ubjectConfirmation Method="urn:oasis:names:tc:SAML:2.8:cm:bearer”>
<saml:SubjectConfirmationData MotOnOr&fter="2821-12-82T84:48:561"
Recipient="https://18. (8443 portal/550LoginResponse.action™
InResponseTo="_7fdfc239-631e-439c-a3ab-
f5e56429779d_DELIMITERportalld_EQUALSTFdfc239-531le-439c-a3ab-f5e56429779d_SEMIportalSessionId_EQUALS859ee9c3-6Aed-4482-9426-
b39@4d4de226_SEMItoken_EQUALSKIRSZSVBCZ4SGVHIWT 6GMVEZNQREYCCL_SEMI_DELIMITERLS. "
r>
</saml:SubjectConfirmation>
</saml:5ubject>
<saml:Conditions NotBefore="2821-12-827684:43:267"
NotonOrafter="2821-12-82784:48:562"
>
<saml:fudienceRestrictions
<saml:Audiencexhttp://CiscolSE/7fdfc239-631e-439¢c-a3ab-5e56429779d</saml: Audience>
</saml:AudienceRestriction>
</saml:Conditions:
<saml:AuthnStatement AuthnInstant="2821-12-82T784:43:56L"
SeszionIndex="DU0_8dfefd494abB8d617884446ch8F2259bbda564a2ef"
*
<saml:AuthnContext> bl

1846 requests received (490 hidden)

* LiveLogonISE:



Cisco ISE

Overview Steps
Event 5231 Guest Authentication Passed 9231 Guest Authentication Passed
Username nadia
Endpoint Id
Endpoint Profile
Authorization Result
Authentication Details
Source Timestamp 2021-11-28 15:36:03.59
Received Timestamp 2021-11-28 15:36:03.59
Policy Server ise02
Event 5231 Guest Authentication Passed
Username nadia
User Type NON_GUEST
;:lotll:l:nti cation ldentity Duo_S50
Identity Group Any
Authentication Method PAP_ASCI
Authentication Protocol PAP_ASCI
Other Attributes
ConfigVersionld 79
IpAddress 10.65.48.163
PortalName ISE Portal (default)
PsnHostName ise(2 xerotrustlabs.com
GuestUserMName nadia
» Administrative Login log on ISE: username: samlUser.
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