Configure Nexus Dashboard Orchestrator to
Migrate Endpoint from One DC to another DC
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| ntroduction

This document describes the design and configuration changes required to migrate an Endpoint from one
Data Center to another Data Center.

Physical Topology

Figure 1. depicts the interconnectivity of two Data Centers.
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Figure 1: Physical Topology

DC and DR locations have the Application Centric Infrastructure (ACl). DC and DR locations have the

WAN Switches, Border Leaf, Spines, Inter-Site Network Devices (ISN), Server Leaf, and connected
Endpoints.

L ogical Topology
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Figure 2: Logical Topology
Logical objects configured in both sites:

» Tenant Production is configured at the DC and DR sites.

* DC-VRF-WEB and DC-VRF-APP are configured in DC-SITE1. DR-VRF-WEB and DR-VRF-APP
are configured in DR-SITE2.

» Each VRF is configured with local L3Outs on Border Leaf towards WAN Switches. Default routes
are configured on Border Leaf towards WAN Switches.

* WAN Switches are configured with Static routing for Inter-VRF and Inter-DC communication.

» Both Data Centers are configured with Local BDs and EPGs. DC has DC-BD1-WEB/DC-EPG1-
WEB, DC-BD2-WEB/DC-EPG2-WEB and DC-BD-APP/DC-EPG-APP. DR has DR-BD1-WEB/DR-
EPG1-WEB, DR-BD2-WEB/DR-EPG2-WEB and and DR-BD-APP/DR-EPG-APP.

» There are endpoints connected in WEB and APP EPG.

* DC-SITEL and DR-SITEZ2 are added to the Nexus Dashboard Orchestrator.

Traffic Flow Before Endpoint Migration

There are multiple types of Traffic Flow in Data Centers:

Intra EPG Traffic flow
Inter EPG Traffic flow
Inter VRF Traffic flow
Inter DC Traffic flow

Intra EPG Traffic Flow
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Figure 3: Intra EPG Traffic Flow

Communication between DC-EP-1 and DC-EP-2 is Intra EPG communication, as both Endpoints belong to

DC-EPG1-WEB. Communication between DR-EP-1 and DR-EP-2 is Intra EPG communication, as both
Endpoints belong to DR-EPG1-WEB.

Inter EPG Traffic Flow
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Figure 4: Inter EPG Traffic Flow

DC-EP-1 and DC-EP-3 are part of DC-EPG1-WEB and DC-EPG2-WEB respectively, communication
between these two Endpointsis Inter EPG Traffic Flow. DR-EP-1 and DR-EP-3 are part of DR-EPG1-WEB
and DR-EPG2-WEB respectively, communication between these two Endpointsis Inter EPG Traffic Flow.

Inter VRF Traffic Flow
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Figure5: Inter VRF Traffic Flow

DC Border Leaf forwards the traffic to DC WAN Switches for any Inter-VRF communication. DC WAN
Switches are used for Inter-VRF communication. DC-EP-1/EP-2 (VRF WEB) communicates to DC-EP-4
(VRF APP) through WAN Switches. DR Border Leaf forwards the traffic to DR WAN Switches for any
Inter-VRF communication. DR WAN Switches are used for Inter-VRF communication. DR-EP-1/EP-2
(VRF WEB) communicates to DR-P-4 (VRF APP) through WAN Switches.

Inter DC Traffic Flow
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Figure 6: Inter DC Traffic Flow

Communication between DC-Endpoints and DR-Endpoints forwarded to Border Leaf. Border Leaf forwards
the traffic to WAN Switches. WAN Switches are used for Inter DC communication.

Migration Plan

Nexus Dashboard Orchestrator is used to create the Multisite between both the sites, EPGS/BDs stretched
across sites and endpoints must be migrated from DC-SITEL to DR-SITE2.

Schema-1 Creation

Schema-1 was created through Nexus Dashboard Orchestrator.

il Noyus Dashboard % Orchestator

C15C0

Manage » Tenant Templates

9 Overview
Tenant Template pefesh o)
© Manage
0 Analyze Applications L30ut Monitoring Policies Service Device  Tenant Policies
[ Admin



Figure 7: Tenant Template - Add Schema
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Figure 8: Add Schema Name

Template-VRF-Contract-Stretched Creation

Template-V RF-Contract-Stretched created inside Schema-1. DC-SITEL and DR-SITE2 must be part of this
Template and Tenant-Production in order to be associated with the same Template. Thisis a stretched
template. VRF and Contracts must be part of a separate Template, as these objects are shared across other
BD/EPGs. This template must be used in order to stretch the DC-SITEL VRF and Contract to DR-SITE2.

Add Application Template
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Select a Template type Detail Sumimanry

Select a Template Type
Let's choose the type of template you want to work with

ACI Multi-Cloud

@ = e = On-prem ACI fabric to fabric
/= = On-prem ACI fabric to cloud fabric
= Cloud fabric to cloud fabric

- NDFC
O =afs i,
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Figure 9: Add Application Template - Choose ACI Multi-Cloud



Add Application Template >

Select a Template type Datail Summary

Details

Mow name the template and select a tenant

ACI Multi-Cloud
= s = On-prem ACI| fabric to fabric
s = = On-prem ACI fabric to cloud fabric
= Cloud fabric to cloud fabric

GEMERAL
Display Name * Select a Tenant *
[ Template-WEB-VRF-Contract-Stretched ] [ Production = ]

Intarnal Nama: Template-WEB-VRF-Contract-Stratchad
Add Description

Deployment Mode
(®) Multi-Fabric

) Autenomous

eance (Ear ) =R

Figure 10: Add Template Name Template-WEB-V RF-Contract-Stretched, Choose Tenant Production

Add Application Template =
Select a Template type Detail Summary
Summary

ACI Multi-Cloud

s FE = On=-prem ACI fabric to fabric
= On=-prem ACI fabric to cloud fabric
= Cloud fabric to cloud fabric

Details

Template name
Template-WEB-VRF-Contract-Stretched

Deployment Mode
Multi-Fabric

Tenant
Production

Cancel Continue to template

Figure 11: Template-WEB-V RF-Contract-Stretched Details
Import VRF-Contract in Template-VRF-Contract-Stretched

Import DC-VRF-WEB and DC-VRF-WEB-Contract from DC-SITEL. Contracts are created for Inter-EPG
communication and EPG-to-L 30ut communication.
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Figure 12: Click Import and Choose DC-SITE1

Import from DC-SITE1 X
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Figure 13: Choose Contract from DC-SITEL



Import from DC-SITE1
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Figure 14: Choose Filter from DC-SITEL
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Figure 15: Choose VRF from DC-SITE1



Manage » Tenant Templates [Application] » Schema-1

Schema-1 Refresh [audit Lags | [Greate New Tempiats |
Template Summary Edit Template Actic

Type Tenant Template Status Associated Fabrics Last Action Deployment Mode

Application Production Out Of Sync o ® In Syne & Updated Multi-Fabric
= Out of Sync 2

IMPORT - SELECT I Create

e

Contracts v~ Create Cc
DC-EPG-TO-EPG-WEB- DC-EPG-TO-L30ut-WEB-

CON COMN

VRFs Crea
DC-VRF-APP DC-VRF-WEB

Figure 16: Template-WEB-V RF-Contract-Stretched with VRF and Contract Information
Deploy Template-VRF-Contract-Stretched

Click Deploy Template-VRF-Contract-Stretched and choose DC-SITEL and DR-SITE2.

Add Fabrics To Template-WEB-VRF-Contract-Stretched x

Name

® (DC-SITE1)

® (DR-SITE2)

Figure 17:Add Fabrics to Template-V RF-Contract-Stretched



Deploy Out of Sync Templates >

The following templates will be deployed in the specified order

Out of Sync Templates

Filter by attributes

Template Name Template Type Associated Fabrics
Template-WEB-VRF- P R
Contract-Stretched Application A 2

1 items found Rows per page S b @

Deploy Out of Sync Templates

Figure 18: Deploy Out-of-Sync Templates

Manage » Tenant Templates [Application] » Schema-=1

Schema-1

Refresh [ Audit Logs | [ Create New Template ]

View Template-WEB-VRF-Contract-Stretched ~

Template Properties o (DC-SITE1) = (DR-SITE2)

Template Summary Edit Tomplate Actic

Type Tenant Template Associated Fabrics Last Action Deployment
Application Production Status = In Sync 2 @ Deploymant Successful Mode
57 In Sync m Out of Sync O Last Deployad: Jan 3, Multi-Fabric

2025 09:07 pm
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Figure 19: Deployment Completed
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Figure 20: Verify VRF and Contracts Deployed on Both Sites
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Template-EPG1-BD1-Stretched created inside Schema-1. DC-SITEL and DR-SITE2 were added to
Template and Tenant-Production associated with the same Template. Thisis a stretched template. This
template is used in order to stretch DC-EPG1-WEB and DC-BD1-WEB to DR-SITE2.
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Select a Template Type
Let's choose the type of template you want to work with

ACI Multi-Cloud
= On-prem ACI fabric to fabric
= On=prem ACI fabric to cloud fabric
= Cloud fabric to cloud fabric

®

.,
o sl

a NDFC
O a E = NX-0S5 based network

=— Cloud Local

+ Non-stretched template for cloud fabric local BGP-IPv4 connected fabric

Figure 21: Add Application Template - Choose ACI Multi-Cloud

Add Application Template =
N a— p—
./ \of 3)
Select a Template type Detail Summary
Details

Now name the template and saelect a tenant

ACI Multi-Cloud

= On-pram ACI fabric to fabric
= On=pram ACI fabric to cloud fabric
= Cloud fabric to cloud fabric

GEMNERAL
Display Namea * Select a Tenant *
[ Template-EPG1-BD1-Stretched ] [Ploductian = J

Internal MName: Template-EPG1-BD1-Stretchad
Add Description

Deployment Mode (0
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Cancal I Back l m

Figure 22: Add Template name Template-EPG1-BD1-Stretched, Choose Tenant Production
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]
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Details

Template name
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Cancel

Figure 23: Template-EPG1-BD1-Stretched Details

Import EPG1-BD1in Template-EPG1-BD1-Stretched

Import DC-EPG1-WEB and DC-BD1-WEB from DC-SITE1.

Manage » Tenant Templates [Application] » Schema-1

Schema-1

View Template-EPG1-BD1-Stretched ~

Template Properties

Template Summary

Type Tenant Template Status Associated Fabrics
Application Production (e e W In Syne 0
(9] m Out of Syne O

Figure 24: Click Import and Choose DC-SITE1

Continue to template

Refresh [Rullit La;gs] [ Croate New Template ]

Edit Template

Last Action Deployment Mode
# Updated Multi-Fabrie
IMPORT ~ SELECT

DC-SITE1
DR-SITE2

Actic

Create



Import from DC-SITE1

] IMPORT RELATIONS

POLICY TYPE (] SELECTTOIMPORT [Q
oy DC-EPG1-WEB
APPLICATIONPROFILE 1 out of 2 v
e TAP « 4 CONTRACT » 1BD

DC-EPG2-WEB

Toutof 3
D & TAP « 4 CONTRACT « 1BD

DC-EPG-APP

EXTERNALEPG Ooutof2
D i 1AP + 4 CONTRACT « 18D

Figure 25: Choose DC-EPG1-WEB from DC-SITE1

Import from DC-SITE1

©

POLICY TYPE () SELECT TO IMPORT [Q

] IMPORT RELATIOMNS

APPLICATION PROFILE 1 out of 2 a P EDISEER

1 VRF
DC-BD2Z-WEB
EPG 1outof 3 D r X
1 vRF
DC-BD-APP
EXTERNAL EPG 0 out of 2 O &
1 VRF
CONTRACT 0 out of 4
FILTER 0 out of 4
VRF 0 out of 2

Figure 26: Choose DC-BD1-WEB from DC-SITE1



Change BD Setting in Template-EPG1-BD1-Stretched

Enable L2 Stretch in DC-BD1-WEB settings and add the Gateway |P Address. This template stretches BD
across the site and the anycast Gateway configured in DC-SITEL and DR-SITE2.

DC-BD1-WEB View Relationship

LRI L EE LT DL Y ED

Description

Annotations

Key Value

© Create Annataticens

Properties -~

) On-Premises Properties.

Wirtual Routing & Forwarding W =

[DC-VRF—WEE < ]

L2 Stretch

-]

Intersite BUM Traffic Allow
2

Optimize WAN Bandwidth
Unicast Routing

Figure 27: Choose L2 Stretch in DC-BD1-WEB

Add New Subnet =

Gateway IP =

[ 1292168.10.1/24 ]
Description
Treat as virtual IP addraess

Scope
(=) Private to VRF

() Advertised Externally
Shared between WVRF=
No Default SVI Gateway
Querier

O

Primary (O

()

Figure 28: Add Gateway 1P/Subnet
Deploy Template-EPG1-BD1-Stretched

Click Deploy Template-EPG1-BD1-Stretched and choose DC-SITEL and DR-SITE2.
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Figure 29: Add Fabrics to Template-EPG1-BD1-Stretched

Deploy Out of Sync Templates 3

The following templates will be deployed in the specified order

Out of Sync Templates

Filter by attributes

Template Name Template Type Associated Fabrics

Template-ERPG1-BD1-

Stretched Application >

1 items found Rows per page @
Deploy Out of Sync Templates

Figure 30: Deploy Out-of-Sync Templates

Schema-1 Refrash [ Audit Logn] [ Croate Now Templats ]

Template Summary Edit Tomplate [action

Type Tanant Template Associated Fabrics Last Action Deployment
Application Production Status = In Sync 2 T e T T ] Maode
2 In Syne = Out of Syne © Last Deployed: Jan 3, Multi-Fabric

2025 09:28 pm

Filter IMPORT SELECT | Cronte €

Application Profile DC-WEB Create Application Profi

ERPGs ~ Creat:

DC-EPGI1-WEE
Create Bridge D¢

Bridge Demains >~

DC-BD1-WEB



Figure 31: Deployment Completed
Migrate DC-EP-1from DC-SITE1to DR-SITE2

Configure static binding in DR-SITE2 in DC-EPG1-WEB and associate DR-SITE2 Physical Domain.
Migrate the DC-EP-1 from DC-SITE1 to DR-SITE2.

“eeb APIC (DC-SITE) 0000000

) ) ) Production| )
System [CHENEE Fabric Virtual Metworking Admin  Operations  Apps Integrations

U EPG-DC-EPG1-WEB 0 o

Summary Palicy QOperational Stats Health Faults History

Client Endpoints Configured Access Policies Contracts Controller End-Points eployed Leaves

QHealthy @ Q| T 0 X
MAC/IP Endpoint Name  Learning Hosting Server  Reportingnterface Encap ESG Policy Tags
Source Controlleflearned)
Marmne
00:00:00:00:13:70 learned Pod-1{Node-102..  vian-1

learnad Pod-1/Node-103...  vlan-1

Figure 32: DC-EP-1 Currently Learned in DC-SITE1
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=
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i Production| . _
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CHealhy @ G| T L
MAC/IP Endpoint Name  Learning Hosting Server  Reportingnterface Encap ESG Policy Tags

Source Controlleflearnad)
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Figure 33: DC-EP-1 removed from DC-SITE1
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Figure 34: Adding Physical Domain in DR-SITE2

Deploy Static EPG on PC, VPC, or Interface [ >< ]

STEP 1 = Static Link 1. Static Link 2. Configure PTP
Path Type: Direct Port Channel l Virtual Port Channel )

Moda: SITEZ-L104 (Node-104)

Topoloay/pod-1inode-1
Path: | eth1/7
ox: topology/Pod-1/pathe-101/pathep-[ethi7Z3]
Port Encap (or Secondary VLAM for Micro-Seg): | VLAN 1406|
ntage

Primary VLARM for Micro-Seg: WVLAMN

Integer Valug )
IGMP Snoop Static Group: -+
Group Address Source Address

MLD Snoop Static Group:

Group Addre

Source Addre

Figure 35: Adding Static Binding in DR-SITE2
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Figure 36: DC-EP-1 Learned in DR-SITE2
Physical Design after DC-EP-1 Migration

DC-EP-1 is connected to DR-SITE2 Server Leaf.

DC-SITE1 DC-SITE2

DR SL-01

-

DCEP-4 DCEP-3 :I
Figure 37: Physical Design after DC-EP-1 Migration
Logical Design after DC-EP-1 Migration

DC-EP-1 is connected to DR-SITE2 Server Leaf. DC-EPG1-WEB, DC-BD1-WEB and DC-VRF-WEB are
stretched between DC-SITEL and DR-SITE2.
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Figure 38: Logical Design after DC-EP-1 Migration

Intra EPG Traffic Flow after DC-EP-1 Migration
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Figure 39: Intra EPG Traffic Flow after DC-EP-1 Migration

Communication between DC-EP-1 and DC-EP-2 is Intra EPG communication, as both Endpoints belong to
DC-EPG1-WEB. This communication happens through DC ISN to DR ISN Multisite/Overlay Links.

Ping Response between DC-EP-1 and DC-EP-2

# ping 192.168.10.20 source 192.168.10.10 vrf site-1
PING 192.168.10.20 (192.168.10.20) from 192.168.10.18: 56 data bytes
64 bytes from 192.168.10.20: icmp_seq=@ tt1=254 time=2.592 ms
64 bytes from 192.168.10.20: icmp_seq=1 tt1=254 time=1.931 ms
64 bytes from 192.168.10.20: icmp_seq=2 ttl=254 time=1.89 ms
64 bytes from 192.168.10.20: icmp_seq=3 tt1=254 time=2.063 ms
64 bytes from 192.168.10.20: icmp_seq=4 ttl1l=254 time=1.989 ms

—— 192.168.10.20 ping statistics ——
5 packets transmitted, 5 packets received, 0.00% packet loss
round—-trip min/avg/max = 1.89/2.092/2.592 ms



Figure 40: Ping Response Between DC-EP-1 and DC-EP-2
Routing Table from Spines

DC-EP-1 learned in DC-SP-01/DC-SP-02 from DR-SP-01/DR-SP-02.
DC-EP-1islearned in DC-SITE1-SP-01 from DR-SITE2-SP-01.
DC-SITE1-SP-01# show bgp 12vpn evpn vrf overlay-1

Route Distinguisher: 1:499@05577
s>e[2]:[0]:[0]:[48]:[4c4e.35f4.79¢c1]:(0]:[0.0.0.0]/216

172.16.0.13 @ 65002 i
*>e[2]:[0]:[0]:[48]:[4c4e.35f4.79c1]:[32]:[192.168.10.10]/272
172.16.0.13 ® 65002 i

Figure 41: Routing Table from Spines

DR-SITE2-SP-01 Overlay Unicast TEP IP.

DR-SITE2-SP-01# show ip int vrf overlay-1

lo5, Interface status: protocol-up/link-up/admin-up, 1od: 86, mode: dci-ucast
IP address: 172.16.0.13, IP subnet: 172.16.0.13/32
IP broadcast address: 255.255.255.255
IP primary address route-preference: 0, tag: 0

Template-EPG2-BD2-Sitel Creation

Inter EPG communication between DC-EP-1 and DC-EP-3 happens, once DC-EPG2-WEB and DC-BD2-
WEB are part of the Nexus Dashboard Orchestrator.

Template-EPG2-BD2-Sitel created inside Schema-1. DC-SITE1 added to Template and Tenant-Production
associated with the same Template. Thisis site site-specific template. This template is used to import the
Template-EPG2-BD2-Sitel for the communication between DC-EP-1 and DC-EP-3.

DC-EP-1 and DC-EP-3 communication require DC-EPG2-BD2 to be part of Nexus Dashboard Orchestrator.

# ping 192.168.20.10 source 192.168.10.10 vrf site-1
PING 192.168.20.10 (192.168.20.10) from 192.168.10.10: 56 data bytes

Request @ timed out
Request 1 timed out
Request 2 timed out
Request 3 timed out
Request 4 timed out

—— 192.168.20.10 ping statistics ——
5 packets transmitted, @ packets received, 100.00% packet loss
-

Figure 42: DC-EP-1 and DC-EP-3 Not Able to Communicate



Add Application Template

o ¢

Select a Template type Dets

Select a Template Type
Let's choose the type of template you want to work with

ACI Multi-Cloud
= On-prem ACI fabric to fabric
= On=prem ACI fabric to cloud fabric
= Cloud fabric to cloud fabric

®

30

NDFC
O afs
- = NX-0S5 based network

Cloud Local

O
I

+ Non-stretched template for cloud fabric local BGP-IPv4 connected fabric

Figure 43: Add Application Template - Choose ACI Multi-Cloud

Add

Cancel

Application Template

© L

Select a Template type Detail

Details

Mow name the template and selact a tenant

ACI Multi-Cloud

[
TR 3 = On-prem ACI fabric to fabric
= & = On-prem ACI fabric to cloud fabric
= Cloud fabric to cloud fabric
SENERAL

Display Name *

Salect a Tenant *

3

~

Summary

.
-

Summary

[ Tamplate-ERPG2-BD2-Sita’ ]
Internal Name: Template-ERPG2-BD2-Site1
Add Description

Deployment Mode
(®) Multi-Fabric

() Autonomous

[ Production

Figure 44: Add Template Name Template-EPG2-BD2-Sitel, Choose Tenant Production

=3l -



Add Application Template

Select a Template type

Summary

ACI Multi-Cloud

Details

Template name

Template-EPG2-BD2-Site1

Deployment Mode
Multi-Fabric

Tenant
Production

Cancel

Figure 45: Template-EPG2-BD2-Sitel Details

.

-~ = On-prem ACI fabric to fabric
= = On-prem ACI fabric to cloud fabric
« Cloud fabric to cloud fabric

(

Detail

Import EPG2-BD2 in Template-EPG2-BD2-Sitel

Import DC-EPG2-WEB and DC-BD2-WEB from DC-SITEL.

Schema-1

View Template-EPG2-BD2-Site1 ~

Template Properties

Template Summary

Type Tenant Template

Application Production Status

Unassociat

Figure 46: Click Import and Choose DC-SITE1

-
LY

}

J

Ceontinue to template

Refresh | Audit Logs | [ Create New Template |

Edit Template Actie

Last Action Deployment
Mode
Multi-Fabric

# Updated

Last Deployed: Jan 8,
2025 09:47 pm

IMPORT =~ Create

DC-SITET -
Application Proi
DR-SITE2



Import from DC-SITE1

POLICY TYPE () SELECT TOIMPORT IQ IMPORT RELATIONS

DC-EPG1-WEB

APPLICATIONPROFILE Toutof 2
D & 1 AP » 4 CONTRACT = 1BD

1out of 3 55 A DC-EPG2-WEB

1 AP » 4 CONTRACT = 1BD

DC-EPG-APP

EXTERNAL EPG 0 out of 2
D & 1 AP » 4 CONTRACT = 1BD

Figure 47: Choose DC-EPG2-WEB from DC-SITEL

Import from DC-SITE1

POLICY TYPE D SELECT TO IMPORT [Q J IMPORT RELATIONS

DC-BD1-WEB

APPLICATION PROFILE 1 cut of 2 O a
1 VRF
DC-BD2-WEB
EPG 1 out of 3 e
1 VRF
DC-BD-APP
EXTERNAL EPG 0 out of 2 O &
1 VRF
CONTRACT O out of 4
FILTER 0 out of 4
VRF 0 outof 2

Figure 48: Choose DC-BD2-WEB from DC-SITE1



. DC-EPG2-WEB

Common Properties

Display Name *

[ DC-EPG2-WEB

Deployed Name: DC-EPGZ-WEB

Description

Annotations

Key

View Relationship

~

@ Create Annotations
Contracts

Name

DC-EPG-TO-L30ut-WEB-CONA
DC-EPG-TO-EPG-WEB-CONA
DC-EPG-TO-L30ut-WEB-COM M

DC-EPG-TO-EPG-WEB-CONR

Figure 49: Contracts Associated with DC-EPG2-WEB are Imported

Deploy Template-EPG2-BD2-Sitel

Click Deploy Template-EPG2-BD2-Sitel and choose DC-SITEL

Add Fabrics To Template-EPG2-BD2-Site1

(] Name

@ ® DC-SITET

® DR-SITE2
| 0%’

Figure 50: Add Fabrics to Template-EPG2-BD2-Sitel



Deploy Out of Sync Templates x

The following templates will be deployed in the specified order

Out of Sync Templates

Filter by attributes

Template Name

Template Type Associated Fabrics

Template-EPG2-BD2-Site1

1 items found

Figure 51: Deploy Out-of- Sync Templates

Schema-1

Template Properties = (DC-SITE1)

Template Summary

Type Tenant

Application Produetion

Application Profile DC-WEB

EPGs v

DC-EPG2-WEB

Bridge Domains

DC-BDZ-WEB

Template

Status

7 In Sync

Figure 52: Deployment Completed

Application 1

®
Deploy Out of Sync Templates

Refresh [ Audit Lagu] [ Croate New Tn-nplnlo]

et Termplate (ene
Associated Fabrics Last Action Daploymant

Mode
Multi-Fabric

= In Sync 1 @ Deploymant Succassiul

= Jut of Sync O

Last Deployed: Jan 3,
2025 10:26 pm

IMPORT ~ SELECT | Croate

Craate Application Proi

Crea’

Create Bridge C

Shadow EPG for DC-EPG2-WEB created in DR-SITE2.



dice’  APIC (DC-SITED il APIC (DR-sSI1TE2)

System LELERE Fabric Virtual Networking

ALL TENANTS | Tenant Search: [N | common

System [EREENERIS Virtual Networking

ALL TENANTS | Tenaerzarch:_l common

(i M This object was created by the Nexus Dashboard Orchestra: , )
o This object was created by the Nexus Dashboard Orchestra

Production "
Production
4= Procuction|

-~ [ Application Profiles EE Production|
@ oc-app = Application Profiles

- @ pc-wee @ pc-we
- [ Application EPGs = Application EPGs
85 DC-EPG1-WEB
8\ bc-EPG2-WEB

85 pc-epc1-wes

@4 DC-EPG2-WEB

Figure 53: DC-EPG2-WEB is Deployed in Both Sites

Inter EPG Traffic Flow after EP-1 Migration

DC-SITE1 DC-SITE2

DCEP-1 5 DREP-3 DREP-2 DR EP1

Figure 54: Inter EPG Traffic Flow after EP-1 Migration
Communication between DC-EP-1 and DC-EP-3 is Inter-EPG communication, as both Endpoints belong to

DC-EPG1-WEB and DC-EPG2-WEB respectively. This communication happens through DC ISN to DR
ISN Multisite/Overlay Links.

Ping Response between DC-EP-1 and DC-EP-3



# ping 192.168.20.1@ source 192.168.10.10 vrf site-1
PING 192.168.20.10 (192.168.20.10) from 192.168.10.10: 56 data bytes
64 bytes from 192.168.20.10: icmp_seq=0 ttl=252 time=1.498 ms
64 bytes from 192.168.20.10: icmp_seqg=1 ttl=252 time=1.255 ms
64 bytes from 192.168.20.10: icmp_seq=2 tt1l=252 time=1.129 ms
64 bytes from 192.168.20.10: icmp_seq=3 tt1l=252 time=1.084 ms
64 bytes from 192.168.20.10: icmp_seq=4 tt1l=252 time=1.537 ms

——— 192.168.28.10® ping statistics ——

5 packets transmitted, 5 packets received, ©.00% packet loss
round—trip min/avg/max = 1.084/1.3/1.537 ms

Figure 55: Ping Response between DC-EP-1 and DC-EP-3
Template-WEB-L 30ut-Sitel Creation
Template-Web-L 30ut-Sitel created inside Schema-1. DC-SITE1 was added to the template and Tenant-

Production was associated with the same Template. Thisis a site-specific template. Thistemplate is used for
DC-EP-1 Inter-VRF and Inter-DC communication.

Add Application Template =

@ z S
Select a Template type Detail Summary

Select a Template Type
Let's choose the type of template you want to work with

ACI Multi-CTloud

@ mm = On-prem ACI fabric to fabric
= On-prem ACI fabric to cloud fabric
= Cloud fabric to cloud fabric

: NDFC
O EQE .
= NX-0S based natwork

- —_— Cloud Local
O =

= MNon-stretched template for cloud fabric local BGP-IPv4 connected fabric

Figure 56: Add Application Template - Choose ACI Multi-Cloud



Add Application Template 3
P -
Select a Template type Detail Summary

Details

MNow name the template and select a tenant

ACI Multi-Cloud

=
-l += On-prem ACI| fabric to fabric
e = On-prem ACI| fabric to cloud fabric
= Cloud fabric to cloud fabric
GEMNMERAL
Display Name * Select a Tenant *
[ Template-WEB-L30ut-Site1 ] [ Production| ¢ ]

Internal Mame: Template-WEB-L30Out-Sitel
Add Description

Deployment Mode )
(®) Multi-Fabric

() Autonomous

Ganeel m

Figure 57: Add Template Name Template-WEB-L 30ut-Sitel, Choose Tenant Production

Add Application Template 3
- \ - \ . e
I\.;/../I f\-\/./‘l (o/l
Select a Template type Detail Summary
Summary

Acl Multi-Cloud

=
R AR = On-prem ACI fabric to fabric
= = On=pram ACI fabric to cloud fabric
= Cloud fabric to cloud fabric
Details -~

Template name
Template-WEB-L30ut-Sitel

Deployment Mode
Multi-Fabric

Tenant

Production

Cancel Continue to template

Figure 58: Template-WEB-L 30ut-Sitel Details
Import External EPG and L30ut in Template-WEB-L 30ut-Sitel

Import External EPG and L3Out in Template-WEB-L 30ut-Sitel



Schema-1
Template Properties
Template Summary
Type Tenant Template Status Associated Fabrics
Application Production «) Unassociated minSye 0
0 m Qut of Sync 0

Figure 59: Click Import and Choose DC-SITEL

Import from Dc-SITE1

Refresh [nudit Logs] [ Create New Template]

Edit Template l Actic
Last Action Deployment Maode
# Updated Multi-Fabric

IMPORT ~  SELECT |c,em

DC-SITE1

DR-SITE2

POLICY TYPE D SELECT TO IMPORT

Q

J IMPORT RELATIONS

EXT-APP-EPG

D A  oc-ape-sour
2 CONTRACT 1 VRF « 1L30UT

APPLICATION PROFILE 0 out of 2

EXT-WEB-EPG
Ei A  ocwes-Laour
2 CONTRACT » 1 VRF + 1L30UT

EPG Ooutof 3

EXTERNAL EPG




Figure 60: Choose EXT-APP-EPG from DC-SITEL

Import from DC-SITE1 x

n L30ut import into Application Template will only import empty L30ut container and not

APPLICATION PROFILE 0O outof 2 complete config.

DC-APP-L30ut

EPG 0 out of 3 0 a 1 VRE
. DC-WEB-L30ut
EXTERNAL EPG 1 out of 2 s 1VRE
CONTRACT Ooutof 4
FILTER 0 out of 4
VRF O out of 2
BED Ooutof 3

1 out of 2

Figure 61: Choose DC-APP-L30ut from DC-SITEL

The shadow of EXT-WEB-EPG was created in DR-SITE2 with applied DC contracts.



. EXT-WEB-EPG

View Relationship

H
' Virtual Routing & Forwarding W *

DC-VRF-WEB

. Contracts

Name

DC-EPG-TO-L30ut-WEB-CON R

DC-EPG-TO-L30ut-WEB-CON A

© Add Contract

* Select Fabric Type ()

[ ON-PREM CLOUD ]

© On-Premises Froperties

L30ut

DC-WEB-L30ut ]

Subnets

Prefix/Prefix Length

0.0.0.0/0

Add Subnat

Figure 62: Contracts Associated with EXT-WEB-EPG are Imported
Deploy Template-WEB-L 30ut-Sitel

Click Deploy Template-WEB-L 30ut-Sitel and choose DC-SITEL.

Add Fabrics To Template-WEB-L30ut-Site1 X

| Name

® DC-SITE1

~ ® DR-SITE2

Figure 63: Add Fabrics to Template-WEB-L 30ut-Sitel



Deploy Out of Sync Templates

The following templates will be deployed in the specified order

Out of Sync Templates

Filter by attributes

Template Name Template Type

Associated Fabrics

1

Template-WEB-L30Out-Sitel Application

1 items found

Figure 64:Deploy Out-of-Sync Templates

Schema-1

View Template-WEB-L30ut-Site1 ~

Template Properties ® CX-APJC-LAB-SITE1

Deploy Out of Sync Templates

Refresh [ﬁ.ualt Logs] [Cloatt- New Template ]

Edit Template Deploy Template Actic

Template Summary
Type Tenant Template Associated Fabrics Last Action Deployment
Application Production Status ® In Sync 1 @ Deployment Successful Mode
£ In Syne = Out of Sync 0 Last Deployed: Jan 3, Multi-Fabric
2025 11115 pm
IMPORT ~  SELEC [ Create

Filter
-

External EPGs

EXT-WEB-EPG

L3Outs

DC-WEB-L30ut

Figure 65: Deployment Completed

Create Extern

Create

Verify the Routesin DR Server Leaf for DC-VRF-WEB

Static routesinstalled in DR Server Leaf for DC-VRF-WEB.



DR-SL-01¢ show ip route vrf Production:DC-VRF-WEB
IP Route Table for VRF "Production:DC-VRF-WEB"

'x' denotes best ucast next-hop

"#x' denotes best mcast next-hop

"[x/y]" denotes [preference/metric]

'%<string>' in via output denotes VRF <string>

0.0.0.0/0, ubest/mbest: 1/0
xvia 172.16.1.232%0verlay-1, [200/0], 00:04:41, bgp-65002, internal, tag 65001, rwVnid: vxlan-2883589

Figure 66: Verify theroutesin DR Server Leaf for DC-VRF-WEB

Inter VRF Traffic Flow after DC-EP-1 Migration
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Figure 67: Inter VRF Traffic Flow after DC-EP-1 Migration
DC-EP-1 uses DC-WEB-L30ut in order to communicate with DC-EP-4. The traffic flows from DR-ISN to

DC-ISN Multisite Links, DC-ISN to DC-SP-01/DC-SP-02, and from DC-SP to DC-BL. DC-BL-01/DC-BL-
02 forward the traffic to DC-WAN Switches for Inter-VRF routing.

Ping Response between DC-EP-1 and DC-EP-4



# ping 192.168.30.1@ source 192.168.10
PING 192.168.30.10 (192.168
64 bytes from 192

64 bytes from 192

64 bytes from 192

—— 192.168.306.10

5 packets transmitted,

-.168
64 bytes from 192.

168.
. 168

-.20.
168.
-168
64 bytes from 192.

30.
. 30.
30.
. 30.

10:
10:
10:
10:
10:

-30.10) from
icmp_seq=0
icmp_seq=1
icmp_seq=2
icmp_seq=3
icmp_seq=4

ping statistics ———

5 packets received,

tt1l=249
tt1=249
tt1=249
tt1=249
tt1=249

round—trip min/avg/max = 1.116/1.587/2.617 ms
SITE2—-EP1#

Figure 68: Ping Response Between DC-EP-1 and DC-EP-4

Inter DC Traffic Flow after DC-EP-1 Migration

DCEP-4

.10 vrf site—1
192.168.

18.10: 56 data bytes

time=1.781
time=2.617
time=1.288
time=1.116
time=1.135

ms
ms
ms
ms
ms

0.00% packet loss
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Figure 69: Inter DC Traffic Flow after DC-EP-1 Migration

BARE

o
=
m
=

-1

DC-EP-1 uses DC-WEB-L30ut in order to communicate with DR Endpoints. The traffic flows from DR-
ISN to DC-ISN Multisite Links, DC-I1SN to DC-SP-01/DC-SP-02, and from DC-SP to DC-BL. DC-BL-
01/DC-BL-02 forward the traffic to DC-WAN Switches for DR Endpoints.

Ping Response between DC-EP-1 and DR-EPs



SITE2—EP1# ping 192.168.11.1@ source 192.168.10.10 vrf site-1
PING 192.168.11.10 (192.168.11.10) from 192.168.10.10: 56 data bytes
Request @ timed out

64 bytes from 192.168.11.18: icmp_seq=1 ttl=249 ms
64 bytes from 192.168.11.108: icmp_seq=2 ttl=249 ms
64 bytes from 192.168.11.18: icmp_seq=3 ttl=249 ms
64 bytes from 192.168.11.18: icmp_seq=4 ttl=249 ms

—— 192.168.11.198 ping statistics ——

5 packets transmitted, 4 packets received, 20.080% packet loss
round—trip min/avg/max = 1.726/1.938/2.245 ms

SITEZ—EP1#

SITEZ—EP1#

SITEZ—EP1# ping 192.168.11.20 source 192.168.10.10 wvrf site-1
PING 192.168.11.29 (192.168.11.20) from 192.168.1@.1@: 56 data bytes
Request @ timed out

64 bytes Trom 192.168.11.28: icmp_seq=1 ttl=249 time=1.714 ms
64 bytes Tfrom 192.168.11.20: icmp_seq=2 ttl=249 time -@91 ms
64 bytes Trom 192.168.11.20: icmp_seq=32 ttl=249 time=1l.246 ms
64 bytes from 192.168.11.20: icmp_seq=4 ttl=249 = ms

=== 192.168.11.20 ping statistics ===

5 packets transmitted, 4 packets received, 20.00% packet loss
round—trip min/savg/max = 1.891/1.313/1.714 ms

SITEZ—EP1#

SITEZ—-EP1# ping 192.168.21.1@ source 192.168.10.10 vrf site-1

PING 192.168.21.10 (192.168.21.10) from 192.168B.18.1@8: 56 data bytes

64 bytes from 192.168.21.18: icmp_seq tt 1l=249 =1 .554 ms
64 bytes from 192.168.21.18: icmp_seq tt1l=249 ti 1.163 ms
64 bytes from 192.168.21.18: icmp_seq tt1l 49 i -178 ms

64 bytes from 192.168.21.19: icmp_seq
64 bytes Trom 192.168.21.19: icmp_seq

ttl 49 « 255 ms
tt1l=249 time=1.261 ms

192.168.21.1@ ping statistics -
5 packets transmitted, 5 packets received, ©.080% packet loss
round—trip minsavg/max 1.163/1.282/1.554 ms
SITEZ—EP1#
SITEZ—EP1#
SITEZ—EP1# ping 192.168.31.1@ source 192.168.19.10@ vrT site-1
PING 192.168.31.109 (192.168.31-10) Trom 192.168.10.1@: 56 data bytes
64 bytes from 192.168.321.10: icmp_seq= tt1=249
64 bytes Trom 192.168.31.10: icmp_seq=1l ttl=249
64 bytes from 192.168.31.10: icmp_seq=2 ttl=249
64 bytes from 192.168.31.18: icmp_seq=3 ttl=249
64 bytes from 192.168.31.18: icmp_seq=4 tt1l=249 time=1.247 ms

—— 102.168.31.10 ping statisties ———
5 packets transmitted, 5 packets received, 0.00% packet loss
round—trip Ein/duq/qu = 1.247/1.321/1.51 ms

Figure 70: Ping Response Between DC-EP-1 and DR-EPs
Migrate Remaining Endpoints
Physical Design after Remaining Endpoints Migration

After migrating the remaining Endpoints from DC to DR DC-EPG1-WEB, the physical diagram changed
accordingly.

DC-SITE1 DC-SITE2




Figure 71: Physical Design after all Endpoints Migration from DC to DR
Logical Design after Remaining Endpoints Migration

DC-EPG1-WEB, DC-BD1-WEB, and DC-VRF-WEB are aready stretched between DC and DR Sites. DCs
remaining Endpoints migrated from DC to the DR Site.
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Figure 72: Logical Design after Remaining Endpoint Migration

Intra EPG Traffic Flow after Remaining Endpoint Migration

DC-SITE2

DC-SITE1

DCEP-2 DCEP-1

Figure 73: Intra EPG Traffic Flow after Remaining Endpoint Migration

Communication between DC-EP-1 and DC-EP-2 is Intra EPG communication, as both Endpoints belong to
DC-EPG1-WEB. This communication happens directly within the DR Site.

Inter EPG, Inter VRF, and Inter DC traffic flows remain similar to DC-EP-1 migration.

Undeploy Template-EPG1-BD1-Stretched from the DC Site



All the Endpoints are migrated from DC to the DR site for DC-EPG1-WEB. DC-EPG1-WEB and DC-BD1-
WEB are not required in the DC Site. Undeploy the Template-EPG1-BD1-Stretched from DC Site, this
deletes the EPG and BD from Site-1.

sc hem a—" Refresh [ Audit Logs ] [ Create Mew Template ]

View Template-EPG1-BD1-Stretched v

Template Properties * DC-SITE1 *DR-SITEZ2

Template Summary Add/Remove Fabrics @
Type Tenant Template ated Fabrics Last Action Disassociate Fabric
S Production Status Syn
I atus n Sy g
Application "3 ‘_ = © DeploymentS & ne Template
& InSyne = Qut of Sync 0 Last Deployed:

2025 05:07 pm | Undeploy Template
Delete Template A

View Deployed Configuration

Create

View Deployment Dependencies
View Deployment Plan
Application Profile DC-WEB n Prol
Reconcile Configuration Drifts
View Version History

EPGs v Crea’
Roll Back Version

DC-EPG1-WEB Tag
Bridge Domains Create Bridge C
Figure 74: Click Undeploy Template
Undeploy Template-EPG1-BD1-Stretched x

i, Undeploying this template will permenantly remove applied policies from selected fabric. Review and take measure to prevent
any functionality loss.

Fabric
DC-SITE1
Plan
O Created QODeleted (O Medified (O Existing Shadow
DC-SITE1
( View Payload )( Download Payload )
O
O

Figure 75: Choose DC-SITE1 and Click Undeploy

Dissociate Template-EPG1-BD1-Stretched from DC Site



This step dissociates the Template-EPG1-BD-Stretched from the DC Site.

Schema-1

View Template-EPG1-BD1-Stretched ~

Template Properties - DC—SITE1 - DR—SITE2

Template Summary

Type Tenant Template Associated Fabrics
Application Production Status = In Sync 1
L7 Out OFf Syn 2 ® Out of Sync 1

Application Profile DC-WEB
EPGs v

DC-EPG1-WEB

Bridge Demains =

Figure 76: Click Dissociate Template

Add Fabrics To Template-EPG1-BD1-Stretched

[] Name

Refresh | Audit Logs | [ Croate Mew Template ]

Add/Remove Fabrics Astle

Last Action Disassociate Fabric
& Undeploymer

Last Deployed:
2025 05:11 pm | Undeploy Template

Clone Template

Delete Template Jh

View Deployed Configuration —
Create

View Deployment Dependencies
View Deploymaent Plan h Prof
Reconcile Configuration Drifts
View Version Histor:
L Crear

Rell Back Version

Tag

Create Bridge C

O ®DC-SITE1

SDDR-SITEZ

Figure 77: Uncheck DC-SITE1



Schema-1

View Template-EPG1-BD1-Stretched ~

*DR-SITEZ2.

Template Properties

Template Summary

Type Tenant Template
Application Production Status

7 InSync

Application Profile DC-WEB

EPGs ¥

DC-EPG1-WEB

Bridge Domains v

Figure 78: DC-SITE2 Part of Template-EPG1-BD1-Stretched
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Logical Design after Undeploying the Template-EPG1-BD1-Stretched from DC

DC-EPG1-WEB and DC-BD1-WEB are not part of the DC Site after Undeploying the Template.
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Figure 79: Logical Design after Undeploying the Template

Template-VRF-Contract-Site2 Creation

Template-VRF-Contract-Site2 created inside Schema-1. DR-SITE2 added to Template and Tenant-
Production associated with the same Template. Thisis a site-specific template. Thistemplate isused in
order to associate VRF and Contract from the DR site for DC-EPG1-WEB and DC-BD1-WEB.
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Figure 81: Add Template Name Template-VRF-Contract-Site2, Choose Tenant Production
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Figure 82: Template-VRF-Contract-Site2 Details
Import VRF-Contract in Template-VRF-Contract-Site2

Import DR-VRF-WEB and DR-VRF-WEB-Contract from DR-SITEZ2.

.
e

Summary

[Back | (TN



Schema-1 Refresh [Audil Logs ] [ Create New Template ]

View Template-VRF-Contract-Site2 ~

Template Properties

Template Summary Edit Template Actions
Type Tenant Template Status Associated Fabrics Last Action Deployment Mode
Application Production & Unassosiatad minSyne O # Updated Multi-Fabric

0 ® Qut of Sync O

IMPORT ~  SELECT Create Of

DC-SITE1

DR-SITE2

Figure 83:Click Import and Choose DR-SITE2
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Figure 84: Choose Contract from DR-SITE2
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Figure 85: Choose Filter from DR-SITE2
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Figure 86: Choose VRF from DR-SITE2
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Figure 87: Template-WEB-V RF-Contract-Site2 with VRF/Contract Information
Deploy Template-VRF-Contract-Site2

Click Deploy Template-VRF-Contract-Site2 and select DR-SITE2.
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Figure 88: Add Fabrics to Template-V RF-Contract-Site2
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Figure 89: Deploy Out-of-Sync Templates
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Figure 90: Deployment Completed
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Associate DR-VRF-WEB to DC-BD1-WEB from Template-EPG1-BD1-Stretched which was created

earlier. DC-BD1-WEB is part of DR-SITE2.
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Figure 92: Associate DR-VRF-WEB to DC-BD1-WEB
Apply DR-Contractsto DC-EPG1-WEB

Apply DR-Contract to DC-EPG1-WEB which uses DR contracts for the communication from DC-EPG1-
WEB for Inter-DC, Inter-VRF, and Inter-EPG. DC-EPG1-WEB is part of DR-SITE2.
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Figure 93: Delete DC-Contracts from DC-EPG1-WEB
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Figure 94: Add DR-Contractsin DC-EPG1-WEB
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Figure 95: Template-EPG1-BD1-Stretched Information
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The following templates will be deployed in the specified order
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Figure 96: Deploy Out-of-Sync Templates
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Figure 97: Deployment Completed
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Ping Response between DC-EP-1 and DC/DR-EPs

‘P# ping 192.168.30.10 source 192.168.10.10 vrf site-1
FING 192.168.308.10 (192.168.30.10) from 192.168.10.10: 56 data bytes
64 bytes from 192.168.30.10: icmp_seq=0 ttl=249 time=2.406 ms
64 bytes from 192.168.30.10: icmp_seq=1 tt1=249 time=1.05 ms
64 bytes from 192.168.30.1@: icmp_seq=2 tt1=249 time=1.063 ms
64 bytes from 192.168.30.1@: icmp_seq=3 tt1=249 time=1.08 ms
64 bytes from 192,168.30.10: icmp_seqg=4 ttl=249 time=@.987 ms

-—— 192.168.30.1@ ping statistics —

5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.987/1.317/2.406 ms

SITE2-EP1#

SITE2-EP1# ping 192.168.11.10 source 192.168.10.10 vrf site-1
PING 192.168.11.1@ (192.168.11.10) from 192.168.10.10: 56 data bytes
Request @ timed out

64 bytes from 192.168.11.10: icmp_segq=1 tt1=252 time=1.439 ms
64 bytes from 192.168.11.10: icmp_seq=2 ttl=252 time=0.993 ms
64 bytes from 192.168.11.108: icmp_seq=3 tt1=252 time=1.615 ms
64 bytes from 192.168.11.106: icmp_seq=4 tt1=252 time=1.107 ms

-—— 192.168.11.1@ ping statistics -—

5 packets transmitted, 4 packets received, 20.00% packet loss
round-trip min/avg/max = ©.993/1.288/1.615 ms

SITE2-EP1#

SITE2-EP1# ping 192.168.21.10 source 192.168.10.10 vrf site-1
PING 192.168.21.10 (192.168.21.10) from 192.168.10.10: 56 data bytes
64 bytes from 192.168.21.10: icmp_seq=0 ttl=252 time=1.491 ms
64 bytes from 192.168.21.1@: icmp_seq=1 tt1=252 time=1.593 ms
64 bytes from 192.168.21.10: icmp_seq=2 ttl1=252 time=1.016 ms
64 bytes from 192.168.21.10: icmp_seq=3 ttl=252 time=1.01 ms
64 bytes from 192.168.21.10: icmp_seq=4 ttl=252 time=1.048 ms

-—— 192.168.21.10 ping statistics —

5 packets transmitted, 5 packets received, ©.00% packet loss
round-trip min/avg/max = 1.01/1.231/1.593 ms

SITE2-EP1# ping 192.168.31.10 source 192.168.10.10 vrf site-1

PING 192.168.31.10 (192.168.31.10) from 192.168.10.10: 56 data bytes
64 bytes from 192.168.31.10: icmp_seq=0 ttl=249 time=1.353 ms

64 bytes from 192.168.31.18: icmp_seq=1 tt1=249 time=1.129 ms

64 bytes from 192.168.31.10: icmp_seq=2 tt1=249 time=1.814 ms

64 bytes from 192.168.31.10: icmp_seq=3 ttl=249 time=1.485 ms

64 bytes from 192.168.31.10: icmp_seg=4 ttl=249 time=1.347 ms

-—= 192.168.31.10 ping statistics -—
5 packets transmitted, 5 packets received, 9.00% packet loss
round-trip min/avg/max = 1.014/1.265/1.485 ms
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Figure 99: Ping Response between DC-EP-1 and DC-EP-2



