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Security Summary

| ntroduction

This document describes Cisco's Customer Experience (CX) Agent. Cisco's CX Agent isahighly scalable
platform that collects telemetry data from customer network devicesto deliver actionable insights for
customers. CX Agent enables the Artificia Intelligence (Al)/Machine Learning (ML) transformation of
active running configuration data into proactive and predictive insights displayed in CX Cloud (including
Success Tracks, Smart Net Total Care (SNTC) and Business Critical Services (BCS) or Lifecycle Services
(LCYS) offers).

Thisguideisintended for CX Cloud and Partner Administrators only. Users with Super User Admin (SUA)
and Admin roles have the necessary permissions to perform the actions described in this guide.

This guide is specific to CX Agent v3.1.5 Refer to the Cisco CX Agent page to access prior versions.

% Note: Imagesin this guide are for reference purposes only. Actual content can vary.

Prerequisites

CX Agent runs as a Virtual Machine (VM) and is available for download as an Open Virtual Appliance
(OVA) or aVirtua Hard Disk (VHD).

Deployment Requirements

* One of the following hypervisorsisrequired for anew install:
- VMware ESXi v5.5 or later
- Oracle Virtual Box v5.2.30 or later
- Windows Hypervisor version 2012 to 2022 and version 2025
» The configurationsin the following table are required for deploying VM:

CX Agent Number of *Maximum number of

Deployment RAM |Hard Disk [Assetsdirectly Supported Hypervisorg
CPU Cores

Type connected to CX Agent

VMware ESXi, Oracle
Small OVA 8C 16GB  [200GB 10,000 VirtualBox, and
Windows Hyper-V

VMware
Medium OVA 16C 32GB |600GB 20,000 ESXi, Windows Hyper-
\Y

VMware
Large OVA 32C 64GB 1200GB 50,000 ESXi, Windows Hyper-
\Y%

*n addition to connecting 20 Cisco Catalyst Center (Catalyst Center) non-clusters or 10 Catalyst Center


https://www.cisco.com/c/en/us/support/cloud-systems-management/cx-collector/series.html

clustersfor each CX Cloud Agent instance.

For customers using designated US data centers as the primary data region to store CX Cloud data, the
CX Agent must be able to connect to the servers shown here, using the Fully Qualified Domain Name
(FQDN), and using HTTPS on TCP port 443:

- FQDN: agent.us.csco.cloud

- FQDN: ng.acs.agent.us.csco.cloud
For customers using designated Europe data centers as the primary data region to store CX Cloud
data: the CX Agent must be able to connect to both of the servers shown here, using the FQDN, and
using HTTPS on TCP port 443:

- FQDN: agent.us.csco.cloud

- FQDN: agent.emea.csco.cloud

- FQDN: ng.acs.agent.emea.csco.cloud
For customers using designated Asia Pacific data centers as the primary data region to store CX Cloud
data the CX Agent must be able to connect to both of the servers shown here, using the FQDN, and
using HTTPS on TCP port 443:

- FQDN: agent.us.csco.cloud

- FQDN: agent.apjc.csco.cloud

- FQDN: ng.acs.agent.apjc.csco.cloud
For customers using designated Europe and Asia Pacific data centers as their primary data region,
connectivity to FQDN: agent.us.csco.cloud isrequired only for registering the CX Cloud Agent with
CX Cloud during initial setup. After the CX Cloud Agent is successfully registered with CX Cloud,
this connection is no longer required.
For local management of the CX Cloud Agent, port 22 must be accessible.
For customers using RADK:It using the FQDN, and HTTPS on TCP port 443:

- USFQDN: radkit.us.csco.cloud

- EMEA FQDN: radkit.emea.csco.cloud

- APJC FQDN: radkit.apjc.csco.cloud
To enable RADKIit to attach output to a Service Request, the FQDN cxd.cisco.com must be accessible
for the CX Agent.
The following table provides a summary of the ports and protocols that must be opened and enabled
for CX Cloud Agent to function correctly:

Sour ce Destination Protocol|Port Purpose Type
All Regions:
- agent.us.csco.cloud
- Catalyst Center Initigl . |Outbound
configuration 10 Cisco
AMER Region: - Upgrades AWS
- Inventory regional
CX Cloud - Nng.acs.agent.us.csco.cloud and
Agent - radkit.us.csco.cloud* HTTPS \TCP/443 telemetry Si?ers
_ transfers d
EMEA Region: . Accessto ?:natal "
RADKit y
- agent.emea.csco.cloud Cloud Center

- ng.acs.agent.emea.csco.cloud
- radkit.emea.csco.cloud*

APJC Region:



https://cxd.cisco.com/__chsps__/login

- agent.apjc.csco.cloud
- Nng.acs.agent.apjc.csco.cloud
- radkit.apjc.csco.cloud*
- Initial
discovery
CX Cloud I\ rwork Devices SNMP |UDP/61] - Ongoing  |Cutbound
Agent . to LAN
inventory
collections
Collection of
CX Cloud Network Devices SSH TCP/22 |telemetry datafrom Outbound
Agent to LAN
CLI commands
Collection of
CX Cloud Network Devices Telnet |TCP/23 |telemetry from CLI Outbound
Agent to LAN
commands
Network Transfer syslogs  |Inbound
: CX Cloud Agent Syslog |UDP/514ifor Alert Fault from
Devices
Management LAN
Inbound
Workstation |CX Cloud Agent SSH TCP/22 CX. Cloud Agent from
maintenance LAN

*Not mandatory unless RADKIit isbeing used.

Notes:

- An IPisautomatically detected if the Dynamic Host Configuration Protocol (DHCP) is enabled in
the VM environment; otherwise, afree IPv4 address, Subnet mask, Default Gateway | P address,

and Domain Name Service (DNS) server |P address must be available.
- Only 1Pv4 is supported.
- The certified single node and High Availability (HA) Cluster Catalyst Center versions are 2.1.2.x
t0 2.2.3.x, 2.3.3.X, 2.3.5.x, 2.3.7.x and Catalyst Center Virtual Appliance.
- If the network has SSL interception, permit-list CX Agent’s IP address.
- For al directly connected assets, SSH privilege level 15 isrequired.
- Use only the provided hostnames; static | P addresses should not be used.

Accessing Critical Domains

To start the CX Cloud journey, users require access to the following domains. Use only the hostnames
provided; do not use static |P addresses.

Domains Specific to the CX Cloud Portal

Major Domains

Other Domains




csco.cloud cloudfront.net

eum-appdynamics.com

appdynamics.com

split.io
tigcdn.com
jquery.com
Domains Specific to CX Agent VM
AMERICAS EMEA APJC
agent.us.csco.cloud agent.us.csco.cloud agent.us.csco.cloud
agent.emea.csco.cloud agent.apjc.csco.cloud
ng.acs.agent.us.csco.cloud
ng.acs.agent.emea.csco.cloud ng.acs.agent.apjc.csco.cloud

% Note: The outbound access must be allowed with redirection enabled on port 443 for the specified
FQDN's,

Catalyst Center Supported Versions

Supported single node and HA Cluster Catalyst Center versionsare 2.1.2.x t0 2.2.3.x, 2.3.3.X, 2.3.5.X,
2.3.7.x and Catalyst Center Virtual Appliance and Catalyst Center Virtual Appliance.

Supported Browsers

For the best experience on Cisco.com, the latest official release of these browsers is recommended:
» Google Chrome

» Microsoft Edge
* MozillaFirefox

Supported Product List

To view thelist of products supported by CX Agent, refer to the Supported Product List.

Upgrading/Installing CX Agent v3.1.5

» Existing customers upgrading to the new version should refer to Upgrading CX Agent v3.1.5



https://www.cisco.com/c/en/us/support/docs/cx/cx-cloud/cx217693-supported-product-list.html

» New customers implementing afresh flexible OVA v3.1 install should refer to Adding CX Agent.

Upgrading Existing VMsto Large and Medium Configuration

Customers can upgrade their existing VM configuration to medium or large using Flexible OV A options
based on their network size and complexity.

To upgrade the existing VM configuration from small to medium or large, refer to section Upgrading CX
Agent VMsto medium and large configuration.

Upgrading to CX Agent v3.1.5

Existing customers can upgrade to the latest version by enabling automatic upgrades or by choosing to
upgrade manually from their existing version.

Note: Imagesin this guide are for reference purposes only. Actual content can vary.

Automatic Upgrades

Customers can enable the Automatic Softwar e Upgrades toggle to ensure their system is updated when
new versions are released. This option is enabled by default for new installations but can be modified at any
time to align with company policies or to schedule upgrades during planned maintenance windows.

% Note: The automatic upgrades are disabled by default for existing CX Agent instance(s) but users can
enable them at any time.
Manual Upgrades

Customers who prefer not to use automatic upgrades and have not enabled Automatic Softwar e Upgrades
can choose to upgrade manually. CX Agent supports a direct upgrades to v3.1.5.

To install the CX Agent upgrade v3.1.5 from CX Cloud:

1. Login CX Cloud. The Home page displays.


https://cx.cisco.com/
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CX Cloud Home Page

2. Select the Admin Center icon. The Data Sour ces window opens.
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3. Click aCX Agent Data Source. The CX Agent details window opens.
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Install Version

4. Click the Softwar e tab.
5. Click Install version.

Adding CX Agent

Customers can add up to 20 CX Agent instancesin CX Cloud.

To add aCX Agent:

1. Loginto CX Cloud. The Home page displays.
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CX Cloud Home page

2. Select the Admin Center icon. The Data Sour ces window opens.
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3. Click Add Data Source. The Add Data Sour ce page opens.
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4. Click Add Data Sour ce from the CX Cloud Agent option. The Set Up CX Agent window opens.
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5. Review the Review deployment requirements section and select the | set up this configuration on
port 443 check box.

6. Click Download on Cisco.com. The Softwar e Download window opens in another tab.

7. Download the “CX Agent v3.1.5 OVA” file.

%ﬁ Note: A Pairing Code required to complete the CX Agent setup is generated after deploying the VM.

8. Enter the CX Agent name in the Name Your CX Cloud Agent field.
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9. Click Continue. The Deploy and pair with your virtual machine window opens.
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Pairing Code

10. Enter the Pairing Code received after deployment of the VM.

11. Click Continue. The registration progress displays, followed by a confirmation message.

% Note: Repeat the steps above to add additional CX Agent instances as a Data Source.

Configuring CX Agent for BCS/ILCS

Cisco’s new Converged Collection feature streamlines CX Agent v3.1 configuration for BCS/LCS,
simplifying the customer experience.

BCS/LCS customers can visit the CX Cloud Community to learn more about user onboarding and other
related information.

% Note:This configuration is specific to Cisco Support Engineers responsible for Collector setup for
BCS/LCS customers.

Prerequisites

Support Engineers with Super User Administrator (SUA) and Administrator access can only perform CX
Agent configuration for BCS/LCS.

Configuring CX Agent
To configure CX Agent for BCS/LCS, contact your assigned BCS/LCS Technical Consulting Engineer.
Configuring RADKIt Capabilities

CX Agent v3.1.5 provides an optional RADK:it configuration designed to enhance remote management and
troubleshooting of Cisco devicesin CX Cloud. When enabled, authorized users can securely perform


https://community.cisco.com/t5/cx-cloud/cx-cloud-guided-resources/ta-p/4763384

operations such as data capture, configuration, and software upgrades remotely. These settings can be
enabled or disabled at any time based on customer’ s operational requirements.

For comprehensive details on RADKIt, refer to Cisco RADKIt.
Integrating RADKIt Client Through CLI

To integrate the RADKit client service, create an administrator account and enroll the service by completing
the following steps:

% Note: The following steps require root access to the CX Agent VM.

1. Open the terminal and Secure Shell (SSH) into aVVM using the appropriate credentials, for example:
ssh your _username@our_vmip
2. Run the following command to enable network connectivity:

kubect| get netpol deny-from other-nanmespaces -o yam >
/ honme/ cxcadm n/ deny-from ot her - nanespaces. yani

kubect| del ete netpol deny-from ot her-nanespaces

3. On the local machine, send a POST request to the manager endpoint to create an administrator
account. The request body should include:

admin_name (required): The username for the administrator account
email (optional): The email address for the administrator account
full_name (optional): The full name of the Administrator
description (optional): A description of the administrator account

The following example shows how to send this request using CURL :
curl -X POST \
http://<your_vm.i p>: 30100/ r adki t manager/v1l/ creat eAdm n \

-H "Content - Type: application/json” \

-d
"adm n_nane": "adm n_user 123",
"emai | ": "adm n@xanpl e. cont',
"full _name": "Adm n User",
"description": "Adm ni strator account for managi ng the systent
p

Upon successful creation of an administrator account, the server responds with a confirmation message
indicating that the administrator account has been successfully created. This response also includes a
temporary password that must be changed upon the initial login. However, if the administrator account
already exists, the server returns a 400 status code with the message “Admin already created”.


https://radkit.cisco.com/

4. Open the web browser and navigate to the RADKIit web Ul: https.//<your_vm_ip>:30101/.
5. Log in using the administrator username (admin_name) and the temporary password provided in the
response.

% Note: Upon inital login, users are prompted to change the password. Follow the on-screen instructions
to set a new password.

6. Run the RADK:it client on the local machine to enroll the service.
7. After authentication, generate a one-time password by running the following command:

grant _servi ce_ot p()

8. On the local machine, send a POST request to the manager endpoint to enroll the service. The request
body should include:

* OTP (required): The one-time password string
The following example shows how to send this request using cCURL :
curl -X POST \
http://<your_vm.i p>: 30100/ r adki t manager/v1/ enrol | Service \
-H "Content-Type: application/json" \
-d ' {
"one_tinme_password": "PROD: 1234-1234-1234"
}

Upon successful enrolment, a confirmation message displays and users can manage the RADKit service
using an administrator account.

To disable network connectivity, run the following command:

kubect!| apply -f /honme/cxcadm n/ deny-from ot her-nanespaces. yan

Configuring Vault for Existing CX Agents

The optional Vault configuration feature enables CX Cloud to securely connect to a vault service for
accessing sensitive data, such as tokens and inventory lists, using the latest credentials. When enabled, CX
Cloud automatically uses the configured address and token. This setting can be enabled or disabled at any
time. Currently, only HashiCorp's vault configuration is supported.

The vault can be configured through CLI.
Integrating CX Agent with HashiCorp Vault Through CLI
This section outlines the procedure for configuring the connection between the Cisco CX Agent and a

HashiCorp Vault instance. Thisintegration allows for secure storage and retrieval of device credentials,
enhancing the overall security posture.



Prerequisites

 cxcroot accessto CX Agent VM

S

Note: A support case must be opened to access the cxroot and root users.

* A running and accessible vault instance
Integrating with HashiCorp Vault

» To enable vault integration, run the following command:
cxcli agent vault on
» To disable vault integration, run the following command:
cxcli agent vault off
» To check current vault integration status, run the following command:

cxcli agent vault status
Enabling HashiCorp Vault Integration

To enable vault integration:

1. Loginto the CX Agent via SSH using the cxcroot user account to access the CX Agent.
2. Switch to the root user to elevate privileges by running the following command:

sudo su

3. Run the following command to check current vault Integration Status:

root @xcl oudagent: /hone/ cxcroot# cxcli agent vault status
vaul t integration disabled

4. Run the following command to enable vault Integration:

cxcli agent vault on

5. Update the following fields:

* Vault Address
* Vault Root Token

6. To verify, check the status of integration with vault. The response message should confirm that the
integration is enabled:

root @xcl oudagent: /hone/cxcroot# cxcli agent vault on

Ent er Hashi Corp Vault Address:



Enter Hashi Corp Vault Token:

vault integration enabl ed root @xcl oudagent: /hone/cxcroot#

Disabling HashiCorp Vault Integration

To access the CX Agent:

1. Log into the CX Agent via SSH using the cxcroot user account.
2. Switch to the root user to elevate privileges by running the following command:

sudo su

3. Run the following command to disable HashiCorp Vault Integration:

root @xcl oudagent: /hone/cxcroot# cxcli agent vault off
vault integration disabled

root @xcl oudagent: /home/ cxcroot# |

HashiCorp Vault Device Credentials Schema

Vault Credentials Schema: For detailed information about available options and supported fields for
device credentials, refer to the “ Vault credentials schema” file..

Example: The following isan example of a JSON credential based on the schema:

{

"targetIp": "5.0.1.%",
"credentials": {

"snmpv3": {

"user": "cisco",
"authPassword": '"##dkksnt
"authAlgorithm": "MD5",
"privacyPassword": "*** "
"privacyAlgorithm": "AES-256"
1,

"telnet": {

"user": "cisco",

"password': "R
"enableUser": "cisco",
"enablePassword": "*¥**

}

}

}

% Note:Users can specify multiple protocols within a single credential JSON file. However, avoid
including duplicate protocols from the same family (e.g., do not include both SNMPv2c and SNMPv3
in the same credentia file).

Configuring Device Credentialsin HashiCorp Vault (First Time)


https://www.cisco.com/c/en/us/support/docs/cx/cx-cloud/cx225393-vault-credentials-schema.html

1. Loginto aVault instance.

Secrets Engines

Q Q, Enable new engine +

& cubbyhole/

per-token private secret storage

£ secret/

keyfvalue secret storage

Secret

2. Create a new key-value secret using the following path: secret/seed/credentials.
3. Choose the key-value secret storage engine (secret/).

Secrets secret

= Secret warsion 2
Secrets  Configuration

Create sacret +

No secrets yet

When created, secrets will be listed here.
Create a secret to get started.

Key value secret

4. Click Create secret. The Create Secret window opens.



Secrets | secret | Create

Create Secret

JSON

Path for this secret

Mames with forward slashes define hierarchical path structures

seadfcredentials

Secret data

credentialMame? {
“targetip™; “5.0.12",
"credentials": {
"snmpv3": {
"yser"; "cisco",
"authPassword": "¢
"authAlgorithm™: "MD5",
"privacyPassword"; " ,
"privacyAlgorithm®: "AES-256"
}
}

A This value will be saved as a string. If you need to save a non-string value, please use the JSON editor.

w Show secret metadata

Client Secret

5. Update the following fields:

» Path for secret: seed/credentials

» Secret data: collection of key - value secrets
* key: custom unique credential name

* value: credentials JSON

6. Click Save. The secret should now be stored in the HashiCorp Vaullt.

oy



Secrels sacret gead credentials

seed/credentials &
Overview Secret Metadata Paths Version History

JSON Delete Destroy Copy ~ Version 1 Create new version +

Key Value Virsion 1 ereated .

{
"targetIp": "5.0.1.%",
"ecredentials": {
"sompv3": {
"user": "cisco",

) “authPassword": “ i
credentialName BIB “authAlgorithms "MDS",
“privacyPassword”: “ o
"privacyAlgorithm": "AES-256"
h
H
}
Credentials

Adding More Credentialsto HashiCorp Vault

1. Log in to a HashiCorp vault instance.
Secrets | secret | seed | credentials

seed/credentials =
Overview Secret Metadata Paths Version History

JSON Delete Destroy Copy Version 1 ~ Create new version +

Kay Value Version 1created Jun 04, 2025 03:39 PM

credentialMame1 E o SIEEEEEEEEE

Add Credentials

2. Navigate to the already created Secret “secret/seed/credentials’.



cret =0 redential: Edit

Create New Version

JSON

Path for this secret

Mames with forward slashes define hierarchical path structures
seed/credentials
Version data
credentialName1 " & @
B This value will be saved as a string. If you nesd 10 5ave a non=51ring value, please use the JSON editor
@ m
Show diff
No changes to show. Update secrat to view diff

Create Version

3. Click Create new version.
4. Add new secrets by providing any number of key-value pairs as needed.

5. Click Save.
CX Cloud Seed Filewith Default Credentials

« Simplify Seed File: When using credentials configured through Hashicorp vault, smplify the Seed
File by omitting sensitive information

» Specify only IP Address or Hosthame: Users can pass only the IP Address or Hostname in the Seed
File, leaving other fields blank

5-6-1*231&:r::rsrss:ssr!:
5'@‘1'3:!?}!?1!?J?JJ)J!?J!
5.0.1.4

2RI NDDDNDDRNDNDND

IP or Hostname

* Useboth HashiCorp vault and Seed File credentials: Provide credentials for some devicesin the
Seed File while relying on the vault to manage credentials for other devices

5.0.1.1,snmpv3, ,username,,,,,,,,clilUser,cliPassword, ,enablePassword,,,
25.0.1.2,snmpv2c,readOnlyPassword,,,,,,,sshv2,,cliUser,cliPassword,,,,
5

1.3, 5555999999393 339
1.4

L@,
5'@' 2232223223222y r»2)1r)

IP or Hosthame



Adding Catalyst Center as Data Sour ce

Users with the Super Administrator User role can add the Catalyst Center Data Source.

To add Catalyst Center as a Data Source:

1. Select the Admin Center icon. The Data Sour ces window opens.
2. Click Add Data Sour ce. The Add Data Sour ce page displays.

Add Data Source

search data sources

Catalyst Center
Uses CX Cloud Agent (o support Campus Nebwork and WAMN architectures (supported assed types)

] Clsco Catalyst SD-WAN Manager

spports WAN architectwres

ap Common Services Platform Collector (CSPC)

nanaged by CSPC

CX Cloud Agent

Add CX Cloud Agenis o your nebwork 1o support & vanety of architectunes

....5....

Catalyst Center

3. Click Add Data Sour ce from the Catalyst Center option.

Add Data Source

Add Data Source

Add Data Source

Add Data Source

Add Data Source



Which CX Cloud Agent Do You Want to Connect to?

Seloct option wr [ |
' ' afiaf
ciscoll B
.
Cancal
Select CX Agent

4. Select the CX Agent from the Which CX Agent Do You Want to Connect to drop-down list.
5. Click Continue. The Connect to CX Cloud window opens.

Connect to CX Cloud

Connect a Catalyst Center

IP Address or FOQDN * City *
Select oplion v
Usemame * Password *

Schedule inventory collection

Frequency Select Time

Frequ.. 12:00 ~ AM w WEDT

B Fun the first collection now (this may take up to 75 minutes)

Frequency
6. Enter the following details:

* Virtual IP Addressor FQDN (i.e., Catalyst Center IP Address)

» City (i.e., Catalyst Center’s location)

* Username

» Password

» Frequency and Select Time to indicate how often the CX Agent should perform network scansin
Schedule Inventory Collection sections



Note: Select the Run thefirst collection now check box to run the collection now.

7. Click Connect. A confirmation displays with the Catalyst Center IP Address.

Adding BCS/LCS Data Sources

War ning: The following data sources are for BCS forwarding assets only.

Adding SolarWinds®

% Note: If thereisarequirement to add the SolarWinds® Data Source, contact Cisco Support for
assistance.

BCS/LCS customers can now use the CX Agent capability to externally integrate with SolarWinds®,
providing greater transparency, improved manageability, and an enhanced user experience through increased
automation. The CX Agent collectsinventory and other required data to generate various reports that are
consistent in terms of format, data compl eteness, and data accuracy to current reports generated by
Operational Insights Collector CX Agent supports integration with SolarWinds® by allowing aBCS/LCS
customer to replace OIC with CX Agent for collecting data from Solarwinds®.

% Note: Thisfeature, including the Solarwinds® Data Source, is available exclusively to BCS/LCS
customers.

The CX Agent must be configured in BCS Forwar ding before the first collection; otherwise, files remain
unprocessed. Refer to the section Configuring CX Agent for BCS or LCS for more information about BCS
Forwarding configuration.

% Notes:

- Multiple collections from the same SolarWinds® instance overwrite previous files (later uploads
take precedence).

- Multiple sources are supported, but each SolarWinds® instance must have a unique IP and
Appliance ID.

Adding EPNM

BCS/LCS customers can now use the CX Agent capability to externally integrate with Evolved
Programmable Network Manager (EPNM). The CX Agent collects inventory and other required data to
generate various reports that are consistent in terms of format, data completeness, and data accuracy to
current reports generated by OIC.

Adding APIC

BCS/LCS customers can now use the CX Agent capability to externally integrate with Application Policy
Infrastructure Controller (APIC). The CX Agent collects inventory and other required data to generate
various reports that are consistent in terms of format, data completeness, and data accuracy to current reports
generated by OIC.



Adding Other Assets as Data Sour ces

Telemetry collection has been extended to devices not managed by the Catalyst Center, enabling usersto
view and interact with telemetry-derived insights and analytics for a broader range of devices. After the
initial CX Agent setup, users have the option to configure CX Agent to connect to 20 additional Catalyst
Centers within the infrastructure monitored by CX Cloud.

Users can identify devices to incorporate into CX Cloud by uniquely identifying such devices using a seed
file or by specifying an I P range, which should be scanned by CX Agent. Both approaches rely on Simple
Network Management Protocol (SNMP) for the purpose of discovery and on Secure Shell (SSH) for
connectivity. These must be properly configured to enable successful telemetry collection.

To add other assets as data sources, use any of the following options:

» Upload a seed file using a seed file template
* Provide an IP addressrange

Discovery Protocols

Both seed file-based direct device discovery and I P range-based discovery rely on SNMP as the discovery
protocol. Different versions of SNMP exist, but CX Agent supports SNMPv2c and SNMPv3 and either or
both versions can be configured. The same information, described below in complete detail, must be
provided by the user to complete configuration and to enable connectivity between the SNM P-managed
device and SNMP service manager.

SNMPv2c and SNMPv3 differ in terms of security and remote configuration model. SNMPV 3 uses an
enhanced cryptographic security system supporting SHA encryption to authenticate messages and ensure
their privacy. It isrecommended that SNMPv3 be used on all public and internet-facing networks to protect
against security risks and threats. On CX Cloud, it is preferred that SNM Pv3 be configured and not
SNMPv2c, except for older legacy devices that lack built-in support for SNMPv3. If both versions of SNMP
are configured by the user, then the CX Agent attempts, by default, to communicate with each respective
device using SNMPv3 and revertsto SNMPv2c if the communication cannot be successfully negotiated.

Connectivity Protocols

As part of the direct device connectivity setup, users must specify details of the device connectivity

protocol: SSH (or, aternatively, Telnet). SSHv2 should be used, except in the cases of individual legacy
assets which lack the appropriate built-in support. Be aware that SSHv1 protocol contains fundamental
vulnerabilities. Absent additional security, telemetry data and the underlying assets can be compromised due
to these vulnerabilities when relying on SSHv1. Telnet is also insecure. Credential information (e.g.,
usernames and passwords) submitted through telnet are not encrypted and therefore vulnerable to
compromise, absent additional security.

Telemetry Processing Limitationsfor Devices

The following are limitations when processing telemetry data for devices:

» Some devices may show as reachable in the Collection Summary but are not visible in the CX Cloud
Assets page.

« If adevice from the seed file or IP range collections is also part of the Catalyst Center inventory, the
device is reported only once for the Catalyst Center entry. The respective devices within the seed file
or IP range entry are skipped to avoid duplication.

* Cisco IP phones are not supported in CX Cloud for data collection by CX Agent. Asaresult, Cisco IP



phones do not display in the assets list.

Adding Other AssetsUsing a Seed File

A Seed Fileisa.csv file where each line represents a system data record. In aseed file, every seed file
record corresponds to a unique device from which telemetry should be collected by CX Agent. All error or
information messages for each device entry from the seed file being imported are captured as part of job log
details. All devicesin a seed file are considered managed devices, even if the devices are unreachable at the
time of initial configuration. In the event a new seed file is being uploaded to replace a previous one, the
date of last upload is displayed in CX Cloud.

CX Agent will attempt to connect to the devices but may not be able to process each one to show in the
Assets pagesin cases where it is not able to determine the PIDs or Serial Numbers.

Any row in the seed file that starts with a semicolon isignored. The header row in the seed file startswith a
semicolon and can be kept as is (recommended option) or deleted while creating the customer seed file.

Users can upload a Common Services Platform Collector (CSPC) Seed File in the same way as a standard
CX Cloud Seed File, and any required reformatting is managed in the CX Cloud.

For CX Agent v3.1.5 and later, customers can upload Seed Filesin either the CSPC or CX format; only the
CX format Seed File is supported for earlier CX Agent versions.

It isimportant that the format of the sample seed file, including column headers, not be altered in any way.

The following table identifies all necessary seed file columns and the data that must be included in each
column.

Seed File Column Column Header / Identifier |Purpose of the Column

Provide avalid, unique IP Address or hostname of

A |P Address or hosthame ;
the device.

The SNMP protocol isrequired by CX Agent and i
used for device discovery within the customer

B SNMP protocol version network. Values can be snmpv2c or snmpv3, but
snmpv3 is recommended due to security
considerations.

If the legacy variant of SNMPv2 is selected for a

C snmpRo : Mandatory if col#=3 |specific device, then snmpRO (read only)

selected as 'snmpv2c' credentials for the device SNMP collection must be
specified. Otherwise, entry can be blank.

If SNMPv3 is selected to communicate with a
specific device, then the respective login username
must be provided.

snmpv3UserName : Mandatory
if col#=3 selected as 'snmpv3'




Seed File Column

Column Header / | dentifier

Purpose of the Column

snmpv3AuthAlgorithm : values

SNMPv3 protocol permits Authentication via either
the Message Digest (MD5) or Secure Hash
Algorithm (SHA). If the deviceis configured with
secure authentication, then the respective Auth
Algorithm must be provided.

E can be MD5 or SHA
Note: MD5 is considered insecure, and
SHA can be used on all devices that
support it.
If either aMD5 or a SHA cryptographic algorithm
= snmpv3AuthPassword : is configured on the device, then the relevant
password Authentication password needs to be provided for
device access.
If the deviceis configured with the SNMPv3
privacy algorithm (this algorithm is used to encrypt
the response), then the respective Algorithm needs
to be provided.
snmpv3PrivAlgorithm : values
G can be DES, 3DES, AES-128, %
AES-192, AES-256 Note: 56-bit keys used by Data Encryption
Standard (DES) are considered too short
to provide cryptographic security, and that
Triple Data Encryption Standard (3DES)
can be used on all devicesthat support it.
snmpv3PrivPassword : If the SNM Pv3 privacy algorithm is configured on
H password the device, then its respective privacy pz_assword
needs to be provided for device connection.
snmpv3Engineld : enginelD, Thi SdNM Pv3 rE]_ngi ne!D isa_unique ID representing
unique I D representing device, each device. T isengine ID is sent as areference
I ) ) . while collecting the SNMP datasets by CX Agent.
specify engine 1D if manually If the customer confi the Enginel D all
configured on device . gures the Engineft) manuatly,
then the respective Enginel D needs to be provided.
The Command Line Interface (CLI) isintended to
cliProtocol: values can be interact with the device directly. CX Agent uses
3 'telnet’, 'sshvl’, 'sshv2'. If this protocol for CLI collection for a specific

empty can set to 'sshv2' by
default

device. This CLI collection datais used for Assets
and other Insights Reporting within CX Cloud.
SSHv2 is recommended; absent other network




Seed File Column

Column Header / | dentifier

Purpose of the Column

security measures, in themselves SSHv1 and Telnet
protocols do not provide adequate transport
Ssecurity.

cliPort : CLI protocol port

If any CLI Protocol is selected, its respective port

K AUMber number needs to be provided. For example, 22 for
SSH and 23 for telnet.
gll_llJ?Jerserr(l:alFrllelleer nag:g (()?ther The respective CLI username of the device needs to
passw be provided. Thisisused by CX Cloud Agent at the
L BOTH can be provided, BUT | : ) .
time of connecting to the device during CLI
both columns (col#=12 and collection
col#=13) cannot be empty.) '
cliPassword : CLI user
password (either CLI The respective CLI password of the device needsto
username/password or BOTH ) - -
M ) be provided. Thisisused by CX Agent at the time
can be provided, BUT both : ; : ;
of connecting to the device during CL1 collection.
columns (col#=12 and
col#=13) cannot be empty.)
If enableis configured on the device, then the
N cliEnableUser device' s enableUsername value needs to be
provided.
If enableis configured on the device, then the
O cliEnablePassword device' s enablePassword value needs to be
provided.
P Futu_r e Support (No Inputs Reserved for Future Use
required)
Q Futu_r & Support (No Inputs Reserved for Future Use
required)
R Futur € Support (No Inputs Reserved for Future Use
required)
S Future Support (No Inputs Reserved for Future Use

required)




Adding Other Assets Using a New Seed File

To add other assets using anew Seed File:

1. Click Add Data Sourcein the Admin Center > Data Sour ces window.



Add Data Source

Search data sources C

3@3 APIC Add Data Source |

Support for Cloud Network

Uses CX Cloud Agent 1o support Campus Metwork and WAN architectures (supported asset iypes)

@ Catalyst Center (" Add Data Source )

%\ Cisco Catalyst SD-WAN Manager [ Add Data Source |

Supports WAN architectures

Commeon Services Platform Collector (CSPC) [ Add Data Source |

Supports assets managed by CSPC

CX Cloud Agent Add Data Source |

#Add CX Cloud Agents o your network 10 Support a vanety of architectures

Evolved Programmable Network Manager Add Data Source |

Uses CX Cloud Agent Tor EPRM

Intersight Add Data Source |

Supports Data Center Compute and Cloud Metwork

Meraki dashboard (" Acd Data Source )

Supparts Meraki

Other Assets by COP/LLDP Add Data Source )

Supports Cisco Discovery Protocol (CDP) and Link Layer Discovery Protocol (LLDP)

* @ @ & &

Other Assets by IP Ranges (" Add Data Source )

=
Tk Uses O Cloud Agem 1o suppon Campus MNetwork architectures (automated method recommanded for larger

nitwoeks)

Other Assets by Seed File L Add Data Source J
% Uses Cx Cloud Agent to support Campus Metwork architectunes (manual method recommended for smalier

networks)

Other Assets by Seed File



2. Click Add Data Sour ce from the Other Assets by Seed File option.

Which CX Cloud Agent Do You Want to Connect to?

Select option

w m
alial, €%
cisco i B
5--‘
Cancel
Select CX Agent

3. Select the CX Agent from the Which CX Cloud Agent Do You Want to Connect to drop-down list.
4. Click Continue. The Upload Seed File page displays.

Upload Seed File

Download the seed file termplate, Add your device information in the file, and upload the filg

.T

Dvag and drop, or browse files

Upload Seed File

5. Click the hyperlinked seed file template to download the template.

6. Manually enter or import data into the file. Once complete, save the template as a .csv file to import
thefileinto CX Agent.

7. Drag-and-drop or click browse filesto upload the .csv file.
8. Oncethefileisuploaded, click Continue. The Schedule Collection page displays.

Schedule Collection

W 8 RN Theb Gl T, B Tuchbe Sovm G L,

ey Sundeyn o 1200 AM PET

Schedule Collection

9. Click the Edit icon. The Set Collection Schedule page displays.



Set Collection Schedule

Yodi Tl CRasnps This DOIST 0N SCNSOUM MO OF |08

Set Collection Schedule

10. Select an option from the following drop-down lists:
* Frequency
e Time
* Day
11. Select the Run thefirst collection now check box to run the collection.

S

Note: Beforeinitial configuration of CX Cloud is completed, CX Cloud Agent must perform
the first telemetry collection by processing the seed file and establishing connection with all
identified devices. Collection can beinitiated on-demand or run according to a schedule
defined here. Users can perform the first telemetry connection by selecting the Run the first
collection now check box. Depending on the number of entries specified in the seed file and
other factors, this process can take a considerable amount of time.

12. Click Continue. The Schedule Collection page redisplays.
13. Click Submit. The Data Sour ces window opens, displaying a confirmation message.

Adding Other Assets Using a Modified Seed File

To add, modify, or delete devices using the current Seed File:

1. Open the previously created seed file, make required changes, and save thefile.

% Note: To add assets to the seed file, append those assets to the previously created seed file and
reload the file. Thisis necessary since uploading a new seed file replaces the current seed file.
Only the latest uploaded seed file is used for discovery and collection.

2. From the Data Sour ces page, click the CX Agent data source that requires an updated seed file. The
CX Agent details window opens.

Data Sources e s . [ s i 3



Seed File

3. Click Replace Seed File.

S -l
& Running >

Download Report Replace Seed File

Seed File  Catalyst Centers  Software

@ 24 assets reachable
e 173 assets unréachable

Collection Schedule
Daily at 06:00 AM CEST

L

Drag and drop or browse files

upports CS5V files only. Max file size 5 MB

- .
Cancel |

Replace Seed File

4. Drag-and-drop or click browse filesto upload the modified seed file.
5. Click Upload.

Default Credentialsfor the Seed File
CX Agent eliminates the need to include sensitive passwords directly in the Seed File. This enhances

security by reducing exposure of confidential information, addressing akey customer concern. Refer to
Configuring Vault for Existing CX Agents for information about enabling this feature.

Adding Other Assets Using | P Ranges

| P ranges allow users to identify hardware assets and, subsequently, collect telemetry from those devices
based on | P addresses. The devices for telemetry collection can be uniquely identified by specifying asingle
network-level 1P range, which can be scanned by CX Agent using the SNMP protocol. If the IP rangeis
chosen to identify a directly connected device, the IP addresses that are referenced can be as restrictive as
possible, while allowing coverage for al required assets.

» Specific IPs can be provided, or wildcards can be used to replace octets of an IP to create a range.

 If aspecific IP addressis not included in the I P range identified during setup, CX Agent does not
attempt to communicate with a device that has such an IP address, nor does it collect telemetry from
such adevice.

» Entering *.*.*.* allows CX Agent to use the user-supplied credential with any IP. For example:
172.16.* .* alowsthe credentials to be used for al devicesin the 172.16.0.0/16 subnet.

* If there are any changesto the network or Installed Base (1B), the I P range can be modified. Refer to



section Editing | P Ranges

CX Agent will attempt to connect to the devices but may not be able to process each one to show in the
Assetsview in cases where it is not able to determine the PIDs or Serial Numbers.

% Notes:

Clicking Edit I P Address Range initiates on-demand device discovery. When any new deviceis
added or deleted (within or outside) to a specified IP-range, customer must always click Edit I P
Address Range (refer to section Editing IP Ranges) and complete the steps required for initiating the
on-demand device discovery to include any newly added device to the CX Agent collection inventory.

Adding devices using an | P range requires users to specify all applicable credentials through the
configuration Ul. The fields visible vary depending on the protocols selected on the previous windows. If
multiple selections are made for the same protocol, for example, selecting both SNMPv2c and SNMPv3 or
selecting both SSHv2 and SSHv1, CX Agent automatically auto-negotiates the protocol selection based on
the individual device capabilities.

When connecting devices using I P addresses, customer should ensure all relevant protocolsin the IP range
along with SSH versions and Telnet credentials are valid or the connections will fail.

Adding Other Assetsby I P Ranges

To add devices using the | P range:

1. Select the Admin Center icon. The Data Sour ces window opens.
2. Click Add Data Sourcein the Admin Center > Data Sour ces window.



Add Data Source

Search daly sources

o3
29

=

APIC
Susppon for Cloud Matwork

Catalyst Cenler
U 30 Cigrudd Agent 19 sUppont Caenpus Network and WAN archilp iungs: (supponed assel types)

Cisco Catalyst SD-WAN Manager
Suppons WAN archasctunes

Common Services Platform Collector (CSPC)
SREDDOMS SREetE Managed by CEPC

CX Cloud Agent
At O Cloud AQenis 10 yOur FEtenri 10 SUD0ot & wanely of architectunes

Evolved Programmable Network Manager
s O Closud Agaent for EFNM

Intersight

Supports Data Certer Compute and Cloud Metwork

Merakl dashboard
Suppons Memik

Other Assets by COP/LLDP
Suppons Cradd Desoowary Protocal (COP) and Link Ly Destovany Peotecsl (LLDR)

Other Assels by IP Ranges

Lt CX Cloud AQent 19 SUpRoM Campus Network sechitectiees (puiomated mathod recommancied fof Bnger
netwanks)

Other Assets by Seed File

Uit C30 Coued AQent 10 SUDDHT Campus Network sechibechens (manual meshod necoemmended 10 smaliar
nistweics]

Other Assets by IP Range

3. Click Add Data Sourcein the Other Assets by IP Range option. The Provide Discovery Details

page displays.

Add Data Source

Addd Data Source

Add D Source

Add Data Sourcs

Add Data Source

Add Dota Source

" Add Data Source

Agd Data Source

Add Dala Source

Add Data Sourca

Add Data Source



Provide Discovery Details

SNMP v3 credentials

S5H v2 credentials

Schedule Inventory Collection

B Hun the frst collecton now (may take up o 55 menutes)

Add Anothar |P Range Complate Setup

Provide Discovery Details

4. Enter a Starting | P address and an Ending | P address.

5. Enter the required detailsin the SNMP and CLI credentials sections.

6. In the Schedule Inventory Collection section, select options from the following drop-down lists.
* Frequency
 Time
* Day

7. Select the Run thefirst collection now check box to run the collection.

8. Optionally, select the Automatically rediscover | P range befor e collection check box to enable

auto-rediscovery of |P ranges.
9. Click Complete Setup. A confirmation displays upon successful deployment.
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Editing I P Ranges

To edit an IP range:

1. Navigate to the Data Sour ces window.
2. Click the CX Agent that requires IP range edit in Data Sour ces. The details window opens.
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3. Click Edit 1P Address Range.
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sl X Cloud
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€ Back

Provide Discovery Details Exst he pretnceds
Added IP Addross Rangos (4)

SHNMP V2o crpdantinky

SEHVZ crodentials

Tolrgl crpcontialy

4. Click Edit the protocols. The Select Your Protocol window opens.

¢ Back

Select Your Protocol

] Mes) (e Ay W o (o L e i P

Added IF Address Ranges (4)

Chscovery Dpions
Eda SMNF v | resomimepnaded]

[ B = v
Collection options
B =5l (recommorded)

. Todrat

Sdlect Your Protocol

5. Select the appropriate check boxes to choose applicable protocols and click Continue to navigate
back to the Provide Discovery Details window.



Added IF Address Ranges (4]

SMMP Wit crucipeiialy

Provide Discovery Details

6. Edit the details as required and click Complete Setup. The Data Sour ces window opens, displaying a
message confirming the addition of newly added IP Address range(s).

Note: This confirmation message does not verify whether devices within the modified range are
reachable or if their credentials are accepted. This confirmation occurs when the customer initiates
the discovery process.

EECE - |
Data Sources

Confirmation

Deleting | P Ranges
To delete an IP range:

1. Navigate to the Data Sour ces window.
2. Select the respective CX Agent with the IP range that needs to be deleted. The details window opens.
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3. Click Edit 1P Ranges. The Provide Discovery Details window opens.

{ Back

Provide Discovery Details

Added IP Address Ranges (4)

SHMP V2o credentials

R Coamaminity

S5HV2 credentials

Telnet credentials

Diedets ™ 1 range

Deleting IP Ranges

Delete This IP Range

Any edits you've made won't be saved,

Continue Editing

| .

|

Confirmation Delete Message

5. Click Delete.

Edi the peotcccls

4. Click the Delete this I P range link. The confirmation message displays.
d h

Aatomatic IP redincoveny [



6. Click Save. The processing message displays.

Deleting IP Ranges

Once complete, the Data Sour ces window opens and displays a confirmation message.
About Devices Discovered from Multiple Controllers

If the Catalyst Center and IP ranges or seed files are on the same CX Agent, then it is possible that some
devices could be discovered by both the Cisco Catalyst Center and direct device connection to CX Agent
causing duplicate data to be collected from those devices. To avoid collecting duplicate data and having only
one controller manage the devices, a precedence for which CX Agent manages the devices needsto be
determined.

» |f adeviceisfirst discovered by Cisco Catalyst Center and then rediscovered by direct device

connection (using a seed file or an IP range), Cisco Catalyst Center takes precedence in controlling the
device.

Note: CDP (Cisco Discovery Protocol) and LLDP (Link Layer Discovery Protocol) are not
included in the deduplication process.

» If adeviceisfirst discovered by direct device connection to CX Agent and then rediscovered by Cisco



Catalyst Center, Cisco Catalyst Center takes precedence in controlling the device.

Adding Other AssetsUsing CDP or LLDP

CDP and LLDP are network protocols that enable devices to automatically discover information about
directly connected devices on the network. When discovery is enabled through CDP or LLDP, the CX
Agent communicates with network devices to gather detailed information about neighboring devices, such
as device type, | P address, and connectivity details, without requiring manual entry or pre-configuration.
This automated process allows the CX Agent to dynamically identify and add new devicesto the inventory
asthey are detected on the network, ensuring that the device list remains current even as the network
evolves. Any errors or messages related to device discovery through CDP or LLDP are captured as part of
the job log detailsin CX Cloud. Using CDP or LLDP for device discovery simplifies network management,
reduces manual effort, and helps maintain an accurate and up-to-date inventory of al connected devices.

To add other assets using CDP or LLDP:

1. Select the Admin Center icon. The Data Sour ces window opens.
2. Click Add Data Source. The Add Data Sour ce page displays.



Add Data Source

Search data sources
géE APIC
Support for Cloud Network

Catalyst Center
Uses CX Cloud Agent 1o suppon Campus Metwork and WAN archaectures (suppomed asset ypes)

Cisco Catalyst SD-WAN Manager
%‘ Suppoets WAMN architechwas

Commaon Services Platform Collector (CSPC)
Supports assels managed by CSPC

CX Cloud Agent
Add CX Cloud Agents to your metwork 1o Suppon a vanety of anchitaciunes

Evolved Programmable Network Manager
Uses CX Cloud Agent for EPNM

Intersight
Suppods Dats Center Compute and Cloud Network

Merakl dashboard
Supponts Meraki

® & = & =«

%ﬁ Other Assets by COP/LLDP
Supponts Cisco Discovery Protocol (CDP) and Link Layer Discovery Protocal (LLDP)

Other Assets by IP Ranges

Uses CX Cloud Agent to suppon Campus Network architectiures (sulomated method recommended lor kanger
networks)

q?ﬂ

Other Assels by Seed File

% Uses CX Cloud Agent to support Campus Network architectures (manual method recommended for smaller
networks)

Other Assets by CDP/LLDP

Add Data Source

\ Add Data Source

Add Data Source |

Add Data Source

Add Data Source

( Add Data Source )

| Add Data Source

(" Add Data Source )

Add Data Source |

Add Data Source



3. Click Add Data Sourcein the Other Assets by CDP/LLDP option. The Which CX Cloud Agent
Do You Want to Connect to? page displays.

Which CX Cloud Agent Do You Want to Connect to?

B
i, &%
cisco i | |
. ¢

Which CX Agent Do You Want to Connect to?

4. Select an option from the drop-down list.
5. Click Continue. The Enter CDP/LLDP Credentials page displays.



Enter CDP/LLDP Credentials

Cisco Discovery Protocol (CDP)

Link Layer Discovery Protocol (LLDP)

Discovery Credentials

Collection Credentials

Cancel
Enter CDP/LLDP Credentials

6. Select the Cisco Discovery Protocol (CDP) or Link Layer Discovery Protocol (L L DP) check box.

7. Enter a Seed | P address and Hop count (in other words, the number of hops the discovery process
should traverse).

8. Inthe Discovery Credentials section, select SNM P v3 or SNM P v2 from the Protocol drop-down



list.
9. Enter SNMP credentials.
10. In the Collection Credentials section, select SSH v2 (recommended) from the Protocol drop-down
list.
11. Enter a Username and Passwor d.
12. Click Continue. The Set Collection Schedule page displays.

Set Collection Schedule

You can change the collection schedule now or later.

Frequency Time Day

Weekly v 12:00 AM PST % Tuesday v

Run the first collection now (may take up to 75 minutes)

4 ™ .
( Cancel ) Continue
e

Set Collection Schedule

13. Select options from the following drop-down lists:
* Frequency
e Time
* Day
14. Select the Run thefirst collection now check box.
15. Click Continue.
Set Collection Schedule

You can change the collection schedule now or later.

Frequency Time Day
Weekly W 12:00 AM PST W Tuesday W
Run the first collection now (may take up to 75 minutes)

Collection Time Collection Date

12:00 "’ AM w MM/DD/YYYY

Set Collection Schedule Continued

16. Select options from the following drop-down lists:
» Collection Time
« AM/PM
» Collection Date
17. Click Continue. Once the data source is added, a confirmation displays.

Editing CDP or LLDP Details



To edit CDP or LLDP details:

1. Navigate to the Data Sour ces window.
2. Click the CX Agent that requires the The CX Agent’s detail window displays.

CIET CETD

CX Agent Detail Window

3. Click Edit Credentials. The Edit Auto Discovery Credentials page displays.



Edit Auto Discovery Credentials

| Cisco Discovery Protocol (CDP)
B Link Layer Discovery Protocol (LLDP)

Seed IP address Hop count
4
Masx 10 hops
SNMP Credentials x
Protocol
SNMP v3 (recommended) W

SNMP v3 (recommended) x

Clear all

SNMP v3 Credentials

Username Engine ID

Authorization Algorithm Authorization Password

Select W

Privacy Algorithm Privacy Password

Select W

CLI Credentials

Protocol

SSH v2 (recommended) v

SSH v2 [recommended) =

Clear all

SSHV2 credentials

Usernamse Password
cisco [ seans

Enable mode (optional) ~

Cancel m

Edit Auto Discovery Credentials

A Malke thea decired edite



: Cisco recommends scheduling diagnostic scans or initiating on-demand scans at least 6-7 hours
apart from inventory collection schedules so they do not overlap. Executing multiple diagnostic
scans simultaneously can slow the scanning process and potentially result in scan failures.

To schedule diagnostic scans:
1. On the Home page, click the Settings (gear) icon.

2. On the Data Sour ces page, select Data Collection in the left pane.
3. Click Schedule Scan.

Data Collection

Qctober 2022

Scheduling Scans

4. Configure a schedule for this scan.

)
Other assets collected by CX Cloud Agent Inventory Collection Details
Schedule History
Wreakly an Sundiy a 12:00 am EDT
Cioalod: Oct 3, 2022
4

Configure Scan Schedule

5. Inthe deviceslist, select all devicesfor the scan and click Add.



MNew Scheduled Scan

Schedule Scan

6. Click Save Changes when the scheduling is complete.

The Diagnostic Scans and the Inventory Collection schedules can be edited and deleted from the Data
Collection page.

Data Collection with Edit and Delete Schedule options

Upgrading CX Agent VM sto Medium and L arge Configurations

Once VMs are upgraded, it is not possible to:

[ |
LJ



» Downscale from alarge or medium to a small configuration
» Downscale from alarge to medium configuration
» Upgrade from a medium to large configuration

Prior to upgrading the VM, Cisco recommends taking a snapshot for the purpose of recovery in case of
failure. Refer to Backing Up and Restoring the CX Cloud VM for more details.

Reconfiguring Using VMwar e vSphere Thick Client

To upgrade the VM configuration using existing VMware vSphere Thick Client:

(&) VMware vSphere Client *

vmware

VMware vSphere™
Client

_a:' Al vSphere features introduced in vSphere 5.5 and beyond are
avalable only through the vSphere 'Web Chent. The traditional
Client will continue to operate, supporting the same
feature set as vSphere 5.0.

To directly manage a single host, enter the IP address or host name.
To manage multiple hosts, enter the [P address or name of a

wCenter Server.
IP address | Mame: |: j
User name: [|
Password: |
[ Use Windows session credentials
vSphere Client

1. Login to the VMware vSphere Client. The Home page displays alist of VMs.



(& 10.126.77.60 - vSphere Client

File Edit View Inventory Administration Plug-ins Help

g 8 QHOM b 59 Inventory b Bl Inventory
)00 GDBee @

2 [ 120.126.77.60
p CxCloudAgent_2.2_Build-3
& CxCloudAgent_2.2_Build-3

X CloudAgent_2.2_Build-35_vishnu_10.126.77.136_dev

Getting Started WLty

Resource Allocation

Performance

) COXCloudAgent_2.3_|
& CXCloudAgent_2.3_|
& CxCloudAgent_2.3_|
3 CXCloudAgent_2.3_|
@ CxCloudAgent_2.3 |

@

Power
Guest
Snapshot

Open Console

L]

L]

» Nputer that, like a
ing system and
installed on a virtual

(51 NAT-Router2.4.4_vish
(51 NAT-Router2.4.4_vish
D windows-1-test-192.1

<

Edit Settings...

g system.

Add Permission... Ctrl+P
Report Performance...
Rename

Open in New Window... Ctrl+Alt+N

Remove from Inventory

Delete from Disk

n isolated computing
nachines as desktop or
ng environments, or to

2 same host can run

Events

Virtual Machines

Console Permissions

close tab [X]

Host

v

Recent Tasks Name, Target or Status contains: = | Clear X
Name | Target | Status | Detais | Initistedby | Requested Stat
:a Power On virtual mach.. [ CXCloudAgent_2.2_Build-35_vishnu_10.126.77.136_dev & Completed root 11-02-2024 21/

Edit Settings

2. Right-click the target VM and select Edit Settings from the menu. The VM Properties window

opens.



(& CxXCloudAgent_2.2_Build-35_vishnu_10,126,77.136_dev - Virtual Machine Properties - O X

mm:lopmlml Virtual Machine Version: 8
—Memory Configuration
I™ Show All Devices Add... | Remaove |
: Memory Size: I 16 | GB ﬂ
ximum
: E::IMW ;HMME | =1 power on: 256 GB.
s

Maximum recommended for best
E Video card video card 4 performance: 64 GB.
= VMCI device Restricted

Current ation value: 16 GB.
@© scslcontroller0 LSI LogicParallel 128GBH = configur
& Hard disk 1 Virtual Disk
& Floppy drive 1 Client Device 64 GO/

Network adapter 1 VM Network

. ? 32 GBH

s

_reo | o« | oo |

VM Properties

3. Update the Memory Size values as specified:
Medium: 32 GB (32768 MB)

Large: 64 GB (65536 MB)

4. Select CPUs and update the values as specified:
Medium: 16 core (8 sockets * 2 core/socket)
Large: 32 core (16 sockets * 2 core/socket)

5. Click Add. The Add Hardwar e window opens.



6.77.136_dev -

@ CXCloudAgent_2.2_Build-33_vishnu_10.126.77

Virtual Machine Properties

Virtual Machine Version: 8

™| (3 Add Hardware

H Device Type
What sort of device do you wish to add to your virtual machine?

Ready to Complete

i Senal Port (unavailable)
&) Parallel Port (unavailable)

s

&G Floppy Drive (unavailable)

SCSI Device (unavailable)

[+

&

Device Type Choose the type of device you wish to add.

_reo |

Mext > I Cancel

_neo |

Device Type

6. Select Hard Disk asthe Device Type.
7. Click Next.




@ CXCloudAgent_2.2_Build-35_vishnu_10.126.77.136_dev - Virtual Machine Properties = O x

Hardware | Options | Resources Virtual Machine Version: 8

™| (& Add Hardware *

H Select a Disk

Device Type A virtual disk is composed of one or more filles on the host file system. Together these
Select a Disk files appear as a single hard disk to the guest operating system.

Create a Disk

Advanced Options Select the type of disk to use.

Ready to Complete — Disk

& Create a new virtual disk

" Use an existing virtual disk
Reuse a previously configured virtual disk.

{" Raw Device Mappings

Give your virtual machine direct access to SAN. This option allows you to
use existing SAN commands to manage the storage and continue to
access it using a datastore.

)
Help I < Back | Next > Cancel

A

o | ok | concel

Select Disk

8. Select the Create a new virtual disk radio button and click Next.



Hardware ]opuons ] Resources Virtual Machine Version: 8

| (%) Add Hardware X

Create a Disk
Spedify the virtual disk size and provisioning policy

Device Type — Capadty

Select a Disk . =
ooy DiskSize: | 400-H |GB v
Advanced Options ) o

Ready to Complete -~ Disk Provisioning

(" Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed

* Thin Provision

— Location
* Store with the virtual machine
(" Specify a datastore or datastore duster:

Help < Back II Nef %> I Cancel

Help 0K I Cancel

Create Disk

9. Update the Capacity > Disk Size as specified:
Small to Medium: 400 GB, (Initial size 200 GB, increasing total space to 600 GB)
Small to Large: 1000 GB, (Initial size 200 GB, increasing total spaceto 1200 GB)
10. Select the Thin Provision radio button for Disk Provisioning.
11. Click Next. The Advanced Optionswindow displays.



@ CXCloudAgent_2.2_Build-35_vishnu_10.126.77.136_dev - Virtual Machine Properties - O X
Hardware |opm| Regoucggl Virtual Machine Version: §
™| (5 Add Hardware X

H Advanced Options
These advanced options do not usually need to be changed.

Device Type Spedify the advanced options for this virtual disk. These options do not normally need
Select a Disk to be changed.
Create a Disk
Advanced Options Virtual Device Node
Ready to Complete ’_ ISCS[ (0:1) LI
—Mode
[~ Independent
Independent disks are not affected by snapshots.
€ Ppersistent

Changes are immediately and permanently written to the disk.

" Nonpersistent
Changes to this disk are discarded when you power off or revert to the
snapshot.

Help | < Back || NeP? I Cancel

hep | ok | Cancel

Advanced Options

12. Do not make changes. Click Next to continue.



@ CXCloudAgent_2.2_Build-35_vishnu_10.126.77.136_dev - Virtual Machine Properties - O X
Hardware |Opt|or|s | B eI e ] Virtual Machine Version: §
™| (3 Add Hardware X
H Ready to Complete
Review the selected options and dick Finish to add the hardware.
Device Type Options:
Select a Disk
Create a Disk Hardware type: Hard Disk
Advanced Options g;ate disk: New virtual disk
Ready to Complete capadity: 400 GB
- Disk provisioning:  Thin Provision
Datastore: datastore1 (11)
Virtual Device Node: SCSI (0:1)
Disk mode: Persistent
veo | <gack |[ Fmen | concel
o VY
Hep | ok | cancel
4

Ready to Complete

13. Click Finish.



@ CXCloudAgent_2.2_Build-35_vishnu_10.126.77.136_dev - Virtual Machine Properties . O X

Hardware | Options | Resources | Virtual Machine Version: 8
— Disk File

™ Show All Devices | Add... I Remove | I

§E Memory (edited) 32768 MB Disk Provisioning S

[ CPUs (edited) 16 = Thin Provision
£ video card Video card Provisioned Size: I w00 |e -]
& VMCldevice Restricted Maximum Size (GB): N/A
e SCSI controller 0 LSI LogicParallel

& Harddisk1 Virtual Disk —Virtual Device Node

& Floppy drive 1 Client Device

B MNetwork adapter1 VM Network ISCSI ©:1) ll
= New Hard Disk (adding) virtual Disk |

Hep | oK R}‘l Cancel
A
Hardware

14. Click OK to complete the reconfiguration. The completed reconfiguration displays in the Recent
Tasks panel.
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@ CxCloudAgent_2.2_Build-3: [

XCloudAgent_2.2_Build-35_vishnu_10.126.77.136_dev

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and
applications. An operating system installed on a virtual
machine is called a guest operating system.

Because every virtual machine is an isolated computing
environment, you can use virtual machines as desktop or
workstation environments, as testing environments, or to
consolidate server applications.

Virtual machines run on hosts. The same host can run
many virtual machines.

ﬂ CXCloudAgent_2.2_Build-35_vishnu_10.126.77.136_dev
5y = 22— >

close tab E

& Completed root

@T&h |

Recent Tasks

Note: Configuration changes take approximately five minutes to complete.

Reconfiguring Using Web Client ESXi v6.0

To update VM configurations using Web Client ESXi v6.0:

LOGIN




ESXi Client

1. Loginto the VMware ESXi Client. The Home page displays.
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ESXi Home Page

2. Click Virtual Machineto display alist of VMs.
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List of VMs

3. Select the target VM.
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4. Click Actions and select Edit Settings. The Edit Settings window opens.
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Virtual Hardware VM Options

B Add hard disk 'l':'_l, Add network adapter

> {J cPU

8 v1O

> Memory
> (2} Hard disk 1

> <& SCsl Controller 0

> 'S, Network Adapter 1

> Floppy drive 1

» [ Video Card

16 GB
200 GB
WM Network

Add other device

"@ Edit settings - CXCloudAgent_2.2_Build-DEV-build-7-10.126.77.243 (ESXi 5.0 virtual machine)

v Connect ®

CANCEL SAVE

Edit Settings

5. Update the CPU value as specified:

Medium: 16 core (8 sockets * 2 core/socket)
Large: 32 core (16 sockets * 2 core/socket)

6. Update the M emory value as specifi

ed:



Medium: 32 GB
Large: 64 GB

7. Click Add hard disk > New standard hard disk. The new hard disk entry displaysin the Edit
settings window.

'@ Edit settings - CXCloudAgent_2.2_Build-DEV-build-7-10.126.77.243 (ESXi 5.0 virtual machine)

Virtual Hardware VM Options

) Add hard disk ‘'S, Add network adapter Add other device
> {3 CPU v @
32 GB ud

> i, Memory

200 GB e X
> (&) Hard disk 1
. 6 ] GB v .
> (&) New Hard disk
> (& SCS| Controller O
> ‘B, Network Adapter 1 VM Network ~ | [ Connect X

b3 Floppy drive 1

» ] Video Card

Edit Settings

8. Update New Hard disk values as specified:
Small to Medium: 400 GB, (Initial size 200 GB, increasing total space to 600 GB)
Small to Large: 1000 GB, (Initial size 200 GB, increasing total space to 1200 GB)
9. Click the arrow to expand New Hard disk. The properties display.



Virtual Hardware VM Options

() Add hard disk 'S, Add network adapter

32
> @ Memory
200
» (=Y Hard disk 1
400
~ (= New Hard disk
Maximum Size 288TE

Location

Add other device

> & cPU 6 v @

GB e
GB ~
GB >

& Edit settings - CXCloudAgent_2.2_Build-DEV-build-7-10.126.77.243 (ESXi 5.0 virtual machine)

[datastorel] CXCloudAgent _2.2_ Build-DEWV-build-

PIBrowse... k

Disk Provisioning @Thin provisioned

Thick provisioned, lazily zeroed
Thick provisioned, eagerly zeroed

Shares Normal >
Limit - IOPs Unlimited
CANCEL SAVE
Edit Settings

10. Select the Thin provisioned radio button.
11. Click Saveto complete the configuration. The configuration update displays in the Recent tasks.
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et e i e — NN 0 AR E] RN o ERAT ORI 100
Recent Tasks

Reconfiguring Using Web Client vCenter

To update the VM configurations using the Web Client vCenter:




VMware® vSphere

example@domain.local

Password

[ Use Windows session authentication

LOGIN

vCenter

1. Loginto vCenter. The Home page displays.



vSphere Client f:‘

il CXCloudAgent 2.2 Build-DEV-build-7-10.126.77.243 e
b 3 ’ . ]
[El] @ @ L Actions - CXCloudAgent_2.2_Bulkd-DEV-buld-7-10.. Permissions Datastores Metworks Snapshots
— Power >
~ 10.126.77.54
Guest OS5 »
» 1 CommonPocl
P st O5: Ubuntu Linux (&4-bit)
Snapshots
> D1 HCL_Team patitsility ESXi 5.0 and later (VM version 8)
> B3 Performance l’—:‘a Open Remote Console vare Tools:  MNot running, not installed
~ [l Automation MORE INFO
v [ 10126776 @ Migrate... Name:
- Clone ddresses:
W CXCloudAgent_1.12_Build- 101267716
& CxCloudAgent_1.12_Build-
_ Fault Tolerance »
G CXCloudAgent_1.7_Build-t
@ CXCloudAgent_2.2_Build- WM Policies 3 ) )
= = : 3 virtual machine,
CXC IoudAgem_?..z_E‘qu-
& QA_Windows_VM_10.126, Template
M Windows-Server-2022_10 Compatibility Y -
J=
Gl Windows_server_2019_WVI 8 CPUS)
5 [dI) 10.126.77.47 Export System Logs...
> Ef Build-Server ~ |:| 16 GB, 5.44 GB memory active
) <@ Edit Settings...
> A DNAC 200 GB
R security M
ove to folder.
VM Netwaork (connected)
» [ Tools
Rename...
Disconnected
Edit Motes...
4 MB
Tags & Custom Attributes >
Device on the virtual machine PCI bus that provides
Add Permission... support for the virtual machine communication interface
Alarms »
Additional Hardware
ESXi 5.0 and later (VM version 8)
A Recent Tasks  Alarms VSAN >
List of VMs

2. Right-click the target VM and select Edit Settings from the menu. The Edit Settings window opens.



Edit Settings

Wirtual Hardware

» CPU
» Memory
» Hard disk 11{_
v SCSl controller O
y Network adapter 1
» Video card

VMC| device

» Other

Edit Settings

3. Update the CPU values as specified:
Medium: 16 core (8 sockets * 2 core/socket)
Large: 32 core (16 sockets * 2 core/socket)

4. Update the Memory values as specified:

Medium: 32 GB
Large: 64 GB

CXCloudagent_2.2_Build-DEV-build-7-10.126.77.243

WM Options

LSl Logic Parallel

WM Metwark -~

Additional Hardwaro

ADD MEW DEVICE ~

@

® Connected



Edit Settings  CXCloudAgent_2.2_Build-DEV-build-7-10.126.77.243 X
Virtual Hardware VM Options
ADD NEW DEVICE ¥
> CPU* e v Disks, Drives and Storage
» Memory * 32 o GB v Harl £l
Existing Hard Disk
> Hard disk 1 200 GE v
RDM Disk
] 1] | ic Parallel
» SCSI controller © LS| Logic Paralle Host USE Device
s Network adapter 1 VM Network ~ CD/DVD Drive
Controllers
» Video card Specify custom settings v NVMe Controller
VMCI device SATA Controller
> Other Additional Hardware SCS| Controller
USB Controller
Other Devices
PCl Device
Serial Port
Network
MNetwork Adapter
o
Edit Settings

5. Click Add New Device and select Hard Disk. The New Hard disk entry is added.



Edit Settings

Virtual Hardware VM Options

» CPU*
> Memory *

> Hard disk 1

v New Hard disk *

Maximum Size

VM storage policy

Location

Disk Provisioning

Sharing

Shares

Limit - IOPs

Disk Mode

Virtual Device Node

» SCSI controller O

> Network adapter 1

CXCloudAgent_2.2_Build-DEV-build-7-10.126.77.243 X

ADD NEW DEVICE ¥
6 v &)
32 v GB v

200 GB W

3.027T8B

Datastore Default v~

Store with the virtual machine v

Thick Provision Lazy Zeroed

Unspecified v

Normal ~ v
Unlimited ~

Dependent v

SCSI controller O ~

SCSI(0:1) New Hard disk ~

LS| Logic Parallel

® Connected

VM Network v

Edit Settings

6. Update New Hard disk memory as specified:
Small to Medium: 400 GB, (Initial size 200 GB, increasing total spaceto 600 GB)
Small to Large: 1000 GB, (Initial size 200 GB, increasing total space to 1200 GB)




Edit Settings

Virtual Hardware VM Options

> CPU*

> Memory *

» Hard disk 1

~ MNew Hard disk *
Maximum Size
VM storage policy
Location
Disk Provisioning
Sharing
Shares
Limit - IOPs
Disk Mode
Virtual Device Node

3y SCS| controller O

» Metwork adapter 1

Edit Settings

CXCloudAgent_2.2_Build-DEV-build-7-10.126.77.243

ADD MEW DEVICE ~

6 v @
32 v GB v

200 GB w

400 GB v

3.02TE

Datastore Default v

Store with the virtual machine -

Thin Provision hd

Unspecified

Naormal - ‘SE w
Unlimited - .

Dependent w

SCS| controller @ ~ SCSI0O:1) New Hard disk ~

LSl Logic Parallel

VM Netwaork ~ ® connected

7. Select Thin Provision from the Disk Provisioning drop-down list.

8. Click OK to complete the upgrade.

Deployment and Network Configuration

Select any of these options to deploy the CX Agent:

* VVMware vSphere/vCenter Thick Client ESXi 5.5/6.0

* VMware vSphere/vCenter Web Client ESXi 6.0 or Web Client vCenter Installation

e QOracle Virtual Box 7.0.12

* Microsoft Hyper-V Installation

OVA Deployment

Thick Client ESXi 5.5/6.0 I nstallation

This client allows deployment of CX Agent OV A by use of the vSphere thick client.



https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/cx-cloud-agent/217292-cx-cloud-agent-overview.html#anc10
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1. After downloading the image, launch the VMwar e vSphere Client and log in.

(&) Viiware vSphere Client ®

vmware

VMware vSphere”

(lient

All viphere features introduced in vophere 5.5 and bayond are
avaiable only through the vSphere Web Chent. The raditonal

viphere Chent will continue to operate, supporting the same

feature st as vSphere 5.0.

To directly manage a single host, enter the IP address or host namee.
To manage multiple hosts, enter the [P address or name of a

wCenter Server,

IP pddress | Name:

[10.126.77.60

=l

User name:

Password:

Login

2. From the menu, select File > Deploy OVF Template.

(@ 10.126.77.60 - vSphere Chent
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vSphere Client

3. Browse to select the OV A file and click Next.



(%) Deploy OVF Template = O X

Source
Select the source location.

Source

QOVF Template Details
Name and Location
Disk Format

Ready to Complete
Deploy from a file or URL

! =] sowse.. |

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

Help , < Back || Next > I Cancel

OVA Path

4. Verify the OVF Details and click Next.



(2 Depiery 0T Tomghaze

= o x
T Temmgplsbe Durtais
ety ChP hemplade detsls,
S
AT Tewmplate Detaids
Hama sl Lachias Frocduct: Exloudigern_3.8 fubd 344
Thsin Format
brimork agrirg Vernee: 8
ey b Ciopie e Werdar: G Symoma, b
Toubbeboes - D CHOO SYITEME, BN
Cerioad B2t Lige
Sape o e L4 3 (e provemored])
20058 Pk v
SO Oyt _10 Pkl 144
) I < Back I | Pt > | Cancal |
A

Template Details

5. Enter aUnique Name and click Next.




(%) Deploy OVF Template - O

Name and Location
Specify a name and location for the deployed template

Source Name:

OVF Template Details c -
XCloudAgent_2.0_Build-144_p=1e]

Name and Location

Disk Format The name can contain up to 80 characters and it must be unique within the inventory folder.

Network Mapping
Ready to Complete

Help I < Back || Next > | Cancel

Name and Location

6. Select a Disk Format and click Next (Thin Provision is recommended).



@ Deploy OVF Template

Disk Format
In which format do you want to store the virtual disks?

Source

OVF Template Details
Name and Location -

T Available space (GB): I 973.1
Disk Format oy

MNetwork Mapping

Ready to Complete

Datastore: |datastore1 (11)

" Thick Provision Lazy Zeroed
" Thick Provision Eager Zeroed
{*" Thin Provision

Help < Back || Next > I Cancel I
A

Disk Format

7. Select the Power on after deployment check box and click Close.



(%) Deploy OVF Template - O X

Ready to Complete
Are these the options you want to use?

Z?#rimmate Details When you dick Finish, the deployment task will be started.
Name and Location Deployment settings:
Disk Format OVFfile: C:\Users\owcadmin\Downloads\OVA\CXCloudagent_2.0..
Network Mapping Download size: 1.1 GB
ey s Compicte Size ondisk: 3.1GB
Name: CXCloudAgent_2.0_Build-144 DEMO
Host/Clusten localhost.
Datastore: datastorel (11)
Disk provisioning: Thin Provision
Network Mapping: "WM Network"to "VM Network"

Help | < Back Il Finish I Cancel

Vi

Ready to Complete

Deployment can take several minutes. Confirmation displays upon successful deployment.
(%) Deployment Completed Successfully — X
Deploying CXCloudAgent_2.0_Build-144_DEMO

Completed Successfully

‘ Close I

8. Select the deployed VM, open the console, and go to Network Configuration to proceed with the next
steps.

Deployment Complete




Web Client ESXi 6.0 Installation

This client deploys CX Cloud OV A by use of the vSphere web.

1. Login to the VMWare Ul with the ESXi/hypervisor credentials used for deploying VM

vmware ESXi

VMWare ESXi Login

2. Select Virtual Machine > Create/ Register VM.

Eie [da s Higtery Beolerads Teok Help

Becalost hod sldermgen - Viba e X @ Me= Tab " 4

QO A o htips012677.20,

| Ty Marviatar | ocamos Lo akdoian
[T T A LA B wlh wCaahes Sadeel W1 Cre e acuiter VU By st down [ Reboot ¥ Retesh £3 Acbens
[Ire e beesimasl s sldomain Create of recutter a Virtual Maching
MR &3 I T TR TR

Withaal Mac hmas F AT ] Normal {posssspied W wCenter Server o 10 1090 T7 %

LD S1orage Uptre 153 47 daya

€1 Metworiong —

Create VM

3. Select Deploy a virtual machine from an OVF or OVA file and click Next.



231 Mew virtual machine

1 Select creatca type Select creation type
2 Select OVF and VMDX files How would you like 10 create a Virtsal Machine?
) Select storage
4 License agreements ~ This open Gueses you tecugh THe Locess of creabn
J chine 93
5 Doployment optas Crosis 8 new sl me virtual machine from an OVF and VMOK fies

6 Adaibonal seltngs Deploy a virlual machine fom an OVF o OVA file

Repi3I 3n 051303 Wiual machne

Bacx | Net Finish Cancel

Select Creation Type

4. Enter the name of the VM, browse to select the file, or drag-and-drop the downloaded OV A file.
5. Click Next.

51 New virtual machine

+ 1 Select creation type Select OVF and VMDK files
2 Select OVF and VMDK files Select the OVF and VMDK files or OVA for the VM you would like to deploy
3 Select storage -
4 License agreements Enter a name for the virtual machine,
5 Deployment options r
6 Additional settings

7 Ready to complete Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

Click to select files or drag/drop

Mext ] Finish Cancel |

OVA Slection

6. Select Standard storage and click Next.



75) New virtual machine - CX Cloud Agrnt 2.0 DEMO

¥ 1 Select creation type Select storage
V' 2 Select OVF and VMDK files Select the storage type and datastore
R 3 Se

4 License agreements [TSERG] Fersistent emor
5 Deployment options
6 Additional settings Select a datastore for the virtual machine’s configuration files and all of its’ virtual disks.
7 Ready to complete
Name ~ Capadty -~ Free v Type v  Thinpro..v Access
datastore1 43578 35778 VMFSS Supported  Single A
w
1items
Back |[ Next ] Finish Cancel | ‘

Select Sorage

. Select the appropriate Deployment options and click Next.
3 New virtual machine - CX Cloud Agrnt 2.0 DEMO

¥ 1 Select creation type Deployment options
' 2 Select OVF and VMDK files Seledt deployment options
v 3 Select storage )

- O |
Rk o VM Network VM Corporate Network Z

5 Ready to complete

Disk provisioning ® Thin O Thick

Power on automatically

| Back || nNed Finish Wi‘

Deployment Options

8. Review the settings and click Finish.



51 New virtual machine - CX Cloud Agrnt 2.0 DEMO

+ 1 Select creation type

v 2 Select OVF and VMDK files
v 3 Select storage

+ 4 Deployment options

Ready to complete
Review your seftings selection before finishing the wizard

V Product CXCloudAgent_2.0_Build-144
VM Name CX Cloud Agmt 2.0 DEMO
Disks CXCloudAgent_2.0_Build-144-1_signed-sha1-disk1.vmadk
Datastore datastore1
Provisioning type Thin
Network mappings VM Networic VM Corporate Network
Guest OS Name Unknown

~\

:‘ E Do not refresh your browser while this VM is being deployed.
-

Back || Next Finish [| Cancel
Ready to Complete
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Successful Completion

9. Select the VM just deployed and select Console > Open browser console.
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Console
10. Navigate to Network Configuration to proceed with the next steps.
Web Client vCenter Installation
This client allows deployment of CX Agent OV A by use of the Web Client vCenter.
1. Log into vCenter Client using ESXi/hypervisor credentials.
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2. From the Home page, click Hosts and Clusters.
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3. Select the VM.and click Action > Deploy OVF Template.

Deploy OVF Template

2 Sedect a name and fokder
3 Select a compute resource
4 Revew details

S Select storage

& Beady to complete

Select an OVF template

Salect an QVF template froem remote UDL o 00 fig system

Enter 3 USL L0 O0wnitad 8nd indlad the OVE package from the intermet. Or Drowie 1O
12 AtON MCCRLLDIE frOm your COMPUTE, SUCh &3 & IOCal hard arrve, & NElwork Shive, o &
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B Locsl tie

(o] e

A Seect o terpiate 1o desioy Une muipie peection 1o eect o the Nes msoceted wem e X

OfF tommpiate (ol v #4C )

CANCEL

NEXT

Deploy OVF




4. Add the URL directly or browse to select the OVA file.
5. Click Next.

Deploy OVF Template Select a name and folder s

Specilty a unique name and target location

1 Select an OVE template Virtual machine nanme; CHCloudAgent_2.3_Bulld-Demo

2 Select a name and folder

Select a lecation for the virtusl machine.

- 10126 77 .54
v [ CommonPog
» [ M3 - Simulator
> [ Ma
g |

B3 HGL_Team

W

(5 Performance
) Autemation

W

F Buig-Server
i DMac

FI Security

> B Toots

W

CANCEL BACK HEXT

Name and Folder

6. Enter a unique name and browse to the location if required.
7. Click Next.

Deploy OVF Template Select a compute resource X
Select the destination compute resource for this operation
1 Select an OVF template ~ [ Build-Server
>

2 Select a name and folder

3 Select a compute resource

Compatibility

Compatibility checks succeeded

eancer | sack | [N

Select compute resource



8. Select a compute resource and click Next.

Deploy OVF Template
1 Select an OVF template
2 Select a name and folder

3 Select a compute resource

4 Review details

Review details

Verify the template details

Publisher
Product
Version
Vendor

Description

Download size

Size on disk

TrustiD EV Code Signing C
CXCloudAgent_2.3_Build-69

23

Cisco Systems, Inc

CXCloudAgent_2 3_Build-69

14 GB

Unknown (thin provisioned)

1.6 TB (thick provisioned)

A 4 (Trusted certificate)

CANCEL | BACK |

Review details

9. Review the details and click Next.

Deploy OVF Template

1 Select an OVF template
2 Select a name and folder
3 Select a compute resouroe

4 Revigw details

5 Configuration

Configuration

Srlect a deploymaent configuration

& small
) Medium

Ol arge

2 items

Description

The resources consumed by this
configuration ars: 8 vCPUS 16GE
Memary 200GE Storage Typical
configuration for DMA installations.

CANCEL BACK HEXT

Configuration

10. Select the the deployment Configuration and click Next.




Deploy OVF Template Select storage s

Selact the starage for the configuration and disk Mes
select an OWF template ncrypt this virtual machine (Re
Solect virtual disk format

hick Provigion Lazy Zeroed

2 Select a name and folder VM Storage Policy Thick Provision Lazy Zeoed Drefault - |
| Disable Storage RS for this| pac proess Eager Zeroed

3 Select a compute resource Thin Provigion

T Storage T
Compatibadity

Mame Capacity T Provisioned T |Fres T Cluster

4 Rewview detals

5 Configuration

< >
m 1Rem

Compatikdity

Compatibility checks succesded

CAMCEL BACK HEXT

Configuration

11. Select Storage > Select virtual disk format from the drop-down list and click Next.

Deploy OVF Template Select networks *
Select a destination netwark for each scarce nptwark
1 Select an OVF template
L
Source Metwaork Ceestination Network
2 Select a name and folder VM Network A bt
—_— -
3 Select a compute resource 11 ] IR 1 item
Browse
4 Review delails
' : IP Allocation Settings
5 Confiquration IP abacation Static - Manual
IF protacol Fd
6 Select storage

CAMCEL BACK MEXT

Select Networks

12. Make the appropriate selections in the Select networks and click Next.



Deploy OVF Template Ready to complete *

Hewlew your selections before finishing the wizard -

Select an OVF template w Select a name and folder

Mame CXCloudagent_2 3 Buikd-Dema

2 Select a name and folder
Template name CXCloudagent_2.3_Build-69-1_SHA1
Faldar Build-Server

3 Select a compute resource

w Salect & compute rescurce
4 Review details
Resource 10126, 77 52

5 Configuration w Review detalls

Download size 14 GB
& Select storage

w Select storage

7 Select networks

Size on disk Unkrewn

Storage mapping 1

Al disks

Datastore: dat,

stared (8). Format: Thin proy

W Seledt networks
Metwork mapping 1
WM Moebwork Wi Metwark
IP allocation settings
IP protocal P4

IP allocation Static - Manual g

CAMCEL

Ready to complete

13. Review selections and click Finish. The Home page displays.

& CXCloudAgent_2.3_Build-Demo B =]

Summnary  Moniter  Configuie Pemiislons  Datasores  Netwerks  Snapihets  Updates

Mot

e
N MORE INFO o MEMOWY USAGE
(ol
oB
(o STORAGE USA
= 145KB
Launch reuote consoe @ 3
»
> cPU 8 CPUls) CXCodag
> Memery [ 1608, 0 GO memery sctve
¥ Recent Tasks  Alarms
— " T | wn T o T | R T - ) -
Depicy OVF Lemeplate Copying Virtual Miching co..  VEPIERELOCALWEkd-exiens  8ms
cackage vihend localhdministrator a1 me

VM added

14. Click thenewly added VM to view the status.



VM Added

15. Onceinstalled, power on the VM and open the console.

B CXCloudAgent_2.0_Build-144-demo b L

Open Console

16. Navigate to Network Configuration to proceed with the next steps.

OracleVirtual Box 7.0.12 I nstallation

This client deploys CX Agent OV A though the Oracle Virtual Box.

1. Download the CXCloudAgent_3.1 OVA into the windows box to any folder.
2. Browse to the folder using the command line interface.
3. Unzip the OVA file using the command tar -xvf D:\CXCloudAgent_3.1 Build-xx.ova.



Unzip OVAFile

4. Open the Oracle VM UI.

Y —
. et
O e == i
i ¢ = ’ e
- hewm g b ]
S o e e e e et el e
v e b el et e S g e
. g
P G g T 1 5 T Pt o, o v = Ligfiar o b et
e
Oracle VM

5. From the menu, select Machine>New. The Create Virtual M achine window opens.

) Creste Virtusl Bladhene ? w0

Virtual machine Name and Operating System

Fipsse choost 3 ST pdve rame o deriraton folder for the new vrival machine. The rame vou thoore =l be
s Fheoughout VirbuslBion B idenafy Ths machine, Addsoraly, wou an select an [50 image which may be wsed
10 sl e QUEST DpErabng Syshem.

# Wt | OnCiourdispen? Dema 4
N\ - .

Ficer £ s et st i balion Wi

’ 150 brape: | <nab pelacted >

| Tipe! | Linu 7 =

. - el
ol b 150 e i pelecied, e guest OF will neesd B0 be instaled manally

vl Enger] Mkt Canoel

Create Virtual Machine

6. Enter the following details in the Virtual machine Name and Operating System window.
Name: VM name
Folder: Location where VM datato be stored
| SO image: none
Type: Linux
Version: Gentoo (64bit)
7. Click Next. The Har dwar e window opens.
& Creste Virtusl Mathne ? LA |
Hardware

Yow o il virtl maching's Pardware by changeg smount of M snd vrtsl OPU court
Eruatir £F] o s caieisitie

Bt Mooy [ | W |2
‘ N ay oTTeE

iy Protessrs: '

- "l’ 1O £ 0P
“-\1‘;'- ] iEratir 1 il s o)

- =



Hardware

8. Enter Base Memory (16384 MB) and Processor s (8 CPU) and click Next. The Virtual Hard Disk
window opens.

& Conabe Virtual Maching 7 4 L

Virtual Hard disk

1 s sy e £ ] & vl Bl sk b e ot Pmaiie. i £ ey el & e P sk
fle o Skt 4 Exirg . ARETaTvel you G Creste & wriusl mackis mifeut & virkl hard dk

* () Creste o riual Mard Disk bow
(= -

\ {8) s o i Vil e Dok Pl

- = @
‘ ) B st el sl o B

Virtual Hard Disk

9. Select the Use an Existing Virtual Hard Disk File radio button and select the Browse icon. The
Hard Disk Selector window opens.

Ll Haed Dok Saigection - o ®

Manchm Sawior

Al Brtew

Aawmy vl o sl e

Hard Disk Selector

10. Browse to the OV A folder and select the VMDK file.

v Thin B ¢ Mew Volome (Bt} + COCAGENT

e lidaded b |

-

N O Rthgyent 2.0 Busd-05-1_SHAT-ak Ll 1 s s chiree § ral

oy e [
File rarne: | CXCloudigant 20 Buld-45-1 S48 1-dak vovd A virtual b etk Tl *oemnd
Co
OVA Folder

11. Click Open. Thefile displaysin the Har dwar e Disk Selector window.



[ ) Hard thsk Sebector

- O x
Medum Selecir
add  Refesh
e ° Virhunl iz Actal ize |
W Mok Attached
DNCiousagent 3.3, Buld 6.1 5HA L.dsk . vt 20,0058 LG |
Sewrch By bama. | & @
o

Hard Disk Selector

12. Click Choose. _The Virtual Hard Disk window opens. Confirm the displayed option is selected.

¥ Create Virlual Msches ? Ea ]

Virtual Hard disk
B wou wish yous can il & il Pawnd cisks 0 thee new maschine., Vo can eifher oeale & new haed dek
e o BT B BN 0Nk, ARNETTAeRly e GO TERNE & v machee seiou 8 v i hoed o
123 Create m Virtusal Hard ik e

Coeglr. Sige 800 CB
4.0 =8

Fre-alocase Ful Sow
.

(9 L i1 Enisiteg) Virtuatd Hard D Fle-

1207

2 Cuticrtagens 2.3 Buldafie]_SHA Lok L vedk (hiormal, 200,00 G8) -
() Do ot Aad & Virkusl s Disic

Select file

13. Click Next. The Summary window opens.

T Create Virbual Machine ® N

Summary

Trrae: Pl tabie sumwearited T CondQuration yiu have thosen foe the res viriusl madere. When

¥ou a0 Rty wih Bet 0ndpUraton press Frsh o reste B vl machne, Atematvely wiu a0
s sk, e ey EPee ol e

[ rrnchine mume st 05 Tyee

MacFur hisma D Couthgenr Dema
Macring Fokder

150 Image
’ Guest 5 Type Gervioe [EHE)
|a Hardware
Base Memary L]
Provesseis) B
EFL Enatie faise
& Dsx

Amached Dak B T ACENT OO e g2 ) Bl ] SHA L ik 1wl

Covimit ol wizardl ot

i

Summary

14. Click Finish.
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VM Console Sartup

15. Select the deployed VM and click Start. The VM powers in and the consol e screen displays for setup.

Open the console

16. Navigate to Network Configuration to proceed with the next steps.

Microsoft Hyper-V Installation

This client deploys CX Agent Virtual Disk though the Microsoft Hyper-V installation.

1. Log into the Hyper-V Manager.



il Hyper-V Manager

File Action View Help
=2 m B
E.Hyp!r-\f Manager
E“RK"MH” Virtual Machines
Quack Create... Shate
Mew » Virtual Machine...
Imiport Virtual Machine... Hard Disk....
Floppy Disk...

Hyper-V Settings...

Virtual Switch Manager...
Virtual 54N Manager...

Edit Disk...

Inspect Disk...
sehpoird - CoCloudAgent_2 4_Budd4d - (10
Stop Service

Remiove Server
Refresh

View >

Help

Hyper-V Manager

. Right-click the target VM to open the menu.
. Choose New > Virtual Machine. The New Virtual Machine Wizard — Before Y ou Begin page
displays.

BB Migw Vit Machine Wizard &

wiN

3 Beidore You Begin

Toul mazand Pl wou Sreats & vl maches. Tou S8 uis vl machress nplace of Shaal
computers for & varety of uses. You can use thes wirerd bo configure the virtusl masdhire noe, and
o G e B CorilgLr e LENer Lol HyEr ¥ Mansger .

To creabe & vt madne, da one of the folowreg:

= Cheki Firsgh Ro reale: & v fusl machine hal B configuned with defsult valies.
& Chck Mt by create & virtual maching with & cupton configuration.

) D st svovws Bhis page again

[ Mests |
New Virtual Machine Wizard

4. Click Next. The New Virtual Machine Wizard — Specify Name and L ocation page displays.



3 Ny Viehsal Meachine Wazzed b

3 Specify Name and Location

Bafarg Fou Bign Chere & raree o kocamen dae thes vl machre.
| scevafy rams and Locaten | The name & daplaved 1 HeDe - Manager. e recrmend that yiu e § rds Tal helps v sasly
Sowecify Gererstion hprvsty S vr bl i, much s e mame of B querst operaling Evitem or workiosd.

Az Moy e Othgent 3 1.0 Buld 13

Conbgure hetmriang Yiou can meate & foider or use an existng folder io stone the virtusl madhine. I you dont select &
Corracs Vraad Hand ik fedes, the vriual Sachne o atired n e el foder corigured for S sereer.

Irstslansn Opnsns [ Stere e vl machne in & different iecaton

Summary L= rerarilata Micr e ¥ Vet e v

A
< Prevous Wext> | Frsh Cancel

Name and Location

5. Enter the Name and location.
6. Click Next. The New Virtual Machine Wizard — Specify Generatlon page displays.

3 Neve Wrtasl Mackane Wizard

- Spedify Generation

Bedare Tou Begn Choose the perersion of T v iusl madhine.
Spefy Hare snd Lacston 0 Generanon 1
m Thas wrtusl macking gorraton meports 12-bet and bt cuest o S providied
—— i hardare which hass been avalabie in sl previous versons of Hper 4,
Corfgre tebuiong ) Gereraten I
Thig wrbasl madhine pereraton provdes paport for newer v tuslaston fesbures, has UEF] based
it Vel Heed el frrente, Sl FEVLES § SLpPTiEd S4-Del (Uit O0ET RN SYTIES.
Irpialybon Opbons

Ay, ‘Onoe & virtual maching B been mreated, you cannet change its gendraton.

<Preves | | heds Frish [

Soecify Generation

7. Click the Generation 1 radio button.
8. Click Next. The New Virtual Machine Wizard — Assign Memory page displays.



L3 P Virtasl Mackane Wizard ®

= Assign Memory

B o o B Speoty fre amount of memory o alooate by fhis viriusl madhine. You can specfy o amound from 12
ME Brcugh 2E1E50 ME. To mgnel pirfharmance, igedly @ong B thi S afcunl
Speay Plame and Locuton recammranded Foe the age 800G £¢5 b
Specty Generaton p— B34 M
L Chynamic Mesory for Bhis vrtual machine.

Configure Mebworking
= s When o dhene him much memory b assgn 128 v sl madhine, consader how you ntend to
Corramet Vriual Hard Dusk n i S o ual rmaschrr el B cpe g vrter St ot vl run,

Iratalabon Optons
ey

rvicud il Frushs Cirns

Memory

9. Enter the desired amount of RAM in the Startup memory field.
» 16GB for Small deployment
» 32GB for Medium deployment
* 64GB for Large deployment

% Notes:
- For CX Agent, the minimum allocated memory must be at least 16GB.
- The Use Dynamic Memory for thisvirtual machine check box should not be checked.

10. Click Next. The New Virtual Machine Wizard — Configure Networ king page displays.



I New Virtual Machine Wizard

a Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
Specify ! and Location virtual switch, or it can remain disconnected.

Spedfy Generation Connection: Default Switch v

Assign Memory

Configure Networking

Connect Virtual Hard Disk

Installation Options
Summary
< Previous Finish Cancel
Networking

11. From the Connection drop-down list, choose a virtual switch for network connectivity.
12. Click Next. The New Virtual Machine Wizard — Connect Virtual Hard Disk page displays.

% Note: The “Use an existing virtual disk” is selected by default. Do not make any changes.

S Mpw Virtual Machrs Wizacd

- Connect Virtual Hard Disk

Bafare You Begr A vl e FEUneS SI0a0E 30 Tt yiu Lo nStal an o HIFe SpSiER. Tou Can Specdy te
— — s age fow o oariicurg & ke by sodifying the virtual mechreg § propertei.

Sy Carnralion () Create & virkoal hard dak

. U Bl e B Creale @ VO shrurmealy eaguraire virtsl Furd dek

Configure Hetwortang pent_3. 1.1_Buld 322
| comect virtual ard ook | e S eIy gt P Gl

S

) TGl (M §4 TH)

0 Use B ewsare il hard des
Ut Bl oplion &S altach an fytng vl hard dak, oiter WD or VHDX format.

0 Armsch & virtusl Faed disk lbey
Use Ehis apdion &S ikip Shis ke row and attisch an endstng vl hard dek later

< Previous Metx | | Fneh Cancel

Connect Virtual Hard Disk



13. Review the Summary and click Finish.
Processor Settings

To verify Processor settings:

1. Right-click the newly created VM (as shown in the section above). The menu displays.

Virtual Machi
Mame ' State CPU Usage Assigned M
JOCouin S
B CxCoudAgent_: ng 5%, 16384 MB
Settings...
Start
Checkpaint
Checkpoints Move...
| Export...
[ sacted vitual machine has no checkpoints
Delete...
Help
VM Settings

2. Choose Settings.
3. Click Processor in the Har dwar e pane.

F Settings foe OiCloudipent 40 Budd’2 on KEX-WIN11 - ®
CxCioudhgent 40 Buddid LI -
|&_vardware [
T i trdewe
= paoe Fiu it ey e P of il ] o B ey 4F 1
S phymdal EaepUter T £ sine madkfy SSer rensree Eani el St
W Searsy Mumber of vt processrs: LI
W Moy . Fpsoiroe gonrol
1634 Wions o e T e poniois ko balanoe resouroes. among virbasl machmes.
L2 n Proceisor =
& o Virtual machine reserve (peroentage): L
|5 I DE Controler § Peroerd of total pritem nesarcn
| s Fd Drive
Uk il Wi e el enDenage]: Wi
I .E!D-C{;;tl Paronn of 1ot ivitem ieRGUTCR: Hex
Bl 2ot Corsraler
=%  Balit Sl b Heer ¥ s not configuned b erabl processr reiouron contol
@ oo Lcarm mone sbout Myper - processor confiourabon ootions,
B comz
) fsketze rrew
# Hansgement
1) M
l-nw-lh';hmm
& Crackports
Nl G P Fike Listates
[ & | cowd Ay

4. Update the Number of virtual processorsfield as listed below:



* Small Deployment: 8
* Medium Deployment: 16
 Large deployment: Minimum 32
5. Click Apply.
6. Click OK.
7. Update Storage Settingsif creating aM edium or L ar ge deployment of CX Agent. To update:
1. Click VM Settings.

F1 Settings for CiCloudAgent 40 Bulds2 on KRE-WIN1I - b

N loudAgent 40 Buld 2 « A |8

& Uy B ot Corteoler
I A i i
= Tou tan s hard drives B vour SCS controller o remove the SO contraler from e
W searny Chek A b stk & e hard drive s B S5 contraler,
B ey Shared Drte

= O Processer

= Il D€ Consraler 0
¥ o Hard Cren —

= e Tou can configure o hard drive o use & virtual hand dek or & phyecal bard dek after
I [ Coniraler 1 ¥ou aittach the drrve 1o e controler.

[l
i Toremoree S SCST coniroler from B virtusl maschine, chck Riemgve, A il hard
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B ooz
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T ]
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Bl Srmart Pagryg Fle Locaner
= Cancel
SCS Controller
2. Click SCSI Controller section.
3. Click Add with the Hard Drive option selected.
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4. Click New in Media. A new virtual hard disk wizard opens.

== Bew Virbual ard Disk Wizaed ®
- Before You Begin

Tk meiraed P phu ETESe & Febw v bl e dhsk ireusl havd i prenacle dher ade b vriusl
maschres and are stored on physosl meda s vid o vhih Ses.

() Do st s Bt e S

| Meaz | Prsh Canad
New Hard Disk Wizard

5. Click Next. The Choose Disk Format page displays.

m= Mo Virtual Haed Disk 'Wizard ¥

- Choose Disk Format

Befare Tou Begn Wiyt Torerat o you manl i e Sor the Wil Faed i
| choose sk Farmat [N
Choons Dk T yo Supparts virtual hard diske up o 2,040 G e
Speecrfy baree sl Liscaten O v
Cordigure Dk Thes Eorrma? suggser i vir bl sk gy 52 TS e o rsbee! 52 cormntensy v Bhal swahl acor
P from posser falures. This format s nok supporbed in operaling sysiems earker Ehan Windows B,
£ Brevos l Mg = vt Cancel

Choose Disk Format

6. Click VHDX radio button to select disk format.
7. Click Next. The Choose Disk Type page displays.
C



= Mo Virtual Mard Disk Wizard =

- Choose Disk Type

Before You Begn Wit bype of vl hard dek do vou want o ceate

Crooms Disk Format ) Pz

_ Thas type off ek promdes. bertter e formance ard i necommeencied for gervers runming apckcatons
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) Dmamcaly exoandeg
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() Dnprenaing
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ek, 50 Tt o a0 revert the Chanpes easly. Al chidren must have T Same vl hard dak
format s the parend (VHD o VHOI).

« Broreuns Hext > | Frrush =
Choose Disk Type

8. Click Dynamically expanding radio button.
9. Click Next. The Specify Name and L ocation page dlsplays

= Hew Wirtual Hand Dok Wizaed

& Specly Name and Location

Bedore Tou Bege Speafy e rume s ncadon of e il had dsk fle,
Thoose Dk Farmat Mame:  CuAAD b2 wO2_socl
Choss Dk Ty
T o S neess o
Coriigure Dusk
Ty
< Previous paest = Frah Carcel

Specify Name and Location

10. Enter disk Name and L ocation.
11. Click Next. The Configure Disk page displays.



s Fhpwr Virkaal Hand Dink Wisaed x

- Configure Dk

Before You Begn P reate & Bk vrial hard Sk o copy e content o e cumtre Shyscal dik
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Configure Disk

12. Enter the size of the new disk as recommended below:
* Medium deployment: 400 GB
» Large deployment: 1000 GB
13. Click Finish. Hyper-V VM isready to use and can be started.
8. Refer to Network Configuration to proceed with the next steps.

Microsoft Hyper-V Image Signature Validation

To ensure the integrity and authenticity of Microsoft Hyper-V images, signature validation is performed as
part of the security process.

Prerequisites

 Ability to run OpenSSL commands via Command Line Interface

* Ability to run grep commands via Command Line Interface

* Cisco provided image for signature verification

» Cisco signed x.509 end-entity certificate containing a public key that is used for signature verification;
this certificate isissued by a Cisco Subordinate CA, which is trusted by the Cisco Root CA

» Signature generated for the image

 Signature verification program required to verify the 3-tier x.509 certificate chain and signature; the
certificate chain is validated first, including the end-entity certificate and well-known subCA and
rootCA certificates, then the subCA and rootCA are either read from a specified local directory or
downloaded from the PK1 website; the authenticated end-entity certificate is used to verify the
signature

Run Signature Verification Package

Customers can verify that the downloaded Cisco ZIP archive has been signed with a Cisco release
certificate. Run the commands in the examples below to verify signatures.

Note: Ensure the correct attributes are referenced in the example commands below.



Command 1 (sha512 signature, Cisco rootCA & subCA downloaded from PK| website example):

./ cisco_x509 verify rel ease.py3 -e CX COLLECTOR HYPER REL_ CERT. pem -i
CXCl oudAgent __ Bui | d- 348 _SHALl. vhdx_RELEASE signed.zip -s

CXd oudAgent 3.1 Buil d-348 SHAL. vhdx_ RELEASE si gned. zi p. signature -v
dgst --algo shabl2 --fail ExpiredCerts

Command Output

<possi bl e error nessages, some w th UNSAFE LEGACY RENEGOTI ATI ON_DI SABLED
code word>

Retrieving rootCA certificate from
https://ww. ci sco.com security/pki/certs/csirca4096. cer

Successfully retrieved and verified csirca4096. cer.

Retrieving subCA certificate from
https://ww. ci sco.coml security/pki/certs/cgsiscad4096. cer

Successfully retrieved and verified cgsi sca4096. cer.
Successfully verified root, subca and end-entity certificate chain.
Successfully fetched a public key from CX CO.LECTOR HYPER REL_CERT. pem

Successfully verified the signature of CXO oudAgent 3.1 Buil d-
348 SHAL. vhdx_RELEASE si gned. zi p usi ng CX COLLECTOR HYPER REL_CERT. pem

Command 2 (sha512 signature, Cisco Virtual UEFI rootCA & subCA retrieved from Cisco PK| website example):

./ cisco_x509 verify rel ease. py3 -e CX COLLECTOR HYPER REL_CERT. pem -i
CXCl oudAgent _3.1 Buil d-348 SHA1l. vhdx_RELEASE si gned. zip -s

CXd oudAgent 3.1 Buil d-348 SHAL. vhdx_ RELEASE si gned. zi p. signature -v
dgst --algo shabl2 —fail ExpiredCerts

Command Output

<possi bl e error nessages, some w th UNSAFE LEGACY_ RENEGOTI ATI ON_DI SABLED
code word>

Retrieving CA certificate from
https://ww. ci sco.com security/pki/certs/vuefirca.cer

Successfully retrieved and verified vuefirca. cer.

Retrieving SubCA certificate from
https://ww. cisco.com security/pki/certs/vuefiscav2.cer

Successfully retrieved and verified vuefiscav2. cer.
Successfully verified root, subca and end-entity certificate chain.

Successfully fetched a public key from CX CO.LECTOR HYPER REL_CERT. pem


https://www.cisco.com/security/pki/certs/csirca4096.cer
https://www.cisco.com/security/pki/certs/cgsisca4096.cer
https://www.cisco.com/security/pki/certs/vuefirca.cer
https://www.cisco.com/security/pki/certs/vuefiscav2.cer

Successfully verified the signature of CXO oudAgent 3.1 Buil d-
348 SHAL. vhdx_RELEASE si gned. zi p usi ng CX COLLECTOR HYPER REL_CERT. pem

Command 3 (local Cisco rootCA & subCA example)

./cisco _x509 verify release. py3 -e CX COLLECTOR HYPER REL_CERT. pem -i
CXd oudAgent 3.1 Buil d-348 SHA1l. vhdx_ RELEASE signed.zip -s

CXd oudAgent 3.1 Buil d-348 SHA1l. vhdx_RELEASE si gned. zi p. si gnature -c
/cert/store -v dgst --algo sha512 —fail ExpiredCerts

Command Output

Using | ocal l y-provided rootCA certificate /cert/store/vuefirca.cer

Usi ng | ocal | y-provi ded subCA certificate /cert/store/vuefiscav2. cer
Successfully verified root, subca and end-entity certificate chain.
Successfully fetched a public key from CX COLLECTOR HYPER REL_CERT. pem

Successfully verified the signature of CXC oudAgent 3.1 Buil d-
348 SHAL. vhdx_RELEASE si gned. zi p usi ng CX COLLECTOR HYPER REL_CERT. pem

Network Configuration

To set the CX Cloud Agent password for the cxcadmin username:

E—
Clzco O Cloud Agent Coal igarat lon

Before you can log isfo Clisco CX Cloud fgont, you must ot o now password (or
cacadnin, which Iz the Clgco CX Closd Agent uicraenc, The patguord mugl nect
the follouing requirements:
= Comtaing a minimm of @ characters
= [meludes:

- lee uppercase character

- e lowercase character

= v wanber

= o of the following special characterz: T8 8 5 % & = ()
= Iz not a dictiosary word

St Password outo Gemerate Pazsword)

Set Password

1. Click Set Password to add a new password for cxcadmin OR click Auto Gener ate Password to get a
new password.

St Fazsword

In the Fazsword and Conf irm Fazzword (icldzs, coter and coslirm & mow pazsword for
cicadmim, Whew ponl are [Nimjzhed, 3€lect Sct Fassuord

(Uze the Up ifrrows and Dows frrow keys to savigate between £ields.
Frezz e Tab key to select Set Password.)

[T N cucadnin
Passuord: e
Conf Irn Pazsword : |

New Password

2. If Set Password is selected, enter the password for cxcadmin and confirm it. Click Set Password and



go to Step 3.
OR

If Auto Generate Password is selected, copy the password generated and store it for future use.
Click Save Password and go to Step 4.

ratogenerated Fazsuord

Pazsward : SOMNDITMIOET

Rake zure to store thiz pazmword in & safe place. Thiz password iz required to log
into Clzco CX Closd Agent.

After you have stored the pazzvord in a safe place. zelect Jave Fazzword. To returm
o Lhe previous seroen, select Camcrel,

€ Camcel ¥

Auto Generated Password

Pazzword Stresgth

The strength of the new password is Medisn,

To zave the pazgword, select Save Pazsword. To configure a different pazzuard,
select Cancel to peturn to the Set Passuord screen.

f<Gave Passuard) < Camcel >

Save Password

3. Click Save Password to useit for authentication.
Hetwork Conf iguration

Pleaze enter an IFuvd addrezz and correspomnd ing network cond iguration
for the appliance.

{Uze UpsDoun keysz to mavigate to next field. Press Tab to jump to
Continue button)

IF Address: |
Subnet Hazk: |
|Gateway: ——
DNS Servers: I
wHaximum 3 IPs with comma separator.

LCont inued

Network Configuration

4. Enter the | P Address, Subnet Mask, Gateway, and DNS Server and click Continue.

Conf irmation

Please conf irm ubether the emtries are correct?

IF Address:

Subnet Mazk: Z55.755.7255.0
Gateway! 10, 126.77.1

il o 171,709,168, 183

cVes . Contimues) < Mo, Go Back >

Confirmation

5. Confirm the entries and click Y es, Continue.



Cluzter Conf Iguration

By default Eubernetes will use subnet cluster-cide=172.16.16 025,
service-cidr=172.16.0.0-25 lor installatiom.

Select Continue to proceed with default conf iguration.

If default conf iguration iz conflicting with network, then please
provide £ custom subnets for k3s installation seperated by conma.
For example: 0.0.0.0.25,0.0.0.0-.25

Hote:
1. Hinimum <25 zubnet iz mandatory
£. Custon submet should not have same IF as assigned to UR

lmstn- Submet : | ——

LCont inue)

Custom Subnet

6. Enter the Custom Subnet IP for the K3S cluster configuration (if a customer’s default subnet
conflicts with their devices network, select another custom subnet).
7. Click Continue.

Proxy set Up Conf irmat ion
Do you want to add prowy detailsT

Yes, Set Up Proxy Ho, Comtinue to Configurationd

Proxy Set Up

8. Click Yes, Set Up Proxy to set the proxy details or click No, Continue to Configuration to directly
proceed to Step 11.

Froxy Conf iguration
Pleaze enter proxy details for the network.

(e UpsDoun keys to wavigate to next field. Prezs Tab to jump to Setup
Froxy buttonl

Froxy Address:

|

Port Humber : |

Usernane e —]

Paszword : e —
CBeglin Conf iguration> < Ho, Go Back >

Proxy Configuration

9. Enter the Proxy Address, Port Number, Username, and Password.
10. Click Begin Configuration.

Izco fgent Setup
Confl iguration iz in progress...
This step will take 8-10 nimites to conplete.

Do not poser of f the mechime until this process is cospleted.

= B |

CX Cloud Agent Set Up



Cisco CX Cloud Agent Conf iguration

Validate the domains commectivity. Please press Continue
and wait for a while...

{Cont inue>

CX Cloud Agent Configuration

11. Click Continue.
Cisco CX Cloud fAgent Conf iguration

Following is the summary of CX Cloud Connectivity
verification results.

Ensure all the connections are successful for the
“opted in" region before proceeding.

us:

clondsso.cisco.com:
api-cx.cisco.com: |

agent .us.csco.clowd: o0

ng .acs.agent.us.csco.clowd :toc

APJC:

cloudsso.cisco.com: oo
api-cx.cisco.com: oo
agent.us.csco.clond 5o
agent.ap jc.csco.cloud: o0
ng.acs.agent .ap jc.csco.clowd: oo

EHEA :

cloudsso.cisco.com: oo
api-cx.cisco.com: |
agent.us.csco.clond 500

agent .enea .csco.cloud: oo

ni .acs.agent . enea . csco.cloud: oo

m £ Continue 3>

Configuration Continues

12. Click Continue to proceed with the configuration for successful domain reach. The configuration can
take several minutes to complete.

% Note: If the domains cannot be reached successfully, the customer must fix domain reachability
by making changes in their firewall to ensure that domains are reachable. Click Check Again
once the domains reachability issue is resolved.

The Clzco X Cloud Agemt Setup

The metuork conf igurat ion ks been ssccessiully conpleted .

1] :
Submet Mask : 255.255.255.0
- : 10.126.72.1

BAE Sereer 171,79, 168,183

To gemcrate the pairing code FRESS key (Register fo COX Clowmd?

Register to CX Cloud

13. Click Register to CX Cloud to obtain pairing code.



Clzco O Closd Agent Setup
The metwork cosf lguratios has been swccessfully completed.,
L1 i
Submet Mazk @ 555 .55 550
Gty 1 10,136,771
S Server S O1F1A, 16 1
The pairing code iz Torka?
Fleaze go to O Clomd and cnter thizs pairing code.
The Code will be walid for 5 mimles.

Tine left in secomsds. ..

==l T I

Pairing Code

14. Copy the Pairing Code and return to CX Cloud to continue the setup.

Registrat ion Successzful

CX Cloud Agent setup is conplete. FPlease go to CX Cloud to start using the
waluable data provided by CX Cloud ngent.

Registration Successful

% Note: If the pairing code expires, click Register to CX Cloud to generate new pairing code
(Step 13).

15. Click OK.
Alternative Approach to Generate Pairing Code Using CL |

Users can also generate a pairing code by using CLI options.

To generate a pairing code using CLI:

1. Loginto the Cloud Agent via SSH using the cxcadmin user credential.
2. Generate the pairing code using the command cxcli agent gener atePairingCode.

1of owell sgent geseratefalringlode

Generate Pairing Code CLI

3. Copy the Pairing Code and return to CX Cloud to continue the setup.
Configuring Devices To Forward Syslog to CX Cloud Agent
Prerequisites

Supported Cisco Catalyst Center versionsare 2.1.2.0t0 2.2.3.5, 2.3.3.4 10 2.3.3.6, 2.3.5.0, and Cisco
Catalyst Center Virtual Appliance



Configure Syslog Forward Setting

To configure Syslog Forwarding to CX Agent in the Cisco Catalyst Center, perform these steps:

1. Launch Cisco Catalyst Center.
2. Go to Design > Network Settings >Network.
3. For each site, add the CX Agent IP as the Syslog Server.

% Note: Once configured, all devices associated with that site are configured to send syslog with level
critical to CX Agent. Devices must be associated to a site for enabling the syslog forwarding from the
deviceto CX Cloud Agent. When a syslog server setting is updated, all devices associated with that
Site are automatically set to default critical level.

Configuring Other Assets (Direct Device Collection) to Forward Syslog to CX Agent

Devices must be configured to send Syslog messages to the CX Agent to use the Fault Management feature
of CX Cloud.

% Note: The CX Agent only reports syslog information from Campus Success Track Level 2 assets to
CX Cloud. Other assets are prevented from having their syslog configured to CX Agent and do not
have their syslog data reported in CX Cloud.

Existing Syslog Serverswith Forward Capability

Perform the configuration instructions for the syslog server software and add the CX Agent IP Addressas a
new destination.

% Note: When forwarding syslogs, ensure that the source | P address of the original syslog messageis
preserved.

Existing Syslog Serverswithout Forward Capability OR without Syslog Server

Configure each device to send syslogs directly to the CX Agent |P Address. Refer to this documentation for
specific configuration steps.

Cisco 10S® XE Configuration Guide

AireOS Wireless Controller Configuration Guide



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-1/configuration_guide/sys_mgmt/b_171_sys_mgmt_9300_cg/configuring_system_message_logs.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/8-10/config-guide/b_cg810/configuring_system_and_message_logging.html

Enabling Information Level Syslog Settingsfor Cisco Catalyst Center

To make Syslog Information level visible, perform these steps:

1. Navigate to Tools>Telemetry.

®
Discovery
Inveniory
Tf.'J:.'-r:‘.u-:q'-,l
i Image Repository

Command Runnor
License Manager
Template Editor
Te emeiry

Data and Reports

Tools Menu

2. Select and expand the Site View and select a site from site hierarchy.

Cisco DNA Telemetry
ati
o Vierw
L =-
Bangalore
| Device Name Addreas Type Family WVersion
d-A . = L o el - - A L
o - e St Py ared M
Ste View

3. Select the required site and select all devices using the Device name check box.

4. Select Optimal Visibility from the Actions drop-down.



Sengelon Manimal Visitlity
Address Type Family Version Profile
Optirnal Viadslity
[vsable Telemetry
s -l =1 10.201.100.90 Canco Catalynt 0% Sechey ared Hutn [iatse Terratry

Actions

Backing Up and Restoring the CX Cloud VM

It is recommended to preserve the state and data of a CX Agent VM at a specific point in time using the

snapshot feature. This feature facilitates CX Cloud VM restoration to the specific time that the snapshot is

taken.
Backing Up the CX Cloud VM

To back up the CX Cloud VM:

1. Right-click the VM and select Snapshot > Take Snapshot. The Take Virtual Machine

Snapshot window opens.

i LALIOUGAgGENT_Z.£_BUNA-35_1U.1Zb.//.24Y |

ENVITOMment, you cdr use virwaai imdacnmnes as ueskiop ol

h [CXCloudAgent_2.2_Build-35_12

hents, as testing environments, or to

CXCloudAgent_2.2_Build-8_nJ_
CXCloudAgent_2.2_Build-9_10.
CXCloudAgent_2.2_Build-9_10.

Remove from Inventory

Delete from Disk

chine settings

) CXCloudAgent_2.2_Build-35_A — ' pplications.
b CxCloudAgent_2.2_Build-35_8 Guest »
1 cxcloudAgent_Z.Z_Build-4_Botl Snapshot 4 HEJ Take Snapshot...
| CXCloudAgent 2.2_Build-4_ChiE8  Open Console @ Revertto Current Snapshot
I CXCloudAgent_2.2_Build-7_Ch
) CXCloudAgent_2.2_Build-7_Cha (5%  Edit Settings... {3l snapshot Manager...
I CXCloudAgent_2.2_Build-7_Niti . Consolidate
) CxCloudAgent_2.2_Build-7_Niti Add Permission... Ctri+P
| CXCloudAgent_2.2_Build-8_Bok Report Performance... . "
) CXCloudAgent_2.2_Build-8_Ch virtual machine
) CxCloudAgent_2.2_Build-8_Niti Rename rtual hi
A48 niti rirtual machine
: CXCloudAgent_2.2_Build-8_niti Open in New Window... Ctrl+Alt+N
)
)

CYClandAnant 2 2 Ruild-9 Nitin 10 19R 77 1141 T

Sdect VM




—MName

ISnapslnt_Nm <Provide_Snapshot_name >

— Description

<Description for ef>

[~ Snapshot the virtual machine's memory

™ Quiesce guest file system (Needs VMware Tools installed)

Take Virtual Machine Snapshot

oK Cancel

2. Enter Name and Description.

%4 Note: Verify that the Snapshot the virtual machine’s memory check box is cleared.

list.

File Edit View Inventory Administration Plug-ins Help

3. Click OK. The Create virtual machine snapshot status displays as Completed in the Recent Tasks

Ga

£y Home b g Inventory b ) Bwentory

muly 00 G0 e

[ [ CXCloudAgent_2.2_Buid-21_Bob_10.126.77.130_fresh
B cxcloudagent_2.2_Build-22_10.126.77.227_Chaitra
G exCloudagent_2.2_Build-24_Bob_10.126.77.131
B CxCloudAgent_2.2_Buld-26_10.126.77.227_Chaitra
(B CxCloudAgent_2.2_Build-27_10.126.77.227_Chaitra
G cxcludagent_2.2_Buid-27_10.126.97.227_D
fh CxcCloudngert_2.2_Buid-27_beb_10.126.77.130
(h xcloudagent_2.2_Build-26_10.126.77.227_Chaitra
) cxCloudagent_2.2_Build-28_bob_10.126.77.131_esxH9
(1 CéCloudAgent_2.2_Build-29_Bob_10.126.77.131
(51 CxCloudhgent_2.2_Buid-3_bob_101.126.77.130
G CxCloudAgent_2.2_Buid-31_10.126.77.227_Chaitra
fh CxCloudagent_2.2_Build-31_Aditya_10.126.77.122

OtCloudAg

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer, runs an operating system and
applications. An operating system installed on a virual
machine is called a guest operating system

Because every vifual maching is an isclated computing
environment, you can use virtual machines as deskiop of

close tab (1]

Virtual Machines

(51 CxCloudhgent_2.2_Buid-33_bob_10.126.77.131 workstation environments, as testing environments, or to !% Host
(1 cxcloudagent_2.2_Build-35 consolidate server applications. |
CxCloudAgent_2.2_Buld-35_10.126.77.124_Chardan 1S
CxCloudhgent_2.2_Bwild-35_10.126.77.222 Virlual machines run on hosts. The same hosl can run k o
many wirtual machines. >
i Cxcloudagent_2.2_Buld-35_19.126.77.229 EV '
CXCloudAgent_2.2_Build-35_122_Adtya_test %
g CCloudAgent_2.2_Buid-35_Aditya_10.126.77.122 d
s cxCloudgent_2.2_Buid-35_Bob_10.126.77.131 Basic Tasks wphere Client
CxCloudAgent_2.2_Build-4_Bob10.126.77.130
g cxCloudhgent_2.2_Buid-4_Chaitra_10.126.77.227_Chaitra = B Power Off the virtual machine
@1 CxXCloudAgent_2.2_Buid-7_Chaitra_10.126.77.227 )
& cxcloudagent_2.2_Buid-7_Chaitra_10.126.77.228 Ul suspend the virtual machine
CxCloudhgent_2.2_Bulld-7_Mitin_10,125.77.118
% CxCloudigent_2.2_Buld-7_Mitin_10,128.77.11% [ Edit virtual machine settings
(B cxXCloudAgent_2.2_Buld-8_Beob_10.126.77.131
Eh CxCloudAgent_2.2_Build-8_Chaitra_10.126.77.227
 CxCloudAgent_2.2_Build-8_Nitin_10,126.77.11% -
Recent Tasks Name, Targst or Stztus contzins: - [ Clear  ?
Hame | Target | Status | Detalk |Iritistedby | Requested Start Tine
%) Download VM configurtion © Complaad paser 11/3/2022 10:5%:31 AM
%Y Revertsnapshot G oicloudAgent_2.2_ Brild-35_122_Adya test & Complaed rock 11/3f2022 10:55:20 AM
%Y Download VM configeration & Compleed vpuser 11/3/2022 10:58:41 AM
¥ Createviriual machine snapshot @ Oiloudhgent_2.2_Build-35_122_Adiya_test Complead rock L11/3f2022 10:58:31 &M




Recent Tasks

Restoring the CX Cloud VM

To restore the CX Cloud VM:

1. Right-click the VM and select Snapshot > Snapshot M anager. The Snapshots of the
VM window opens.

'Fp I e Fonments, as testing environments,
Build- awer ¥ ler applications

_Build- Guest ] L .
ﬂ:'ﬂ_ Snapshot » | Take Snapshot... '
i ¥ Open Conscle @ Revertto Current Snapshet
_Build-] 5 Edat Settings... Iiﬁ Snapshot Manager..

Build-3 o Consalidate

Teuidi  AddPermission.. Cuisp |

 _Build-

;:ud- Report Pesfommance... khn virtual machine

_Build- Rename

_ Build- & virtual machine

 Build- Open in Mew Window.., CtrlsAl«N

_Build- Remave from Irmventary machine settings

_ﬂlg:l Dielete from Disk

Select VM window

IoChadhpent_2.2_Buld-35_122_Adtys_test = hame
m .21
B O Sruprhit_Hame <Provide_Snagehol_name >
® Yow are bere |
 Desoriplon
<Description for ref> ~
3 ] E
Goto Delete eetedl | e |
_Ce |
Shapshots Window

2. Click Goto. The Confirm window opens.



f Currend stabe of the Vietusl Maching willl be boat unbess it has boon sroed
i a thapshot. Revert to tnapshet
“Saapthot_Hame< Prorode_Snapthol_names !

Confirm Window

3. Click Yes. The Revert snapshot status displays as Completed in the Recent Tasks list.
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4. Right-click the VM and select Power > Power On to power on the VM.

T CxCloudhgemt_2.2_Buld-35_10.136.77.229 environment, you can use virtual machines as desk
# C EEE - 5.
$ OiCloudigent 2.3 Bul  Powes k Power On [
I CxCloudagent_2.2_Bulk Guest ’ Pwer O ChrleE

% mg:::z‘i Snapahot k Suipend Cirds T
B 'EMUJJUEE Open Console Resst Cirds T
B Cxcloudhgent_2.2_Bu Edit Settingt.

2 ittt pl D LR Settioge

an

Shist Down Guest  Ctrl=D

B (;wu_zjui Upgradee Virtual Hardware Restart Guest Cirl=B
CiClsudigent_2.2_Bul ission 5

% wg.z_aui' SaiRsye ol n the virtual machine

B Cxclovdagent_2.2_Bud Fepor Perormance

# Cucloudhgent_2.2_Bull & al machine settings

$i Cxtloudhgent_2.2_Bull  Open in New Wandow...  Cil= AN
D Cxtloudhpent 22 Bl oL lw

i c;mu}ﬁi Dhglete frgm Dk
i DHCP_SERVER_DND =]

Security

CX Agent assures the customer of end-to-end security. The connection between CX Cloud and CX Agent is
TL S secured. Cloud Agent’ s default SSH user is limited to perform only basic operations.



Physical Security

Deploy CX Agent OVA image in asecured VMware server firm. The OVA is shared securely through
Cisco software download center. Bootloader (single user mode) password is set with arandomly unique
password. Users must refer to this FAQ to set this bootloader (single-user mode) password.

Account Security

During deployment, the cxcadmin user account is created. Users are forced to set a password during the
initial configuration. cxcadmin user/credentials are used to access both the CX Agent APIs and to connect to
the appliance over SSH.

cxcadmin users have restricted access with the least privileges. The cxcadmin password follows the security
policy and is one-way hashed with an expiry period of 90 days. cxcadmin users can create a cxcroot user
using the utility called remoteaccount. cxcroot users can gain root privileges.

Network Security

The CX Agent VM can be accessed using SSH with cxcadmin user credentials. Incoming ports are restricted
to 22 (SSH), 514(Syslog).

Authentication

Password based authentication: Appliance maintains a single user (cxcadmin) which enables the user to
authenticate and communicate with the CX Agent.

* Root privileged actions on the appliance using SSH.

cxcadmin users can create cxcroot user using a utility called remoteaccount. This utility displays an
RSA/ECB/PKCS1v1 5 encrypted password which can be decrypted only from the SWIM portal

(DECRY PT Reguest Form). Only authorized personnel have accessto this portal. cxcroot users can gain
root privileges using this decrypted password. Passphrase is valid only for two days. cxcadmin users must
recreate the account and obtain the password from the SWIM portal post password expiry.

Hardening
CX Agent appliance follows Center of Internet Security hardening standards.

Data Security

CX Agent appliance does not store any customer personal information. Device credential application
(running as one of the pods) stores encrypted server credentials inside secured database. The collected data
isnot stored in any form inside the appliance except temporarily when it is being processed. Telemetry data
is uploaded to CX Cloud as soon as possible after the collection is complete and is promptly deleted from
local storage after it is confirmed that the upload was successful.

Data Transmission
The registration package contains the required unique X.509 device certificate and keys to establish secure

connection with lot Core. Using that agent establishes a secure connection using Message Queuing
Telemetry Transport (MQTT) over Transport Layer Security (TLS) v1.2


https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/cx-cloud-agent/217292-cx-cloud-agent-overview.html#anc32
https://swims.cisco.com/abraxas/decrypt
https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html

L ogsand Monitoring

Logs do not contain any form of Personal Identifiable Information (PI1) data. Audit logs capture all security-
sensitive actions performed on the CX Cloud Agent appliance.

Cisco Telemetry Commands

CX Cloud retrieves asset telemetry using the APIs and commands listed in the Cisco Telemetry Commands.
This document categorizes commands based on their applicability to the Cisco Catalyst Center inventory,
Diagnostic Bridge, Intersight, Compliance Insights, Faults, and all other sources of telemetry collected by
the CX Agent.

Sensitive information within asset telemetry is masked before being transmitted to the cloud. The CX Agent
masks sensitive data for all the collected assets that send telemetry directly to the CX Agent. Thisincludes
passwords, keys, community strings, usernames, and so on. Controllers provide data masking for all
controller-managed assets before transferring this information to the CX Agent. In some instances,
controller-managed assets telemetry can be anonymized further. Refer to the corresponding product support
documentation to learn more about anonymizing the telemetry (for example, the Anonymize Data section of
the Cisco Catalyst Center Administrator Guide).

While the list of telemetry commands cannot be customized and the data masking rules cannot be modified,
customers can control which assets' telemetry CX Cloud accesses by specifying data sources as discussed in
the product support documentation for controller-managed devices or the Connecting Data Sources section
of this document (for Other assets collected by CX Agent).

Security Summary

Security Features |Description

Bootloader (Single user mode) password is set with arandomly unique password.

Bootloader Password Users must refer to FAQ to set his bootloader (single user mode) password.

SSH:

Access to appliance using cxcadmin user requires credentials created during
User Access installation.

Access to appliance using cxcroot user requires credentials to be decrypted using
SWIM portal by authorized personnel.

cxcadmin: default user account created; User can execute CX Agent application
commands using cxcli and has least privileges on the appliance; cxcroot user and its
encrypted password is generated using cxcadmin user.

User Accounts
cxcroot: cxcadmin can create this user using the utility remoteaccount; User can
gain root privileges with this account.
cxcadmin password |- Password is one-way hashed using SHA-256 and stored securely.

policy



https://www.cisco.com/c/dam/en/us/support/docs/cloud-systems-management/Cisco-CX-Collector/cisco-telemetry-commands.pdf
https://www.cisco.com/c/en/us/support/cloud-systems-management/index.html
https://www.cisco.com/c/en/us/support/cloud-systems-management/index.html
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-and-management/dna-center/2-3-5/admin_guide/b_cisco_dna_center_admin_guide_2_3_5/b_cisco_dna_center_admin_guide_2_3_5_chapter_010.html#id_122699
https://www.cisco.com/c/en/us/support/cloud-systems-management/index.html
https://www.cisco.com/c/en/us/support/docs/cloud-systems-management/cx-cloud-agent/217292-cx-cloud-agent-overview.html#Grub

Minimum eight (8) characters, containing three of these categories. uppercase,
lowercase, numbers, and special characters.

cxcroot password
policy

cxcroot password is RSA/ECB/PKCS1v1 5 encrypted
The passphrase generated needs to be decrypted in SWIM portal.

The cxcroot user and password is valid for two days and can be regenerated
using cxcadmin user.

ssh login password
policy

Minimum of eight characters that contains three of these categories: uppercase,
lowercase, numbers, and special characters.

Five failed log in attempts lock the box for 30 minutes; Password expiresin 90
days.

Ports Open Incoming Ports — 514(Syslog) and 22 (SSH)
No Customer information stored.
Data Security No Device data stored.

Cisco Catalyst Center server credentials encrypted and stored in the database.




